
(19) United States 
US 2004O162786A1 

(12) Patent Application Publication (10) Pub. No.: US 2004/0162786 A1 
Cross et al. 

(54) DIGITAL IDENTITY MANAGEMENT 

(76) Inventors: David B. Cross, Redmond, WA (US); 
Philip J. Hallin, Redmond, WA (US); 
Matthew W. Thomlinson, Seattle, WA 
(US); Thomas C. Jones, Sammamish, 
WA (US) 

Correspondence Address: 
LEE & HAYES PLLC 
421 W RIVERSIDEAVENUE SUTE 500 
SPOKANE, WA 992.01 

(21) Appl. No.: 10/365,878 

702 

Application Programs 

(43) Pub. Date: Aug. 19, 2004 

(22) Filed: Feb. 13, 2003 

Publication Classification 

(51) Int. CI.7. ... G06F 17/60 
(52) U.S. Cl. ................................................................ 705/59 
(57) ABSTRACT 
One aspect relates to a process and associated device for 
managing digital ID lifecycles for application programs, and 
abstracting application programs for multiple types of cre 
dentials through a common Digital Identity Management 
System (DIMS) and Application Programming Interface 
(API) layer. 
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DIGITAL IDENTITY MANAGEMENT 

TECHNICAL FIELD 

0001. This disclosure relates to identity management, and 
more particularly to digital identity management. 

BACKGROUND 

0002. In operating systems and platforms, various tech 
nologies exist that relate to managing Such digital identities 
Such as certificates, identities, tokens, keys, assertions, or 
credentials. Each developer of application programs often 
applies their own techniques for managing these certificates, 
identities, or credentials. Application programs therefore 
often manage and Store their digital identities differently. 
This variation in techniques for managing the digital iden 
tities makes it more difficult for application programs to 
interface with the credentials. The individual application 
programs that Store or interface with different digital iden 
tities often have difficulty interfacing with different types of 
digital identities associated with the different application 
programs. 

0003. Historically, the operating system and application 
program developerS have protected digital identities using 
different methods, and have Stored the digital identities in 
different locations. Networking aspects of the application 
programs make Such protection of networked data and 
programs even more important and challenging Since net 
worked application programs typically have to be able to 
access data from certain prescribed locations. Application 
programs typically have to be aware of how to obtain data 
through the protection provided by digital identities, and be 
able to prove their validity at different locations within the 
operating System. 

SUMMARY 

0004. This disclosure relates in general to management of 
digital identities (IDS). One aspect of this disclosure relates 
to a method and associated apparatus for managing digital 
ID lifecycles of digital identities for application programs, 
and abstracting application programs for multiple types of 
digital identities through a common digital identity manage 
ment system (DIMS) and Application Programming Inter 
face (API) layer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 The same numbers are used throughout the draw 
ings to reference like features and components. 

0006 FIG. 1a illustrates a block diagram of one embodi 
ment of a network computer System that is configured as a 
digital identity management System (DIMS); 

0007 FIG. 1b illustrates a block diagram of one embodi 
ment of a Stand-alone computer System Such that is config 
ured within the DIMS; 

0008 FIG. 2 illustrates one embodiment of the DIMS 
containing the digital identity (ID) Such as can be managed 
by the DIMS; 

0009 FIG. 3 illustrates a block diagram of one embodi 
ment of the DIMS; 
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0010 FIGS. 4a, 4b, and 4c illustrate one embodiment of 
the digital information management process to be performed 
by certain DIMS; 
0011 FIG. 5 illustrates a block diagram of one embodi 
ment of the DIMS; 
0012 FIG. 6 illustrates a diagram of one embodiment of 
the digital ID used by the DIMS; 
0013 FIG. 7 illustrates a block diagram of one embodi 
ment of the DIMS and certain associated components within 
a computer environment; 
0014 FIG. 8 illustrates a flow-chart of one embodiment 
of an authentication process that can be performed by the 
DIMS; 

0.015 FIG. 9 illustrates a flow-chart of one embodiment 
of a decryption process that can be performed by the DIMS; 

0016 FIGS. 10a and 10b illustrate a flow chart of one 
embodiment of a lifecycle management process that can be 
performed within the DIMS; and 
0017 FIG. 11 illustrates a flow chart of one embodiment 
of a housekeeping process that can be performed by the 
DIMS; 

0018 FIG. 12 illustrates a flow chart of one embodiment 
of a roaming process that can be performed by the DIMS; 
and 

0019 FIG. 13 illustrates one embodiment of a computer 
environment Such as can run the DIMS. 

DETAILED DESCRIPTION 

0020. The present disclosure relates to technique that 
enable users (novice and advanced) to Secure their docu 
ments, files, e-mail, messages, communication Sessions, web 
Sessions, etc. and/or collaborate with other individuals Such 
as family members, peers, team members, and busineSS 
partners in a Secure and easy to use manner. Authentication 
is crucial to Secure communications. Users must be able to 
prove their identity to those with whom they communicate 
and must be able to verify the identity of others. Authenti 
cation of identity on a network is complex because the 
communicating parties do not physically meet as they com 
municate. Without authentication or encryption, another 
perSon can intercept messages or to imperSonate another 
perSon or entity. 

0021 Certain embodiments of digital identities (IDs) and 
credentials as described herein have attributes associated 
with them. At a higher level, multiple ones of these creden 
tials or digital IDS can be Somewhat interchangeable. Cer 
tain credentials and digital IDS have the same associated 
attributes (Such as an e-mail address). Other credentials and 
digital IDs have different attributes and different expiration 
dates. The digital IDs include, but are not limited to, key 
pairs, username and passwords, licenses, assertions, certifi 
cates, and the like. 

0022 Auser name and password associated with a digital 
ID may (depending on the application program and the 
associated Secrecy) have a useful life of, e.g., Several Sec 
onds or alternatively many months. Some shorter-lasting 
digital IDS are used to obtain additional digital IDS having 
a longer duration or Vice versa. The digital ID (Such as a 
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certificate) and key pair may have a useful life of, e.g., 180 
days. AS Such, there exist a wide variety of digital IDS. 
Digital IDS allow one or more users to Securely use a variety 
of their application programs. Digital IDS also allow a 
plurality of users to communicate Securely. 
0023. In one embodiment, a digital ID, such as a certifi 
cate, is a set of data that identifies an entity. Another 
embodiment is a digital ID that is an assertion or a set of 
claims regarding that identity. A trusted organization can 
assign a digital ID to an individual or an entity that associ 
ates a key or a set of claims with the individual. The 
individual or entity to whom the digital ID is issued is called 
the subject of that digital ID. The trusted organization 
(Sometimes known as a trusted third party) that issues the 
digital ID is in different embodiments a security token 
service (STS), a Certification Authority (CA), or a key 
distribution authority such as a Kerberos key distribution 
center (KDC). The trusted organization is considered the 
digital ID's issuer. Certain embodiments of the STS include 
a CA, a key distribution center, a license Server, or other 
trusted Source that distributes digital IDS. A trusted organi 
zation such as the STS will only issue a digital ID after 
verifying the identity of the digital ID's subject. 
0024. The digital ID is a data structure that can be stored 
in a relational database, a flat database, files System, key 
device, or other computer memory device. One embodiment 
of the digital ID is described relative to FIG. 6. The digital 
ID store(s) data relating to the identity of a particular user 
(Such as certificates for a user and/or a key pair). 
0.025 There are a large variety of digital ID management 
systems (DIMS) 100 that are described in this disclosure. In 
general, DIMS 100 provide processes for application pro 
grams to perform authentication, authorization, encryption, 
and decryption using digital IDS. Many embodiments of 
DIMS are configured to perform credential management. 
Within this disclosure, a digital identity management System 
(DIMS) 100 refers to any system that manages one or more 
digital IDS. Digital IDS include Such identities as certificates, 
credentials, tokens, assertions, claims, and key pairs. 
0026 Certain embodiments of the DIMS 100, as 
described within the disclosure, manage Such digital IDS as 
certificates that are used for data encryption and decryption 
in a variety of application programs. For example, the DIMS 
100 could store their validity periods and indicate where the 
digital IDs originated so that the DIMS can manage the 
digital IDs on behalf of the user (or on behalf of an 
application program 702 as shown in FIG. 2). As such, the 
DIMS 100 is aware of the status of the various digital IDs, 
and acts on behalf of the digital IDs so that the contained 
information is constantly fresh or Serviceable to the appli 
cation programs and to the user. 
0027. A user should be able to create a digital ID on 
demand by going to a user interface Such as a management 
console, and following the user interface prompts. The 
management console should provide the user interface to the 
DIMS. The generation of the digital ID should be easy to 
perform and Seamless. The user interface may provide the 
user options to activate a key device Such as a Smartcard and 
Smartcard reader. The management console could even 
prompt the user as to whether they want to associate their 
Smartcard with a prescribed application program account to 
provide a secure login. The DIMS should be able to generate 
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a Self-signed digital ID (Such as a certificate) for all purposes 
on Such key devices as Smartcard readers. 
0028. The DIMS 100 manages the generation of the 
digital ID data structures. Users of the DIMS 100 only have 
to be concerned with whether they have a digital ID, where 
they can obtain a digital ID (the DIMS may help the user 
identify Sources on the network or Internet that can provide 
digital ID Services), and what uses there are for the digital 
ID. If they So choose, only advanced users, System manag 
ers, and troubleshooters have to focus on Such encryption 
concepts as a Public Key Infrastructure (PKI), certificates, 
certificate chains, trusts, or other authentication Specifics. 
Such encryption concepts are often complex, confusing, and 
difficult for many typical users to properly and effectively 
implement and use. For example, the usage of many 
embodiments of virtual public networks (VPN) have 
decreased largely due to the difficulties in effectively man 
aging the digital IDS. 
0029 Small businesses, large businesses, organizations, 
and even individuals can easily sign up for managed Services 
for PKI and DRM scenarios using the DIMS 100. Alignment 
with web services, WS-Security, DRM and XRML license 
store(s) will enable DRM (Digital Rights Management) 
Scenarios for content control within the DIMS, as discussed 
in more detail below. 

0030) The DIMS 100 can run on a variety of networked 
computer and Stand-alone computer configurations. For 
example, FIG. 1a illustrates one embodiment of computer 
environment 500 including one or more servers 102, a 
network 104, and one or more clients 106 that are arranged 
in a network configuration. The embodiment of DIMS 100 
shown in FIG. 1a provides data communications between 
different instances of the client computers 106 and/or the 
Server computerS 102. In this disclosure, the client comput 
erS 106 are referred to as being configured as “domain 
joined” computers. The clients 106 and the servers 102 may 
be configured as distinct computers, networked WorkSta 
tions, mainframes, embedded devices, or physically Small 
computing devices Such as a PDA or cellular telephone 
arranged in a local area network (LAN), wide area network 
(WAN), wireless, wired-base, or other networked configu 
ration. 

0031 FIG. 1b illustrates another embodiment of DIMS 
100 that runs on a stand-alone computer 110 which is in 
communication with the network 104 (often over the Inter 
net). The Stand-alone computer configuration can be viewed 
as a small or large computer environment 500. For example, 
the Stand-alone computer 110 could be a personal computer, 
an embedded computer device, a mainframe, or a PDA. In 
this disclosure, the stand-alone computer 110 is referred to 
as being configured as a “non-domain joined” computer. The 
digital ID and encryption concepts of the DIMS 100 can be 
applied to computer environments 500 of any size or com 
plexity such as shown in FIGS 1a, 1b, and 13. 
0032. Not all users have access to enterprise network, 
WAN, or LAN services. Those computers that are connected 
to such networks as enterprise networks, LANs, and WANs 
are referred to as domain-joined computers. Those comput 
ers that are not connected to enterprise networks, LANs, and 
WANs (but are instead connected to the Internet) are 
described as non-domain joined computers. AS described in 
this disclosure, certain embodiments of the DIMS provide 
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different Security Services for domain-joined computers and 
non-domain joined computers. 
0033. The DIMS 100 can be applied to both domain 
joined computers and non-domain joined computers. When 
the computer is domain joined, all policy is obtained from a 
central repository Such as a directory, database, Server (or in 
one embodiment the Active Directory published by 
Microsoft Corporation). When the computer is not joined to 
a domain, DIMS will look for local policy for enrollment or 
renewal guidance. In one embodiment, non-domain joined 
computerS rely on a life cycle management policy that exists 
in that computer while domain-joined computers are con 
figured as clients that rely on life cycle management policy 
that exists in the server. The auto-enrollment is active when 
the computer is non-domain joined or when the computer is 
domain joined and the policy is from the domain. The policy 
may include configuration rules or process instructions to be 
followed by the DIMS. 
0034. When a user account is created and the user first 
logs on, a new digital ID is created for that local user in 
certain embodiments of DIMS 100. The digital ID is a 
multi-purpose data Structure that can be applied to many 
application programs. A digital ID can be immediately 
added to a trusted store 310 of the computer as shown in 
FIG. 3. The trusted store 310 can be provided on all 
non-domain joined computers and domain-joined comput 
ers. A personal user Store 316 is also provided on all 
non-domain joined computers and all domain-joined com 
puters. Both the personal user Store of a user and the trusted 
store 310 of a user can be serviced by the DIMS in slightly 
different ways, as described in this disclosure. Both the 
personal user store 316 of a user and the trusted store 310 of 
a user are included within the digital ID store(s) 706 
illustrated in FIG. 2. 

0.035 Most current users have too many digital IDs for 
them to effectively use and/or manage. For most users, one 
or two digital IDs are acceptable to provide effectively 
Secured communications. Having more digital IDS can lead 
to difficulty and confusion for the user. The more digital IDs 
that users have, the harder time the users and the application 
programs have in discerning which digital ID they should 
use. Today, certain users have public key certificates for each 
application program Such as e-mail, client authorization, and 
encrypting file system (EFS). 
0.036 Typically, users can understand such security con 
cepts as "I can encrypt”, “I can Sign”, and "I can authenti 
cate”. The DIMS 100 keeps the user interface with digital 
IDs at this relatively simple level to allow the majority of 
users to be able to interface, and to provide the users an 
understanding of what Security actions they are performing. 
One useful technique is to use fewer enhanced key usage 
(EKU) concepts, and use more key usage concepts. Another 
technique is to use larger digital ID key sizes with longer 
lifetimes. 

0037. One aspect of certain embodiments of DIMS is the 
capability to map between digital IDS and their purpose in 
the application programs So the application programs do not 
have to provide the complex logic to determine which digital 
ID to use. AS Such, application program developerS do not 
have to focus on the complexities of the digital IDs to 
provide internal Security for their application programs. In 
addition, Since DIMS manages the digital identities, a con 
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trollable and a discernible amount of Security can be pro 
Vided to the application programs by even those application 
program developerS that do not have experience and/or 
exposure to digital IDS. 

0038 Users should be aware of when they receive a 
digital ID or when they generate a key. The digital ID may 
be considered as devalued because certain users have many 
digital IDS Such as keys and certificates. If a higher value is 
placed on digital IDS, users will be able to understand and 
use each one of them in more application programs. The 
DIMS provides an indication to the user of the number of 
digital IDS that they personally possess, and can monitor to 
the user whether they should discard certain digital IDs, 
and/or use certain digital IDS for more than one application 
program. User digital ID generation, user digital ID use, and 
access can each be an auditable event within the DIMS 100. 
Security organizations can determine when a user receives a 
digital ID, backs up a digital ID, restores a digital ID, or uses 
a digital ID. 
0039. In one embodiment, the DIMS 100 runs as a 
traditional operating System Service, and may be managed as 
a traditional Service in the Service component of the oper 
ating system architecture. The DIMS 100 can be managed 
through centralized policy to reduce conflicts with third 
party communications. One embodiment of this manage 
ment would be in the group policy capabilities in the active 
directory and/or Such operating Systems as the Windows 
Server 2003(R) operating system. The DIMS 100 may be 
triggered by automatic or manual events (for example a 
logon notification, a group policy pulse, a network notifi 
cation, or a connection manager triggerS Such as exist in 
certain WindowS(R) operating Systems. AS Such, different 
embodiments of DIMS 100 are provided by which users do 
not have to manage their digital IDS manually. 
0040 FIG. 2 shows one embodiment of computer envi 
ronment 500 including a client computer. The client com 
puter may be the client (domain-joined) computer 106 as 
shown in FIG. 1a or the stand-alone (non-domain joined) 
computer 110 as shown in FIG. 1b. The client computer 106 
includes an Application Programming Interface (API) 704 
for the DIMS 100 and a digital ID store(s) 706. The digital 
ID store(s) 706 can include a database (different embodi 
ments of which include a relational database) or Some other 
memory Storage configuration. More components relating to 
the digital ID store(s) 706 are described relative to FIG. 7. 
0041 Application programs 702 are shown as an addi 
tional component to the client computer 106 as a portion of 
the computer environment 500. The application programs 
702 may, however, be either integrated as a portion of the 
client computer 106, or alternatively accessible by the client 
computer. 

0042. A variety of communications can exist between the 
application programs 702, the DIMS 100, and the digital ID 
store(s) 706 that involve the DIMS. These communications 
include communications 220, 222, and 224 from the appli 
cation program 702 via the DIMS API 100, and to the digital 
ID store(s) 706 by which the application programs request 
that certain operations be performed on digital IDs. Different 
embodiments of the communications 220, 222, and 224 are 
configured to perform find, open, delete, modify operations 
on the credentials, as well as provide handles to credentials 
for usage by Security Systems, application programs, etc. 
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0.043 Communications 226, 228, and 230 are generated 
in response to the communications 220, 222, and 224. 
Communications 226, 228, and 230 act to return a handle 
from the digital ID store(s) 706 (via the DIMS API 100) to 
the application program 702 that indicates the operation has 
been performed. Using the communications 220, 222, 224, 
226, 228, and 230 (or some other embodiment of commu 
nications) application programs 702 can perform Such life 
cycle functions on the digital IDS as finding, opening, 
deleting, and modifying credentials. Such lifecycle func 
tions include an abstraction layer to various token Stores as 
shown in FIG. 5. 

0044. Over a period of time, digital IDs have the ten 
dency to accumulate on a user's computer. The DIMS 
represents tools or mechanisms that are required to manage 
these digital IDs. The DIMS includes such API functions as 
Storing, retrieving, deleting, listing (enumerating), and veri 
fying digital IDS. 
0045. In one embodiment, the DIMS 100 provides two 
main categories of functions to manage the digital IDS: 
functions that manage digital ID Store(s), and those that 
work with the digital IDs within those digital ID store(s). 
The functions that manage digital ID store(s) 706 include 
functions for working with logical or virtual Stores, remote 
Stores, external Stores, and relocatable Stores. 
0.046 Digital IDs can be kept and maintained in the 
digital ID store(s) 706. Digital IDs can be retrieved from the 
digital ID store(s) 706 where they have been requested for 
use in authentication, digital Signature, encryption/decryp 
tion processes, etc. The digital ID store(s) 706 is central to 
all credential functionality. In one embodiment, the digital 
ID store(s) 706 is a linked list of certificates in which: 

0047. Each digital ID store 706 has a pointer to a 
first digital ID block in that store. 

0048. A digital ID block includes a pointer to that 
digital ID's data and a “next pointer to the next 
digital ID block in the store. 

0049. The “next” pointer in the last digital ID block 
is set to NULL. 

0050. The data block of the digital ID contains the 
read-only digital ID context and any extended prop 
erties of the digital ID. 

0051. The data block of each digital ID contains a 
reference count that keeps track of the number of 
pointers to the digital ID that exist. 

0.052 In certain embodiments, digital IDs are normally 
kept in Some kind of permanent Storage Such as a database, 
disk file or the system registry in the digital ID store(s) 706. 
The digital ID store(s) 706 can also be created and opened 
in a memory (or in a virtual memory) Such as provided by 
Such a key device as a Smartcard reader. In certain embodi 
ments, a memory Store provides temporary digital ID Stor 
age for working with digital IDS that do not need to be 
persisted. Additional Store locations allow Stores to be kept 
and Searched in various parts of a local computer's registry. 
Alternatively, with proper permissions Set, the Stores can be 
maintained in the registry of a remote computer. 
0053. In one embodiment, each user has a personal store 
316 (called My Store in computers running certain Win 
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dows(R Operating Systems) where that user's digital IDs are 
Stored. The personal Store 316 can be at any one of many 
physical locations, including the registry on a local or 
remote computer, a disk file, a database, directory Service, a 
Smart card, or another location. While any digital ID can be 
Stored in the personal digital ID Store(s), this store should be 
reserved for a user's personal digital IDS, particularly those 
digital IDS used for Signing and decrypting that user's 
meSSageS. 

0054) An Application Program Interface (API) 704 as 
shown in FIG. 2 can request access to a credential. During 
the calling down through the API 704, the API uses the 
query, write, modify, create, or delete commands to perform 
actions on the credentials. A handle or returned token from 
the API 704 services all requests from application programs 
702 generically and Securely. The user can request to enu 
merate or open a credential, delete a credential, create a new 
credential, and other basic management tasks. It is beneficial 
for the DIMS 100 to be configured very generically, and be 
able to return credentials or handles to credentials having 
various attributes. 

0055) The embodiment of digital ID store(s) 706 shown 
in FIG. 2 includes a token Store 708. The token Store 708 
includes one or more digital IDS including a primary key 
231, one or more records 232, and a private key 234. 
Another embodiment of the digital ID is described in this 
disclosure relative to FIG. 6. 

0056 FIG. 3 shows one embodiment of software com 
ponents associated with the DIMS 100 (that runs on a 
computer environment 500 as described relative to FIG. 13, 
different embodiment of which are shown in FIGS. 1a and 
1b). The DIMS 100 may include one or more security token 
Services 302 Such as a certificate authority, a lifecycle 
management component 303 including an auto-enrollment 
service 304, a system notification portion 306, a digital ID 
manager component 308, a trusted store 310, a trust provider 
312, a root or trusted STS 314, a cache of tokens 315 issued 
from the root or trusted STS 314, a personal user store 316, 
and a digital IDs property portion 318. 
0057 The lifecycle management component 303 man 
ages the lifecycle processes (i.e., creating, deleting) of 
digital IDs. As such, certain embodiments of the DIMS 100 
includes the lifecycle management component 303 that 
further includes the auto-enrollment service 304 to perform 
Such aspects of lifecycle management on digital IDS as 
enrollment, renewal, housekeeping, backup, archival, recov 
ery, etc. Using the auto-enrollment process, organizations 
can mange the digital ID lifecycles for their users and 
employees. The DIMS 100 can provide lifecycle manage 
ment for digital IDs without interaction from the user or the 
application program. 

0058. The digital ID manager component 308, the trusted 
store 310, the trust provider 312, the root or trusted STS 314, 
the cache of tokens 315 issued by the root or trusted STS 
314, the personal user store 316, and the digital ID properties 
318 together provide the functions of Storing, retrieving, and 
modifying data Structures and other digital IDS for the 
auto-encryption process. Within different embodiments of 
the DIMS, each individual one of the security token services 
302, the lifecycle management component 303 including the 
auto-enrollment service 304, the system notification portion 
306, the digital ID manager component 308, the trusted store 
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310, the trust provider 312, the root or trusted STS 314, the 
root or trusted STS 314, the cache of tokens 315 issued by 
the root or trusted STS 314, the personal user store 316, and 
the digital ID properties 318 can be located in different 
locations among the client 106, the network 104, or the 
server 102 as shown in FIG. 1a, or in the stand-alone 
computer 110 shown in FIG. 1b. In other words, the DIMS 
100 can be configured to run on a computer in any net 
worked domain-joined or any Stand-alone non-domain 
joined configuration that is desired. 
0059. The system notification component 306 provides 
an indication of user input, changes in System configuration, 
and other such features that would be useful for the opera 
tion of the DIMS 100. The Security Token Services 302 are 
trusted Sources of Such digital ID as the certificates or tokens 
for the user (in this case the client computer or the Stand 
alone computer that is connected to a network). 
0060. The digital ID manager component 308 is able to 
obtain digital IDS. from one or more of the components 310, 
312, 314, 315, 316, and 318 to provide for the auto 
enrollment service 304. 

0061 The cache of tokens 315 issued from the root or 
trusted STS 314 includes one or more cached security tokens 
such as root X.509 certificate authority certificates that are in 
persisted in the trusted store 310. In one embodiment, the 
cache of tokens 315 issued from the root or trusted STS 314 
is configured as a pointer to an STS. The personal user Store 
(e.g., “My Store” in certain Windows(R Operating Systems) 
is accessible on many user client operating Systems. The 
digital ID properties define the Status of many digital ID 
parameterS. 

0062) The trust providers 312 is considered to be a trusted 
third party (like the cache of tokens 315 issued from the root 
or trusted STS 314) that provides a trust anchor, trust 
decisions, or, trust information to the user. AS Such, the 
DIMS 100 can interact with central Services Such as the STS 
314 to obtain, renew, archive, or recover digital IDs. 
0.063 Trust management is a difficult to understand con 
cepts in PKI. Home users and few technical users understand 
PKI and even fewer understand all of the ramifications of 
how the PKI trust is, and should be, managed. AS Such, the 
use of prior digital IDS were often confusing to novice users. 
Certain embodiments of DIMS 100 will be expanded to 
alleviate the issues associated with the PKI trust. 

0064. In one embodiment, the DIMS 100 can be config 
ured to operate in one of three modes, simple trust, managed 
trust, and enterprise trust. These three trust models are 
described. 

0065. The Simple Trust model is designed to apply to 
home users that are not connected to any managed Services. 
Computers that are installed and not joined to a domain use 
the Simple trust model. The simple trust model is used, for 
example, in the HotmailE) web-based e-mail service and 
MSNCR) Messenger today. The client 106 automatically 
obtains public root X.509 certificate trust from the operating 
System. 

0.066. In one embodiment, when an e-mail application 
program encounters a Signature on an e-mail that does not 
chain to a trusted root Security token (can be service) or has 
not been previously trusted, the client will invoke a simple 
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user interface (UI) asking the user whether they would like 
to add another user to their “Trusted User List'. When a 
contact and their digital IDs are added to the “Trusted User 
List”, the user digital ID is added to the Trusted People store 
310 as shown in FIG. 3. This will allow digital IDs to be 
validated for a user without complex chain building and trust 
management for computers that are installed and not joined 
to a domain, but which are required by the computers 
attached to certain enterprise networks, LANs, or WANs. 
0067. Through the simple trust, application programs that 
do not call a program to yield the digital ID or certificate 
chain (i.e., CertGetCertificateChain, which is available in 
the Cryptographic API from Microsoft Corporation) should 
now be able to do so. This model can be utilized for a PKI 
trust. When a user is trusted for one application program 
Such as Signed mail, they should also be trusted for other 
application programs. 

0068. The DIMS 100 unifies the trust placed in the user's 
contacts in the address book with the trust placed in X.509 
root certificates, user digital IDS, XML trust stores, DRM 
license Stores, etc. When a user adds another user to their 
contacts, the first user has established a level of trust with 
that second user, and the first user should be able to unify the 
PKI trust at the same time. The first user should not have to 
configure trust multiple times. Application programs also do 
not need to Search for trust policy in multiple locations. 
0069. If a first user receives E-mail from a second user 
multiple times using a prescribed E-mail address, and the 
E-mail contains the same signing digital IDS each time, a 
level of trust is established with that user. Some assumptions 
for the home user can be made if the digital ID is from a 
particular Second user, and the first user can explicitly trust 
that Second user. Once the first user can explicitly trust the 
Second user based on the digital ID, the first user can now 
make rules based on that trust. For example, the first user can 
choose to block mail from other (untrusted) users based on 
signed mail, etc. The System therefore provides the trust 
decisions through the user for the application programs. 
0070 The Managed Trust model is designed to apply to 
home or Small busineSS users that are connected to a 
managed service (like Microsoft Office(R) or NETR) service). 
The Managed Trust model is a hybrid of the Enterprise Trust 
model and the Simple Trust model. The Managed Trust 
model can be considered an installable revocation provider 
model So that a client may enlist in certain networked 
services to receive trust information. This would ideally be 
provided as an installable XML Key Management Specifi 
cation (XKMS) or web services (WS-Security) client com 
ponent that allows a user to enlist in a Service that will 
provide revocation and trust information to the client. When 
a signature or digital ID validation request is presented, the 
client 106 will contact the XKMS service to return the trust 
information. This assumes the client is always online and 
connected to the Internet. 

0.071) Ideally, services like .NET PassportC) can provide 
the very basic model of simple trust through the Windows(R) 
Update root program. In certain embodiments, Services like 
.NET PassportC) can provide an extended cross-digital ID 
program having federated corporations and other PKI hier 
archies So that they may be simple trusted by the user as part 
of authenticating to NET Passport. Different embodiments 
of DIMS 100 can provide a combined root security token 
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Service, trust management, and XKMS Style trust manage 
ment all in one. Alternatively, a managed trust can be 
provided through the active directory and the group policy 
for domain joined computers. 
0.072 The Enterprise Trust model is intended to apply to 
corporate or busineSS users operating computers that belongs 
to an active directory environment. The Enterprise Trust 
model is maintained as defined in certainly embodiments of 
operating systems, such as Microsoft Windows .NET(R) 
When a client is joined to a domain, the trust model is 
distributed and maintained by the domain. With the Enter 
prise Trust model, the DIMS is located primarily at the 
server 102 as shown in FIG. 1. In one embodiment, when 
DIMS exists on the server, the server can provide digital IDs 
and trust information acroSS many machines Simultaneously 
and in a consistent manner. A plurality of computers can be 
provided with a group identity and the DIMS can be 
configured to manage the digital identities for either the 
group identity or the individual identities. The DIMS, (uti 
lizing such policies as provided by Microsoft Windows(R) 
2000 Group Policy) will distribute trusted roots as well as 
digital ID usage policies to the client and application pro 
grams. The enterprise trust model, as in Windows(R .NET 
will allow the option to control user individual trust as well. 
0073. The Enterprise Trust model should also allow con 
nection to a managed trust model provider when the enter 
prise trust model cannot provide an answer for a given 
digital ID or signature validation. The client can be config 
ured to contact the Managed Trust provider by default or as 
a fallback option. 
0074 The auto-enrollment service 304 of the lifecycle 
management component 303 acts to automatically provide 
important digital IDs to the user. This applies to the Simple 
Trust Model, the Managed Trust Model, and the Enterprise 
Trust Model embodiments of the DIMS 100. In non-domain 
joined computers, the auto-enrollment process is performed 
by a background proceSS during runtime. One embodiment 
of the auto-enrollment process will follow this order: 

0075. The auto-enrollment process understands 
policy (what should a user have); 

0076. The auto-enrollment process verifies validity 
of what the user has: 

0077. The auto-enrollment process does a gap 
analysis against what the user should and does have 
(this analysis is already requested and pending issu 
ance); 

0078. The auto-enrollment process uses template to 
create request for digital IDS to fill that gap, 

0079 The auto-enrollment process makes a request 
to issuers, and 

0080. The auto-enrollment process retrieves any 
Subsequently issued (or previously pending) digital 
IDS. 

0081) The embodiment of digital ID store(s) 706 illus 
trated in FIG. 2 corresponds to the combination of the 
digital ID manager component 308, the trusted store 310, the 
trust providers 312, the cache of tokens 315 issued from the 
root or trusted STS 314, the personal user store 316, and the 
digital ID properties 318 as shown in FIG. 3. 

Aug. 19, 2004 

0082) The client computer 106 shown in FIG. 2 will 
Support direct use of a key Store that is separate from the 
digital ID store(s) 706. The DIMS 100 can support raw key 
stores as digital IDs without being associated with X.509 
certificates, XML licenses, etc. 
0083) The DIMS 100 provides a mechanism by which a 
user's digital IDs can be renewed as shown relative to FIG. 
3. The auto-enrollment service 304 of the lifecycle manage 
ment component 303 receives system notification 306 that 
the user's digital ID is to be renewed. The auto-enrollment 
service 304 enumerates (lists) the personal user store 316 of 
the user through the digital ID manager component 308. The 
auto-enrollment Service 304 detects expiration, revocation, 
or possible security token services 302 policy status. The 
security token service 302 policy check would be to support 
Superceding of the digital IDS. 
0084. In one embodiment, the auto-enrollment service 
304 of the lifecycle management component 303 then deter 
mines whether renewal of the digital ID is necessary. The 
auto-enrollment service 304 contacts the security token 
service 302 by finding property on the digital ID. The 
auto-enrollment service 304 enumerates the security token 
Service 302 for the latest information that can be used to 
renew the digital ID. The auto-enrollment service 304 then 
authenticates the user, following which the auto-enrollment 
304 performs the renewal of the digital ID. 
0085. The DIMS 100 provides a mechanism for trust 
discovery in non-domain joined computers as described 
relative to FIG. 3. The DIMS 100 receives system notifi 
cation 306 requesting the auto-enrollment component 304 of 
the lifecycle management component 303 to perform trust 
discovery. The auto-enrollment service 304 enumerates trust 
providers 312. The auto-enrollment service contacts the trust 
provider 312 requesting updated information. The trust 
provider thereupon provides the updated information that is 
received by the auto-enrollment service 304. 
0086) Auto-enrollment of user digital IDs provides a 
quick and Simple technique to issue digital IDS to users, and 
to enable PKI application programs (including Smartcard 
logon, encrypting file system (EFS), SSL, and S/MIME). 
SSL and S/MIME are considered to be general purpose 
encryption protocols because they do not place any limits on 
the size of the data being encrypted. Though the auto 
enrollment service 304 of the lifecycle management com 
ponent 303 can be located in any location in a network or 
stand-alone computer environment 500, the present disclo 
sure describes providing the auto-enrollment service 304 
within the client computer 106. 
0087. The DIMS 100 can focus on secrecy as well as 
authentication. Consider when a user wants to log on to a 
Server to get, for example, E-mail. The user can log on and 
be authenticated by, e.g., the DIMS 100 by providing a 
password. If a user has a key device Such as a Smartcard, the 
user can use the key device as long as the application 
program knows how to interface with, and use, that key 
device. As such, the DIMS 100 has to provide the applica 
tion program with an interface to interact with, and utilize, 
the key device. Additionally, the DIMS 100 is renewed 
Separate from when the user retypes the password and login 
when the DIMS 100 gets a new digital ID and authentica 
tion. 

0088. Some of the credentials and the digital IDs have to 
be renewed within the DIMS 100, which is related to the life 
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cycle of the credentials and the digital IDS. A user name or 
password may have to be renewed or changed. The life cycle 
manager 174 of the DIMS 100 can manage the life cycle of 
the credentials and the digital IDs. 

0089. A windows-based operating system such as one of 
the Windows(R operating systems (produced and distributed 
by Microsoft Corporation), loaded within the client com 
puter 106, can include DIMS 100 software providing the 
auto-enrollment service 304. Providing the DIMS auto 
enrollment service 304 within the client computer 106 
allows the operating System to control the generation of, and 
the use of, the digital IDs to be used by that user. User 
auto-enrollment reduces the cost of normal PKI deploy 
ments and reduces the total cost of ownership for a PKI 
implementation by reducing the amount of digital ID man 
agement that requires human Support involvement. 

0090. Additionally, user auto-enrollment increases the 
control that the users have over the security of their data 
communications, and their Stored data. Both domain joined 
and non-domain joined computers can utilize auto-enroll 
ment, but the auto-enrollment is typically configured differ 
ently for domain joined and non-domain joined computers. 
The DIMS 100 can be applied to different embodiments of 
computers 500 including non-domain joined computers as 
well as domain joined computers. Non-domain joined com 
puterS may participate in auto-enrollment and renewal of the 
digital IDS by providing a structure to Store Security token 
service (STS) 302 enrollment information that the auto 
enrollment service 304 may use as described relative to FIG. 
3. The structure would only contain a list of Security Token 
Services 302 by their domain name service (DNS) name, 
port number (optional) and template name(s) or profiles for 
that STS. In one embodiment, this information would be 
Stored in Some location in the computer memory, file System, 
database, System policy Store, etc. with a Security Token 
Service key for each STS to query and a value for template 
names. Various configuration Services for internet Service 
providers (ISPs) can configure this information. 
0.091 In one aspect, the auto-enrollment service 304 of 
the lifecycle management component 303 will attempt 
enrollment for the templates listed as available to the Secu 
rity Token Services 302 if the user or computer does not 
have a digital ID corresponding to the template name(s). The 
auto-enrollment service 304 contacts each Security Token 
Services 302 with a request for a template to ask the security 
token service 302 for the specified template. The auto 
enrollment service 304 will use the template information to 
generate the key, format the request and Submit the message, 
etc. If the attempt to get a template fails, the auto-enrollment 
service 304 will log an error. Renewal through the auto 
enrollment service 304 will examine any template and 
information from the Security Token Service(s) 302 that 
may be Stored and compare to existing digital IDS requiring 
renewal. If a digital ID matches one associated with one of 
the Security Token Services 302 defined in the registry, the 
auto-enrollment service 304 will attempt to use information 
provided with the template to refresh the renewal informa 
tion. 

0092. The concept behind auto-enrollment of a user's 
digital ID such as managed by the DIMS 100 is independent 
of cryptographic technologies, which may include, within 
the Scope of the present invention and without limitation, 
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RSA algorithms, the Diffie-Hellman algorithms and any 
other encryption algorithm. Delivery of the digital IDs such 
as certificates, key pairs, and credentials may be provided 
under any format, including, again without limitation, the 
formats of X.509 (and its versions), General Certificates 
(GC), Public Key Infrastructure (PKI), Simple Public Key 
Infrastructure (SPKI), XML Key Management Specification 
(XKMS) etc. Any applicable protocol may be employed in 
practice of the present invention, including, by way of 
example, Such protocols as Hyptertext Transport Protocol 
(HTTP), Multiple Internet Mail Exchange (MIME), 
S/MIME, Simple Mail Transfer Protocol (SMTP), SET, 
SOAP, web services, WS-Security, XKMS, etc., such pro 
tocols referring to a part, or the whole, of a communication 
Session. 

0093. One embodiment of DIMS 100 can be used in 
governmental and health-care application programs that 
mandate rigid privacy and data protection controls for 
personal data, Such as data associated with the Health 
Insurance Portability and Accountability Act (HIPAA). EFS 
and S/MIME are platform solutions that can utilize the 
DIMS 100 to help customers meet their data protection 
requirements without building complex and difficult to use 
infrastructures. 

0094) The DIMS 100 includes the lifecycle management 
component 303 (which in turn includes the auto-enrollment 
service 304). The auto-enrollment service 304 supports 
pending digital ID requests Such as those that must undergo 
registration authority or workflow processes before issu 
ance. For the digital ID requests, a user of the DIMS 100 can 
manually or automatically request a digital ID from a 
security token services 302 located at a server 102 (see FIG. 
1a) or another network or Stand-alone location. Once the 
digital ID has been approved or issued, the auto-enrollment 
process will install the digital ID into the users client 
computer automatically. The auto-enrollment System also 
Supports renewal of an expired user digital ID. Digital IDS 
are automatically renewed on behalf of the user, machine or 
application Service depending on the configuration of the 
digital ID template. 

0.095 The DIMS 100 performs lifecycle management of 
the digital IDs that allows for digital ID renewal, Supersed 
ing of digital IDS, and multiple signature requirements. In 
one embodiment, auto-enrollment can occur in certain 
DIMS 100 embodiments except where the user interaction is 
explicitly defined (for example, in a digital ID template in 
the active directory). The auto-enrollment process 402 is 
triggered, for example, by the local or interactive logon 
process. The operating System (within the client computer 
106) queries the central repository or possibly the active 
directory to download a digital ID from the appropriate 
digital ID store(s) 706 (such as the trusted store 310 shown 
in FIG. 3) into the personal user store 316 (such as “My 
Store” that exists in certain embodiments of the WindowS(R) 
Operating Systems) on the client computer 106. The digital 
ID properties 318 are under the control of, and can largely 
be set by, the user in the client computer 106 in FIG. 1a or 
the stand-alone computer 110 shown in FIG. 1b. 

0096 FIGS. 4a, 4b, and 4c illustrate one embodiment of 
an auto enrollment process 470 that can be applied to DIMS 
100 within both non-domain joined computers as well as 
domain joined computers. From the server 102 side as 



US 2004/0162786 A1 

illustrated in FIG. 1a, requests from DIMS 100 applied to 
both non-domain joined and domain joined computers are 
responded to. The auto-enrollment process 470 includes 474 
in which the DIMS 100 examines the digital ID store(s) 706 
or the certificate store. The auto-enrollment process 470 
continues to decision 478 in which it is determined whether 
renewal of the digital ID is required. If the answer to 
decision 478 is no, then the auto-enrollment process 470 
terminates. If the answer to decision 478 is yes, then renewal 
of the digital ID is necessary, and the auto-enrollment 
process 470 continues to decision 480. 
0097. In decision 480, it is determined whether the client 
computer performing the auto-enrollment proceSS 470 is a 
domain-joined computer. If the answer to decision 480 is no, 
then the auto-enrollment process 470 continues to 488 as 
described below, and the client computer is handled as a 
non-domain computer as described in the embodiment of 
DIMS 100 described relative to FIG. 2. 

0098. If the answer to decision 480 is yes, then the 
auto-enrollment process 470 continues to 482 and the client 
computer is considered to be a domain joined computer. In 
482, the central repository or the directory of the computer 
is checked. The auto-enrollment process 470 then continues 
to 484 in which a template or profile for digital IDs is 
checked. The computer then performs a policy check in 485 
in which various policies relating to digital IDS and the 
DIMS are considered. Then, in decision 486, it is determined 
whether user interaction is requested. If the answer to 
decision 486 is yes, then the auto-enrollment process 470 
continues to 495 as described below. If the answer to 
decision 486 is no, then the process 470 continues to 496 as 
described below. 

0099. When the auto-enrollment process 470 reaches 
decision 488 from decision 480, the DIMS 100 determines 
whether the non-domain joined client computer is joined or 
subscribed to service providers. If the client computer is 
connected to a Service provider, then the auto-enrollment 
process 470 continues to 494 in which profile information is 
received from the service provider. Following 494, the 
process 470 continues to 495 in which the user interface is 
invoked So the user can provide input into the digital ID 
template. 

0100 If the answer to decision 488 is invoked, then the 
process 470 continues to decision 489 in which the client 
computer determines whether there is any Security token 
service (STS) property on the digital ID. If the answer to 
decision 489 is no, then the process continues to 490 in 
which the event is logged into the application log. If the 
answer to the decision 489 is yes, then the process 470 
continues to 492 in which the client computer connects to 
the security token service. In 492, the computer is bound to 
the Security token Services (e.g., using remote procedure 
calls (RPC), DCOM or hypertext transfer protocol (HTTP)), 
and the template information is received from the STS using 
eXtensible Markup Language (XML), WS-Security SOAP 
messages, XKMS, etc. Following 492, the process 470 
continues to 495 in which the user interface is invoked and 
the user provides input into the digital ID request message. 
0101 Following 495, the process 470 continues to 496 in 
which the enrollment Application Programming Interface 
(enrollment API) is called. Following 496, the process 470 
continues to 497 in which it is determined whether there is 
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any key archival. 496 and 497 may be reached by both 
domain-joined client computers and non-domain joined cli 
ent computers. If the answer to decision 497 is no, then the 
process continues to 499 in which the event is logged into 
the application log. If the answer to decision 497 is yes, then 
the process 470 continues to 498 in which the user interface 
is invoked So the user can provide input into the digital ID 
request message. The process 470 then continues to 499 in 
which the event is logged in the application log. 
0102) The process 470 therefore provides a technique by 
which both domain joined and non-domain joined client 
computers can undergo auto-enrollment using the DIMS 
100. In general, the DIMS 100 allows both types of client 
computers to access the digital ID templates (or profiles) 
from the STS or the active directory store, as necessary. The 
DIMS 100 allows both types of client computers to invoke 
the user interface, call the enrollment API, archive the keys, 
and log the event into the application log. 
0103) In one embodiment, the templates used in associa 
tion with the DIMS 100 can use an extensible Markup 
Language (XML) based schema. Using XML based tem 
plates decreases the need for more complex template APIs or 
a fixed Schema that cannot be changed at a later date to meet 
new requirements. The XML Schema typically results in a 
more flexible and Self-describing template configuration. 
The use of XML based templates also enables digitally 
signed templates for Security and integrity purposes using, 
for example, XML-based template signing programs, Such 
as XML digital signatures (XMLDSig) standard. 
0104. The DIMS 100 is considered an application pro 
gram that manages the digital IDs (that can be provided by 
other application programs) through a common Service and 
API. As shown in FIG. 5, one embodiment of the DIMS 100 
includes a Service component (that may be a life cycle 
manager 174) and an abstraction layer component 176. The 
DIMS 100 abstraction layer component 176 includes a 
variety of known Structures and types of credentials, and 
indicates the type of security used by the DIMS. 
0105. The DIMS 100 includes a total life cycle manager 
for all credentials. The DIMS 100 thereby provides life cycle 
management as an abstraction. AS Such, the life cycle 
manager 174 and the abstraction layer component 176 
shown in FIG. 5 may at least partially overlay within the 
DIMS 100. 

0106) The life cycle manager 174 of the DIMS 100 as 
shown in FIG. 5 acts upon the various credentials and 
manages the credentials on behalf of the application pro 
gram 702 or the user (without the knowledge of the appli 
cation program 702 and/or the user). During this operation, 
the life cycle manager 174 does not have to provoke each 
application program 702. 
0107. In this disclosure, biometric information is consid 
ered one embodiment of credential. Biometrics are auto 
mated methods of recognizing a perSon based on a physi 
ological or behavioral characteristic. The features measured 
for Biometrics can include one or more of the face, finger 
prints, hand geometry, handwriting, iris, retinal, vein, and 
Voice. Enterprise-wide network Security infrastructures, 
government IDS, Secure electronic banking, investing and 
other financial transactions, retail Sales, law enforcement, 
and health and Social Services are already benefiting from 
Biometric technologies. 
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0108. The embodiment of abstraction layer component 
176 of the DIMS 100 as shown in FIG. 5 provides a 
mechanism by which the application programs 702 can Store 
different types of the digital IDS and credentials in a com 
mon manner, can retrieve them in a common manner, and 
can manage them in a common manner. The abstraction 
layer component 176 is an Application Programming Inter 
face (API) that can be established in a variety of configu 
rations to perform a variety of processes and include a 
variety of properties. As a result of certain embodiments of 
the abstraction layer component 176, different application 
programs do not have to be designed and/or developed using 
Specific digital IDS or digital ID types. 

0109) The abstraction layer component 176 is an API 
interface composed of methods and properties. AS Such, the 
abstraction layer component 176 allows the digital IDs and 
credentials to be uniformly configured regardless of the 
particular operating environment or the application program 
702. In general, the abstraction layer component allows the 
application programs to be abstracted from underlying trust 
Store structure of the DIMS 100. One embodiment of the 
underlying trust Store Structure is described in this disclosure 
relative to FIG. 3 with the trust store(s) 310, the trust 
providers 312, the root or trusted STS 314, and the cache of 
tokens 315 issued by the root or trusted store 314. 

0110. The data included in the abstraction layer compo 
nent 176 includes Security context or opaque data, wherein 
trusted data is not included in the data provided from the 
application program. Examples of the Security context or 
opaque data includes, but is not limited to, logon ID, hash of 
user password, credential verifier, etc. 

0111. Due to the abstraction layer component 176, the 
credentials and the digital IDS can be considered to function 
within an Active Directory domain environment (and also in 
a stand-alone environment). Alternatively, the credentials 
and the digital IDS could be agnostic acroSS different plat 
forms and application programs 702. The application pro 
grams 702 can be easier to develop Since the developerS do 
not have to focus on Such authentication concepts as the 
digital ID and other credential management aspects while 
developing their application programs. AS Such, in one 
aspect of the disclosure, the credential and the digital IDS are 
developed as part of the abstraction layer component 176 of 
the DIMS 100. 

0112 A user or application program can request a cre 
dential to be used for a particular purpose. Also, a particular 
name can be associated with the credential. Alternatively, a 
user could request a credential that is associated with a 
particular target (i.e., including a domain name, web service 
name, server identifier, etc). The requested credential could 
be used for a particular application program 702 Such as 
e-mail. As such, the API 704 within the DIMS 100 can open, 
close, access and retrieve data having a wide variety of 
attributes using the query, write, modify, create, or delete 
commands. 

0113) If each application program 702 has its credentials 
or the digital IDS managed Separately, then a user could use 
their key device (e.g., a Smartcard) to do certain operations. 
However, when the user decides to use a different applica 
tion program 702 that is managed differently, the Second 
application program 702 may not be aware of key devices. 
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In Such instances, the digital IDS and credentials are man 
aged and used Separately in each particular application 
program 702. 
0114. As such, each application program 702 has to be 
informed about the digital ID and credentials of other 
application programs to allow for an effective interface 
between the application programs. In certain prior Systems, 
the management of the digital IDS and credentials becomes 
disjoined. The DIMS 100 acts to make the management of 
the digital IDs and credentials more uniform with a more 
common user interface. 

0115 One embodiment of the digital ID 600, which is 
shown in FIG. 6, can include a user, a user or other type of 
name to identify the digital ID 602, a password 604, raw data 
606, a key pair 608 including a private key 610 and a public 
key 612, and an XML token, a DRM license, an extensible 
rights Markup Language (XrML) license (or Some other 
similar data identifier) 609. The digital ID 600 is a form of 
data structure. Digital IDs 600 therefore are considered as a 
generic object which may contain certificates, credentials, 
key pairs, licenses, assertions, and passwords, and the DIMS 
100 can thereupon manage embodiments of different digital 
IDs 600 in a similar manner. The digital ID 600 can be 
included as a portion of, or an entire digital ID and private 
key pair or an XML license having various other types of 
credentials. 

0116. Within the DIMS 100, all these credentials are 
actually stored in different ways using different memory 
locations or databases that is collectively called the digital 
ID store(s) 706 or “token store(s)'. The different types of 
Stores may include, for example: a credential Store, a key 
Store, a Secure store, a DRM (Digital Rights Management) 
license store, and other Such stores. The lower level of the 
DIMS 100 includes a Secure common Store 180. The DIMS 
should be capable of determining the credentials of the 
application programs within the different Stores as well. AS 
such, the DIMS 100 can manage, retrieve, and renew 
licenses and the like for the DRM system on behalf of an 
application program. 

0117 Digital IDs such as credentials may be viewed like 
licenses. Digital Rights Management (DRM-produced and 
distributed by Microsoft Corporation) provides a mecha 
nism for content protection, and media and content man 
agement. The DIMS 100 has to maintain licenses for digital 
IDS Such as credentials and they need a way to manage them 
as well. The same concepts that apply to using the passwords 
604, digital IDs, credentials, certificates and the keys 608 as 
shown in FIG. 6 can be applied to the DIMS 100. The 
password 604 gives a user the ability to log on until the 
password expires. Key pairs 608, made of public keys 610 
and private keys 612 and the digital ID give a user the ability 
to authenticate, digitally sign encrypt or decrypt until that 
digital ID expires. DRM ticket and license credentials pro 
vide a user with the ability to interface with a server to 
acceSS Some Service or content until that license assertion 
expires. The DIMS 100 provides the same sort of entitle 
ment concepts. 

0118. The DIMS 100 can be applied to computer envi 
ronment 500 as described relative to FIG. 13 that may 
include a (client) computer 502. The computer 500 may 
include, e.g., a desktop, a work Station, a laptop, a PDA, a 
cellular telephone, a peripheral device, an embedded device, 
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or any other computer that can use the DIMS 100 to provide 
considerable authentication capabilities. Since computers 
are often used in homes and Small or large busineSS envi 
ronments, it is important that the DIMS 100 is capable of 
providing Security widely and Seamlessly. In one embodi 
ment, the DIMS 100 is configured as a middleware service 
or component. As such, the DIMS 100 is implemented in the 
Application Programming Interface (API); associated inter 
faces could also be defined to integrate the DIMS 100 with 
certain client services. The DIMS 100 could be implemented 
as a technology to a client operating within the client/server 
computer environment. 
0119) An operating system (such as the Windows(R Oper 
ating System that is produced and distributed by Microsoft(R) 
Corporation) that integrates the DIMS 100 could enable user 
(from novice to advanced) to Secure their documents, files, 
data, messages, etc. AS Such, users can Securely collaborate 
with family members, peers, team members, friends, and 
business partners in a Secure and easy to use manner. 
0120 For the use of digital IDs to be fully accepted and 
utilized, home users who are not part of a greater corporate 
network and use local Internet Service Providers (ISPs) can 
obtain and utilize digital IDs with little or no interaction. The 
entire digital ID lifecycle should be managed by the DIMS 
100 located primarily in the client computer that is associ 
ated with each user. The user will not have to understand 
public key infrastructure (PKI) concepts, how to manage a 
PKI trust, DRM licensing, cryptographic models or other 
authentication concepts of Similar complexity. 

0121 The DIMS 100 is simple for a user to interface 
with, while providing a highly Secure multi-user Security 
collaboration Solution available for Such computer environ 
ments 500 and/or computers 502 as shown in FIG. 13. Users 
can manually manage life cycle of public key credentials in 
many network configurations outside of the domain (enter 
prise) environment. The DIMS 100 therefore provides an 
increased differentiation on traditional Public Key Infra 
structure (PKI) or conventional DRM capabilities in a 
desktop client. 

0122) Certain embodiments of the DIMS 100 can solve 
several problems. The DIMS 100 provides an effective user 
interface that can be accessed for Security management or 
troubleshooting purposes. Since the DIMS 100 can manage 
a wide variety of digital IDS, the Security as applied to the 
different application programs that is consistent and com 
prehensible by users. 

0123. One embodiment of the DIMS 100 can provide for 
Smartcard PIN entry and caching. The DIMS 100 can 
function as a Biometric Template Store. AS Such, an effective 
user interface (UI) Securely accesses the application pro 
grams 702. DIMS stores tokens on behalf of application 
programs. 

0.124 FIG. 7 illustrates certain software-based compo 
nents within the computer environment 500 including the 
DIMS 100 that performs an auto-enrollment process 402. 
The Software-based components illustrated in FIG. 7 may 
be considered as an altered embodiment of computer envi 
ronment 500 including the DIMS 100 from that described 
relative to FIG. 2. The computer environment 500 includes 
a logon Screen 760, an application layer 762, a user man 
agement console 764, a credential user interface 766, the 
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DIMS 100, and a variety of Application Programming 
Interfaces (API) and clients referenced as 770, 772, 774, 
776, 777, and 778. Additionally, the computer environment 
500 includes a credential store 782, an XML license store 
780, an XKMS client 776, a Kerberos ticket cache 777, a 
digital rights management System 781, a cryptographic 
portion 786, a credential store 782, and a file system 790. 
0125) The auto-enrollment process of the DIMS 100 can 
be triggered by the logon process (Such as Winlogon in 
Windows(R Operating Systems). The user console 764 is 
described that treats all credentials and digital IDs in the 
Same manner whether they are passwords, keys, X.509 
certificates, or XRML licenses. In those embodiments where 
the DIMS 100 is contained within the client 106 of FIG. 1a 
or the stand-alone computer 110 in FIG. 1b, the user can 
configure and control the generation of the digital IDS by the 
DIMS100 to provide a consistent experience for the user. As 
Such, the user will be able to more consistently and effec 
tively apply the digital identification as the user utilizes the 
application programs. 
0.126 The application layer 762, in general, integrates the 
application programs 702, as illustrated in FIG. 2. The logon 
screen 760 allows the user to interface with the computer 
environment 500 when they logon by providing a security 
context to DIMS. The credential user interface 766 provides 
a user interface by which the user can generate, Store or 
retrieve credentials using the DIMS 100. 
0127. The life cycle manager 174 and the DIMS abstrac 
tion layer 176 is also described in general relative to FIG. 
5. The DIMS abstraction layer provides a uniform interface 
between the credential manager API 770, the cryptographic 
API 772, the digital rights management API 774, the XKMS 
client 776, and the Kerberos ticket cache 777, or one of 
many other token types as alluded to in this disclosure. The 
abstraction layer allows the general purpose computer of a 
user to decrypt encrypted data communications. AS Such, 
one digital ID can be used by the DIMS 100 to interface in 
a common manner with each API 770, 772, 774, and that 
client 776. The XKMS client 776 and the digital rights 
management API 774 can interface with the XML license 
store 780 to obtain the necessary license to access the digital 
rights management System 781 (Such as the Digital Rights 
Management System that is produced and Supplied by 
Microsoft Corporation). The Kerberos ticket cache 777 is a 
persisted Store that contains KerberOS tickets that can be 
quickly retrieved and utilized by the DIMS abstraction layer 
176. 

0128. The data protection API 778 can interface with the 
DIMS abstraction layer 176 through one or more of the 
credential managers API 770 or the cryptographic API 772. 
The credential store 782 provides access to the file system 
790 of the computer from the data protection API. The 
certificate stores 784 and the key stores 786 are in commu 
nication with (and store data that can be accessed by) the 
data protection API. As such, the components 760, 762, 764, 
and 766 (that may be considered a shell layer 767) can all 
interface uniformly with the components (e.g., APIs) that are 
below the DIMS abstraction layer. The abstraction layer can 
contain a database table of all properties that applications or 
users can query to find the appropriate digital ID or token to 
use for a given purpose or situation. 
0129. One embodiment of the DIMS 100 interfaces with, 
and partially integrates, a credential manager that is located 
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within the credential Store 782 as shown in FIG. 7. The 
credential manager 116 within the credential store 782 can 
be password based, Smartcard based, or private key based. 
One embodiment of the credential manager has data Storage 
capabilities and it also has Some ability to Search for files. 
The credential manager acting by itself may not be capable 
of renewing digital IDS. 

0130 Many embodiments of the DIMS 100 can be opera 
tionally located primarily within the client computer 106, 
particularly those relating to non-domain joined computers. 
Positioning the DIMS 100 primarily in the client 106 is 
preferred since this represents the location that most effec 
tively does renewal within the lifecycle management, as 
well as other functions performed by the DIMS 100. The 
DIMS 100 can be applied to all levels of users of window 
based operating systems (such as the Windows XP(R) oper 
ating system that is produced and distributed by Microsoft 
Corporation), and allows organizations to deploy the digital 
IDs more easily to client computers 106 through auto 
enrollment Service including those computers that are non 
domain joined. 

0131 Methods associated with the DIMS 100 that are 
included within Secure objects include private key Signing, 
private key encryption/decryption, Secret key encryption/ 
decryption, Secret key hashing, validation (trusted digital 
IDS are protected), authentication, and authorization. 
0132) If an application program is configured or pro 
grammed with the DIMS 100 as described in this disclosure, 
the application program does not have to be configured or 
programmed by a developer to provide for a private key to 
be received from a user for authentication. In one embodi 
ment, all the DIMS 100 requests from a user the application 
program or Service target information. AS Such, a developer 
can program an application program Such that the user can 
Search for a credential that has an associated prescribed 
usage, name, and/or target criteria. Alternatively, the user 
can Search for a credential that includes a known Internet 
domain name. There may be different embodiments of 
credentials that may be associated with a given user name 
and password. Another credential may be associated with a 
Smartcard or key device. 
0133. In one aspect, the DIMS 100 manages the digital 
IDs relative to each application program 702. Therefore, 
each application program 702 is able to readily interface 
with other application programs. In one aspect, the applica 
tion programs 702 Store the identity of the operating System 
to request and utilize the DIMS 100. 
0134) The DIMS 100 addresses many issues including 
enhancing the acceptance of the deployment of Virtual 
Private Networks (VPN). Such acceptance results from the 
ease of deploying home user digital IDS. Such protocols as 
Layer 2 Transport Protocol (L2TP) and Internet Protocol 
Security (IPSEC) require a digital ID such as a public key 
certificate to be deployed to home computers. The deploy 
ment of the public key digital ID is simplified by the use of 
the DIMS 100. 

0135) The DIMS 100 is therefore designed to be very 
generic and can perform Such processes as shown in FIGS. 
8, 9, 10a, 10b, and 12. The DIMS 100 is intended to be 
relatively simple, yet universal, because when the digital IDS 
are managed by the DIMS 100, application programs inter 
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facing with the DIMS don’t have to be programmed to 
provide a variety of different Security properties and char 
acteristics. 

0.136 FIG. 8 shows one embodiment of authentication 
process 650 utilized particularly within the web environ 
ment. In the authentication process 650, the user attempts to 
access a particular application program. In 654, the DIMS 
100 finds the credentials based on Some attribute. In 656, the 
DIMS100 returns the results, where the application program 
may have to pick and Select among various users. In 658, the 
credentials are opened based on the query criteria. In 660, 
the handle is returned from the DIMS 100 to the application 
program 704 as shown in FIG. 2. In another embodiment a 
token is returned to the application program instead of the 
handle. The token or the handle that is returned to the 
application program includes data that indicates the proceSS 
is being authenticated. In 661, a cryptographic function is 
performed on the handle. In 662, the result of 661 is 
presented to the Security Service. In 664, the Security Service 
is expanded into the wire. 
0.137 In one embodiment of the authentication process 
650, each one of 652, 654, 656, 658, 660, 661, 662, and 664 
occurs in a general purpose computer 502 as shown in FIG. 
13. In the authentication process 650: 65456, 658, and 660 
may occur within the API layer. Between 656 and 658 can 
occur outside of the API layer within the application pro 
gram. 

0138 FIG. 9 shows one embodiment of decryption pro 
cess 900. In the decryption process 900, each one of 652, 
654, 656, 658, 660, 661, and 662 is identical to the same 
numbered element in the authentication process 650 
described relative to FIG. 8. The decryption process 900 of 
FIG. 9 does not include element 664 described relative to 
FIG. 8. The decryption process 900 described relative to 
FIG. 9, however, does include 902 (not included in the 
authentication process 650 of FIG. 8) in which the handle is 
presented to a cryptographic Service to perform the encryp 
tion. 

0139 FIGS. 10a and 10b illustrate one embodiment of 
the digital ID lifecycle management process 800 performed 
by the DIMS 100. The lifecycle management process 800 of 
the digital IDS provides for digital ID renewal, SuperSeding 
of digital IDS, and multiple signature requirements. The 
lifecycle management process 800 includes 802 in which the 
process 800 is woken up by the computer. The lifecycle 
management process 800 continues to 803 in which the 
digital IDs in the digital ID store(s) 706 (as described 
relative to FIGS. 2 and 3) are listed (enumerated) and 
examined. During 803, the current state of the store(s) is 
provided by the DIMS 100. In 804, the policies are read, and 
the membership of the DIMS 100 is considered. As such, the 
DIMS 100 can rely on local policies or central policies to 
define lifecycle management criteria. 
0140. The lifecycle management process 800 continues 
to 806 in which the DIMS 100 uses housekeeping. Such 
housekeeping includes expiration of a digital ID, matters of 
membership of a digital ID, policy of a digital ID, or end of 
life of a digital ID. The lifecycle management process 800 
continues to 807 in which the rules and policies as calculated 
in 807 are applied to the digital ID store(s) 706. 
0.141. The lifecycle management process 800 continues 
to decision 808 in which the DIMS considers whether any 
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further action is necessary. Depending upon the type of 
action, Such further action may involve interaction with 
other Security token Services, or not. If the answer to the 
process 808 is no, then the process 800 is terminated because 
no further action is necessary. If the answer to the proceSS 
800 is yes, then the process continues to decision 810 in 
which the DIMS 100 considers whether the further action 
involves interaction with another Service, Such as a Security 
token Service. 

0142. If the answer to decision 810 is yes, then the 
lifecycle management process 800 continues to 814 in which 
the DIMS interfaces over the network with the security 
token service. Following 814, the process 800 logs the 
Status, change, failure, etc. in 816. 
0143 If the answer to decision 810 is no, then the further 
action involves Such user input as a change in password, etc. 
If the answer to decision 810 is no, then the lifecycle 
management process 800 continues to 812 in which the user 
is asked for the user input, and the computer running the 
DIMS 100 processes the user input (such as change in 
password). Following 812, the process 800 logs the status, 
change, failure, etc. in 816. 
0144. With the lifecycle management process 800, the 
client computer running the DIMS can manage the lifecycle 
actions of the digital IDS, Such as creating, destroying, and 
modifying the digital IDS. 
014.5 FIG. 11 shows one embodiment of housekeeping 
process 820 performed by the computer running the DIMS. 
The housekeeping process 820 includes 822 that wakes up 
the housekeeping process 820. The housekeeping proceSS 
820 continues to 824 in which the digital ID store(s) 706 (as 
described relative to FIGS. 2 and 3) is enumerated and 
examined. During 824, the current state of the digital ID 
store(s) 706 is determined by the DIMS 100. 
0146 The housekeeping process 820 continues to 826 in 
which the policies and the membership of the housekeeping 
process 820 is determined by the computer and the DIMS. 
The housekeeping process 820 continues to decision 828 in 
which it is determined whether there are any changes to the 
membership, or other consideration, of the DIMS. If the 
answer to decision 828 is no, then the process 820 terminates 
because the current State of the policies and/or membership 
are acceptable. 

0147 If the answer to decision 828 is yes, then the 
housekeeping process 820 continues to 830 in which the 
DIMS 100 determines whether the changes have been 
archived. If the answer to 830 is yes, then the housekeeping 
proceSS 820 is terminated because all the changes that had to 
be made have been made. If the answer to decision 830 is no, 
then the housekeeping process 820 continues to 832 in 
which any changes are backed up or archived. AS Such, the 
housekeeping proceSS 820 provides a mechanism by which 
the policies and memberships of the policies can be made 
more Current. 

0148 Certain embodiments of the DIMS 100 can provide 
for roaming and/or replication of Signing and encryption 
keys as well as tokens, credentials or licenses. FIG. 12 
shows one embodiment of roaming process 850. The DIMS 
100 can provide a single user interface for an individual user 
over a variety of locations. AS Such, a Single user can 
interface with the DIMS 100 to manage a digital ID over 
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many networked locations Such as over the network or 
Internet. The DIMS allows access to directly trusted digital 
IDs instead of using (for example) a rooted X.509 certificate 
hierarchy. The DIMS 100 can share signing and encryption 
keys included in the digital ID collection representing all 
Stores. AS Such, the authentication and Services provided by 
an operating system can be enhanced by the DIMS. This is 
a consideration for the Server Services Scenarios where keys 
are shared acroSS multiple Servers. 
0149. As with other networked-computer users it is 
important to provide Some roaming capabilities for users of 
the DIMS. Supporting multiple keys and roaming profiles is 
a difficult for customers of current enrollment Systems Such 
as an X.509 public key infrastructures (PKI). Software based 
keys are viewed by many customers as not very portable or 
manageable. Smartcards are currently used in many com 
panies as a unitary Solution for key Storage and employee 
badges. 
0150. The roaming process 850 includes a system acti 
vation in 852. The housekeeping process 850 continues to 
854 in which the digital IDs in the digital ID store(s) 706 (as 
described relative to FIGS. 2 and 3) are enumerated (listed) 
and examined. During 854, the current state of the digital ID 
store(s) 706 is determined by the DIMS 100. 
0151. The roaming process 850 continues to 856 in which 

it is determined whether the user is attempting to roam data. 
Such an indication is typically derived by user input pro 
vided to the client computer from a remote computer. If the 
answer to decision 856 is no, the roaming process 850 
terminates Since there is no desire by the user to use the 
roaming program. 

0152) If the answer to decision 856 is yes, the roaming 
process 850 continues to 858 in which the DIMS locates the 
remote data Storage location from which the user is Seeking 
to roam. The roaming process 850 continues to 860 in which 
the DIMS determines and follows the policy for the roaming 
process 850. For example, roaming may not be permitted 
from certain locations and/or times. The roaming proceSS 
850 continues to 862 in which the data is synchronized from 
the location from which the DIMS is located to the remote 
location at which the user is Seeking to roam. 
0153 DIMS can be applied to many key device systems 
to provide Security as well as an abstraction layer, including 
Smartcards. One of the issues with Smartcards is the use of 
encryption keys and data persistence. If the key on a 
Smartcard is used to encrypt files or email and the Smartcard 
is Subsequently damaged or lost, the data in the files or email 
will no longer be accessible. 
0154) Auto-enrollment and manual enrollment code can 
interface with the cryptographic service provider (CSP) 
model and management layer to retrieve the key after key 
generation for the purpose of key archival. Certain embodi 
ments of DIMS will support key archival when key genera 
tion is performed on the card or in a secure HSM device. 
0155. In one embodiment, the CSP writes the keys and 
the digital IDS to the Smartcard. There are two Scenarios that 
are described. The Smartcard can do the key generation or a 
Hardware Security Module (HSM) can do the key genera 
tion. In the first Scenario the challenge is in Securely com 
municating from the card module to the archival engine. In 
the Second Scenario, HSM provides cryptographic functions 
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for Secure transactions, Such as transactions in financial 
networks. The Software code is communicated from the 
HSM to the engine, then to the Smartcard module. The 
communication with the archival engine can be relatively 
Simple Since it is a System component. 

0156 Secure collaboration is becoming more important 
in network Scenarios and configurations. Many encryption 
technologies such as the Encrypting File System (EFS 
produced and distributed by Microsoft Corporation) require 
the use of public key technology to implement a Secure 
Solution. One embodiment of Such an encrypting file System 
is described in U.S. Pat. No. 6,249,866, which issued on Jun. 
19, 2001 to Brundrett et al. with the title “Encrypting File 
System and Method” (assigned to the assignee of the present 
disclosure), and is incorporated by reference herein in its 
entirety. Certificates, enrollment and PKI trust management, 
Such as EFS and other current encryption algorithms utilize, 
are far too complex for most users to understand. AS Such, 
providing certain embodiments of the DIMS 100 can sim 
plify, maintain the Security of, and thereby increase the 
acceptance of, Secure collaborative Systems. 

O157 Assume that a computer system under the control 
of the user has a common store 180 that includes the token 
store 708 containing various files and/or programs that need 
to expire, retire, and/or be renewed. The user and the 
application programs 702 are very likely unaware of these 
various Schedules, especially if a user has a large number of 
them. Consider that certain users often access a large num 
ber of different web sites that may require different digital 
IDs, then it would benefit the DIMS 100 to be an automated 
system. The user has to be aware of whether they should 
change a password/login, or if the password/login should be 
renewed or requires a renewal process. 
0158 Allowing the DIMS 100 to perform a digital iden 

tity management process (without the user and/or the appli 
cation program being aware) is desirable. If each of the users 
and application programs has to be aware of these DIMS 100 
considerations, the digital identity management proceSS 
becomes much more complex and leSS useful. 
0159 Current application programs provide for different 
Store protocols, and therefore a different way of protecting 
these credentials. An important aspect of the DIMS 100 is 
the credentials that are Stored have to be protected in Some 
way. If the credentials are just sitting resident on a hard drive 
in a computer 502 of a computer environment 500, other 
application programs can steal them (e.g., bad code or 
internet viruses could steal the credentials). The DIMS 100 
provides a mechanism to protect the credentials. 
0160 Operating systems and application programs 702 
have each protected credentials using different-methods and 
by Storing the credentials in different locations. One aspect 
application programs 702 is how they are protected. The 
application programs 702 typically have to be able to acceSS 
data from certain prescribed locations. 
0.161 Application programs 702 typically have to be 
aware of how to get through that protection to obtain data 
and run, and also be able to prove that they are a valid 
application program 702 at different locations within the 
operating system. The common store 180 concept therefore 
represents a Secure Store that would store many types of 
Secrets or credentials. The credentials of the application 
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programs would be protected within the common store 180, 
and in a form Such that they would be searchable, and SO data 
within one application program could be readily used by 
another application program within the common Store 180. 
0162. Within the common store 180, only the secret or 
private portion of the field(s) are protect like the private key, 
password, Symmetric key, etc. Typically, the private portions 
are encrypted with another token, password, biometric key, 
etc. One of the more common problems for users, especially 
in the case of the Encrypting File System (EFS), is that they 
often lose their certificates (keys) when they re-install Soft 
ware into the computer, crash the operating System, etc. This 
common Situation has ramifications for Security. The auto 
enrollment Service, as part of its digital ID management 
functions, detects new digital IDS that have been auto 
generated or automatically enrolled without key archival in 
the template. When auto-enrollment detects Such a digital 
ID, the auto-enrollment indicates to the user over a user 
interface (e.g. on the computer display) that they have a new 
digital ID that is not backed up, and would they like to back 
it up now. The dialogue will display a Selectable list of those 
digital IDS that have not been backed up and are new. 
0163 Considering the secure store concept (in one 
example), the DIMS 100 stores tokens and their attributes in 
a relational database, based on the SQL Server engine. Each 
credential could be Stored as a distinct record. This record is 
maintained within the API of the client. As with relational 
databases, there will be n-number of fields that store various 
attributes associated with that credential. Some of those 
fields are protected (including the Sensitive fields), and Some 
are not protected. The attributes could even be stored in a flat 
database So that various aspects are protected against other 
users from enumerating them. Some of the attributes would 
be encrypted, Such as would be the case with a private key 
of a PKI key pair. 
0164. The common store 180 that stored various 
attributes can have a variety of configurations. The common 
store 180 can be extensible. The common store 180 can store 
data relating to multiple users in Such a manner that the users 
should be able to protect their data from each other in a 
common manner. The application programs should all have 
a known way to acceSS data and prove their identity, and 
indicate for whom they are acting. 
0.165 A user may use multiple computers while using the 
Same credentials. Suppose a user wishes to Securely access 
and use a website at different locations. Users want to access 
their e-mail Securely at different locations. A user may want 
to sign mail wherever he is and, therefore, the user needs his 
credentials wherever he accesses the network. AS the user 
travels to different locations across the network, the Store has 
to be available for that user. Conversely, the store has to 
follow the user to his different locations. AS Such, in one 
aspect of the disclosure, the Store has to be transportable in 
a Secure way So that it can be accessed over the network 
using a media like a key devices Such as a Smartcard. The 
common store 180 has to be protected should it be inter 
cepted or attacked in transport. AS Such, if a user logs onto 
a network, the network accesses the user's digital ID store(s) 
706. The stores of the users are available wherever they 
travel. 

0166 Auser can store the data associated with the DIMS 
100 on one Smartcard (if the Smartcard has enough Storage 
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and processing capabilities). Alternately, the data associated 
with the DIMS 100 could be stored on a floppy disk or other 
transportable memory device, or the data could be Stored on 
a server. A store associated with the DIMS could be routed 
to a user over the network. One embodiment of the DIMS 
can be configured So a user can importa Store, export a Store, 
and/or unlock a store. The data protected with DIMS can be 
protected with the Smartcard, or protected with a password. 
A user can move that data around as they see fit, or back it 
up. 

0167 One embodiment of DIMS provides for a common 
API 704 and common store 180. There are a variety of 
implementations of this that are within the Scope of the 
present disclosure. Since Small businesses, large businesses, 
and individuals can easily sign up for managed Services for 
Public Key Infrastructure (PKI) and the Digital Rights 
Management (DRM) scenarios, it is important to ensure that 
the DIMS 100 has the same ease of access. Alignment 
between the DRM and the eXtensible Rights Markup Lan 
guage (XRML) license store will enable the DRM scenarios 
for content control. 

0168 FIG. 13 illustrates an example of a suitable com 
puter environment or network 500 which includes the DIMS 
100. Similar resources may use the computer environment 
and the processes described herein. 
0169. The computer environment 500 illustrated in FIG. 
13 is a general computer environment, which can be used to 
implement the techniques described herein. The computer 
environment 500 is only one example of a computer envi 
ronment and is not intended to Suggest any limitation as to 
the Scope of use or functionality of the computer and 
network architectures. Neither should the computer envi 
ronment 500 be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary computer environment 
500. 

0170 The computer environment 500 includes a general 
purpose computing device in the form of a computer 502. 
The computer 502 can be, for example, one or more of a 
Stand-alone computer, a networked computer, a mainframe 
computer, a PDA, a telephone, a microcomputer or micro 
processor, or any other computer device that uses a proces 
Sor in combination with a memory. The components of the 
computer 502 can include, but are not limited to, one or 
more processors or processing units 504 (optionally includ 
ing a cryptographic processor or co-processor or other type 
of Security processor or co-processor), a System memory 
506, and a system bus 508 that couples various system 
components including the processor 504 and the System 
memory 506. 
0171 The system bus 508 represents one or more of any 
of Several types of bus Structures, including a memory bus 
or memory controller, a peripheral bus, an accelerated 
graphics port, and a processor or local bus using any of a 
variety of bus architectures. By way of example, Such 
architectures can include an Industry Standard Architecture 
(ISA) bus, a Micro Channel Architecture (MCA) bus, an 
Enhanced ISA (EISA) bus, a Video Electronics Standards 
Association (VESA) local bus, and a Peripheral Component 
Interconnects (PCI) bus also known as a Mezzanine bus. 
0172 The computer 502 typically includes a variety of 
computer readable media. Such media can be any available 
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media that is accessible by the computer 502 and includes 
both volatile and non-volatile media, and removable and 
non-removable media. 

0173 The system memory 506 includes the computer 
readable media in the form of non-volatile memory Such as 
read only memory (ROM) 512, and/or volatile memory such 
as random access memory (RAM) 510. Abasic input/output 
system (BIOS) 514, containing the basic routines that help 
to transfer information between elements within the com 
puter 502, such as during start-up, is stored in the ROM 512. 
The RAM 510 typically contains data and/or program mod 
ules that are immediately accessible to, and/or presently 
operated on, by the processing unit 504. 
0.174. The computer 502 may also include other remov 
able/non-removable, Volatile/non-volatile computer Storage 
media. By way of example, FIG. 13 illustrates a hard disk 
drive 515 for reading from and writing to a removable, 
non-volatile magnetic media (not shown), a magnetic disk 
drive for reading from and writing to a removable, non 
volatile magnetic disk 520 (e.g., a "floppy disk”), and an 
optical disk drive 522 for reading from and/or writing to a 
removable, non-volatile optical disk 524 such as a CD 
ROM, DVD-ROM, or other optical media. The hard disk 
drive 515, magnetic disk drive 518, and optical disk drive 
522 are each connected to the system bus 508 by one or more 
data media interfaces 527. Alternatively, the hard disk drive 
515, magnetic disk drive 518, and optical disk drive 522 can 
be connected to the system bus 508 by one or more inter 
faces (not shown). 
0.175. The disk drives and their associated computer 
readable media provide non-volatile Storage of computer 
readable instructions, control node data Structures, program 
modules, and other data for the computer 502. Although the 
example illustrates a hard disk within the hard disk drive 
515, a removable magnetic disk 520, and a non-volatile 
optical disk 524, it is to be appreciated that other types of the 
computer readable media which can Store data that is 
accessible by a computer, Such as magnetic cassettes or other 
magnetic Storage devices, flash memory cards, CD-ROM, 
digital versatile disks (DVD) or other optical Storage, ran 
dom access memories (RAM), read only memories (ROM), 
electrically erasable programmable read-only memory 
(EEPROM), and the like, can also be utilized to implement 
the exemplary computer environment 500. 
0176) Any number of program modules can be stored on 
the hard disk contained in the hard disk drive 515, magnetic 
disk 520, non-volatile optical disk 524, ROM 512, and/or 
RAM 510, including by way of example, the OS 26, one or 
more application programs 528, other program modules 530, 
and program data 532. Each OS 526, one or more applica 
tion programs 528, other program modules 530, and pro 
gram data 532 (or Some combination thereof) may imple 
ment all or part of the resident components that Support the 
distributed file system. 

0177. A user can enter commands and information into 
the computer 502 via input devices such as a keyboard 534 
and a pointing device 536 (e.g., a “mouse”). Other input 
devices 538 (not shown specifically) may include a micro 
phone, joystick, game pad, Satellite dish, Serial port, Scanner, 
and/or the like. These and other input devices are connected 
to the processing unit 504 via input/output interfaces 540 
that are coupled to the system bus 508, but may be connected 
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by other interface and bus Structures, Such as a parallel port, 
game port, or a universal Serial bus (USB). 
0.178 A monitor, flat panel display, or other type of 
computer display 200 can also be connected to the system 
bus 508 via an interface, such as a video adapter 544. In 
addition to the computer display 200, other output peripheral 
devices can include components Such as speakers (not 
shown) and a printer 546 which can be connected to the 
computer 502 via the input/output interfaces 540. 

0179 Computer 502 can operate in a networked envi 
ronment using logical connections to one or more remote 
computers, Such as a remote computer device 548. By way 
of example, the remote computer device 548 can be a 
personal computer, portable computer, a Server, a router, a 
network computer, a peer device or other common network 
node, game console, and the like. The remote computer 
device 548 is illustrated as a portable computer that can 
include many or all of the elements and features described 
herein relative to the computer 502. 
0180 Logical connections between the computer 502 and 
the remote computer device 548 are depicted as a local area 
network (LAN) 550 and a general wide area network (WAN) 
552. Such networking environments are commonplace in 
offices, enterprise-wide computer networks, intranets, and 
the Internet. 

0181. When implemented in a LAN networking environ 
ment, the computer 502 is connected to a local network 550 
via a network interface or adapter 554. When implemented 
in a WAN networking environment, the computer 502 
typically includes a modem 556 or other means for estab 
lishing communications over the wide network 552. The 
modem 556, which can be internal or external to the 
computer 502, can be connected to the system bus 508 via 
the input/output interfaces 540 or other appropriate mecha 
nisms. It is to be appreciated that the illustrated network 
connections are exemplary and that other means of estab 
lishing communication link(s) between the computers 502 
and 548 can be employed. 

0182. In a networked environment, such as that illus 
trated with the computer environment 500, program mod 
ules depicted relative to the computer 502, or portions 
thereof, may be Stored in a remote memory Storage device. 
By way of example, remote application programs 558 reside 
on a memory device of the remote computer 548. For 
purposes of illustration, application programs and other 
executable program components Such as the operating Sys 
tem are illustrated herein as discrete blocks, although it is 
recognized that Such programs and components reside at 
various times in different Storage components of the com 
puter 502, and are executed by the data processor(s) of the 
computer 502. It will be appreciated that the network 
connections shown and described are exemplary and other 
means of establishing a communications link between the 
computerS may be used. 

0183 Various modules and techniques may be described 
herein in the general context of the computer-executable 
instructions, Such as program modules, executed by one or 
more computers or other devices. Generally, program mod 
ules include routines, programs, control objects, compo 
nents, control node data Structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
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Typically, the functionality of the program modules may be 
combined or distributed as desired in various embodiments. 

0.184 An implementation of these modules and tech 
niques may be Stored on or transmitted acroSS Some form of 
the computer readable media. Computer readable media can 
be any available media that can be accessed by a computer. 
By way of example, and not limitation, computer readable 
media may comprise “computer Storage media' and “com 
munications media.”“Computer Storage media' includes 
Volatile and non-volatile, removable and non-removable 
media implemented in any proceSS or technology for Storage 
of information Such as computer readable instructions, con 
trol node data Structures, program modules, or other data. 
Computer Storage media includes, but is not limited to, 
RAM, ROM, EEPROM, flash memory or other memory 
technology, CD-ROM, digital versatile disks (DVD) or other 
optical Storage, magnetic cassettes, magnetic tape, magnetic 
disk Storage or other magnetic Storage devices, or any other 
medium which can be used to Store the desired information 
and which can be accessed by a computer. 
0185. “Communication media” typically embodies com 
puter readable instructions, control node data Structures, 
program modules, or other data in a modulated data Signal, 
Such as carrier wave or other transport mechanism. Com 
munication media also includes any information delivery 
media. The term "modulated data Signal” means a signal that 
has one or more of its characteristics Set or changed in Such 
a manner as to encode information in the Signal. By way of 
example, and not limitation, communication media includes 
wired media Such as a wired network or direct-wired con 
nection, and wireleSS media Such as acoustic, RF, infrared, 
and other wireless media. Combinations of any of the above 
are also included within the Scope of computer readable 
media. 

0186 Although the Systems, processes, and Scenarios 
have been described in language specific to Structural fea 
tures of the DIMS 100 and/or performing processes associ 
ated with the DIMS 100, it is to be understood that the 
invention defined in the appended claims is not necessarily 
limited to the Specific features or Steps described. Rather, the 
Specific features and Steps are disclosed as preferred forms 
of implementing the claimed invention. 

1. A method comprising: 
managing lifecycles of digital IDS for application pro 

grams, and 
abstracting multiple types of credentials for application 

programs through a digital identity management Ser 
Vice (DIMS) and a common application programming 
interface (API) layer. 

2. The method of claim 1, in which the method includes 
a life cycle management process. 

3. The method of claim, 2, wherein the life cycle man 
agement proceSS includes an auto-enrollment process. 

4. The method of claim 3, wherein the auto-enrollment 
process can be applied to different credential types. 

5. The method of claim 1, further comprising unification 
of credential management retrieval and Storage through a 
generalized mechanism. 

6. The method of claim 5, wherein the generalized mecha 
nism is an Application Programming Interface (API). 
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7. The method of claim 1, further comprising a client 
based Service that operates on behalf of the System, users, 
and the application programs to perform the lifecycle man 
agement. 

8. The method of claim 1, wherein the credentials include 
a data object associated with a digital identity (ID) or proof 
of possession. 

9. The method of claim 8, wherein the digital ID or proof 
of possession is for the purpose of authentication. 

10. The method of claim 8, wherein the digital ID or proof 
of possession is for the purpose of authorization. 

11. The method of claim 8, wherein the digital ID or proof 
of possession is for the purpose of digital Signature. 

12. The method of claim 8, wherein the digital ID or proof 
of possession is for the purpose of encryption. 

13. The method of claim 1, wherein the credentials 
include possession of a physical token. 

14. The method of claim 13, wherein the credentials are 
included on a Smartcard. 

15. The method of claim 1, wherein the method further 
comprises maintaining the digital ID in at least one digital 
ID store(s). 

16. The method of claim 1, wherein the data abstraction 
includes a Security context or opaque data. 

17. The method of claim 16, wherein the trusted data is 
not exposed to the application program. 

18. The method of claim 16, wherein the security context 
or opaque data may include a handle reference. 

19. The method of claim 16, wherein the security context 
or opaque data may include a token. 

20. The method of claim 1, wherein the managing digital 
ID lifecycles is performed at least partially on a non-domain 
joined computer. 

21. The method of claim 1, wherein the multiple types of 
credentials are abstracted through the DIMS and the com 
mon Application Programming Interface (API) layer at least 
partially on a non-domain joined computer. 

22. The method of claim 21, wherein the DIMS may 
communicate to a Security token Service (STS) 

23. The method of claim 22, wherein the STS includes a 
certificate authority. 

24. The method of claim 22, wherein the STS includes a 
key distribution center. 

25. The method of claim 22, wherein the STS includes a 
license Server. 

26. The method of claim 1, wherein the digital ID includes 
an X.509 certificate. 

27. The method of claim 1, wherein the digital ID includes 
a public/private key pair. 

28. The method of claim 1, wherein the digital ID includes 
a token. 

29. The method of claim 1, wherein the digital ID includes 
an eXtensible Markup Language (XML) assertion. 

30. The method of claim 1, wherein the DIMS provides an 
abstraction layer as an Application Programming Interface 
(API). 

31. The method of claim 1, wherein the DIMS can provide 
the lifecycle management for the digital IDS without user 
interaction or user interaction. 

32. The method of claim 1, wherein the DIMS relies on 
local policies to establish a lifecycle management criteria. 

33. The method of claim 1, wherein the DIMS relies on 
central policies to establish a lifecycle management criteria. 

Aug. 19, 2004 

34. The method of claim 1, wherein the managing life 
cycles of digital IDS includes managing credentials. 

35. The method of claim 1, wherein the DIMS can 
manage licenses for a user or application program for a 
Digital Rights Management (DRM) system. 

36. An apparatus, comprising: 
a non-domain joined computer portion including: 

a lifecycle manager for managing digital ID lifecycles 
for application programs, and 

an abstraction layer portion for abstracting data from 
application programs for multiple types of creden 
tials through a digital identity management System 
(DIMS) and a common Application Programming 
Interface (API) layer. 

37. The apparatus of claim 36, wherein the abstracted data 
includes a Security context or opaque data. 

38. The apparatus of claim 36, wherein trusted data is not 
included with the data returned to the application program. 

39. The apparatus of claim 36, wherein the DIMS is 
configured as a simple trust that applies to home users that 
are not connected to any managed Services. 

40. The apparatus of claim 36, wherein the DIMS is 
configured as an enterprise trust that applies to a corporate 
or business user operating a computer that belongs to an 
active directory environment. 

41. The apparatus of claim 36, wherein the DIMS causes 
the application program to perform an authentication pro 
ceSS using digital IDS. 

42. The apparatus of claim 36, wherein the DIMS can 
manage a trust for users. 

43. The apparatus of claim 36, wherein the DIMS can 
manage a trust for application programs. 

44. The apparatus of claim 36, wherein the DIMS can 
provide lifecycle management for digital IDS without user 
interaction or application program interaction. 

45. The apparatus of claim 36, wherein the DIMS relies 
on local policies to define lifecycle management criteria. 

46. The apparatus of claim 36, wherein the DIMS relies 
on central policies to define lifecycle management criteria. 

47. The apparatus of claim 36, wherein the DIMS inter 
acts with a central Service to obtain a digital ID. 

48. The apparatus of claim 47, wherein the central service 
is a security token service (STS). 

49. The apparatus of claim 48, wherein the STS includes 
a certificate authority. 

50. The apparatus of claim 48, wherein the STS includes 
a key distribution center. 

51. The apparatus of claim 48, wherein the STS includes 
a license Server. 

52. The apparatus of claim 36, wherein the DIMS auto 
matically manages the digital IDS. 

53. The apparatus of claim 36, wherein the DIMS includes 
an underlying trust Store structure, and wherein the appli 
cation program is abstracted from an underlying trust Store 
Structure. 

54. The apparatus of claim 36, wherein the digital IDs are 
managed in domain-joined machines. 

55. The apparatus of claim 36, wherein the digital IDs are 
managed in non-domain-joined machines. 

56. The apparatus of claim 36, wherein the digital IDs 
include key pairs. 

57. The apparatus of claim 36, wherein the digital IDs 
include username and password combinations. 
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58. The apparatus of claim 36, wherein the digital IDs 
include licenses. 

59. The apparatus of claim 36, wherein the digital IDs 
include assertions. 

60. The apparatus of claim 36, wherein the digital IDs 
include certificates. 

61. The apparatus of claim 36, wherein the DIMS can 
manage licenses for a user or application program for a 
Digital Rights Management (DRM) system. 

62. A method, comprising: 
enumerating data from a digital identity (ID) Store(s); 
reading properties of at least one of the digital IDs, 
determining digital ID memberships, 
reading the policies for digital IDS, 
calculating housekeeping criterion for the digital ID, and 

applying the policies and memberships to the Store(s). 
63. The method of claim 62, wherein if further house 

keeping action is necessary, then the method further com 
prises: 

determining whether the further housekeeping action 
involves user interaction; 

if the other further action involves interaction with other 
Services, then interfacing with a trusted digital ID 
Source, and logging the housekeeping changes, and 

if the other further action does not involve interaction 
with other Services, then asking the user for further user 
input, and logging the housekeeping changes. 

64. The method of claim 62, wherein the determining 
digital ID memberships includes determining digital ID 
Subscriptions. 

65. An apparatus for authenticating a user of a non 
domain joined computer connected to the Internet, compris 
Ing: 

an application program attempting to access a Digital 
Identity Management System (DIMS); 

the application program Searching for credentials based 
on Some attributes, 

the application program returning results of the credential 
search to the DIMS; 

the DIMS opening the credentials based on a crypto 
graphic key; 

the DIMS returning a handle to the application program; 
and 

the application program using the handle to perform an 
operation. 

66. The apparatus of claim 65, wherein the application 
program uses the result of the operation to present the handle 
to a security token service (STS). 

67. The method of claim 66, further comprising expand 
ing the result of the operation. 

68. The method of claim 65, wherein the application 
program finds the credentials based on Some attributes, and 
wherein the DIMS returns the results to the application 
program within an Application Programming Interface 
(API); 
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69. The method of claim 65, wherein the DIMS opens the 
credentials based on the cryptographic key and the DIMS 
returns the handle to the application program within the API. 

70. The method of claim 65, wherein the DIMS can view 
all credentials associated with the DIMS. 

71. An apparatus, comprising: 
an application program attempting to access a Digital 

Identity Management System (DIMS); 
the application program attempting to find credentials 

based on Some attributes, 
the DIMS returning results in response to the attempt to 

find credentials to the application program; and 
the DIMS opening at least some of the credentials based 

on a cryptographic key. 
72. The apparatus as set forth in claim 71, wherein: 
the DIMS returns a handle to the application program; and 
the application program presents the handle to a Security 

token service (STS). 
73. The apparatus of claim 71, wherein the apparatus 

performs the operation of authentication. 
74. The apparatus of claim 71, wherein the apparatus 

performs the operations of digitally signing. 
75. The apparatus of claim 71, wherein the apparatus 

performs the operations of encryption. 
76. The apparatus of claim 71, wherein the apparatus 

performs the operations of decryption. 
77. The apparatus of claim 71, wherein the DIMS pro 

gram finds the credentials based on Some attributes and the 
DIMS program returns the results to the application program 
is performed within an Application Programming Interface. 

78. The apparatus of claim 71, wherein the application 
program opens the credentials based on the cryptographic 
key and the DIMS returns the handle to the application 
program within an Application Programming Interface. 

79. The apparatus of claim 71, wherein the application 
program can view those credentials associated with the 
DIMS. 

80. An apparatus, comprising a digital identity manage 
ment system (DIMS) that views at least some of the cre 
dentials associated with the DIMS. 

81. The apparatus of claim 80, further comprising a client, 
wherein the DIMS is at least partially located within a 
domain-joined computer. 

82. The apparatus of claim 80, wherein the DIMS is at 
least partially located in a computer. 

83. The apparatus of claim 80, wherein at least some of 
the credentials are included at least partially in a digital ID. 

84. The apparatus of claim 80, wherein the digital ID 
includes a certificate. 

85. The apparatus of claim 80, further comprising user 
interface tools that can determine a complete Set of digital 
Identities (IDS) associated with a given Security context. 

86. The apparatus of claim 80, further comprising a client, 
wherein the DIMS is located at least partially within a client 
computer. 

87. The apparatus of claim 80, wherein the DIMS is 
located at least partially in a non-domain joined computer. 

88. A method, comprising: 
performing lifecycle management for a digital IDS within 

a non-domain joined computer, the lifecycle manage 
ment including: 
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enumerating Store(s) within the non-domain joined com 
puter, 

reading the policies, and determining the membership of 
the digital IDs, 

applying rules to the store(s), and determining whether an 
action is necessary, 

if the action is necessary, determining whether the action 
involves interaction with a trusted Security token Ser 
vice (STS), 

if the action involves interaction with the trusted STS, 
then interacting with the STS to perform the action, and 

if the action does not involves interaction with the trusted 
STS, providing a user interface for the user to provide 
input to perform the action. 

89. The method of claim 88, wherein the action includes 
the digital ID enrollment. 

90. The method of claim 88, wherein the action includes 
the digital ID renewal. 

91. The method of claim 88, wherein the action includes 
the digital ID end of life. 

92. The method of claim 88, wherein the action includes 
eXchanging a credential. 

93. The method of claim 88, wherein the digital ID 
provides a mechanism for content protection. 

94. The method of claim 88, wherein the digital ID 
provides a mechanism for and media and content manage 
ment. 

95. The method of claim 88, further comprising managing 
licenses for a user or application program for a digital rights 
management (DRM) system. 

96. An apparatus comprising: 
a digital identity (ID) management System that is aware of 

its own State and is aware of policies that apply to it, 
and can act to ensure consistency for purposes of 
housekeeping. 

97. The apparatus of claim 96, wherein the digital ID 
management System performs lifecycle management. 

98. The apparatus of claim 96, wherein the digital ID 
management System performs lifecycle management for 
non-domain joined computers. 

99. The apparatus of claim 96, wherein the digital ID 
management System performs lifecycle management for 
domain joined computers. 

100. A method comprising: 
allowing a user to roam a digital identity (ID) using a 

Digital ID Management System (DIMS), comprising: 
enumerating a data store(s), 
receiving user input at the DIMS indicating whether the 

user desires to roam the digital ID, 
if the user desires to roam the digital ID, determining a 

remote data Storage location that corresponds to the 
uSer, 

determining the policy relative to the user and the digital 
ID; and 

based on the policy, Synchronizing data relating to the 
digital ID to the remote data Storage location. 

101. The method of claim 100, wherein the roaming 
includes replicating. 
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102. The method of claim 100, wherein the roaming 
includes Synchronizing. 

103. A computer readable medium having computer 
executable instructions for performing digital identity (ID) 
management within a non-domain joined computer, com 
prising: 

performing lifecycle management for digital IDS, the 
lifecycle management including: 

enumerating Store(s) within the non-domain joined com 
puter, 

reading the policies, and determining the membership of 
the digital IDs, 

applying lifecycle rules to the store(s), 
determining whether action is necessary based on the 

lifecycle rules, and 
if the action is necessary, interacting with a Security token 

service (STS) to perform the action. 
104. A System comprising: 
a proceSSOr, 

a memory containing instructions that when executed by 
the processor causes the processor to: 
perform lifecycle management for the digital IDS 

within a non-domain joined computer, the lifecycle 
management including: 

enumerate at least one store(s) within the non-domain 
joined computer, 

read policies, and determine the membership of the 
digital IDs, 

apply rules to the Store(s), and determine whether an 
action is necessary, 

if the actions are necessary, determine whether the 
action involves interaction with a trusted Security 
token service (STS), 

if the action involves interaction with the trusted STS, 
interact with the trusted STS to perform the action, 
and 

if the action does not involves interaction with the 
trusted STS, provide a user interface for the user to 
provide input to perform the action. 

105. A Digital Identity Management System (DIMS) that 
is partially contained within a non-domain joined computer 
environment, the DIMS: 
managing digital ID lifecycles for digital identities (IDS) 

running within the non-domain joined computer, and 
abstracting application programs for multiple types of 

digital IDS through a common Security token Service 
(STS) and application programming interface (API) 
layer. 

106. The DIMS of claim 105, wherein the application 
program is abstracted at least partially using an Application 
Programming Interface (API) that includes the API layer. 

107. The DIMS of claim 105, wherein identity manage 
ment includes credential management. 

108. A digital identity (ID) management system (DIMS) 
comprising: 
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a non-domain joined computer portion including a Stand 
alone computer connected to the Internet, the non 
domain joined computer portion including a manage 
ment lifecycle portion for managing digital ID 
lifecycles for application programs, 

the non-domain joined computer portion including an 
abstraction layer for abstracting multiple types of cre 
dentials through a common Security token Service 
(STS) and Application Programming Interface (API) 
layer; and 

a domain joined computer portion including at least one 
client computer and at least one Server computer. 

109. The method of claim 107, wherein the DIMS can 
manage licenses for a user or application program for a 
digital rights management (DRM) system. 

110. The method of claim 107, wherein the DIMS can 
manage digital ID lifecycles without user interaction. 

111. The method of claim 107, wherein the DIMS can 
manage digital ID lifecycles without application program 
interaction. 
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112. The method of claim 107, wherein the DIMS relies 
on central Services to manage digital ID lifecycles. 

113. The method of claim 107, wherein the DIMS relies 
on local Services to manage digital ID lifecycles. 

114. An auto-enrollment method, comprising: 

Submitting a digital ID request; 

retrieving the disposition, last Status, and identifier of a 
request, 

retrieving the digital ID issued for the request; 

retrieving pending digital IDS for previous requests, and 

retrieving the digital IDs for the digital ID server. 
115. The method of claim 113, wherein the digital ID 

includes a certificate. 


