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Description 

Title of Invention: CENTRALIZED KEY MANAGEMENT IN 

EMBMS 
TECHNICAL FIELD 

[1] The present disclosure relates generally to the management of key pairs in an evolved 

Multimedia Broadcast Multicast Service (eMBMS).  

BACKGROUND 
[2] The use of mobile data networks to access multimedia content, such as live video, is 

a service used only by a small number of users. However, the number of users is in

creasing, and even with the small number of users, the amount of data that they 

consume is disproportionately large. Live events such as royal weddings, tennis 

matches, and other such one-off events, often generate spikes in traffic that can 

overwhelm a network. The use of eMBMS can greatly reduce the overall traffic load.  

As a result, eMBMS has been designated as the multicast standard for multimedia dis

tribution on Long Term Evolution (LTE) networks.  

[3] However, challenges have arisen where the content delivered through eMBMS is to 

be managed in a manner that allows content distribution control through the use of 

MBMS Service Keys (MSK) and MBMS Traffic Keys (MTK). One question that has 

arisen is how to make use of a centralized MSK/MTK key management function in a 

split eMBMS architecture, where the same eMBMS service can be broadcast via 

multiple BMSCs. Without a centralized key management system, a user will ex

perience mobility issues that will impair the viewing experience. With centralized 

MSK/MTK key management, all Broadcast Multicast Service Centers (BMSC) will 

have the ability to use the same MSK/MTK keys for an eMBMS service, obviating the 

above issue. The need for centralized MSK/MTK key management does not change 

even if the BMSCs would be under the same or different standalone servers. The use of 

the same MSK/MTK keys may be over a nationwide eMBMS service (e.g. one File 

Delivery over Unidirectional Transport (FLUTE) channel).  

[4] Such a solution needs to work for initial registration to an eMBMS service, inter

MBSC mobility, inter-standalone server mobility, and will preferably avoid problems 

related to a user equipment (UE) bouncing back and forth between segments when the 

UE is at a segment boundary. At present, such a unified solution has not been 

presented. One skilled in the art will appreciate that a central key authority generating 

a single set of MSK/MTK keys and transmitting them to each BMSC results in an 

increased overhead and an degradation in the security of the system, as the 

transmission of each key individually results in a large quantity of overhead. The in-
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terception and decoding of the keys would compromise the system as well. Although 

sending a plurality of keys together can mitigate the overhead issues, the issues sur

rounding security become more imperative. Both of these issues also introduce new 

problems when scaling is taken into account, as sending keys to a large number of 

different BMSCs will result in a greater load on the centralized authority.  
[5] Therefore, it would be desirable to provide a system and method that obviate or 

mitigate the above described problems.  

SUMMARY 
[6] It is an object of the present invention to obviate or mitigate at least one disadvantage 

of the prior art.  

[7] In a first aspect of the present invention, there is provided a method of generating an 

MTK, at a BMSC. The method comprises the steps of receiving a MBMS Service Key, 

MSK, corresponding to an MSK generated at a centralized key management service; 

and generating, the MTK for use in encrypting content transmitted towards a user 

equipment node, UE, in accordance with the received MSK.  

[8] In a first aspect of the present invention, the step of receiving includes receiving the 

MSK from the centralized key management service over a network interface. In a 

further embodiment, the step of receiving includes receiving the MSK from a 

standalone server transmitting the MSK on behalf of the centralized key management 

service.  

[9] In a further embodiment, MTK is generated as a function of the received MSK and a 

MTK seed value, and optionally the function is a standardized key generation function 

such as the standardized key generation function is a key generation function defined 

in the Third Generation Partnership Project Technical Specification 33.220. In a 

further embodiment, the MTK is also generated as a function of at least one parameter 

selected from a list including a service ID, a Key Domain ID, a MSK ID associated 

with the received MSK, an MRK and a CKIIIK, where optionally the at least one pa

rameters is transformed before being input to the KDF. In a further embodiment, MTK 

ID is a sequence number. In further embodiments the MTK seed value is generated as 

a function of an MTK generation key, and an MTK ID, and optionally the MTK 

generation key is known to the BMSC but not known to the UE, and further optionally 

it is provided by the centralized key management service which may provide it as a 

static value. In a further embodiment, the MTK generation key is provided by the cen

tralized key management service on a periodic basis.  

[10] In a second aspect of the present invention, there is provided a method, for execution 

at a centralized key management server, of distributing keys for securing content. The 

method comprises the steps of generating a MBMS Service Key, MSK; transmitting
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the generated MSK to a Broadcast Multicast Service Center, BMSC, without 

transmitting a corresponding Multimedia Broadcast Multicast Traffic Key, MTK, the 

MSK for use in encrypting content for transmission to a user equipment node, UE; and 

transmitting, towards the UE, a decryption key generated at the BMSC in accordance 

with the transmitted MSK, to allow the UE to decrypt the content stream transmitted 

by the BMSC.  

[11] In an embodiment of the second aspect of the present invention, the decryption key is 

the MTK not transmitted to the BMSC. In a further embodiment, the step of 

transmitting the generated MSK includes transmitting the generated MSK to a 

standalone server for distribution to the BMSC. In another embodiment, the method 

further includes the step of transmitting a key generation function towards the BMSC, 

the key generation function for use by the BMSC in generating an MTK in accordance 

with the MSK, the generated MTK and MSK for use in encrypting the content stream.  

In a further embodiment, the method includes the step of transmitting at least one of 

service ID, a Key Domain ID, a MSK ID associated with the received MSK, an MRK 

and a CKIIIK to the BMSC.  

[12] In a third aspect of the present invention, there is provided a Broadcast Multicast 

Service Center node. The node comprises a network interface, a memory and a 

processor. The network interface allows for communicating with a user equipment 

node and a centralized key management server. The memory stores instructions. The 

processor executes instructions stored by the memory and upon doing so causes the 

Broadcast Multicast Service Center node to: generate a Multimedia Broadcast 

Multicast Service, MBMS, Traffic Key, MTK, for use in encrypting content 

transmitted towards the user equipment node in accordance with a MBMS Service 

Key, MSK, that corresponds to an MSK generated at the centralized key management 

server.  

[13] In a fourth aspect of the present invention, there is provided a centralized key 

management server. The server comprises a network interface a memory and a 

processor. The network interface allows for communicating with a user equipment 

node and a Broadcast Multicast Service Center node. The memory stores instructions.  

The processor executes the stored instructions, and upon executing the stored in

structions causes the centralized key management server to: generate a Multimedia 

Broadcast Multicast Service, MBMS, Service Key, MSK; transmit the generated MSK 

to a Broadcast Multicast Service Center, BMSC, without transmitting a corresponding 

MBMS Traffic Key, MTK, the MSK for use in encrypting content for transmission to a 

user equipment node, UE; and transmitting, towards the UE, a decryption key 

generated at the BMSC in accordance with the transmitted MSK, to allow the UE to 

decrypt the content stream transmitted by the BMSC.
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[14] Other aspects and features of the present invention will become apparent to those or

dinarily skilled in the art upon review of the following description of specific em

bodiments of the invention in conjunction with the accompanying figures.  

BRIEF DESCRIPTION OF THE DRAWINGS 
[15] Embodiments of the present invention will now be described, by way of example 

only, with reference to the attached Figures, wherein: 

[16] Figure 1 illustrates an exemplary split architecture; 

[17] Figure 2 illustrates an exemplary model of key centralization with MTK derived 

from MSK; 

[18] Figure 3 is a flow chart illustrating a method for execution at a BMSC; 

[19] Figure 4 is a flow chart illustrating a method for execution at a centralized key 

management server; and 

[20] Figure 5 is an block diagram illustrative of a node for carrying out the methods of the 

flow charts of Figures 3 and 4.  

DETAILED DESCRIPTION 
[21] Embodiments of present invention are directed to a system and method for providing 

centralized key management in a split architecture eMBMS.  

[22] Reference may be made below to specific elements, numbered in accordance with the 

attached figures. The discussion below should be taken to be exemplary in nature, and 

not as limiting of the scope of the present invention. The scope of the present invention 

is defined in the claims, and should not be considered as limited by the implementation 

details described below, which as one skilled in the art will appreciate, can be modified 

by replacing elements with equivalent functional elements.  

[23] One skilled in the art will appreciate that the content of a nationwide eMBMS service 

is often distributed from a centralized place, such as a BVPS (Broadcast Video Pro

visioning Server), to BMSCs. A BMSC then will distribute the content (typically 

through a broadcast) over its local broadcast channels. The BVPS can also define a na

tionwide USD (User Service Description) which is distributed on shared data channel 

(SDCH).  

[24] As illustrated in Figure 1, a BMSC in a Split BMSC architecture typically has re

sponsibility for: managing of the BVPS interface, the creation of the security service at 

the standalone server for each delivery session, generating MTK and MTK ID; the 

delivery of MTK (which may be done using MIKEY in FLUTE session), encrypt MTK 

with MSK. In the split architecture 100 of Figure 1, a large geographic region is illus

tratively segmented into geographic regions served by a plurality of BMSCs (BMSCl 

102, BMSC2 104 and BMSC4 106), communicating with a single BVPS 108 and 

standalone servers serving a western region (west.server.com 110) and an eastern
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region (east.server.com 112). Each Standalone server typically 110 112 has respon

sibility for: NAF (in which it derives MRK and MUK from KsxxNAF), creating 

MSKs, MSK IDs, Processing registration and key requests as well as delivering MSK 

encrypted with MUK to the UE, maintaining a mapping of MSK IDs to user IMPI and 

IP based on Registration procedure, and supporting the subscriber authorization 

database (services = servicelD and MSK IDs; subscribers = IMPI/TMPI). Exchanges 

between the one of the BMSCs 102 104 and 106 and a standalone server allow for the 

BMSC to create the security service for delivery session, and allow the standalone 

server to securely convey MSK, MSK ID to the BMSC.  

[25] As illustrated in Figure 1, a single BVPS 108 can be connected to each of the 

plurality of BMSCs. Each of the BMSCs are associated with a single standalone 

server, while a single standalone server can serve a plurality of different BMSCs.  

When a network wide channel SDCH 114 is offered, a UE 122 typically connects to 

the standalone server responsible for his region. For the initial connection, a reg

istration process 124 with the standalone server 110 is undertaken by UE 122. Upon 

registration, UE 122 tunes itself to the local broadcast channel provided by BMSC1 

102 and receives content and metadata on that local broadcast channel 116. As UE 122 

moves, it can transition to local broadcast channel 118 provided by BMSC2 104. This 

transition will involve an Inter-BMSC mobility function. As the UE continues to move, 

it can transition to local broadcast channel 120 served by BMSC4 and being under the 

service of standalone server 112. This transition involves an inter-standalone server 

mobility function and not simply the inter BMSC mobility function of the previous 

transition. In doing such a move, the UE 122 should be able to continue receiving the 

same content in a somewhat transparent fashion. To facilitate this, a centralization of 

key management is required. As noted above, if the UE 122 moves to a new BMSC 

that is not using the same MSK/MTK keys, it would be required to re-register which 

would cause an interruption of service that would negatively impact the user ex

perience.  

[26] Centralization of MSK and MTK functionality in a split architecture can involve a 

number of different problems. One such problem is the question of how to ensure that 

each BMSC broadcasting the same eMBMS service uses the same set of MSK and 

MTK keys regardless of the BMSCs are under the same Standalone server. With 

respect to MSK centralization, in an eMBMS system, each of the BMSCs use the same 

MSK, which is received from the Standalone server. The Standalone server can receive 

the MSK from a central key server, e.g. BVPS. The standalone server, upon receipt of 

the MSK from the BVPS can send the MSK to the BMSCs. In such a scenario, MSK 

centralization seems to be feasible especially if the MSK does not need to be updated 

very often. As the MSK does not typically need to be changed on a frequent basis,
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MSK distribution will not typically result in an excessive load on the network or its 

nodes. It should be noted that in the context of the current discussion the BMSCs can 

receive the MSK from any of the mentioned nodes, i.e. BVPS, central key server, 

standalone server or some other node coordinating the keys.  

[27] To address scaling issues surrounding the centralization of MTK management the 

MTK ID and MTK can be generated locally by BMSCs. This provides a great deal of 

local flexibility, but may pose a problem in that two BMSCs cannot necessarily be 

guaranteed to generate the same MTK. This is because, typically, two BMSCs will not 

have distinct pseudo random functions (PRF) which would be guaranteed to generate 

the same output.  

[28] In a second scenario, the Central key server 128 can distribute the MTKs 130 to 

BMSCs. This may cause issues for certain streaming services or services that rely upon 

changing the MTK 130 frequently (e.g. after X seconds) during a program for any 

reason including to prevent piracy. Furthermore, this may result in excessive key dis

tribution traffic between BMSCs and central key server 128. MTKs (with related 

MTK-IDs) could be sent in batches beforehand to the BMSCs, but the total amount of 

data to be sent would remain largely the same although the overhead associated with 

sending the batched MTKs could be less than sending each MTK in its own message.  

Additionally, the MTKs would need to be protected in transit.  

[29] In a third scenario, each BMSC can generate the MTKs itself using a pre-defined key 

derivation function (KDF), and a set of centrally distributed random values (e.g. one 

random value per MTK). As only random values (with related MTK-IDs) are sent (in 

place of sending complete MTKs) this decreases traffic load between a central key 

server and each BMSC. However, based on the number of BMSCs and other factors, 

the traffic load could still be quite high. Random values (with the MTK-IDs) could be 

sent in batches to the BMSCs to increase efficiency as discussed above. The random 

values may need to be protected in transit (but not necessarily with the same care as in 

the previous embodiment if all BMSCs know some common long term secret value 

which is also used as input in MTK generation).  

[30] In a fourth scenario, which is the proposed solution in the current invention, each 

BMSC generates the MTKs itself using, among other parameters, the MSK and MTK

ID (which can be a sequence number) as input. This allows the BMSCs to generate the 

same MTKs in the same order without the problems described in the MTC key dis

tribution scenarios described above. In such an embodiment, the MTK generation 

could be of the form that the MTK = KDF(MSK, MTK-seed, "MTK generation"). The 

KDF (Key Derivation Function) can be any standard function such as the KDF defined 

in 3GPP TS 33.220. The MSK can be the MBMS service key, and the algorithm could 

rely upon the secret being in the KDF for security. Other parameters may be input to
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the KDF (E.g. Serviced, Key domain ID, MSK-ID, MUK, MRK, CKIIIK, or other 

input). The parameters may be put in a different order. The selection of additional pa

rameters and the variation in their order can result in a more secure generation 

function. The parameters may be transformed before being input to the KDF, for 

example, the MSK could be transformed by first being run through another (or the 

same) key derivation function and the result being input to the KDF, or other character 

sting could be put as input.  

[31] In such an embodiment, the MTK-seed could take the form of: MTK-seed 

KDF(MTK_generationKEY, MTK-ID), where MTK_generationKEY is a key 

known by the BMSCs but not by the UEs. The MTK-ID can be the ID of the resulting 

MTK. MTK-ID is typically a sequence number in MBMS, but can be also another kind 

of identifier, and the MTK-generation-key can be a defined character string. As 

discussed above, other parameters may be input to the KDF in a variety of orders and 

they may additionally be transformed prior to being used in the KDF. Such a system is 

illustrated in Figure 2.  

[32] In the exemplary architecture 126 of Figure 2, mobility is enhanced through the use 

of a central key server 128. With respect to MSK centralization, for the exemplary 

eMBMS service of Figure 2, each of the BMSCs under a Standalone Server typically 

uses the same MSK, which is received from the Standalone server or some other node 

coordinating the keys. Thus, BMSCl 102 and BMSC2 104 each receive MSK 130 

from standalone server 110. Standalone server 110 has received MSK 130 from central 

key server 128. This central key server function may be included in BVPS 108 or some 

other node. MSK centralization is feasible as it does not need to be updated very often 

and as described above, MSK distribution typically will not result in traffic load issues.  

It should be noted that, central key server 128 can also provide MSK 130 to standalone 

server 112, which can in turn provide it to BMSC4 106.  

[33] Those skilled in the art will appreciate that this embodiment takes advantage of a 

number of architectural advantages including that the MSK is typically already 

available in each BMSC and can be assumed to be well protected because it is ef

fectively a random value. In the illustrated embodiment, a new key, referred to as 

MTK_generationKEY, can optionally be employed in this embodiment. This key can 

be provided to the BMSCs. MTK_generationKEY can, in some embodiments, be 

permanent (or relatively permanent) in nature. By not needing to change the 

MTK_generationKEY, its transmission can be done during system initialization (or at 

other events) and the overall traffic load can be reduced. Alternatively, the 

MTK_generationKEY can be updated periodically (with different implementations 

updating at different frequencies). Furthermore, in the MBMS key hierarchy (such as 

that defined by 3GPP TS 33.246) a number of MTKs are protected with an MSK. The
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manner in which an MSK and MTK are generated are not defined in such standards. If 

an MTK is derived from the MSK, it does not, in general, change the security of 

MBMS as the security of the system, or an eMBMS service, relies in the secrecy of the 

MSK, and by using a strong KDF to derive MTK from MSK, key separation will be 

guaranteed and it will not be possible backwards derive the MSK from MTK. The in

troduction of the MTK_generationKEY to the KDF may prevent a malicious party 

who has obtained the MSK, from generating future MTK keys. If both the MSK and 

the MTK_generationKEY are compromised, the malicious party will only be able to 

generate keys for a fixed time interval until one of the values is updated. The use of the 

MTK-ID (i.e. sequence number) in the KDF may result in different MTKs being 

generated, and thus result in different BMSCs being able to generate the same set of 

MTKs with the same MTK-IDs, without any other external coordination than having a 

common MSK. It should be noted that neither the UE nor UICC is impacted by the 

above described embodiment.  

[34] MSK and MTK centralization as described above can mitigate both inter-BMSC 

mobility, and inter-Standalone server mobility, as well as ping-pong problems when 

the UE moves back and forth from a first BMSC to a second BMSC (and possibly back 

again) at a boundary. With centralized key management in use, the UE can perform an 

initial registration to any Stand-alone server, receive the correct MSK/MTK keys since 

each BMSC will effectively be using the same MSK/MTK keys.  

[35] Figure 3 illustrates an exemplary method for execution at the BMSC. In step 200, the 

BMSC receives an MTK generation function. The MTK generation function, as 

described above is set by the central key management service and can be either static 

(in which case it may be programmed during initial setup of the BMSC), or it can be 

dynamic and sent on a period basis. In step 202, the BMSC receives a generated MSK.  

This MSK is used in step 204 in generation of the MTK. Those skilled in the art will 

appreciate that although that key generation function and MSK originate at the central 

key management service, they may be received by an intermediate node such as the 

standalone server. The key generation function may make use of the MSK and an 

MTK seed value in generating the MTK, and optionally may use any one of a service 

ID, a Key Domain ID, a MSK ID associated with the received MSK, an MRK and a 

CKlIK. Those skilled in the art will also appreciate that the MTK seed value may itself 

be generated at the BMSC based on values received from the centralized key 

management service.  

[36] Figure 4 illustrates an exemplary method for execution at the centralized key 

management server. In step 206 an MSK is generated. The MSK is transmitted to the 

BMSC in step 208, but no corresponding MTK is sent. In step 210 a decryption key is 

transmitted to a UE to allow the UE to decrypt content encrypted using the MTK
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generated by the BMSC (using a process such as that described in Figure 3). One 

skilled in the art will appreciate that in a symmetrical encryption system, the de

cryption key is the MTK. The centralized key management server may transmit the 

MSK towards their destination (e.g. the BMSC) by transmitting them to an in

termediate node that then relays them along to the intended recipient (possibly waiting 

for the recipient to request the key). Additionally, the server may transmit a key 

generation function to the BMSC to allow the BMSC to generate the MTK based on 

the received MSK.  

[37] Figure 5 illustrates an exemplary node 300 having a processor 302 a network 

interface 304 and a memory 306. The memory 306 can be used to store instructions 

that when executed by processor 302 allow the node 300 to carry out the methods of 

either Figure 3 or Figure 4 (depending on the stored instructions). The node 300 com

municates with other nodes through network interface 304 in a manner that will be 

well understood by those skilled in the art. Additionally, it will be understood that em

bodiments of node 300 can be used as central key server 128 or one of the BMSC 

nodes in the above description, and that the memory 306 can store the instructions 

needed to carry out the various exemplary embodiments described above.  

[38] Embodiments of the invention may be represented as a software product stored in a 

machine-readable medium (also referred to as a computer-readable medium, a 

processor-readable medium, or a computer usable medium having a computer readable 

program code embodied therein). The machine-readable medium may be any suitable 

tangible medium including a magnetic, optical, or electrical storage medium including 

a diskette, compact disk read only memory (CD-ROM), digital versatile disc read only 

memory (DVD-ROM) memory device (volatile or non-volatile), or similar storage 

mechanism. The machine-readable medium may contain various sets of instructions, 

code sequences, configuration information, or other data, which, when executed, cause 

a processor to perform steps in a method according to an embodiment of the invention.  

Those of ordinary skill in the art will appreciate that other instructions and operations 

necessary to implement the described invention may also be stored on the machine

readable medium. Software running from the machine-readable medium may interface 

with circuitry to perform the described tasks.  

[39] The above-described embodiments of the present invention are intended to be 

examples only. Alterations, modifications and variations may be effected to the 

particular embodiments by those of skill in the art without departing from the scope of 

the invention, which is defined solely by the claims appended hereto.
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What is claimed is: 

1. A method of generating a Multimedia Broadcast Multicast Service, MBMS, 

Traffic Key, MTK, at a Broadcast Multicast Service Center, BMSC, the method including: 

- receiving a MBMS Service Key, MSK, corresponding to an MSK generated at a 

centralized key management service; and 

- generating the MTK for use in encrypting content transmitted towards a user 

equipment node, UE, as a function of at least the received MSK.  

2. The method of claim 1 wherein the step of receiving includes receiving the MSK 

from the centralized key management service over a network interface.  

3. The method of claim 1 wherein the step of receiving includes receiving, over a 

network interface, the MSK from a standalone server transmitting the MSK on behalf of 

the centralized key management service.  

4. The method of claim 1 wherein the MTK is generated as a function of the received 

MSK and a MTK seed value.  

5. The method of claim 4 wherein the function is a standardized key generation 

function.  

6. The method of claim 5 wherein the standardized key generation function is a key 

generation function defined in the Third Generation Partnership Project Technical 

Specification 33.220.  

7. The method of claim 4 wherein the MTK is also generated as a function of at least 

one parameter selected from a list including a service ID, a Key Domain ID, a MSK ID 

associated with the received MSK, an MRK and a CKIIIK.  

8. The method of claim 7 wherein the at least one parameter is transformed before 

being used in generating the MTK.  
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9. The method of claim 4 wherein the MTK seed value is generated as a function of 

an MTK generation key, and an MTK ID.  

10. The method of claim 9 wherein the MTK ID is a sequence number.  

11. The method of claims 9 or 10 wherein the MTK generation key is known to the 

BMSC but not known to the UE.  

12. The method of claims 9 or 10 wherein the MTK generation key is provided by the 

centralized key management service.  

13. The method of claim 12 wherein the MTK generation key is provided by the 

centralized key management service as a static value.  

14. The method of claim 12 wherein the MTK generation key is provided by the 

centralized key management service on a periodic basis.  

15. A method, for execution at a centralized key management server, of distributing 

keys for securing content, the method including : 

- generating a MBMS Service Key, MSK; 

- transmitting the generated MSK to a Broadcast Multicast Service Center, BMSC, 

without transmitting a corresponding Multimedia Broadcast Multicast Traffic Key, MTK, 

the MSK for use in generating a MTK for encrypting content for transmission to a user 

equipment node, UE; and 

- transmitting, towards the UE, a decryption key for the UE to decrypt the content 

transmitted by the BMSC and encrypted by the BMSC using the MTK generated at the 

BMSC as a function of at least the transmitted MSK.  

16. The method of claim 15 wherein the decryption key is the MTK not transmitted to 

the BMSC.  

17. The method of claim 15 wherein the step of transmitting the generated MSK 

includes transmitting the generated MSK to a standalone server for distribution to the 

BMSC.  
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18. The method of claim 15 further including the step of transmitting a key generation 

function towards the BMSC, the key generation function for use by the BMSC in 

generating an MTK in accordance with the MSK, the generated MTK and MSK for use in 

encrypting the content.  

19. The method of claim 15 further including the step of transmitting at least one of a 

service ID, a Key Domain ID, a MSK ID associated with the received MSK, an MRK and 

a CKIIIK to the BMSC.  

20. A Broadcast Multicast Service Center node including: 

- a network interface for communicating with a user equipment node and a 

centralized key management server; 

- a memory for storing instructions; and 

- a processor for executing the stored instructions, that upon executing the stored 

instructions causes the Broadcast Multicast Service Center node to: 

- generate a Multimedia Broadcast Multicast Service, MBMS, Traffic 

Key, MTK, for use in encrypting content transmitted towards the user 

equipment node as a function of at least a MBMS Service Key, MSK, that 

corresponds to an MSK generated at the centralized key management server.  

21. A centralized key management server including : 

- a network interface for communicating with a user equipment node and a 

Broadcast Multicast Service Center node; 

- a memory for storing instructions; and 

- a processor for executing the stored instructions, that upon executing the stored 

instructions causes the centralized key management server to: 

- generate a Multimedia Broadcast Multicast Service, MBMS, Service 

Key, MSK; 

- transmit the generated MSK to the Broadcast Multicast Service Center 

node without transmitting a corresponding MBMS Traffic Key, MTK, the MSK 
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for use in generating a MTK for encrypting content for transmission to the user 

equipment node; and 

- transmitting, towards the user equipment node, a decryption key for the 

user equipment node to decrypt the content transmitted by the Broadcast 

Multicast Service Center node and encrypted by the Broadcast Multicast Service 

Center node using the MTK generated at the Broadcast Multicast Service Center 

node as a function of at least the transmitted MSK.  
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