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METHOD AND SYSTEM FOR PROVIDING ONLINE AUTHENTICATION
UTILEZING BIOMETRIC DATA

CLAIM OF PRIQRITY

(0001} This application claims priority benefit 'gmdér 35 US.C § 119(c) from
provisional application numbers 60/765,621, filed February 6, 2006, 60/765:579, filed February
6, 2006 and 60/828,711, filed October 9, 2006, All the foregeing provisional applications are

incorporated by reference herein, in their entirety, for all purposes.
TECHNICAL FIELD

10002] This invention pertains to online authentication and fransactions and more
speeifically,.a method and gystem for providing secure authentication of customets seeking to
access secure fnformation and financial services via an online interface.

BACKGROUND

[0803]  More frequently, customers are turning to the convenience of websites for
deeessing and managing financial account information and to engage in e-commerce and other
online transactions. Consequently, Internet users face a growing thieat from online frand.
Identity thieves. take advanlage of the anonymity of the Internet, ifs relative 1nsecurity as
compared o bricks and mortar outlets, and its ability to provide prograrmatic access to any
mformation. Nevertheless, consumiers remain enamored by the vasc of ‘ise of Tnternét banking
and c-commerce sites (Morgan Slanley- estimates 61% of US population is online— 181 million
users) but de nhot-de enough 16 protect themselves. Fot example, ‘according to information
obtained by RSA Security and Network Intelligenice, $1% of people surviyed thought identity
theft was 2 oritical issue, bat less thal 46% were motivated to change passwords vegtlarly and
only 4% ihade the effort to check credit reports. As poted by the Federal Financial Instiiutions
Examination Council (“FFIEC™), “an effective authentivation system is necessary for compliance
with requirements to safeguard customer information, to prevent money- Iaun‘ésrmg and terrorist
financing, to redoee (tand, to inhibit identity theil, and to promote the Jegal gnforceabilify of . . .
electronic agreements and trahsactions.” Consequently, online service providers, such as
financial institutions (“FI™) and e-commerce metchants, have a nesd for secure and reliable

ontline authentication Solutions uiilizing multiple factors Cmultifactor™) of authentication,
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[0004] Cuwvent methods of allowing customer access o finencial information and
electronic funds transfers onlive provide nnsatisfactory levels of security. For example, atypical
implementation of online authentication might involve g user, such as an aceount holder gt an FI,
selecting or being assigned a username and pass code (single-factor authentication) for access to
secwre information, such as account records. However, tiseriiames.and pass codes may be casily
compromised through well-khown Infernet fraud techniques. According to the FFIEC’s recently
issued guidelines, jsimnger, mudti-factor forms of authentication are needed.  FFIRC agencies
“consider single-factor authentication, as the only control mechanism, 1o be inadequate for high-
risk transactions: involving -access to customer information or the movement of fands to other
parties. Financial institutions offering Internet-based producis and services to their cuslomers:
should use effective methods to authenticate the identity of customers using those products and
services” (see Federal Financial Institutions Examination. Conncil, “Authentication in an Infernet

Banking Environment”, 2005} The FFIEC further makes the following obsérvations:
L. Multi-factsr aunthentication provides much belter security than single-factor
authentication {username and passcodce).
2. Fancial inshitutions should conduet a risk assessinent to see Wwhether their existing.

authentication system is decmed adequate.

5]

- A suceessful authentication system “should have customer acceptance, reliable
performance, scalability to accommodate growth, and inferoperability with existing

systems:and fisture plans”.

4. It critical :systems are outsourced fo. thirdsparties, appropriate monitoring and
reporting processes should be in place. Suspicious activities need to be reported by
the thitd-party organization rapidly. The ability for external audits would need 1o be

supported.

Stmilar issues affect the operation and security of e-commerce websites. Most meérchant
websites currently implement their own identity management systems. While these systems
provide a merchant the capability 1o manage its cnstomer base and provide some level of
personalization, the focus of online merchants is rapidly shifting to providing a security barrier

against fraudulent access, With merchant websites requiring constant content and structurs
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updates {what is developed today. will soon be obsolete), no website is ever “complete” and is
continudlly-open to new security exploitations.

{0005} To address these needs, the present disclosure describes a third party-mainiained
autheptication-infrastructure ‘whereby panline service providers, such as financial institutions and.
c-commetee merchants utilize a registered biometric device as part of the login process for a

registered and trusted user,
SUMMARY

[0806] The present diselasm'e relates to a method for securely authénticating a user for
the purpose of accessing online financial information and other online personal information, The
method enables a user to uiilize a biometric sensor device connected to a personal computer or
laptop, such that the user can log in securcly to websites either without the-use of'g username and
password; or as added security in addition to a username and password. The user would then be
allowed access to the site if he is positively authenticated. Spectfically, one of the authéntication
methods taught herein comiprises feceiving ometric device identification information
assoctated with a biometric device coupled to an online terminal {used by the vser), receiving a
biometri¢ sample of the user taken by the biometric device, retrieving at least one registered
biometric' sample associated with the bometric device identification inforination, gomparing the
biometric sample with at least one registered biometric sample, npon a match with =t least orie
registered biometric sample, retrieving a user identifier associated with the matched registercd

biometric saraple, exiracting a federated ilentity {as further detailed below) agsociated with the

online service:provider. Due'to the use of biometrics and the device identification information,
multifactor authentication of the user is.achieved through the authentication methods described

herein.

{0087 In ad{iiifim,' the prosent disclosure teaches methods of payments for e-conmmierce-
merchant websifes. Such payment methods may be used in concert with the authentication
methods above to aflow consurmers to make secure payments through the use of an elscironic

alfet, using clectronic checking of credit/debit cards with biometric authentication.
Specifically, one of the paymenl methods fanght herein cotaprises receiving from fhe e-

commerce “therchant -payment transaction deteils relaling to an c-commerce purchase being
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conducted by the user at the c-commerce merchant website; extracting electronie wallet:
information relating to a wser identifier-that was obiained during an aythentication process as
tanght herein; ransmitting at least d portion of the électronic wallet information and at least'a
portion of the payment transaction details to a payment processor; and transmitling an approval
message to the e-commerce merchant indicating whether the payment processor has asthorized
the e-commerce purchase. Bécamuse such paviment methods do hét reguire that the merchant
receive clectronic wallet information relating to the user {such gs financial account information),

the security and privacy of nser information are inéreased.

[0068] As further detafled below; the present discloswre also teaches an authenticator
provider system that may enable the atithentication and payment methods described above. Such
a system may conprise an identily muanapement software component configured fo receive
biometric samples from user terminaly and to transmit federated identities to the ofifine setvice
providers, a biometric authentivation server software component configured to réceive biometric
samples from the identity management’ software component and to compare the received
blomettic samples o registered biometric samples, & biometric directory configured to store the

Tegistered biometric samples in assoclation with user identifiers and biometric device

=

identification information; and a federated identity directory configured. to store the federated

identities in association with the user identifiers and the online service providers.

[0809] The methods and svstems faught hercin contribute to the effort of reduding
iiicgitimate access to onhine service provifder webh envirosments. By using the authentication
provider service, online service pmviﬂezs can oltsource positive aathentication to a hosted and
trosted system that provides non-repudiation and a verified federated identity. In addition, the
guthentication prwidér serviece may also provide access to user electronic wallets fo e-conunerce
merchants, obviating the need for e-comimbree merchants {0 mandge the storage of users’
personal financial information and providing a central lozation for users 16 store such sensitive.
information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Figure 1 depicts an sxemplary biometrically enhanced duthentication service.

provider infrastructire architecture for online anthentication and e«commerce fransactions

according to.an embodiment.
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{0B11]  Figure 2 depicts a flow chart for-an exemplary process of emrollinga user to use
an authentication provider service ab an online service provider website according fo an

embodiment.

{0012 Figure 3 depicts a flow chart for an exemplary process of autherticating an
onrolled user for online access 1o a partnered online service provider website via an

authentication provider service according to an embodirent.

[0013] Figure 4 depicts & flow chari for an exerplary process-of performing an online:
paynent transaction at an online service provider websie via an authentication provider service;

according to an embodiment.
DETAILED DESCRIPTION

{0014] Figure 1 depicts one embodiment of a biometrically enhanced infrasiracture
architecture for authenticating a user for the purpose of accessing sccure information or
condueting financial transactions online. An online anthertication provider servics {“APS”} 146
provides blometric. authentication and slectronic wallet services within an overall online
environmert, which ineludes various other componenis that enable the APS 106 to authenticate
user biomettically in otder 1o verify lis identity, for exainple, 10 securely fog in fo online service

provider websites, or to-conduct financial transactions:with an e-commerce merehans,

{0015} As depicted in Figure 1, the APS 100 coniains and interacts with 2 varicty of
componests.  An online terminal such ag a user’s personud computer (“PC") 102 Is connected 1o
biometric sensor device (“BSD”) 164, such as a ‘fingerprint sensor, via, for exaraple, a USB
cable. BSID 104 may bave unique device identification: information and has the capability of
obtaining & sample biometric teraplate (andfor raw biometric image data) based on a finger scan
of the user, which may then be ultimately transmitted (in cither template or raw image form) to
the APS 180. AE?i}Bl.zgil BSD 164 is fiustrated as separate from online terminal 102, BSDy 104
may alternatively be infegrated into onfing terminal 102 or a PC peripheral {e.g., keyboard,
mouse, €t.), for example, as an infegrated ngefprint swipe sensor in a faptop. Oudine terminal
102 countains sofiware necessary for an online authentication process such as the one described
heretn,  Such-software may include g web browser 106, device drivers 108 to communicate with
BSD 184, and a downloaded web browser component 118 (e.g.. ActiveX controls, Java applets,

and/or other “plag-in® components ete.) for managing BSD 184 and cnabling communication

5
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between BSD 104 and APS'108. Ouling {erminal 102 {s conaccted via-a hetwork, such as the
Internet, to.online service provider (“OSP™) web server 112, wherein the OSP, for example an e~
commerce vendor or FI with onling login fechnology, is an entity subscribing to the
suthentication service offered by the APS 188 and with whom the user may have a registered
acgount, The web browser component 310 in the web browser 106 may be utilized to oblain
network. identifying information (e.g., OSP IP addvess) from OSP web server 112 and a session
1D related to the user’s communication session with the OSP wehsite for which authentication is
being provided. OSP web sorver 112 18 coupled fo at least one OSP database 114, which stores
OSP regisiration information shout users authorized to access information and ‘services or
conduet transactions at the OSP website 112, wacluding user-identity information that may be
matched with a federsted user identity contained in a security assertion markup language
{*RAMIY) token that may be generated by the APS 108 and transmitted {o the OSP web server
112 (or otherwise shared between the APS 10@ and OSP web server 112) to indicate that the user
has authenticated himsell to the APS 100 without reguiring the APS 106 4nd OSP web server

112 1o share personal information relating 10 the user.

{0016] Within the APS 108, an identity management component 116 may provide web
content {e.g., web code relating to identity management functions, such-as HTML, JavaScript,
21¢.} to web-browser 108 when the user visits a web page delivered by the O8P web sepver 112
diring an authentlcation transaction. Ohce instructed by the QSP web server 112, the web
content provided by the identity management component 116 (o the browser 106 may cause the
web. browser component 110 to initiate and manage direct communication between the onlifie
terminal 162 and the identity 'managerent component 116. During such communication, the
idemtity management component 116 may initiate the management of funclionality at the APS
100 relating to user account management, device management, federated identity management
and sesgion management. Addittonally, diwing a process of envolling & user with the APS 100,
the: identity management component 116 mdy also. provide sofivare downloads to onling
terminal 192, such as the downloaded web browser component 118 and deviee drivers 108 to
enable the onlive terminal 102 1o comimunicate with the BSD 184, Identity management
‘component 116 is also coupled 1o a biometti¢ authentication server 18 to which it gy {fransmit
bisinetric information (e.g., fingerprint template or image data) of the user and the BSD 104

device identification information that is acquired from online terminal 162. The biometric

e
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authentication server 118 is coupled to a biometric-directory 120 and utilizes the BSD 104 device
identification information fo locate repistered user biometric templates stored in association with
such device identification information in order to conduct a comparison of the sample biometric
template to stored biometrie templates to verify the user. If the comparison vesujts. in @
verification, the biometric directory 120 ‘may provide user identification information {e.g., an
internal user identifier) o the biomelri¢ authentication server 118 which may ulilize such vser
identification information 1o obtain [Fom the federated identity directory 122 a federated identity
{e.g., contairied in & SAML token) associated with the user and the particular O8P {eg., as
identified by an OSP ID and certificate or other OSP identifying information received by the
AP 100 through the web browser-component 110} pertaining to the transaction at hand. Socha
federated identity and a session 1D (e.g., related 10-the tser’s particular tansaction and obtﬁ{ine({
by the' APS 168 via communication with the web browser component 110 as described above)
may then be transmitied by identity management coraponent 116 to QSP web server 112 via
browser component 118, In an slternate embodiment, the identity management component iig
mhay transtuit such a federated identiy and a session ID directly to OSP web server 112, rather
than vid web browser component 118, The federated identity is recognized by OSP web server
112 as related to the user engaged in an anthentication transaction welated to the session 1D and

the OSP web server 112 s able to authenticate the user for secure access o the OSP website,

[0617] In onecmbodiment, in addition to anthentication transactions, APS 108 may be.
Further enabled fo conduet payment transactions between an authenticated user and an OSP 112
that is an e-cominerce merchant. In such en -embodiment, APS 100 may additionally have a
pavment fmanagefent component 128 that: interacts with-the OSP web server 112, the web
trowser 106 gt the online terminal 102, the identity managewment component 116, an electionic.
wallet server 126, and payment processor 130, During & payment transaction, OSP web server
112 communicates with payment managentent component 128 i order o submit purchase-
related. information to payment management component 128, Onee the payment management
component 128 obtains such payment information, it is able ta correspond directly with the user
through the web browser 106.(e.g., by redirection through the OSP web server 112) to obtain any-
approvals directly from the user and coordinate any ideptity verification and payment processing
activities that ‘nieed to. be conducted internally” within the APS 108. For example, if ¢ user

engaged in an e-commeree transaction has not bedn authenticated by the APS 108 (e.g., a5 part

-
T
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of a log-in process for a personalized experience at the OSP website), the payment ranagement
component 128 may interact wilh the identity management component 116 to authenticate the
wser. Once the user is authenticated, the ‘user identification information obtained from the
hiometric dircetory 120 (as previously discussed) may be used by the payment management
‘component 128 1o oblain an electronic wallet related to the user (stored in an electronic wallet
databiase 124) from an electronic wallet server 126. The payment management component 128
may then utilize financial account fnformation (e.g., credit card, debit card, eCheck, stored value
‘accounts or other payment modalities) stored in the electronic wallet to interact with a payment
processor 136 to process and authorize the payment travsaction, As described earlier, in addition
to- financial account information, other personal data stored in an electronic wallet (i.e., that is
obtained during a user ewollment of registiation with the APS 190) could include, without
limitation, merchant spectfic lovalty information (e.g., loyalty idenfification numbers, sie.),
hesithicare information (s.g., policy number; insurance carvier, gt and other personal
information {e.g., a unique identifications number, name, address, date of birth, driver's license
information, email address, home phone number, mobile phone number, etc.). Onece payment
has been authorized by the payment processor 130, the psyment management compenent 128
may communicate with the OSP web server 112 to confirm a sugeessful purchase. In ap
alternative payment embodiment (not depicted in Figare 1), the payment processor 138 may be
coupled directly o the OSP rather than to APS 180. In such an embediment, the payment
management component 128 may submit 2 user’s payment information 16 the OSP web server
112 which communitates with the paymentj PTOCessor itself 130 to authories the transaction.
Alfernatively, those with ordinary skill it the art will recognize that such payment information
nay betransmitied by the payment management compongut 128 directly to the web browser 166

at the onling terminal 102 to be populated tnto the OSP’s web page.

{0618] Those of ordinary skill in thevart will recognize that the various communication
channels and components depicted in Figure 1 may be implemented it a variety of known
techimgques and manners. For example and without lmitation. a dedicated TCP/IP connection
Hetwoen the payment processor 1300 and the ASP 100 may b used, or Internet connections may
he considered in alternative smbodiments, Similarly, rather than having the online terminal 102
communicate with APS 160 through a, wited network, alfernative embodiments may utilize a

sircless network system for communication between tlfe online terminal 102 and the APS 106

&
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The online termiinal 102 may also be aiy suitable device capable of navigating to an OPS hosted
web page, such asa web-cnabled mobile phone, PDA, and the like. Asthose of ordinary skill in
the art will recognize, the commanication among the various components of APS 188, OSP web
server 112 and online terminal 102 may be implemented through a vadety of private or
proprietary networked connections or.through the Infernet or other publicly aceessible networks.
Those of ordinary skill in the art will reco gnize that the control logic and data stored and wsed by
the various comiputer components as described above is merely illustrative and may be
distributed throughout the various computer components” logie controls and databases in
alternative but functionally equivalent designs, including without. limitation, the removal of
certain components and addition of other components, without departing from the Scope or spirit
of the deseribed cmbodiments. For exam ple; in an alternative cmbediment of the componegts of
the online termunal 142 and BSD 184, certain Qf‘tmctienaﬁiy performed by the web component
110 may be dispersed between BSD 104 and idemtity managsment component 116, thereby
eliminating the heed to. download and install “web browser component 118 in order to
communicate divectly with the APS 108. Rather, specialized code tinbadded i BSD 104 would
weork in concert with web biowser 106 to communicate with identity management component
116, For example-and without limitation, the BSD 104 may contain a web server component and
various security and encryption components such that the: BSD 104, in essence serves as another
network device (With a‘vetwork address) that interacts with the web browser 106 as a specialized
web server providing secure biometric services and functions.
USER REGISTRATION WITH AUTHENTICATION PROVIDER SERVICE

[B019] To utilize the APS 100 in order to gain biometrically authenticated access so an
O8P,  user enrolls or registers his BSD 164 and biometric data with-the authentication provider
service as depicted in Figure 2. Although Figure 2 will be described in ferms of o new APS
ericoliment conducted at & website of an affiliated OSP, a user could have previously enrolled
information directly throngh an enrollment website offersd by the APS 100 itself or through a:
previously affiliated OSP. A user having a web login acootsit with an OSP utilizing APS 100 is
offered an dpportunity to emroll with the APS 106 towiilize biometric onlfine access, The user
may be offered enrollment via an email or other message from the OSP or may be offercd
enroliment. directly when he navipaies to the OSP website and logs in using his exising

username and password. AW previously discussed, in certain embodiments. the user’s web

8.
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envoliment interaction may be implemented through a redirection (via web code embedded in the
web page of the OSP) from the OSP website' to a website hosted by identity management
component 116 of the APS 180. If the user desires to emoll in the APS 10€, the user obtains or
is p:ovided with ¢ BSD 104 (¢.g., the OSP may send the BSD 104 fo.the user or the usor may
purchase one al.a retil location), if necessary (ie., a user may alieady possess-an appropriate
BSD 164, such as ‘one integrated into his online terminal 102), As illustrated in Figure 2, to
begin the process of registering for a biometrically awthenticated login at an affiliated QSP
website, the usér navigates to the Q8P website and logs in using his existing username and
password (step 202} If the wser already possesses an appropriate BSD 164, the user then
downloads {via redirection to the identity management component 116 of the APS 190 as
deseribed ‘above) 4dnd installs a web browser component 110 {e.g., ActiveX confrol or other
browser plug-in, or browser helper object) {step 204), which manages communication hetween
the user’s web browser 106 and the APS 180 during an online atwhentication transaction. I
needed, the user may also download additional client softvare, such as-deviee drivers 108, for
BSD 104 (step 206). Those with ordinary skill in the art will recognize that aliernative
embodiments may wilize the OSP web server 112 #self rither then a redirection to. web
pages/frames hosted by the identity mavagement component 116 at the APS 108 to guide the
user through an enroliment pracess. Once the locdl client software (e.g., device drivers 108, web
browser component T19, etc.) is downloaded and installed, the APS 100 may communicate with
register the device with APS 108 for online authentication transactions. During such
communication, the BSD 194 may transmit device identification information {e.g., unique device
ID} to-the APS 100 which may be stored in biometde directory 120 and used during subsequent
‘Transactions 1o acce$s user biometrle information stored In -association Wwith the device

wdentification information {step 208).

{0020]  After the deviee identification Jnformation has been collecied and stored, the
website or web component 116 may then prompt the user o provide biometric samples (step
210) via the BSD 194, Multiple bometric scans may be taken to ensure aconrate matching. For
example, three scans miight be taken from an index finger.of each hand, for a tolal of six scans
for an enrolling user. Depending upon the embodiment, the biometric samples are either

convetted 1o templatss within the online teriminal 102 or BSD 104 and trabsmitted to the APS

=13
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100, or taw image dala may be tranismitied to the APS 180 which then converts the raw image
data to & biometric template (step 212), The user’s biomelric templates are submitted by the
identity management component. 118 10 authentication sérver 118 and stored in biometric
directory 120 as the user’s registered biometric samples in association with the previously
received biometric device identification information and the internal wser identifier {such an
identifier is genérated if it was not already generated during the creation of an existing user
clectronic wallet, e.g;, through a provious enrollment) (step 214). The authentication server 118
may then generate a unique federated idenmtity {e.g., that may subsequently be used as in a SAML
snthentication tokén or document) relaling specifically and used ‘solely between, the particular
(3SP and the APS 106, which is transmitted to the OSP website server 112 for siorage in OSP
database 114 (si¢p 216). The generated federated identity may be stoted in the APS 100 in the
federated identity directory 122 in assoctation with the nser’s internal identifier used by the APS:
104 among ity various datdbages. The user may then be informed that the OSP website is now

blometrically secire aad invited {o test the biometric authentication {step 218)

{0821} In embodifnents that implement an APS 100 with online payment services, the
user may additionally submit various personal data to creale an electroric wallet (step 220). As
previously discussed, such personal data may include nanie, ‘mailing -address, home phone
number, email address, demographic data (e.g., age, date of bisth, gender, efe.) and the like.
Additionally, the individual can register a password, a PIN, and/or knowledge-based informiation
{e:g, “ont of wallet™ date that an unauthorixed individual 1§ tnlikely to Enow, such as his
mother’s maiden name, the narne of his favorite sports team, or the name of 8 childhood frisnd,
ete.). In-one embodiment, existing user account information stored at the OSP database 114
could be utilided to populate some of the required felds for creation of the electronic wallet. The
enrollee may then be prompied-ie register one or more financial accounis, such as a credit, debit,
card number, espiration date, and security code or, in the case of 8 checking aceount, a routing
mumber and account number. I the enrollee registers more than one Tinancial account, certain
embodiments miy permit the enrollee to designate one of such financial accounts as a default
account whieh will be used. for the ounline payment bransactions unless overridden during a
transaction. All such user information is then stored as an elecironic wallst at-clectronic wallet

database 124 and associated ‘with an internal nser identifier {¢.g., a user identification number)
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used to track the user’s various information among the various dalabases of the APS 100 (step
222,

(00221 As previously mentioned, some users may already have an clectronie wallet
andfor biomelric templaies stored with APS 100 as a consequence of a prior enrollment in
atfiliated systems. Yor these picviously enrolied users, the collection of biomeiric templates
from ‘steps 210-214 would be BOneCessary; the system would associaic the BSD device
identification information with theit previously collected biomelric templates and procesd from
step 216 and generate a fderated identity to be used between the APS 180 and the particular
(SP.

ONLINE AUTHENTICATION OF REGISTERED USER

{0023]  Figure 3 depicts. a process flow for biometrically logging in a user who has
registered with the APS 100 and a particular OSP. When an APS 10€ registered user navigates.
to a biometric anthentication enabled website hosted by OSF web server 112 (step 302), the
website detects that the user is registersd for blomewic authentication (for example, via
communication betwesn the web code embedded by identity management component 116 into.
the C}SP‘W&hS‘i,{e and the web browser component 118 or by detecting a cookie stored on user
online terminal 182}, The website may trigger the web browser component 110 fo activate the
BSD 104 and form a secure direcl connection with APS 160 whereby the BSD 104 device
identification information is sent to the identity management component 116 in-the APS 1680
along with an O8SP 112 identifier {such as the IP address of the QSP's server) and a session ID
relating to the browser andfor user (step 304). The ideniity management component 116 may
thern . notify the authentication server IES that an awthentication is pending en a particalar

user/browser session. 1D (step 306).

{B024] The BSD 104 is instructed by the web browser component 118 {e.g., via
communication with device drivers 108) to colicct a biometric sample, such as a finger image,
from the usex (step 308). Instructions for the user to submit their biometric. sample conld appear
i a dialog box or an inline frame hosted by identity management component 116 of the APS 100
that is embedded within the OSPE webpage. BSD 104 retmns a biometric sample template to the
wel browses component 1160, which may relay the template to the authentication server 118 via
identity manggergent componént 116 over the established secure link {step 318), The

2.
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anthentication server 118 uvtilizes the previously received BSD 104 device -identification
information to locate registered user biometrit templaies stored in the biomietric diréctory 128 in
association with the BSID 104 device identification information {e.g., unique device number) and
compares the registered user biometric- templates with the collected biometric sample templates
{i.e,, more than one user might be registered to wtilize a particular device for authentication) (step
312). If the comparison results it & match, the internal user identifier (e.g., user identification
aumber} associated with the matched biometric tomplate is used in combination with the OSP
112 ideniifier io locate in fodersied identity directory 122 a federated identity for thal user
parficular {0 the OSP website being accessed, and the federated identity is trapsmitied {o OSP
web. server 112 via.web browser component 110 (step 314). The federated identity could be
communicated or encoded, foi exartiple, as a SAML token that is compatible with. security
systoms having federated identity “single sign-on™ capabilities: The OSP web server 112 maps
the federated identity to a proviously stored user identity in OSP database 114 {sicp 316). Ha
matching stored user identity is found; the OSP web server 112 establishes a secure connection
{e.2., SSL connection} with the user’s:web browser 166 on onfine terminal 102 and the user is
togged in (step 318). The OSP web server 112 may send a completion response fo identity
management component 116, The authenticated user may now, procead to wiilize logged in

fometionality on the OSP website.
PAYMENT PROCESSING WITH ONLINE AUTHENTICATION

[8025] As depicted in Figure 4, a user whe has navigated to @ merchant ‘website may
desire to conduct an e-commeres purchase transaction wilizing his electronic wallet information.
stored in elegtronic wallét database 124 of the APS 100, As used herein, a “merchant” is meant.
to refer to any OSP where seowre payment transactions for e-cenymetrce purposes would be
desirable, including onlifie retail merchants, government entities, university accounts pavable-
offices, ete. As further defailed below, unlike the anthentication process as described earlier, an
e-commerce purchase transaction may not lead to the transmission of 4 federated identity o
merchant web server 112, i the APS 100 itself is configured to process payment and Interact
with payment processor ¥30. During an e-commerce payment transaction, the: tser may peruse.
the merchant’s s-commerce websiie, adding goods to his. cletironic shopping cart {as managed
by merchant web server iiﬁ) wntil he is roady to checkout. When the user engages the

merchant’s checkotst process (e.g., by clicking a checkout bution) {step 402}, the merchant web
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server 112 may transinit a payment message to the payment management compenent 128 of the
APS 100 (step 404). Such ¢ payment message may include the amount of the- purchase
tragsaction, a description of the tansaction, and merchant identification information (e.g.,
merchant account number and other identifying information) and/or any other metchant or
payment transaction details or infornation which may be required by a payment procéssor 130 1o
authorize a payment trausaction. If the user had, for example, previously, authenticated himself
{e.g., prior fo filling his shopping cart) 1o the merchant and had logged into his merchant account
via the anthentication process with the identity managersent component 116 4s described in the
previons section, the paymens message trabsmitied from the merchant web server 112 fo the
payment anagement component 128 may also contain the federated identity of the vser. In
such a scenario, payment. masagemeént component 128 would query the federated identity
directory 122 and obtain the associsted user identification information used internally {e.4., a
user identifier) within the APS 100 amonp the ‘various databases (step 406). The pavment
management component 128 would then Submit the obtained intermal vser idenfification
information to electronic wallet server 126, which would extract {he user’s electronic wallet from
electronic wallet database 124 and provide it to the payment management component 128 (dep
408}

[0026] Upon receipt of payment messape from the merchant web gerver 112, ihe
payment management component 128 generales a transaction identifier {c.g., transaction
number) and places the transaction details in a quene awaiting wltimate approval from the user
(step 410% The payment management component 128 sends a redirection request cantgining the:
transaction identifier back to-themerchant web server 112 which subsequently interacts with-the
to establish a direct channel 6f communication with payment management compbnent 128 (step
412). By presenting the transaction identifier to.the paynient managenent component 128 ypon
establishing this direet channel, the web ‘browser 106 identifics itself and the pavment
management component 128 is able 1o present the payment details (o.g.. user™s -credit card. or
debit card or eCheck information, ete.) tothie wWeb browser 106 and request selection of a desired
payment typs (o.g.. Where multiple payment types are available and/or the user has not already
predefined a default payment type) and a confinmation from the sser of the transaction details

{e.m, amount, description of purchase, etc,) (stepy 4314},  Onece the payment management
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component 128 recetves approval front the wieb browser 106, it is able to mark the transaction in
the quene as approved and forward the payment-details {e.g., user’s creditcard-or debit card or
eCheck information, merchant’s “account, efc) to payment processor 130 to accept the
transaction (step 416). When the payment processor 130 confirms authorization of the
transaction, the payment managoment component 128 transmits an approval message o the
merchant web server 112, including the transaction identifier and the user’s federated identity;
thereby tndicating to the merchant web server 112 that the transaction has been appraved. The
merchant web server 112 is able 1o access its own stored account Information for the user fo
obtain the address of the user and any other personal information noeessary to deliver the
purchased goods to the user (or otherwise fulfill the transaction) (step 418). Alternatively, the
payment management component’ 128 may not send the federsted identiy in the approval
message transmitted to merchant web server 112 but tostead may provide any additional

information (e.g.. user address; shipping address; eic.) necessary 16 fulfill the purchase.

10027} [y anr alternative scenasio, {&.g., the user shops anonymously) the user may not
have }(‘)ggfed Inte of possess a merchant dccount and thevefore has not been guthenticated by the
identify management component 116 prior to engaging the checkout procoss. In such a scenario,
the absence of a federated identity ir the payment message from the merchant web server 112 'to
the payment management component 128 canses the payvment managemeni ‘component 128 to
redirect the direct conncction that it cstablishes with the web browser 106 in step 412 to the
identity mavagement component 116 (step 420). The authentication process then follows steps
304-314 set forth.in the previous scetion and in Figure 3 except that in step 314, the obtaided
interna} nser ideniifier ‘assoeiated with. the matched. biometric template is fransmitied to the
payment management component 128 {rather than the federated identity directory) via the
identity management component: 116 {step —’%22} Thercafier, the process cofitinues at step 408

unti} the payment transaction has been aceepted.

[028] o vet another alternative scenario; the user may have never previonsty visited
the mierchant’s website but isa registered user of APS 100. In such a scenario, in addition to
handjng ‘off wser anthentication responsibilities to: the identity management component 116
thrﬂugh‘steps 420 and 422 the payment minagement compenent 128 may interactwith Federated
identity dircotory 122 to generdtéa new foderited idetity for the user that is patticular 1o this

merchant and fransmit relevanl user mformation, which may include & usér’s name, email
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address, phone number, shipping address or other user information {(as oxtracted from the.
clectronic wallot database 134) needed by the merchani to establish a merchant account for the.
Tederated idemtity. In one embodiment, snch-federated wdentity and wser information may be
submitted 1o the merchant web server 112 in the payment transaction approval message in step
418. Alternatively, an anonymous merchant account for the user {e.g., without the nser*s:naim,
email address, phone number, etc.) may be established by the merchant in association. with the

newly generated federated identity.

{0023] Those with ordinary skill in the art will recognize that alternative process fows
may be ulilized by the APS 100 1o enable a user to condnct a payment transaction with muerchant
web server 131 For example, the payment management component ¥28 may transmit. gl
payment particulars (obtained through the user's electronic wallet) to the merchant web setver
112, which then could interact with payment processor 130 to finalize the payment ransaction.
In yet another alicrnative process flow, the authenficaied user's electronic wallet information
could be transmitted by the payment managersent compoenent 128 to-web browser 106 in order to
populate required fields (e.g, in an OSP web page residing on user web browser 166) for
payment quthorization, such as full user name, account number, expiration date, billing.address,
ete. The information could then be commusicated to OSP web server 112, and the O8SP could
then process the financial fransaction utilizing existing methods for processing web-based

transactions.
ADDITIONAL FUNCTIONS

{6030] In an additional sibodiment, the APS 100 miay enable “single sign on®
functionality through the federated identily process. For example and without Himitation, a.user
who has been suthenticated at a first OSP may be automatically authenticated at a second OSP
“withot an additional OSP usérnams-password or biomelric authentication request, so long asthe
user has established a federated identity with the second OSP in a prior registration PLOCEsS.
Specifically, upon. being informed by the second O3P that the user is requesting aceess, the APS.
100 recognizes that the usét has dleeally authenticated the first OSP and forwards a federated
identity associated with the user and the stoond OSP tfo-inform the second OSP that the tser is.

anthenticated.
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[6031] Similarly, the APS 100 could provide age verification for users conducting
onling transactivns by ufilizing personal _d,émpgraphic information contained in the user’s
electronic wallet. In order to utilize age verification functionality, users could be required to
coniplete registration of their electronic wallets at an attended physical Jocation, such as a service
desk or kiosk, where personal idemity documents could be examined by a representative of APS
100. The APS 100 could additionally offer heightened levels of confidence as to the identity and
demographic information related to an awthenticated user based upon the means of collecting the
required information. For example; 2 user registration where attested information is witnessed
By a notary could be assipned the highest counfidence level, whereas a user only having

performed an online registration could be assigned a lesser confidence lovel.

[0032] Users of APS 100 would additionally be enabled to perform other flinctions,
such as administrative fonctions. For example, @ user conld manage information contained in his
glectronic wallet via an onling injerface, possibly requiring the oser be biometrically
additionally add or delete blometric sensor devices, or allow additional users to register for

authentication with a particular BSD 104

{6033} Ahbough the present invention has been described wih reference to one
embodiment, those of ordinary skill in the art will recognize that changes may be fade i form
and detail without departing from the spirit ‘and scope of this: disclosure. Terminology fized in
the foregoing description is for the purpose of describing the particular versions or embodiments
only, and is not imended 1o Hmit the scope of the present invention which will be Hrnited anly by
the appended claims. As used herein and in the appended claims, the singular forms “a,” “an,”
and “the” include pineal references unless the context clearly dictates otherwise. Similacly, the
words “include,” “includes™ and “ircluding”™ when used herein shall be desimed in each case to
be followed by the words “without Himitation.” Unless defined otherwise herein, all technical
and: scientific terms used herein have the same meanings ss commonly- understood by one of
ordinary skill in the art. Al publications mentioried herein are Incorporsfed by reference.
Mothing herein is to he consirued as an admission that the embodiments disclosed horein are not
entitled {o antedaie such disclosure by virtue of prior invention. Thus, various modifications,

additions. and substitutions and thg like can be piade without departing from the spirit of the
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invention and these are therefore considered to be within the scope of the invention. as defined-in

the following clatins.
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Whal 5 claimed is:

1

z..,J

w3

Lz
o

A& method {or providing user authentication services to an online service provider, the

method comprising:

receiving biometric device idestification information associated with a biometric device
coupled 10 an online terminalg

recelving a biometric sample of a user taken by the biometric device;

refrieving at least one registered biometric sample associated with the biometric device

tdentification information;
‘comparing the biometric sample with the at least one registered biometric sample;

-upon a match with the at least one registered blometric sample, refrieving a user identifier

associated with the malched registered biometric sample;

extracting a foderated identity associated with the vser identilier and the culing service
provider; and

transmitting the federated idenfity fo the online service provider.

"The method of claim | wherein the biometric device identification information and the

biometric sanple are received fhrough a direct connection with the online terminal.

The method of claim 2, further comprising:

TECelV ms, through she direct commection network. idemiifving information rélating to the

online serviee provider; and

atilizing the network identifying information to fransmit the federated 1dem:tv o the

online service provider.

The method of claim 2, further comprising:

receiving through the direct connection 4 session I relating to an online commiunicaiion

session between the user and the online service provider; and

transmitting the session 1D to the onling service provider in conjimetion with trangmitting

the federated identity fo the online service provider.

Thewethod of claim 1, further comprising;

recéiving, Trom the online service provider, paymert transaction defails relating 1o an e~
commeree purchase being conducted by the user at the online service providet;
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extracting electronic wallet information relating to the user identifier;

‘transmifting at least a portion of the electronic wallet infonmation and at Jeast a portion of

the payment fransaction details to a payment processor; and

transmitting an approval message to the online service provider indicating whether the

payment processor has anthorized the e-commerce purchase.

The methed of claim 5 wherein the payvment fransaction details include a purchase price
and merchant account information.

The method of ¢laim 5 wherein the electronic wallet information includes a Financial
aceount associated with the user.
The method of claim 3., further comprising:

generating a transaction identifier associated with the payment iransaction detatls; and

iransmitting the fransaction identifier to the online service provider as part of the
approval message.

The method of claim 3 whetcin the approval message ncludes the federated identity.
The method of clalm 5, furthér comprising:
establishing a direct connection with the online temii_nal; and

presenting at least a portion of the payment transaction details to the user through the
direet connection with theonline terminal for an approval by the user,

The method of claim 10, further comprising:

preseniing to the user-at least ong financial account in the clectronic wallet information
thivough the direct connestion with the online termtinal; and

receiving a sélection of the at Ieast osie financial account from the user through the dirsct
connection.

The method of claim 1 whereln transmitiing the federated identity to {he online service
provider oceurs via the onling terminal.

The method of claim 1 wherein the received blometric sample sorrespands to one of a
fingerprint scan of the user; an irts sean of the user, a voice sean of the user, a retinal scan

of the user, a lacial stan of the user and a hand architectre of the. user:

220-



i4,

16.

I8.

WO 2007/092715 PCT/US2007/061361

A method for providing user authentication services io an online service provider, the

method-comprising:
obtaining blomefric device identification information from a biometric device:
obiaining a biometric sample of a user from the biometric device;

obtaining network identifving information from a web server of the online service
provider;

obtaining & session ID from a communication session between the user’s web browser
and the web server of the online service provider:

establishing a diteot connection with an authentication provider service; and

Transmitting the biometric device identification Information, biemetric-sample, network
identifying information, and session 1D o the muthentication provider service,

wherein upon an authentication by the guthentication provider service, the. user’s web

browser galns online access fo the user’s account at the online service provider.

The method of claim 14 wherein the obtained blomietric sample is a-template generated

by the biomelric device hased on a scan of a.user biometric characteristic.

The method of claim 14 wherein the obtained setwork identifying information is one of
an 1P address of the online service provider web server, u host name and a public
certificate,

‘The method of elaim 14, further comprising?

receiving a federated identity associated with the user and the onling service provider;
and

transmitting the federated identity to the oiline service provider.
A. computer-readable carrier containing one ‘or more programming instructions for
performing 2 method for providing user authentication services fo an ounline service

provider, the method comprising:
obtaining biometric device identification information from a biometric device;
obtaining a biometric Sample of a usér from the biometric device;

obtaining network: identifying information from a web server of the onlive service
pravider;
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obtaining.a sesston I from & communication session between the user’s web browser
and ihe web server of the online service provider:

establishing a direct connection with an avthentication provider service; and

transmitting: the Mometrie device identification information, biometric sample, network
identifying information, and session 1D to the authentication provider $trvice,

‘whercin upon an. authentication by ihe authentication provider service, the user’s web
browser gains actess lo the user’s account at the online service provides.

The computer readable cafrier of claim 18 wherein the one or morc programuaing
instructions corresponds to one of an ActiveX control, a Java applet, a brawser helper

object and & browser plug-in.
The: compuier-readable carrier of claim 18 wherein the: method for providing user
authentication servicés to an online service provider further comprises:

receiving a foderated idﬂntii}'" associated with the user and the online service provider;
and

transmitting the federated identity to the online service provider,
An online eomputer server for providing a service to oglibe service providers for
authenticating users, the server comprising:

an identily management software component configured to receive biometric samples
from online torminals and to transmit federated identities to the online service providers;

a biomeiric authentication server software component confignred to receive biometric
samples from the identity managament sofiware component-and 1o compare the received
biometric samples fo registered biometric samples;

a biometric divectory configured to store the registered biomelric samples in-association
with user idesififiers and biometric device identiftcation inforimation; and

a federated 1dentity directory configured 1o store the federated identiliey In association
withy the user identifiers and the online service providers.

The server of claim 21 wherein the identity management software component.is further
configured to be capable of establishing a direct network connection with the online

terminals,.
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The setver of claim 21 wherein the identity management sofbware component. is
configared to tratsmit the federated identifies 1o the online service providers via the.

online terminals.
The server of claim 21, further comprising:

an clectronic wallet server component configured to reczive the user wWentifidrs and 'to

retiieve al teast a portion of electronic wallets rofating to the user idensifiers;

an electronic wallet database configured to store electronic wallets in association with the
uscr identifiers; and

& payment management soflware component configured to receive at least a portion of
the electronic wallets from the electronic wiillet sexver, to receive payvment transaction

details fiom ‘the online service providers, to transmit at least a portion of the payment

authorize a payment transaction, and to transmit an approval messdage to the online
service provider indicating whether the payment process bas authorized the payment
wransaction.

transaction. details and a portion of the electronic wallets o a payment processor fo

The server of claim 24 wherein the payment fransaction details includs a purchase price

and moerchant account information,

The server of claim 24 wherein the paynient management software component is further

canligored to:
generate transaction ideatifiers associated with the payment fransaction details; and

transmit the fransaction identifiers to the online -service providers as part of the approval
message.

The server of claim 24 wherein the approval message includes a federated identity..

The server of claim 24 wherein the payment matiagement software component is further

configared to;
establish a direct conneetion with the online terminals; and

present at least a portion-of' the payment transaction-details tu the users through the direct
connection with the online terminals for an approval by the users.

The server of ¢claim 24 whereln the payment management software component-is further

configured to:
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present to the users at-feast one-financial account from the elecironic wWallets throu gh the
direct connection with the online terminals; and

receive g scloction of the at Teast one financial acconnt from the users-throngh the direct
conneclion.

A method for enabling a user atan onling terminal to conduet an e-commerce transaction
throngh an online merchant for which a user does not have a merchant account,. the
method comprising:-

receiving from the opline merchant pavment transaction delails relatinig to the e-
COMMRICE purchase;

retrieving 2 user identifier upon a biometric authentication of the user conducted through
a-direct connection with thi online terminal;

extracting electroni¢ wallet inforrpation relating to the user identifier;

generating & new federated identity associated with the user identifier and the onfine
merchant;

transmitting at least a {ist portion of the eléctronic wallet wformation and the new
federated identity to the online merchant for the online merchant to establish a merchant
account for the user;

transmitting at least a second portion of the clectronic wallet information and at least a
portion of the payment {ransaction details to a payment processor; and

transmitting an approval miessage to the online merchant indicating whether the payment

processor has anthorized e e-commerce purchase.

The method of claim 30 wherein the first portion of the electronic: wallet information

cludes a name and a shipping address of the user.

The method of claim 30 whers the second portion of the electronic wallet information
ingludes & fiancial actount associated with the user,

~

The nethod of claim 30, further comprising:
generating a transaction identifier asstviated with the payment transactioti-details; and

transmitiing the tansaction identifier fo the- online merchant as past of the -approval
message.

Themethod of claim 30 wherein the approval message inclodes the federated identity-
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The method of claim 30 wherein the stop of transmitting the new federated identify to the

anline merchant occurs via.the online ferminal.
The method of claim 30, further comprising:
establishing a second direct connection with the online terminal; and

presenting af least s portion of the payment transaction details o the user through the
second direct connection with the online terminal for an approval by the user.

The method of claim 36, furiher comprising:

presenting fo the user at least one financial ac count in-the-electronic wallet information
through the second direct connection with the online terminal; and

recetving a selection of the at least one financial acecount from the user through the
s¢cond divest connection.
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