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METHOD AND APPARATUS FOR MONITORING A DATABASE SYSTEM

RELATED APPLICATIONS

This applications claims benefit of priority to:

U.S. Provisional Application No. 60/359,412,filed February 22, 2002, entitled
“Apparatus and Method to Detect, Alert, and Correct Relational Data Corruption,”
naming Seshan S. Raj as inventor; and

U.S. Provisional Application No. 60/378,604, filed May 6, 2002, entitled
“Apparatus and Method to Infer and Alert Information Theft,” naming Seshan S. Raj,
Wani Tang, and Amarnath Mukherjee as inventors.

Both of the aforementioned priority applications are hereby incorporated by

reference in their respective entirety, for all purposes.

FIELD OF THE INVENTION

The present mvention relates to managing database systems. In particular, the

present invention relates to a method and apparatus for monitoring a database system.

BACKGROUND OF THE INVENTION

Protecting data in a networked system is critical. The types situations that can
corrupt or otherwise affect the integrity of valuable data are numerous and increasing as
network systems evolve. When an event occurs that affects the integrity of data, it is
important to be able to detect that the event occurred. Otherwise, as is often the case, the
data remains in its affected state, and the network remains vulnerable to the same type of
event in the future.

The types of problems modern networks face in protecting valuable data include,
for example, hack attacks and other data corruption from unauthorized use, disasters,
malware (such as viruses and trojan horses), hardware or software failure, insider fraud or
misuse, and human error (such as unintentional data entry mistakes).

Different approaches have been developed for some of the common problems
encountered by networked systems. For example, firewalls and virtual private networks
guard networked systems against unauthorized access from external sites. The
designation of privileges provide some protection against what actions different classes of
users may take on the network. In this respect, the designation of privileges may protect
against msider fraud and misuse. Data backups provide protection in the event of a

hardware or software failure. However, in most cases, if a problematic event circumvents
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the various protective mechanisms of a particular network and damages or otherwise
atfects the network’s data, the afiected data is not readily identifiable, especially if the
event 1s not subsequently noticed.

The approaches described 1n this section are approaches that could be pursued, but
not necessarily approaches that have been previously conceived or pursued. Therefore,
unless otherwise indicated, it should not be assumed that any of the approaches described

in this section qualify as prior art merely by virtue of their inclusion in this section.

SUMMARY OF THE INVENTION

According to embodiments described herein, techniques are provided for
monitoring a database system. In one embodiment, a set of data elements are read from a
database system into a device that is external to the database system. From the device, a
set of analysis operations are performed on the data elements in order to identify if any of
the date elements satisfy a criteria for being considered potentially anomalous. A
notification 1s signaled if potentially anomalous data is identified.

In another embodiment, a technique for monitoring a database system includes
1dentifying a set of data elements that are stored as content within a database of the
database system. A series of analysis processes are performed in order to identify data

within the database that is potentially anomalous.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference
numerals refer to similar elements and in which:

FIG. 1 1llustrates a system for monitoring a database, under an embodiment of the
invention;

FIG. 2 1llustrates a method for monitoring a database system, under an

embodiment of the invention;

F1G. 3 1llustrates an embodiment in which a series of processes are performed
consecutively to analyze content data from database;

FIG. 4 1llustrates a method for monitoring the content data of a database system,
according to an embodiment of the invention;

FIG. 5 1llustrates a method for monitoring a database system by detecting changes

to a system catalog of the database system:;
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FIG. 6 illustrates a method for monitoring a database system by detecting changes
to privileges that are assigned to users on the network;

FIG. 7 1llustrates a method where a learning mode is used to analyze trend data for
purpose of tuning the manner 1n which one or more of the processes for identifying
anomalous data are performed; and

FIG. 8 1s ablock diagram that illustrates a computer system upon which an

embodiment of the invention may be implemented.

DETAILED DESCRIPTION OF THE INVENTION

A method and apparatus for monitoring a database is described. In the following
description, for the purposes of explanation, numerous specific details are set forth in
order to provide a thorough understanding of the present invention. It will be apparent,
however, that the present invention may be practiced without these specific details. In
other nstances, well-known structures and devices are shown in block diagram form 1n

order to avold unnecessarily obscuring the present invention.

GENERAL OVERVIEW

According to embodiments described herein, data managed and stored by a
database system may be monitored for detection of various actions or events that
compromise the integrity, authenticity or accuracy of the data. Embodiments of the
Invention may be implemented on a device that operates external to a database
management system that 1s being monitored by the device.

In one embodiment, a method is provided for monitoring a database in an
environment where the database is maintained using a set of one or more processors. The
method may substantially be performed using processing resources that are external to the
set of one or more processors. Data elements, including data stored as content within a
database of the database system, are read from a location that is external to the
processor(s) that maintain or execute the database. A set of analysis operations are
performed on sections of the database in order to identify data elements that satisfy one or

more criteria for being considered as potentially anomalous data. A notification may be

signaled or sent when potentially anomalous data is identified.
According to another embodiment, a method for monitoring a database system
includes 1dentifying a set of data elements stored as content within a database of the

database system. A series of analysis processes are performed on the set of data elements



CA 02476865 2004-08-18
WO 03/073332 PCT/US03/05673

in order to 1dentify data within the database that 1s potentially anomalous. A notification
i1s triggered when the potentially anomalous data is detected.

In another embodiment, a method for monitoring a database system includes
identifying, at one or more instances in a designated time period, a set of data elements
that are stored as content within a database of the database system. The method further
includes identifying trend data for how the set of data elements are modified over the
designated time period. Based on the trend data, one or more analysis operations are
performed 1n order to identify potentially anomalous data within the database. |

With embodiments described above, various types of data may be processed from
a database system 1n order to identify data that is potentially anomalous or otherwise
suspect. In one embodiment, metadata about a schema of the database is read and
processed in order to detect potentially suspect changes to the schema of a database. For
example, changes to the schema of a database may signify the presence of malware.
Content data may be inspected to detect potential anomalies that signify any number of
events (some of which are described in the next paragraph) that may have compromised
the database. Still further, the embodiments described herein may monitor data that
defines the privileges of users on the network. The changes to the privileges of a database
may be inspected and possibly reported as suspect in order to ensure, for example, that
the privileges are not being improperly accessed to commit malfeasance.

By being able to detect anomalous content data or metadata, embodiments of the
invention can detect, amongst other events, when bad data is fed or imported from other
systems, when spidering corruption is occurring in a distributed database, the presence of
inconsistent data written to the database by different application modules, the accidental
or intentional deletion or manipulation of data, usage that violates security policies,
fraudulent database transactions and input, and administrative or operational errors.
Furthermore, embodiments of the invention can detect misappropriated or fraudulently
acquired privileges, or data that has been “hacked”. Likewise, privileges may be
intentionally, or unintentionally altered, thereby giving a user authorized access to the
database, when in fact the user should not have been given such access.

In addition, embodiments such as described herein can perform such functions
without requiring any significant amount of resources from the database system. For
example, embodiments provided herein can perform functions for monitoring a database
without requiring processing resources for maintaining the database. A database server
that maintains a database does not need to be configured with “agents” for enabling

embodiments such as described to operate. In fact, embodiments such as described in this
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application enable a database to be monitored with minimal impact on the performance

characteristic of the system that maintains the database.

TERMINOLOGY

As used herein, the term “content” or “content data” refers to data that populates a
database, but does not form part of the structure or schema of the database. In addition,
content data does not include metadata.

A ““database” includes any data structure used for storing data in a tabular or row-
wise format. In general, a database is not hierarchical in structure, but a database can be
used to store hierarchical data.

“Privileges” refers to a set of actions or operations that a user of a network is
allowed to perform. A privilege may alternatively be referred to as an authorization, or a
set of authorizations.

The term “data element” refers to any data stored in a database. For example, a

“data element” may include an object, or values contained within the object.

SYSTEM DESCRIPTION

FIG. 1 1llustrates é. system for monitoring a database, under an embodiment of the
invention. For purpose of description, FIG. 1 illustrates an embodiment in the context of a
network with many conventional features.

According to one embodiment illustrated by FIG. 1, a data analysis system (DAS)
110 1s provided on a local area network (LAN) 104. The LAN 104 is connected to the
Internet 108. A firewall 124 1s configured to protect the LAN 104 from incoming
communications sent over the Internet 108. A router 122 directs traffic that originates
with LAN 104, or is destined for a component of LAN 104.

A database server 130 is maintained on the LAN 104. The database server 130
may be assumed to maintain critical data on a database 132. The critical data may
include, for example, audit records, archives, and customer account information. The
database 132 structures data in a relation form, such as in a tabular data structure. The

database 132 may be an integral part of the database server 130. Data maintained by the

database server 130 includes content data, metadata regarding the schemas of the
database, and privileges that define authorizations of users to view data in the database.
The database server 130 may manage the content data, the metadata, and the privileges.
An administrator station 144 is used to perform administration functions on the LAN 104.
The administration functions may include monitoring the security of the LAN 104,

5.
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including the activities of users of the LAN. Various elements and components of the
LAN 104 may be interconnected by channels 106. Interconnected elements and
components within a domain of boundary firewalls are considered to be part of the LAN
104.

In one embodiment, the DAS 110 includes a business rules process 112, a fetching
engine 114, and a policy engine 116. The fetching engine 114 is configured to read data
from the database server 130 at designated intervals, or upon the occurrence of designated
conditions (such as manual commands). The DAS 110 performs analysis operations or
processes on data 1t retrieves from the database server 130 in order safeguard the overall
integrity of the data that 1s maintained by the database server 130. In an embodiment, the
fetching engine 114 scans designated portions of database 132 and retrieves columns or
other portions of tables managed by the database server 130. By reading data from the
détabase 132, DAS 110 can operate externally to the database server 130, thereby
minmimizing 1ts effect on the database server.

In one embodiment, the DAS 110 performs a series of analysis processes on date
retrieved through fetching engine 114 in order to identify anomalous data. One or more of
the analysis processes may require use of business rules, or other rules and conditions
designated by an administrator or operator of database server 130. The business rules
process 112 may provide a mechanism for enabling the administrator or operator to enter
the business rules. The business rules process 112 may also manage execution of the
business rules. Once anomalous data is identified, the DAS 110 may signal a notification.
For example, the DAS 110 may send e-mails 122 to the administrator station 144. The
DAS 110 may alternatively send our pages 124, for example, or create an audible or
visual alarm.

The policy engine 116 1s configured to execute a series of processes (alternatively
referred to as “policies”) on the various data retrieved from the database server 130 by the
fetching engine 114. In one embodiment, the policy engine 116 is in charge of executing
a series of processes in a designated order for each column or se gmént of the database
132 retrieved by the fetching engine 114. A more detailed description of the various
policies that can be implemented for DAS 110 is provided with FIGS. 4-6. A manner in
which the policies may be performed is provided in FIG. 3.

Thus, DAS 110 can operate without having to execute agents, for example, on the
database server 130. Thus, DAS 110 needs only “read-only” access from the database

server 130. According to one embodiment, the DAS 110 has no noticeable effect on the

performance of the database server 130.
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As provided by embodiments described 1in FIGS. 2-7, DAS 110 can obtain “snap-
shots” of data from database server 130. The DAS 110 may inspect and analyze metadata,
privilege data and content data. Metadata includes data about the structure of database
132, as well as data about the relationship of particular data elements or structures or
other elements/structures. The privileges provide authorizations of different users on the
network. The content data refers to data stored by the data structures that form the
database 132. |

Among other uses for DAS 110 on LAN 104, the DAS can detect when an event
adversely affects the data maintained by the database server 130. For example, DAS 110
may detect unauthorized access and/or manipulation of the data maintained by the
database server from an unknown user that accesses the LAN 104 from over the Internet.
The DAS 110 may also determine when users of the LAN 104 either intentionally or
unintentionally compromise the data stored by the database server 130. Malware that is
passed through the LAN 104 may be detected when it affects the data maintained by the
database server 130. Other examples of events that affect the database server 130 and that
are detectable by DAS 110 will be described.

FIG. 2 1llustrates a method for monitoring a database system, under an
embodiment of the invention. A method such as described may be performed on a system
1llustrated by FIG. 1. For example, a method such as described in FIG. 2 may be
performed on DAS 110. In describing a method of FIG. 2, any reference to an element of
FIG. 1 1s provided to illustrate a suitable component or context for performing an
embodiment of the invention.

With reference to FIG. 2, step 210 provides for reading a set of data from a
database server. The data 1s read into an external device or location. The external device,
for example, may include a stand-alone component that corresponds to DAS 110. The
read operation may be performed automatically, such as on a periodic basis. For example,
one type of read operation that may be performed includes a SELECT statement in
Structured Query Language (SQL). The SELECT statement scans a designated section of
the database 132. Each read operation may provide a “snap-shot” of the data being
maintained by DAS 110. Each snap-shot is recorded so that it can be used for subsequent
comparison functions.

The frequency or schedule in which the database is read may range, depending on
the needs of the user. For example, for some high-security applications, snap-shot of the
database 132 may be taken every few minutes or even seconds. But for other low-security

applications, the snap-shot of the database 132 ma be taken on a daily or even a weekly

7.
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basis. Alternatively, the read of the database 132 may be event-driven. For example, each
read of database 132 may be mitiated manually by an administrator of a network.
According to one embodiment, each instance where data 1s read from the database
server 130 may yield some of the following types of data: (1) a system catalog containing
metadata about the data structures maintained by the database server 130, (11) one or more

tables of privileges indicating network privileges of different users on the LAN 104, and

(111) content data. The system catalog may contain metadata about all of the tables of the
database, the columns of the database, and the relationship amongst the tables, columns or
individual data elements. The content data may correspond to actual relational data that is
part of the database 132. The content data, in particular, may have particular uses for
detecting various hard-to-detect events that compromise the integrity and security of the
database 132.

In step 220, one or more analysis operations are performed on the set of data that
1s read ifrom the database server 130. The analysis operations are performed external to
the database server 110. For example, the DAS 110 may read data maintained by the
database server 130, and perform the analysis operations without requiring any resources
from the database server. The analysis operations that are performed by the DAS 110
depend on the type of data being analyzed. In terms of complexity, content data is the
most difficult, and requires the more sophisticated analysis operations. The system
catalog and privilege table, on the other hand, may be analyzed by performing straight
comparisons between the data from the more recent snap-shot and another snap-shot
designated as being the source for making the comparisons.

In one embodiment, the analysis operations detect data that is anomalous.
Anomalous data is data that 1s designated as requiring further inspection, such as by an
administrator. In one embodiment, the analysis operations are actually a series of
processes, where each process utilizes one particular approach for detecting anomalous
data. The operations or processes may be performed sequentially, in a designated order, in
order to maximize their results. A more detailed explanation of the analysis operations, as
well as the manner in which they are performed, are provided below.

In step 230, a notification is signaled if anomalous data is detected from the data
read from the database system. According to one embodiment, the notification may be in
the form of an email or page to a designated network user, such as an administrator. The
notification may trigger the user to manually inspect the potentially anomalous data to

determine whether 1n fact the data 1s incorrect, or otherwise represents a compromise of

the mtegrity of the data maintained by the database server 130.

_8-
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FIG. 3 illustrates an embodiment in which a series of processes are performed
consecutively to analyze content data from database. The content data can be analyzed
1in order to detect anomalous content data that may signify the occurrence of an
underlying event that has compromised the database. For example, anomalous content
data can signify that the database has been hacked because the content data is unusual. To
further this example, content data may correspond to the amount a particular class of
customers are to be rebated, and the anomalous data may correspond to one of the
individuals 1n the class being designated to receive more funds than the other persons.
The presence of this anomalous data may signify that an administrator should investigate
whether the anomalous data 1s correct. If the anomalous data i1s incorrect, the
administrator may investigate to see whether the database was hacked, or whether
someone with authorization to enter data into the database made the particular entry
incorrectly.

In the latter case, the administrator may investigate whether the error was made
unintentionally, or whether the person with access had bad intent in intentionally entering
the anomalous data. For example, the administrator may discover that the person
designated to receive more funds is also an employee with access to the database. In this
instance, the administrator is tipped off that the employee may be corrupt, or be prone to
commit further acts that would compromise the integrity of the database.

As the examples provided indicate, the detection of anomalous content data can
provide a wealth of clues and information as to events, or even persons, that have affected
the integrity of a database. In an embodiment such as described in FIG. 3, analysis
processes are performed consecutively on the same content data element or sets of
content data elements in order to determine whether any of that content data is
anomalous. For example, what one process defines as being anomalous can differ from
what another process defines. As such, an embodiment such as described in FIG. 3
provides that consecutive processes are performed on portions of the content data from
the database when making the determination as to whether there is anomalous content
data. The determination that there is anomalous content data can provide clues or
indications of the occurrences of various events or situations where the anomalous data
could have been created. In the description of FIG. 3, reference is made to elements of
FIG. 1 only to illustrate suitable components for implementing a step or function of a

method being described.

In step 310, content data 1s read from a database. For example, content data maybe

read from database server 130, which maintains the database 132.
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In step 315, at least a portion of the content data retrieved from the database 132 is
1dentified for analysis. In one embodiment, each portion of the content data is analyzed by
subjecting that portion to a consecutive series of analysis processes. The different
portions of the content data may be analyzed one at a time, or concurrently.

Step 320 provides that a first analysis process is performed on the content data
that 1s read from the database 132. The process itself may compromise a series of
operations that are performed in a desired sequence. For example, the processes may
correspond to algorithms for detecting anomalies amongst content data.

In step 330, a determination 1s made as to whether the first analysis process
detects anomalous data for a particular data element, or set of data elements. The
anomalous data may correspond to content data that is unusual, or to data that is more
likely than other data to be incorrect. In one embodiment, the first analysis process
defines one or more criteria for defining when data is anomalous. The first analysis
process may inspect the data read from the database 132 in order to determine whether
the one or more criteria specified by that process is met by the content data read from the
database. For example, each data element, such as one or more values of a data object
stored 1n the database, may be analyzed through an algorithm defined by the first analysis
process.

As another example, the algorithm may compare the data element with other data
elements read from the database 132 at the same time in order to determine whether that
data element 1s unusual when compared to the other data elements. As another example,
the algorithm of the first process may compare the individual data elements to other data
elements that were read from the database at a previous time. For example, a set of
comparison data read from the database when the database was known to be secure and
not compromised may provide a set of data that is used for comparison when the first
(and succeeding) analysis processes are performed.

If the determination in step 330 is that the data element being analyzed is
anomalous, then step 335 provides that a notification is generated and signaled. In one
embodiment, designated individuals or clients are sent notifications that anomalous
content data has been found. The notifications may be in the form of emails, pages, or
other forms of messaging, although it is possible for the notifications to be as simple as an
audible alarm or flashing of lights. In one embodiment, the notification specifies the
particular data values or data elements that triggered the notification. In another

embodiment, the notification identifies the portion of the content data that was being

analyzed by the consecutive processes in the notification.
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If the determination in step 330 1s that the first analysis process does not detect
anomalous data, step 340 makes a determination as to whether another analysis process
exists that can be performed on the same content data. In an embodiment, a plurality of
processes, each employing distinct algorithm can be performed on the same content data.
If the determination 1n step 340 is that no other analysis process exists to analyze the
particular content data, step 345 identifies whether another portion of the content data
read in step 310 remains to be analyzed. If the determination in step 345 is that other
content data remains from step 315, another portion of the content data exists, the method
1s repeated from step 315.

If the determination in step 340 is that another analysis process exists for the
particular portion of content data, then the method is repeated from step 330 until all of
the processes in the series of processes are performed consecutively for content data
elements read from the database 132. If any of the processes trigger a notification, step
335 sends the notification.

It there 1s additional content data that needs to be analyzed, step 350 provides for
performing another analysis operation on the content data using another process. The
specific process performed in this step may be designated in an order for which the
plurality of processes are to be performed.

Ii the determination in step 345 is that no other content data exists from step 315,
the method ends 1n step 350 (pending additional content data being read from the
database 132). A report may be generated upon completion of the method that details or
highlights the notifications, or the results of the various analysis processes on the different
portions of the content data. The details, highlights and results may also be archived.

In an embodiment, content data form database 132 may be read periodically, or
according to some schedule. Once read, a method such as described in FIG. 3 may be
performed. Alternatively, content data may be read in response to some unplanned event.
For example, an administrator or other network user may manually trigeer a method such

as described 1n FIG. 3 to be performed.

\ While an embodiment such as described in FIG. 3 provides for performing all of
tfle analysis processes consecutively on a particular set of content data, another
embodiment provides for performing at least some of the analysis processes concurrently,
or at least independently of one another. For example, such an embodiment may provide

that the second analysis process may be performed without any attention to when the first

analysis process 1s initiated or completed.
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FIG. 4 illustrates a method for monitoring the content data of a database system,
according to an embodiment of the invention. The content data may be monitored in order
to detect the occurrence of a variety of events that may have incorrectly changed the
content of a monitored database. Examples of such events mclude a hack attack, the
presence of malware, intentional but authorized malfeasance that changes the content
data, or accidental data entry that inputs a bad value into the database.

In the description of FIG. 4, reference 1s made to elements of FIG. 1 only to
1llustrate suitable components for implementing a step or function of a method being
described. For a set of content data elements, a method such as described in FIG. 4
implements a series of policies for determining whether any of the content data is
anomalous. The policies are actually processes, and each policy has parameters and
conditions to define when content data 1s anomalous.

A method provided by FIG. 4 assumes that content data from the database 132 has
been read into the DAS 110. For example, in the description provided below, it is
assumed that fetching engine 114 has read content data into DAS 110, where a
combination of the policy engine 116 and the business rules process will execute policies
to determine 1f any of the content data should cause concern, or otherwise trigger a
notification.

In one embodiment, step 420-460 are performed consecutively, so that one step is
performed when the other step ends. In another embodiment, steps 420-460 are performed
concurrently or at the same time. Still further, the steps may be performed independently
of one another. In one embodiment, the particular timing of when the various steps are to
be performed may be designated by the administrator or operation of a network.

Step 410 provides that comparison parameters for performing one or more of the
analysis processes is established. Each process may require a different set of comparison
parameters. In an embodiment, at least some of the comparison parameters are defined by
the administrator or operator of a network. The comparison parameters that are required
by each of the policies are described in more detail with the specific policies detailed low.

Steps 420-460 1dentify policies that are implemented, where each policy is a
paﬁicular type of analysis that is to be performed on the content data. Each of the policies
may be implemented by policy engine 116. Specific processes, or instructions for
performing the processes, may be stored with the policy engine 116, or stored elsewhere,
such as 1n a library, where the policies are accessible to the policy engine 116.

In step 420, a policy 1s implemented that designates a process for performing an

averaging analysis on the content data. In one embodiment, a column of data read by
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fetching engine 114 1s processed to determine, for data in the column, (1) the average of
all the values, (2) the maximum of the values, and (3) the minimum of the values. Each
data element in the column 1s then compared to the average, the maximum and the
minimum. These comparison parameters (identified in step 410) define the permissable
range or band by which one particular data element can very from the average, the
minimum and/or the maximum.

For example, the comparison parameters may define that the value of a data
element may range 20% from the average, and 5% from the minimum or maximum. If the
bands are exceeded, then the data element is determined to be anomalous. As detailed in
FIG. 3, a notification may be signaled or sent. In one embodiment, if a particular data
element 1s deemed anomalous as a result of this step, that particular data element is not
subsequently processed by other policies.

In step 430, a policy 1s implemented that designates a process for performing a
distribution analysis on the content data. The distribution process compares a range value
of the data elements to a designated set of criteria. The designated set of criteria may be
obtained m step 410. In one embodiment, if any of the data elements have range values
that exceed the designated criteria, then those data elements are marked as anomalous. No
further analysis may be required for those data elements. Furthermore, a notification may
be signaled or sent to designated recipients if potentially anomalous data elements are
detected during this step.

To provide an example, a particular column of data may list values that include
salaries of employees of a company. A set of criteria may be defined that designates any
salary value that 1s greater than $100,000 as anomalous. Then each data element in the
column 1s inspected to 1dentify that particular data elements salary value. If the salary
value exceeds $100,000, th:en the notification is signaled or sent.

Step 440 provides that a policy is implemented that designates a process for
performing a data mining analysis on the content date that is retrieved from the database.
The data mining analysis may cluster date elements together based on two or more
variables or parameters. For example, each data element may correspond to an objects
that 1s an individual employee profile. Variables of the object that may be analyzed
include position and salary. For a given set of data elements, individual employee profiles
may be lumped by position and salary. Then, if one employee profile is determined to be
outside of the clusters, that employee profile is identified as being anomalous. For
example, it may be determined that one employee has a much higher salary than other

employees with his position. As another example, it may be determined that on employee
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has a position that no one else in the company has. Either of these cases may trigger the
particular employee profiles to be deemed as anomalous. The particular variables used in
this step, as well as the permissible deviation of individual values from the cluster are all
part of the comparison parameters obtained in step 410.

In step 450, another policy 1s implemented that designates a process where content
data retrieved from the database is segmented into categories. Then, in step 455,
processes detailed i one or more of steps 420-440 are performed again, except the
processes are modified for data elements that are sorted according to a particular
category. When the processes of steps 420-450 are performed for specific categories, the
criteria used for determining that there is anomalous data may be specifically defined for
the categories. The categories may be defined by the administrator/operator of the
network. The category specific criteria used in performing each of the processes detailed
in steps 420-440 may be obtained in step 410.

Step 460 provides that another policy is implemented that designates a process
where business rules, or other pre-defined rules, are used to determine whether content
data 1s anomalous. Business rules include user-defined rules. For example, user-defined
rules may be implemented for specific business environments, such as company specific
security policies. In one embodiment, such rules are constructed in the form of SQL
queries. Such rules may be defined by an administrator or operator of a network where
the monitored database resides. Pre-defined rules refers to a larger category of rules that
may include manufacture defined rules that exist on DAS 110 before DAS is
implemented on a network. In one embodiment, the pre-defined rules account for vendor-
specific “Best Practices” policies. Such Best Practices policies provide databases with, for
example, well-known dummy passwords and log-ins. While these passwords and log-ins
are well-known, not all administrators may actually know they exist. The pre-defined
rules may be configured to automatically eliminate potential security breaches from such
Best Practice policies.

In one embodiment, the business rules may be managed by the business rules
process 112 of DAS 110. The policy engine 114 may apply the business rules. The ability
to create business rules enables DAS 110 to be extensible to a particular network
environment. For example, the type of events that threaten the content data of one
company may be different than the types of events that threaten the content data of
another company. In an embodiment such as described, each company can define its own

business rules to meet its own needs. Furthermore, the manufacturer may have expertise
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that 1ts customers do not. The manufacturer may provide devices such as DAS 110 with
pre-defined rules 1n order to facilitate customer use.

While an embodiment such as shown by FIG. 4 details a particular order in which
policies are implemented, other embodiments may use other orders for implementing
similar policies. Alternatively, the order in which policies are performed may be defined
by a user or admuinistrator of a network.

FIG. 5 illustrates a method for monitoring a database system by detecting changes
to a system catalog of the database system. In describing a method of FIG. 5, reference is
made to elements of FIG. 1 only to illustrate suitable components for implementing a step
or function of a method being described. In general, a database system catalog contains
metadata about tables, columns, and data elements of the database system being
monitored. The system catalog will, for example, provide the definition of a column and
the schema for a particular database table. The system catalog may also provide the
definition for how data elements, columns, and tables are to relate to one another.

In step 510, a system catalog that is known to be accurate is obtained as the
reference file for future comparisons. The system catalog may, for example, be read from
database 132 at a time when the system catalog is known to be accurate. This may
correspond, for example, to a time just after the database has been audited. Alternatively,
a copy of the system catalog may be directly inputted into the system. This system catalog
serves as a basis for comparison for subsequent analysis.

In step 520, another system catalog that is to be analyzed is read from the database
132. The next system catalog may be read from the database 132 during a time period that
s subsequent to when the first system catalog was read. In one embodiment, step 520 is
performed periodically, at intervals specified by an administrator of the network. For
example, in order to maximize the effectiveness of this method, step 520 may be
performed every minute, or every few seconds, in order to perform the comparison
between the first system catalog and the subsequent system catalog. Alternatively, step
)20 may be performed weekly when few events that would disturb the database server
530 are anticipated.

In step 530, an analysis operation or process is performed in order to compare the
second system catalog to the first system catalog. The analysis is performed in order to
determine how the second system catalog has changed since the time that the first system
catalog was read from the database 132.

Step 540 provides that a report is generated which details the manner in which the

subsequent system catalog was changed. For example, a list of all changes to the system
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catalog may be listed, all new columns created for a particular table may be i1dentified,
and/or schema modifications to another table may be listed. The report may be reviewed
by security personnel or administrators of the network in an effort to determine whether
any anomaly exists between the subsequent system catalog and the first system catalog.
The potential anomalies may trigger the administrator or security personnel of the
network to act.

As an alternative to performing step 540, another method provides for
programmatically determining whether anomalous data exists in the comparison between
the two system catalogues. If anomalies are determined to exist, a notification is sent to
the administrator or security personnel of the network. Thus, such an embodiment would
automate a step that would otherwise be performed manually.

FIG. 6 1llustrates a method for monitoring a database system by detecting changes
to privileges that are assigned to users on the network. Unless privileges are monitored,
there 1s always the potential that a person can find a way to access and edit his own
privileges on a network in order to attain more access and control over network resources.
If a person’s set of privileges are improperly modified or obtained, the detection of the
abuse can become very difficult. The new privileges bestowed upon the user would only
enhance the user’s authorized activity, thereby making detection of his abuse more
difficult. In describing a method of FIG. 6, reference is made to elements of FIG. 1 only
to 1llustrate suitable components for implementing a step or function of a method being
described.

Step 610 provides that privilege data for identifying privileges of users on the
network 1s stored from a time when it is known that the privilege data is accurate. For
example, the privilege data may be stored after it has been manually inspected and
vestigated. This my also correspond to a list of privileges that has been read from the
database server 130 at, for example, a particular time where it is safe to assume there is
no errors or misappropriation of privilege data.

In step 620, privilege data is read from the database server 130 that is being
monitored. This may be performed at any time subsequent to the original set of privilege
data being obtained from the database server 130. In one embodiment, the frequency at
which such data is read is determined by the administrator.

In step 630, privilege data read in step 620 is compared to the privilege data read
in step 610 in order to determine whether there is any indication of anomaly from the
privilege data. In one embodiment, any change to the privilege data may trigger the

comparison operation to indicate that there is an anomaly. In another embodiment,
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however, the change in the privilege data has to satisfy some criteria before an anomaly
to be indicated. For example, the number of changes to privilege data on a network may
be required to stay below a designated number. Alternatively, changes to certain lower-
level privileges may be ignored.

If m step 630 there is no anomaly, then the privilege data read from the database
server 130 1n step 620 1s assumed to be correct in step 635. In one embodiment, this

privilege data 1s used as a basis for comparison in subsequent performance of a method

such as shown.

In an embodiment, if a change or other anomaly exist in the privilege, then step
640 provides that a notification is generated to notify administrators and/or security
operators of the change in the privilege data. The change in the privilege data can be a
serious breach of network security.

In order to monitor privileges, past approaches have been to periodically review
privileges of users on the network. Typically, this has been done manually, so that if a
user has been given more privileges than he should have, the manual review would
eventually detect it. In such scenarios, a network is vulnerable to a situation where a user
gains access to his privileges, changes the privileges, and then uses the new
authorizations to gain access to previously unaccessable network resources. The user can
then change his privileges back to their original setting in order to avoid detection.

An embodiment such as described by FIG. 6 overcomes such problems because
privilege data can be read and analyzed automatically. Furthermore, the privilege data can
be read continuously, or at least at a frequency that would enable otherwise quick changes
to the privilege data to be detected.

As an alternative to 640, another embodiment provides that a report is generated
that summarizes, or at least highlights, the changes or differences between the two sets of
privileges, and/or the notifications that were sent because of the changes/differences.

According to one embodiment, the operations for reading content data, metadata
(such as the system catalog) and the privilege data may be read at one time. Alternatively,
different types of data may be read at different times. For example, content data, which
requires more processing resources, may be read from the database server 130 at a
different time in order to ensure that the DAS 110 is not overly burdened.

According to an embodiment, the manner in which content data, metadata and
privileges are analyzed may be modified on a particular network in order to account for

the manner in which the network is used, as well as the historical manner in which events
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of interest occur. Such an embodiment incorporates trend data to modify performance of
processes that analyze the various types of data for anomalies.

FIG. 7 1llustrates a method where a learning mode is used to analyze trend data for
purpose of tuning the manner in which one or more of the processes for identifying
anomalous data are performed. As with previous embodiments, any reference to elements
of FIG. 1 is made only to illustrate suitable components for implementing a step or
function of a method being described. For example, according to an embodiment
described in FIG. 7, DAS 110 is configured to monitor database events in order to tune
performance of its processes so that it can better determine when a notification is
warranted.

Step 710 provides that data is read from the database server 130. The manner in
which data can be read from the database server 130 has been described in previous
embodiments.

In step 720, a determination is made as to whether a “learn mode” is activated on
DAS 110. The learn mode may correspond to a mode where DAS 110 obtains trend data,
or other representations of past historical activities, and processes the trend data to see
how the notifications, results, and/or determinations that it made to
administrators/operators of the network were used. Whether the learn mode is activated
upon is a user selection. For example, the administrator may be provided a user-interface
where selection of an icon or other feature can trigger the learn-mode to become active. In
a similar fashion, the administrator may deselect the learn mode.

[f learn mode is activated, step 730 provides that trend data is obtained. The trend
data may be obtained in various ways. The database server 130 may report data that is
converted into trend data by the DAS 110. Another module may monitor database activity
to determine actions that are performed by administrators/operators that are designated to
receive the notifications. Alternatively, DAS 110 may observe the database server 130.
The subject of the trend data may include whether corrective action was taken in response
to past detections of anomalous data, and what those corrective actions involved.

Step 740 provides that one or more analysis processes that can be performed by
DAS 110 are updated based on the trend data. The degree of sophistication by which
trend data may affect the analysis processes may vary. On a simple level, a repeated
anomaly that 1s continuously ignored may be observed in the trend data. Subsequént
detection of that particular anomaly may then be ignored by DAS 110. On a more

sophisticated level, statistical analysis may be used to analyze the trend data for

subtleties.
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In one embodiment, the administrator or operator of the network may be notified
of any changes that are to be made to the analysis processes as a result of the learning
mode being active. The administrator or operator may be given an opportunity to reject
any updates to the analysis processes that are identified as a result of studying the trend
data.

In step 750, the analysis processes are updated and then performed on data read
from the database server 130. For example, the comparison parameters used in
performing the averaging process, or the distribution process, may be altered, at least for
specific columns or rows of data retrieved from the database 132. For privilege data that
1s analyzed in a method described in FIG. 5, the specific privileges that are the basis of
the comparison may be updated with the trend data. Similarly, in a method described in
FIG. 6, the system catalog that is the basis for making the comparison may similarly be
updated. Other updates to methods described in FIGS. 4-6 that are based on studying the
trend data are also possible.

If in step 720, it is determined that the learn mode is not active, then step 760 uses
established analysis processes to perform the analysis on data read from the database.

Following either step 750 or step 760, step 765 makes a determination as to
whether anomalous data was detected. Thus, the fact that the learning mode is active does
not preclude the DAS 110 from performing its analysis processes. If the anomalous data
was detected, step 750 provides that the notification is sent. Else, the method is repeated
beginning with step 710. That Is, additional data is retrieved from the database, possibly
at a later time.

In one embodiment, if the learning mode is activated, and anomalous data is
detected, the subsequent iteration of step 710 may be performed with the learn mode
being deactivated. This may facilitate the anomalous data from being considered in the
trend data.

Because or results provided by a method such as described in FIG. 7, certain
content data that would otherwise be determined as being potentially anomalous may be
1gnored based on past events. For example, content data corresponding to a salary of an
employee may be monitored. During the monitoring, a trend may be established that an
employees new salary is recorded before the employee’s new position.

Thus, for example, the record of an employee who is promoted from a junior to
senior position may indicate that the employee has received a large raise, and days or
weeks later indicate that the employee has a new position. While the new salary would be

anomalous for the employees previous job, a method such as described in FIG. 7 may be
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employed so that DAS 110 can learn that there is a delay between when the employees
new salary 1s recorded, and when the employees position is recorded in the database 132.
The DAS 110 recognizes that the potentially anomalous data corresponding to the
employee salary does not yet require a notification. Rather, the DAS 110 may wait to see
if the record will subsequently show that the employee’s position has also changed.

One feature that may be provided with embodiments such as described includes a
report generator. A report generator may be an automated mechanism that generates a
report for the administrator/operator of the network. The report generator may be a
module or similar logic that forms a component of DAS 110 (FIG. 1). The report may
summarize or highlight specific anomalies that were encountered. In addition, trend data,
or the results of trend data may be described in the report. In one embodiment, the report
also serves as a substitute for notifications.

Another feature that may be provided with embodiments such as described
includes an archiving mechanism. The archiving mechanism records various information
regarding the use of DAS 110. Included in this information is a record of all anomalous
data that was encountered. In addition, trend data, or results of the trend data, may be

archived. The archiving mechanism may also be a module or other component of DAS
110 (FIG. 1).

HARDWARE OVERVIEW

FIG. 8 1s a block diagram that illustrates a computer system 800 upon which an
embodiment of the invention may be implemented. Computer system 800 includes a bus
802 or other communication mechanism for communicating information, and a processor
804 coupled with bus 802 for processing information. Computer system 800 also
includes a main memory 806, such as a random access memory (RAM) or other dynamic
storage device, coupled to bus 802 for storing information and instructions to be executed
by processor 804. Main memory 806 also may be used for storing temporary variables or
other mntermediate information during execution of instructions to be executed by
processor s04. Computer system 800 further includes a read only memory (ROM) 808 or
other static storage device coupled to bus 802 for storing static information and
instructions for processor 804. A storage device 810, such as a magnetic disk or optical
disk, 1s provided and coupled to bus 802 for storing information and instructions.

Computer system 800 may be coupled via bus 802 to a display 812, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device

814, including alphanumeric and other keys, is coupled to bus 802 for communicating
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information and command selections to processor 804. Another type of user input device
is cursor control 816, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 804 and for
controlling cursor movement on display 812. This input device typically has two degrees
of freedom 1n two axes, a first axis (e.g., X) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

The mvention 1s related to the use of computer system 800 for implementing the
techmques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 800 in response to processor 804 executing
one or more sequences of one or more instructions contained in main memory 806. Such
instructions may be read into main memory 806 from another computer-readable
medium, such as storage device 810. Execution of the sequences of instructions
contained in main memory 806 causes processor 804 to perform the process steps
described herein. In alternative embodiments, hard-wired circuitry may be used in place
of or m combination with software instructions to implement the invention. Thus,
embodiments of the invention are not limited to any specific combination of hardware
circuitry and software.

The term “computer-readable medium” as used herein refers to any medium that
participates in providing instructions to processor 804 for execution. Such a medium may
take many forms, including but not limited to, non-volatile media, volatile media, and
transmission media. Non-volatile media includes, for example, optical or magnetic disks,
such as storage device 810. Volatile media includes dynamic memory, such as main
memory 806. Transmission media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise bus 802. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio-wave and infra-red data
communications.

Common forms of computer-readable media include, for example, a tloppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any
other optical medium, punchcards, papertape, any other physical medium with patterns of
holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any other medium from which a
computer can read.

Various forms of computer readable media may be involved in carrying one or
more sequences of one or more instructions to processor 804 for execution. For example,

the mstructions may initially be carried on a magnetic disk of a remote computer. The
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remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
800 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 802. Bus 802 carries
the data to main memory 806, from which processor 804 retrieves and executes the
instructions. The instructions received by main memory 806 may optionally be stored on
storage device 810 either before or after execution by processor 804.

Computer system 800 also includes a communication interface 818 coupled to bus
802. Communication interface 818 provides a two-way data communication coupling to
a network link 820 that 1s connected to a local network 822. For example,
communication interface 818 may be an integrated services digital network (ISDN) card
or a modem to provide a data communication connection to a corresponding type of
telephone line. As another example, communi;:ation interface 818 may be a local area
network (LAN) card to provide a data communication connection to a compatible LAN.
Wireless links may also be implemented. In any such implementation, communication
interface 818 sends and receives electrical, electromagnetic or optical signals that carry
digital data streams representing various types of information.

Network link 820 typically provides data communication through one or more
networks to other data devices. For example, network link 820 may provide a connection
through local network 822 to a host computer 824 or to data equipment operated by an
Internet Service Provider (ISP) 826. ISP 826 in turn provides data communication
services through the world wide packet data communication network now commonly
referred to as the “Internet” 828. Local network 822 and Internet 828 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on network link 820 and through communication
interface 818, which carry the digital data to and from computer system 800, are
exemplary forms of carrier waves transporting the information.

Computer system 800 can send messages and receive data, including program
code, through the network(s), network link 820 and communication interface 818. In the
Internet example, a server 830 might transmit a requested code for an application program
through Internet 828, ISP 826, local network 822 and communication interface 818.

The received code may be executed by processor 804 as it is received, and/or
stored in storage device 810, or other non-volatile storage for later execution. In this

manner, computer system 300 may obtain application code in the form of a carrier wave.
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In the foregoing specification, embodiments of the invention have been described
with reference to numerous specific details that may vary from implementation to
implementation. Thus, the sole and exclusive indicator of what is the invention, and is
intended by the applicants to be the invention, is the set of claims that issue from this
application, 1n the specific form in which such claims issue, including any subsequent
correction. Any definitions expressly set forth herein for terms contained in such claims
shall govern the meaning of such terms as used in the claims. Hence, no limitation,
element, property, feature, advantage or attribute that is not expressly recited in a claim
should limit the scope of such claim in any way. The specification and drawings are,

accordingly, to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS

What 1s claimed i1s:

1. A method for monitoring a database system, wherein the database system is

operated using a set of one or more processors, the steps comprising:
reading data elements managed by the database system, wherein the data elements
include data stored as content within a database of the database system;
performing a set of analysis operations on the data elements in order to identify
one or more data elements that are anomalous based on criteria defined by the set
of analysis operations; and
automatically signaling a notification after identifying the one or more data
elements are potentially anomalous;
wherein steps comprising the method are substantially performed using processing

resources that are external to the set of one or more processors.

2. The method of claim 1, wherein the steps of the method are performed without

executing any agents on the database system.

3. The method of claim 1, wherein the step of performing a set of analysis operations
on the data elements are performed without executing any code on the set of one or more

ProCessors.

4, The method of claim 1, wherein reading data elements managed by the database

system include reading metadata about a schema of the database.

5. The method of claim 1, wherein reading data elements managed by the database
system include reading data representing a set of privileges for enabling one or more

users of the database system to do at least one of view, change or delete data within the

database.

6. The method of claim 1, wherein the step of automatically signaling a notification

includes sending an email to at least a first designated email address.

7. The method of claim 1, wherein the step of automatically signaling a notification

includes paging at least a first designated phone number.
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8. The method of claim 1, performing a set of analysis operations includes
comparing at least some of the data elements to data elements read at an earlier instance

of time.

9. The method of claim 4, wherein reading data elements includes reading a system
catalog of the database, and wherein performing a set of analysis operations on the data
clements 1n order to identify one or more data elements includes comparing the system

catalog to a system catalog that was read from the database at an earlier instance.

10. A method for monitoring a database system, the method comprising:
1dentifying a set of data elements stored as content within a database of the
database system; and
performing a series of analysis processes on the set of data elements in order to

1dentify data within the database that is potentially anomalous.

11. The method of claim 10, wherein identifying a set of data includes reading the set

of data from the database system.

12. The method of claim 11, further comprising reading the set of data from the

database system from an external machine.

13. The method of claim 10, wherein performing a series of analysis processes
includes performing a first process on the data elements for making a first determination
as to whether any data in the database is anomalous based on a first characteristic of the
set of data elements, and a second process on the data elements for making a second
determination as to whether any data in the database is anomalous based on a second

characteristic of the set of data elements.

14. The method of claim 13, wherein performing a series of analysis processes
includes performing a third process on the data elements for making a third determination

as to whether any data in the database is anomalous based on a third characteristic of the

set of data elements.

15. The method of claim 10, wherein performing a series of analysis processes

includes comparing the set of data elements to a set of parameters defined by a user.
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16.  The method of claim 13, wherein performing a series of analysis processes
includes defermining a maximum value of two or more data element in the set of data
elements, a minimum value of two or more data element in the set of data elements, and

an average value of two or more data elements in the set of data elements.

17. The method of claim 16, wherein performing a series of analysis processes
includes comparing at least one of the maximum value, the minimum value, and the

average value to values determined from a previous time period.

18.  The method of claim 13, wherein performing a series of analysis processes
includes selecting a group of data from the set of data elements, and determining a

characteristic of the group of data.

19.  The method of claim 18, wherein determining a characteristic of the group of data
includes determining one or more of a maximum value data element in the group of data,
a minimum value data element in the group of data, and an average value of the group of

data.

20.  The method of claim 18, wherein selecting a group of data includes selecting the

group of data based on one or more user-defined parameters.

21.  The method of claim 10, wherein performing a series of analysis processes
includes clustering values identified from the set of data elements using a statistical

distribution, and then identifying data within the database that is potentially anomalous

using the statistical distribution.

22.  The method of claim 21, wherein performing a series of analysis processes
includes identifying data points of values for individual data elements based on ranges of

two or more parameters that define the individual data element within the database.

23. The method of claim 22, wherein the two or more parameters correspond to a first

parameter 1dentifying a row of the individual data element, and a second parameter

1dentifying a column of the individual data element.
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24.  The method of claim 10, wherein performing a series of analysis processes
includes comparing a result of one or more of the series of analysis processes to a
previous result from performing the one or more series of analysis processes on a set of

data elements identified from the database at a previous time period.

25.  The method of claim 10, wherein performing a series of analysis processes
includes comparing a result of one or more of the series of analysis processes to a

designated set of results.

26.  The method of claim 10, further comprising automatically signaling a notification

if potentially anomalous data is identified.

27.  The method of claim 26, wherein signaling a notification includes sending an

email to a designated email address.

28.  The method of claim 26, wherein signaling a notification includes paging a

designated phone number.

29.  The method of claim 10, further comprising compiling a result of performing the

series of analysis processes at one or more instances into a report.

30.  The method of claim 29, further comprising compiling the potentially anomalous
data into the report.
31.  The method of claim 10, further comprising associating potentially anomalous

data with an event that caused the data to be stored in the database.

32.  The method of claim 31, further comprising archiving a plurality of events that

cause anomalous data to be stored in the database.

33. A method for monitoring a database system, the method comprising:
identifying, at one or more instances in a designated time period, a set of data
elements stored as content within a database of the database system;

identifying trend data for how the set of data elements are modified over the

designated time period; and
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performing, based on the trend data, one or more analysis operations in order to

identify potentially anomalous data within the database.

34, The method of claim 33, wherein the step of performing one or more analysis

operations includes adjusting the one or more analysis operations based on the trend data.

35.  The method of claim 33, wherein the step of performing one or more analysis

operations includes selecting the one or more analysis operations based on the trend data.

36.  The method of claim 33, wherein identifying a trend for how the set of data
elements are modified includes identifying the trend data over a duration designated by a

USCY,

37. The method of claim 33, further comprising, once the designated time period is
over, repeating the step of identifying a set of data elements, and then performing the one
or more analysis operations based on the trend data identified during the designated time

period.

38.  The method of claim 33, wherein identifying a set of data elements includes

reading the set of data elements from a database of the database system.

39.  The method of claim 33, wherein the step of identifying a set of data elements is
repeated at multiple instances over the designated time period, and wherein the step of
identifying trend data for how the set of data elements are modified includes updating the

trend data after each instance of identifying the set of data elements.

40.  The method of claim 33, further comprising automatically signaling a notification

1f potentially anomalous data is identified.

41. The method of claim 40, wherein signaling a notification includes sending an

email to a designated email address.

42.  The method of claim 40, wherein signaling a notification includes paging a

designated phone number.
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43.  The method of claim 33, further comprising compiling a result of performing the

one or more analysis operations into a report.

44.  The method of claim 33, further comprising compiling the potentially anomalous
data into the report.
45.  The method of claim 33, further comprising associating potentially anomalous

data with an event that caused the data to be stored in the database.

46.  The method of claim 45, further comprising archiving a plurality of events that

cause anomalous data to be stored in the database.
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