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(57) Abstract: Embodiments ot the present invention disclose an HTTPS acceleration method and system based on a content distribution
network. The method comprises: step 1), a client end initiating an HTTPS access request to a CDN network border node, and the CND
network border node allocating in balance a session and bufter server via a front-end load to perform three handshakes with the client
end; step 2), during the handshaking process, the allocated session and buffer server performing HTTPS session management, and
simultaneously performing interaction, by means of a private key and encryption/decryption of a user certificate, with a centralized



WO 2018/059578 A1 IDL 0800 0 0

B #EEE R HEHRY, ZERkEG—MRMtrER
-47) : AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,
JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
LR,LS,LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,
PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL,
SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG,
US, UZ, VC, VN, ZA, ZM, ZW.

84 IBEE (R HIEH, ZREGE—FTRMERHX
fR41) © ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ,
NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), BXIF. (AM,
AZ, BY, KG, KZ, RU, TJ, TM), Etil (AL, AT, BE, BG,
CH, CY, CZ, DE, DK, EE, ES, FL, FR, GB, GR, HR, HU,
IE, IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT,
RO, RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI,
CM, GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

KERAT:
— WHEERRRE (RA%F21403)) .

authentication server, and returning a result of the interaction to the client end; and step 3), after completing the handshaking process,
the session and butfer server launching a butfer service to provide the client end with a CDN service, wherein, if data requested by the
client end is bufferable, the data is acquired directly from the session and buffer server, and if the data requested by the client end is
non-bufferable, the data is acquired from a source server.
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BFFRIZIHRSy., —AERAYE LT A HEITILE RRSAMWE, tbd
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AR Fa 2 2 W R AR T oG AEATARE A, AR XA AR AR A et AR B4R
st BRI B K,

AT HAGSSLEIR, RFZHLER R T EINRENB G EARBARSE
WM IEMBE, IMHBENHEIREAMERESBRTHERGE D, EF L4
F5RER N KKK, Bk FRMA6SSLEIN, REAFEE YV ESSLAE
613 %; MCDNM a4 5, 25 EIE, BATEORSFEHERY, A
MCDNY &A%, EWBEHLE, A . ECDNM L FHMHTTPSAnik, AT
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i%Z HTTPS /nik 2 4 L4540 F 3270

HTTPS % 535 R A AL 270, X EAPAT: K F3%% CDN ML a4 544
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B2 TR, F SSL it M FHEH L —BIERERE L, KABIKT LB 24K
4369 CPU M4, 857 2E,

(2) 1A —3K SSL Auik kR -8 T & P 9o ff %5 T4, MR REG—3F—
GIR4-3) 1 3P N, XHx CDNJ BfmE, KKPH T ARA.

(3) MR K& —7Kk SSL feig FF ZHFH—EH, FIALWG N NEF I
Bl —iK SSL Fmig i, EH EFTREHE, ZHERHEESTRARRY, ENE
RAK K EK.

(4) %—IER 5B IR T @it 46 SSL Amik R T m g 58 TAE, 5T AARYE
BPOIRERENL, EG—RiER 45 L3R EH M4, 4o CDN RSB 9 iFiEH



WO 2018/059578 PCT/CN2017/104806

7 % . Cloudflare 4 keyless-SSL 7 %3, AK Y EAGIAGA AL F; £FI
5AsR S BRI EALT EOZEL, RV TIRSEEIEA RTT, &G T 2E,

(5) SSL Amig AR T AN St —IiE R 5 8 BAE P MY R, WAL
FHAEERS, THMETEE, LTETH EALK,

AARRGG LB AR B H R, ToAst RE P E AR 7 L #HATIE R FH
FRIBH, RRERL PR T R AR, ¥R E A ERTE
L,

AARE BHARAR TAZERRE, EXF A F ik e L Tk,
B, HEF AU A E AR B 4R E S,
TR 6Ty RP, fevA B3GR d 3R 64 3h 4EAE B/ 02 1A) 84 R o R — st L
FAh - eg ko Blde, —AMRAHTUER S8, RE—AF LR
HIRT A & T S F AT, R A SRR LB ST vAR 3650 AL 32
B, WwHFEFTAEBRMAIEBIITHRME, KRBT HEME, RFEFE
A FE RO, det A EREH, XA RET UG AT AT AR L,
T HAT AR T A Qa5 EAG AR (BRAEF T HAR ) B E AR (2K
FEHATT ) o S RABRGEFEARA R N ty, KRBT FAAHANR Q357
T A4515 & (dett AT 484, KIBLEM . 2580 R A e8I ) 914
FERBEART Ly HEMERAES KM, THBRRRRTHRANK. T+ EIAE
IR @312 R EF RAM. ROM. EEPROM. A4 X H A4t A4 %32 K. CD-ROM.
HF LA (DVD) REMKE A, BE. By, BEA R A5
FE . RET ST A2 6945 & FF B3 LA FAuis 9 694547 A 69 AR .
b, RARBE B ARAR] Nty 2, BEANMET ST BT R4S, K
PELEM) . FER AR R do 8O R AR AUk 2 K 69 R R BAE S 5 P 09 Ak
HIE, FH AT QAT ERENR.

T b 52 1

AL P FAABMES SSL Ani biFRE-G B A LR G B 6ot % T, £
SIRFBREZEREK, & SSL i M FHERN A —BIERFE L, KRAEKRTE
WA B CPU HA, 5T E, 14 F —iK SSL ik FRIR & TFEF
G E TAE, MR R —3—8 k%3] 14 N, X CDNJ FfmzE, KK

8



WO 2018/059578 PCT/CN2017/104806
T T ARA. KB REG—IK SSL ik FF L H—/HER, FIEG NARF

1%l —7K SSL Auig g, iEPEFXEHE, IFAHERWEEETRIRY, EM
& TR AR KK,



WO 2018/059578 PCT/CN2017/104806

A E R
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