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(57) Abstract: The present invention relates to an authentic-
ation method using a security token, and a system and an ap-
paratus for the same. In particular, in the present invention,
at the time of authentication using a security token, a dispos-
able security token is used in verification, and at the time of
re-login for use of a service on a web, authentication is per-
formed through verification of a security token to which bid-
irectional encryption is applied, so that it is possible to im-
prove security against hacking (cookie hijacking) from the
outside. Further, since an authentication value constituting a
security token can be changed by applying various calcula-
tion schemes, a stability of an authentication procedure is
ensured. Furthermore, using a disposable security token in-
stead of security or authentication information exposed in an
authentication process of a cookie scheme, a token length,
data loss, and data use amount can be reduced, and data
transmission and movement speed can be improved.
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