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Description
BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION

[0001] This application generally relates to scanning
messages for fraud, and in particular, evaluating whether
contact information in messages are associated with
legitimate entities and substituting proper contact infor-
mation before a user attempts to return the message.

DESCRIPTION OF THE RELATED ART

[0002] Currently, a"robocaller," telemarketer, or scam-
mer can disseminate a phone number or other contact
information by means of communication via a call, text, or
email. If the communication is not blocked, the commu-
nicator may leave a message, such as a voice message,
with a phone number or contact information that the
recipient of the communication should call back. The
message may suggest that the phone number or contact
information is, for example, the recipient's bank, car
company, credit card, the IRS (Internal Revenue Service)
or other government entity, and may state that the useris
required to return the call because of an alleged fraud on
their account or an expiring warranty or other urgent
need. The message may use a reputable name, such
as a name of a bank, credit card company, or other
business name to give an authentic appearance.
[0003] When the recipient returns the call or commu-
nication, however, they are solicited or scammed into
buying a service they don’t need, prompted to provide
account information which can result in identity theft, or
otherwise inconvenienced or harmed by virtue of having
contacted an entity with which they do not wish to com-
municate. Many smartphones currently facilitate a user
returning a call to this improper phone number by gen-
erating a link on the phone number in the transcribed
voice message, text message or email that the user
merely needs to touch to then be taken to a phone app
with the number loaded into the dial field ready to be
called. Current voicemail or inbox systems do not assist
communication recipients in distinguishing contact from
fraudulent or other untrustworthy entities from legitimate
entities.

[0004] As a result, if a recipient wants to somehow
determine whether the given entity that appears to have
contacted themiis "real", they need to do time-consuming
real-time research - for example, an internet search - to
look up the official contact information from the entity,
such as on their web site or "contact us" page, which itself
may encounter fake information (due to incorrectly en-
tered web site names or fraudulent search results).
[0005] Patentapplication US 2018/249006 discloses a
system operable to receive an automated call from a
communications device, determine whether preferences
associated with a called party identity is applicable to the
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automated call, and determine whether a condition that
precludes acceptance of the automated call is present
(where the determination of whether the condition is
present can be based on information received from a
sensory device coupled to the user device). In response
to the condition being determined to be present, the
automated call can be denied.

[0006] There is thus a need for a message scanning
system that can authenticate contact information of legit-
imate entities to prevent users from returning calls to
untrustworthy or improper phone numbers. There is also
a need to automatically provide a safe mechanism to
contact the entity, since it is uncertain if a given contact
claiming to be from that entity is real or untrustworthy.

SUMMARY OF THE INVENTION

[0007] The present invention provides systems and
methods for dynamically providing safe call back num-
bers to use to respond to an inbound communication as
defined by accompanying claims 1 and 13, respectively.
According to one embodiment, a system comprises a
processor and a memory having executable instructions
stored thereon that when executed by the processor
cause the processor to parse a message or call history
record and extract entity contact data from the parsed
message or call history record. The entity contact data
includes at least a phone number and alleged entity
name. The processor is further configured to compare
the extracted entity contact data with a reference data set
that is retrieved from a database storing genuine and
fraud data, where the genuine and fraud data includes
entities and contact data corresponding to the entities,
determine the entity contact data is not authentic based
on the comparison of the entity contact data, and execute
aremedy action based on the determination, the remedy
action including a replacement of the phone number with
an authentic phone number based on the determination.
[0008] The remedy action may be performed automa-
tically, with user consent, in advance of an attempt to call
the phone number, or in real-time as a user attempts to
dial the phone number. The remedy action may further
include a message that the phone number has been
replaced. In another embodiment, the remedy action
furtherincludes a warning that the message or call history
record includes fraudulent or other untrustworthy infor-
mation. In another embodiment, the remedy action
further includes blocking of a communicator of a mes-
sage or call associated with the message or call history
record from incoming and outgoing communications. In
yet another embodiment, the remedy action further in-
cludes an insertion of a visual indicator or icon next to the
phone number in the message or call history record that
includes an alert that the phone number is suspicious.
The visual indicator or icon may further include a link to
call a correct number.

[0009] The processor can be further configured to
determine that a communicator of a message or call
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associated with the message or call history record is
unwanted or suspicious based on the comparing of the
entity contact data and determine the entity contact data
is not authentic based on the determination that the
communicator is unwanted or suspicious. The processor
may also be configured to access an electronic message
inbox. The message or call history record may comprise
at least one of a voice message, a transcribed voice
message, and a text message. The processor may be
configured to parse the message or call history record by
identifying information of interest. The processor may
verify the entity contact data by performing at least one
of caller carrier analysis, cellular/landline analysis, fin-
gerprinting, and matching to a database of templates
associated with fraudulent or suspicious messages.
The system may comprise the processor further config-
ured to replace the contact data in the message or call
history record with verified contact data based on the
determination that the contact data is not authentic. The
processor may be further configured to identify caller
identification data and confirm the alleged entity based
on the caller identification data and a user contact list.
[0010] Accordingtoone embodiment, the system com-
prises a database including a reference data set, the
reference data set including genuine and fraud data
wherein the genuine and fraud data includes entities
and contact information corresponding to the entities, a
message scanning server communicatively coupled to a
message server, the message scanning server config-
ured to parse message records from the message server,
analyze the message records for fraudulent or other
untrustworthy phone numbers by comparing content of
the message records to the reference data set, and
determine untrustworthy phone numbers in the message
records from the analysis, and a prescription rule server
communicatively coupled to the message scanning ser-
ver, the prescription rule server configured to generate
remedy actions based on the determination of the un-
trustworthy phone numbers.

[0011] The remedy action may include at least one of
preventing calls to the untrustworthy phone numbers,
generating warnings of the untrustworthy phone num-
bers, and according to the invention, substituting the
untrustworthy phone numbers in the message records
with correct phone numbers. The genuine and fraud data
may include numbers of legitimate calling entities. The
genuine and fraud data may include known fraudulent
numbers. The database may further comprise one or
more of a fingerprinting database, a database of suspi-
cious textand messaging patterns, a database of carriers
and their scores, and a database of valid phone numbers.
The message record may comprise at least one of voice
messages, transcribed voice messages, and text mes-
sages. The message scanning server may be further
configured to parse a call history record, extract contact
data from the parsed call history record, compare the
contact data with the reference data set, and determine
the contact data is not authentic based on the compar-
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ison. The prescription rule server may be further config-
ured to replace the contact data with verified contact data
based on the determination that the contact data is not
authentic.

[0012] According to one embodiment, the method
comprises parsing message records from a message
server, analyzing the message records for untrustworthy
phone numbers by comparing content of the message
records to a reference data set that is retrieved from a
database, the reference data set including genuine and
fraud data wherein the genuine and fraud data include
entities and contact information corresponding to the
entities, determining untrustworthy phone numbers in
the message records from the analysis, and generating
remedy actions based on the determination of the un-
trustworthy phone numbers.

[0013] The method may further comprise analyzing the
message records by performing at least one of caller
carrier analysis, cellular/landline analysis, fingerprinting,
and matching to a database of templates associated with
fraudulent or suspicious messages. The remedy action
may include at least one of preventing calls to the un-
trustworthy phone numbers, generating warnings of the
untrustworthy phone numbers, and according to the in-
vention, substituting the untrustworthy phone numbers in
the message records with correct phone numbers. The
message records may comprise at least one of voice
messages, transcribed voice messages, and text mes-
sages. The method may further comprise parsing a call
history record, extracting entity contact data from the
parsed call history record, comparing the extracted entity
contact data with the reference data set, determining the
entity contact data is not authentic based on the compar-
ison, and replacing the contact data with verified contact
data. The alleged entity may be confirmed based on
caller identification data and a user contact list.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The invention is illustrated in the figures of the
accompanying drawings which are meant to be exemp-
lary and not limiting, in which like references are intended
to refer to like or corresponding parts.

Fig. 1illustrates a computing system according to an
embodiment of the present invention.

Fig. 2illustrates a flowchart of a method for providing
safe call back numbers according to an embodiment
of the present invention.

Fig. 3 illustrates a computing system according to
another embodiment of the present invention.

Fig. 4 illustrates a flowchart of a method for providing
safe call back numbers according to an embodiment
of the present invention.

Fig. 5illustrates a flowchart of a method for replacing
call back numbers according to an embodiment of
the present invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0015] Subject matter will now be described more fully
hereinafter with reference to the accompanying draw-
ings, which form a part hereof, and which show, by way of
illustration, exemplary embodiments in which the inven-
tion may be practiced. Subject matter may, however, be
embodied in a variety of different forms and, therefore,
covered or claimed subject matter is intended to be
construed as not being limited to any example embodi-
ments set forth herein; example embodiments are pro-
vided merely to be illustrative. It is to be understood that
other embodiments may be utilized and structural
changes may be made without departing from the scope
of the present invention. Likewise, the phrase "in one
embodiment" as used herein does not necessarily refer
to the same embodiment and the phrase "in another
embodiment" as used herein does not necessarily refer
to a different embodiment. Among other things, for ex-
ample, subject matter may be embodied as methods,
devices, components, or systems. Accordingly, embodi-
ments may, for example, take the form of hardware,
software, firmware or any combination thereof (other
than software per se). The following detailed description
is, therefore, not intended to be taken in a limiting sense.
The scope of protection is defined by the appended
claims.

[0016] The present application discloses systems and
methods for safely returning calls based on phone num-
bers in messages from unknown or unwanted callers or
numbers. According to one embodiment, a system may
comprise a server and/or client device executing code
that scans a user’s voice messages (either in audio or
transcriptions), text messages, or caller identification
("caller ID") data history (e.g., of "missed calls"), and
recognize phone numbers from the messages or caller
ID data. The system may check the caller’s phone num-
ber and identify the caller or determine if it's wanted or
unwanted (using, for example, with white/black lists or
with more advanced techniques as described in com-
monly owned U.S. Patent No. 10,051,121, entitled "SYS-
TEM AND METHOD FOR IDENTIFYING UNWANTED
COMMUNICATIONS USING COMMUNICATION FIN-
GERPRINTING"). The system may also provide an alter-
native or a guaranteed safe number that can be used to
return a call, for times when a caller cannot be 100%
trusted to be the number of a claimed entity.

[0017] If the caller’'s phone number is unknown or
unwanted, the system may search and determine
whether the phone number is either authentic or fraudu-
lent or otherwise untrustworthy, e.g., by comparingitto a
database of known numbers for who the caller claims to
be. For example, if the caller claims to be from the user’s
bank, the system may compare the phone number
against a database of phone numbers for the user’s bank
or all banks, as appropriate. The phone number can also
be compared against a list of known scam or unwanted
numbers. However, if the phone number left in the mes-
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sage fails to be authenticated, the system may prevent
the call recipient from calling that phone number back but
according to the invention the system substitutes the
phone number in the message for an actual number
for who that caller claims to be. For example, if the voice
or text message from the caller says, "please contact
Chase Bank regarding a potential fraud on your account,"
the system may substitute a fraudulent phone number
provided in the message with an actual phone number
corresponding to Chase Bank’s fraud prevention line
from a database. The system may inform or provide an
indication to the user that the system is performing such a
function or operation and give the user the option which
phone numberto call, or otherwise may just substitute the
fraudulent phone number without notifying the user.
[0018] Fig. 1 presents a computing system according
to an embodiment of the present invention. The system
may comprise client device(s) 102 that are capable of
establishing and receiving telephonic communications
via communications network 108. The communications
network 108 may include one or more public switch
telephone networks, local area networks, wide area net-
works, the Internet, private VPN'’s (virtual private net-
works), or any other communications networks. In some
embodiments, the client device(s) 102 are enabled with
an application such as the one available from YouMail
Inc., www.youmail.com, the assignee of the present pa-
tent application.

[0019] Client device(s) 102 may comprise computing
devices capable of executing telephony-related applica-
tions and electronic messaging applications. Examples
of computing devices include mobile smartphones, desk-
top computers, television set top boxes, laptops, perso-
nal digital assistants (PDA), tablet computers, e-book
readers, smartwatches and smart wearable devices, or
any computing device having a central processing unit
and memory unit capable of connecting to a communica-
tions network. The computing device may also comprise
a graphical user interface (GUI) or a browser application
provided on a display (e.g., monitor screen, LCD or LED
display, projector, etc.). A computing device may also
include or execute an application to communicate con-
tent, such as, for example, textual content, multimedia
content, or the like. A computing device may also include
or execute an application to perform a variety of possible
tasks, such as browsing, searching, playing various
forms of content, including streamed audio. A computing
device may include or execute a variety of operating
systems, including a personal computer operating sys-
tem, such as a Windows, Mac OS or Linux, or a mobile
operating system, such as iOS, Android, or Windows
Mobile, or the like. A computing device may include or
may execute a variety of possible applications, such as a
computing software application enabling communication
with other devices, such as communicating one or more
messages, such as via email, short message service
(SMS), or multimedia message service (MMS).

[0020] The system further includes message server
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104 which may perform voice mail operations such as
recording (and/or transcribing) voice messages for sub-
scribers of client device(s) 102. A user may enable fraud
message scanning by providing a client application in-
stalled on client device(s) 102, message scanning server
106, or a combination of the two, with access to their
electronic message inbox including, e.g., recorded or
transcribed voice messages, and user call history
(e.g., when people try to simply return a call often be-
cause of seeing the caller ID orjustblindly calling). hosted
on the message server 104 or stored locally on client
device(s) 102. The recorded or transcribed voice mes-
sages and call history logs may be scanned by the client
application or message scanning server 106 to detect
fraud. According to one embodiment, the client applica-
tion or message scanning server 106 may analyze com-
munication feeds including voice messages, texts and
emails for fraudulent phone numbers, email addresses,
websites, or other contact information.

[0021] Servers, as described herein, may vary widely
in configuration or capabilities but are comprised of at
least a special-purpose digital computing device or sys-
tem including at least one or more central processing
units and memory. A server may also include one or more
of mass storage devices, power supplies, wired or wire-
less network interfaces, input/output interfaces, and op-
erating systems, such as Windows Server, Mac OS X,
Unix, Linux, FreeBSD, or the like. In an example embodi-
ment, a server may include or have access to memory for
storing instructions or applications for the performance of
various functions and a corresponding processor for
executing stored instructions or applications. For exam-
ple, the memory may store an instance of the server
configured to operate in accordance with the disclosed
embodiments.

[0022] The client application or message scanning
server 106 may be connected to database(s) 110. Data-
base(s) 110 may include a plurality of databases includ-
ing a fingerprinting database, a database of suspicious
text/messaging patterns, a database of carriers and their
scores, and a database of valid phone numbers or com-
munication addresses. The database(s) 110 may contain
a reference data set that can be retrieved and used to
analyze the content of the communication feeds by com-
paring information in the reference data set against, for
example, phone numbers, email addresses, websites, or
contact information in the content of the communication
feeds. The reference data set may include genuine and
fraud data which include entities (legitimate and fraudu-
lent) and their corresponding contact information. Gen-
uine data may comprise lists of correct or verified phone
numbers or contact information of, for example, safe
entities (e.g., banks, car or credit card companies, the
IRS, other call centers) who may supply their phone
numbers to database(s) 110. Fraud data may comprise
phone numbers or contact information of unsafe entities.
Call directory servers, call screening systems, and other
spam detection services may provide fraud information
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including lists of known fraudulent phone numbers to
database(s) 110 as they are identified. For example,
the client application or message scanning server 106
may determine a phone number or caller ID data in a
message (or call history) is either authentic or fraudulent
by comparing it to database(s) 110 of known numbers for
who a caller claims to be. The phone number or caller ID
data can also be compared against a list of known scam
or unwanted numbers in database(s) 110.

[0023] The client application or message scanning
server 106 may also be connected to a prescription rule
server 112. The prescription rule server 112 may gener-
ate an executable remedy action which may dictate what
actions are to be taken based on the analysis of the
messages. If a phone number or other identification
information left in an analyzed message or call history
log is determined to be fraudulent or fails to be authenti-
cated, prescription rule server 112 may direct the appli-
cation or message scanning server 106 to prevent the
recipient of the call or message from communicating with
the fraudulent phone number (or block access to a link or
address), generate a warning of the fraudulent phone
number or identification information, or substitute the
fraudulent phone number or identification information
in the message or call history log with a verified number
or contact information for who that caller claims to be. In
certain embodiments, prescription rule server 112 may
be deployed within the client application.

[0024] Message scanning and remediation can be
performed either when messages or calls are received,
or when a user selects a number from the message/call
history to call. In one embodiment, a remedy action may
include the client application inserting a visual indicator or
icon next to the number in the message, such as a red
star, or an exclamation point, to alert the user that the
number is suspicious and should not be called. The icon
may include a link which the user can select to call the
correct/genuine number instead. Alternatively, the sys-
tem may perform a scan and remedy action upon the
client application detecting an instance where a user is
trying to make a call or communication using a link in a
message. According to another embodiment, the user
may be prompted to perform a check or scan of the user’s
messages and/or call history logs. The user may be
prompted with a message, such as "you’re trying to return
a call based on a number leftin a message which mightbe
suspicious, would you like us to check it first?"

[0025] Fig. 2 presents a flowchart of a method for
providing safe call back numbers according to an embo-
diment of the present invention. Users may authenticate
the content of their messages by allowing a message
scanning system to access their message inboxes that
are hosted on a message server. Alternatively, the sys-
tem may also authenticate numbers in a user’s call
history on a user’s client device, such as for "missed
calls." The authentication may be initiated automatically
(e.g., in the background) or in real-time (e.g., as a user
accesses a message or about to dial a number in the
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message). Authenticating the content may include par-
sing a message (or call history) record, step 202. The
message or call history record may include files, data, or
other forms of information that may be retrieved from an
electronic or virtual inbox on a message server, or on the
user’s client device, and may comprise a voice message,
a transcribed voice message, a text message, or any
other message format. Parsing a message or call history
record may include identifying information of interest,
such as sender/communicator name, metadata, a return
phone number or email address, caller ID information,
etc.

[0026] Entity contact data is extracted from the parsed
message (or call history) record, step 204. The entity
contact data may include a phone number, email ad-
dress, oridentifier and an alleged identity of the originator
of the message, or anyone of the information of interest.
The entity contact data is compared with a reference data
set, step 206. Comparing the entity contact data may
include analysis by cross referencing the entity contact
data with genuine and fraud data which is related to
entities (legitimate and fraudulent) and their contact in-
formation. For example, the system may compare a
phone number and an alleged entity in the message
record to a correct phone number associated with the
alleged entity. The system may also use information that
is associated with a call or message to identify and/or
confirm an identity of an entity, such as incoming caller ID
as well as the user’s contact lists (e.g., information stored
in their address book).

[0027] The analysis of the entity contact data may
account for different information from the reference data
set to decide whether a communicator is unwanted or
suspicious. For example, comparing the entity contact
data may include one or more of the following analysis:

(i) Caller carrier analysis - A carrier of the commu-
nicator's phone number may be determined and
used to retrieve a score of the carrier. The carrier
score may be used to determine whether a return
phone number is trustworthy. A message from a
communicator with a phone number having a low
or untrustworthy carrier score may be flagged as
suspicious.

(i) Cellular/landline analysis - The system may de-
termine whether a communicator’s phone number is
a cellular or landline number. Since a call from a
bank, automobile company, credit card company,
and other help or call centers for major companies
are primarily landlines and not cellular phone num-
bers. As such, communicators using cellular phone
numbers may be treated suspiciously.

(iii) Fingerprinting - A "fingerprint" of a message or
text may be created and compared with a database
of fingerprints of known recordings of calls or mes-
sages (voice and/or text) from unwanted or wanted
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communicators by using speech processing, natural
language processing, and machine learning algo-
rithms with the information accumulated from the
variety of sources. A fingerprint may comprise a
unique identification of a sequence of characters
designed to capture the content of, for example, a
commonly appearing or known voice message. The
unique identification may include a representation of
text content data including keywords or tags, and an
emphasis of importance of each keyword or tag that
may be indicated with a variety of indicators, such as,
ranking, arrangement, classification, word count,
font size and color. Based on a comparison of the
fingerprint of the message or text with the database
of fingerprints, the system may determine whether
the communicator is unwanted and suspicious and
treat the entity contact data of the message record
accordingly. Fingerprinting is described in further
detail in commonly owned U.S. Patent No.
10,051,121, issued on August 14, 2018, entitled
"SYSTEM AND METHOD FOR IDENTIFYING UN-
WANTED COMMUNICATIONS USING COMMUNI-
CATION FINGERPRINTING,".

(iv) Match the message against a database of tem-
plates of fraudulent or suspicious messages - Tex-
tual messages or voice messages, for example, may
be collected from a plurality of users into a database
and analyzed for fraudulent and suspicious activity.
Fraudulent messages may be used to create tem-
plates of fraudulent or suspicious messages for
comparison with a given message. The templates
may also include known patterns or attributes of
fraudulent messages. The known patterns or attri-
butes of fraudulent messages may include certain
keywords or phrases commonly associated with
scammers, telemarketer, etc.

[0028] A determination is made whether the entity
contact data is authentic based on the verification, step
208. The determination may perform one or more of the
aforementioned analysis and weigh results of the analy-
sis according to certain thresholds. For example, one or
more scores may be calculated for the entity contact data
based on certain authenticity criteria. If given scores of
one or more criteria exceed satisfactory thresholds, the
entity contact data may be deemed authentic. According
to one embodiment, a threshold for what constitutes a
suspicious message or call may be lower given that the
system is not necessarily blocking the message or com-
municator. Additionally, if the communicator is deter-
mined to be unwanted or suspicious, the entity contact
data of the message may be determined as suspicious or
fraudulent (e.g., not authentic). Otherwise, the message
record (or a number in the user’s call history) may be
deemed authentic.

[0029] If the entity contact data is determined to be
authentic, communication corresponding to the entity



1 EP 4 085 605 B1 12

contact data may be allowed, step 210. That is, the user
may be allowed to access/dial a link, number, or address
in the message (or call history log). However, if the entity
contact data is determined to be not authentic, a remedy
action may be executed, step 212. Various remedy ac-
tions may be generated based on authenticity scoring.
The remedy action may include at least one of generating
a warning that the message contains fraudulent informa-
tion, substituting content in the message record (or user
call history) with verified information (e.g., with a safe/-
correct number or contact information), or blocking the
communicator/sender of the message fromincoming and
outgoing communications. Accordingly, scaling of ac-
tions may correlate with the authenticity scoring.

[0030] Fig. 3 presents a computing system according
to another embodiment of the present invention. Com-
puting system 300 may comprise a retrieval unit 302 that
can access a user’s messages and call histories by
communicating with a user’s client device via application
interface 304. The retrieval unit 302 may either retrieve
messages and call histories directly from the user’s client
device or given permission/credentials to download the
user’s messages from a message server. Upon retrieval
of the user’s messages or call histories, parser 306 may
parse the messages or call history entries to identify
information of interest, such as sender/communicator
name, metadata, a return phone number or email ad-
dress, caller ID information, etc.

[0031] Content analyzer 308 may extract the informa-
tion that is parsed by the parser 306. The extracted
information may be analyzed by content analyzer 308
in accordance with a reference data set that can be
retrieved from one or more databases through database
interface 310. The extracted information may be cross
referenced with the reference data set which may include
correct information of safe entities and/or fraudulent in-
formation of unsafe entities. The content analyzer 308
may further determine whether the extracted information
is either authentic or fraudulent based on a verification
with the reference data set. For example, the content
analyzer 308 may determine fraudulent phone numbers
in the extracted information.

[0032] Content analyzer 308 may send results of ana-
lysis to prescription rule module 312. Prescription rule
module 312 is operable to generate or provide remedy
actions based on the determination of the fraudulent
phone numbers. Remedy actions may comprise execu-
table instructions that may be transmitted to the user’s
client device through application interface 304. The re-
medy actions may instruct the user’s client device to
perform certain operations if the message or call history
is determined to include fraudulentinformation (e.g., fake
caller ID). Exemplary remedy actions may include gen-
erating a warning that the message or call history con-
tains fraudulent information, substituting content in the
message with verified information (e.g., with a safe/cor-
rect number or contact information), or blocking the com-
municator/sender of the message from incoming and
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outgoing communications.

[0033] Fig. 4 presents a flowchart of a method for
providing safe call back numbers according to one em-
bodiment. For any inbound call or message, a computing
system may determine who a claimed caller actually is,
and whetherthat caller is entirely trustable. A message or
caller ID from a missed call data may be scanned by a
computing system for an untrusted call back number. The
message may comprise voice or text messages. Mes-
sages may be processed using natural language analy-
zers and phrase detection algorithms. A phone numberin
a message is identified, step 402. The phone number
may be an untrusted phone number that a caller may
want a recipient of the message to call or dial.

[0034] An entity that is alleged in the message is de-
termined, step 404. For example, a caller leaving the
message may claim to be associated with an entity, such
as a bank or credit card company. A correct phone
number for the entity is determined, step 406. The correct
phone number may be determined by retrieving a phone
number associated with the entity from a trusted data
source.

[0035] The system determines whether the phone
number in the message is the correct phone number,
step 408. The phone number may be compared with the
retrieved phone number. The system may also compare
the phone number with a database including genuine and
fraud data. Additionally, techniques, such as Signature-
based Handling of Asserted Information Using toKENs
("SHAKEN") and Secure Telephone Identity Revisited
("STIR") may be used to authenticate the phone number.
SHAKEN/STIR verification may comprise callers having
their caller ID "signed" as legitimate by originating car-
riers and validated by a service provider at the destination
to verify that an incoming call is really coming from a
number listed on a caller ID display. If the phone number
inthe message is the same as the correct phone number,
the message is determined to be safe, step 410. Other-
wise, the phone number in the message is replaced with
the correct phone number, step 412.

[0036] Fig. 5 presents a flowchart of a method for
replacing call back numbers according to an embodiment
of the present invention. A computing system initializes
configurations for scanning a user’s messages (or call
history), step 502. The system determines whether auto-
matic replacement has been selected, step 504. Config-
uring for automatic replacement may allow the computing
system to directly proceed to scan a message, step 512.
If not, the system may determine if the user has con-
sented to scan a message, step 506. Consenting to the
scan may be an on-demand request.

[0037] If the user has not consented to the scan, the
system waits for user action, step 508. The system check
determines if a user’s actions requires a real-time re-
sponse, such as attempting to dial a phone number
contained within the message (or call history). If a real-
time response is triggered, the system proceeds to scan
the message at step 512. On the other hand, a user action
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that does not require a real-time response, the system
may loop back to step 506 to wait for the user’s consent.
Receiving the user consent allows the computing system
to scan the message at step 512.

[0038] The computing system can determine whether
a phone number in the scanned message (or call history)
is correct for an entity asserted in the message, step 514,
by consulting a reference data set or a database storing
genuine and fraud data. A correct phone number may be
retrieved for the asserted entity and compared with the
phone numberin the message. Amessage is determined
to be safe if the phone number is correct, step 516.
[0039] Ifthe phone number is not correct, the user may
be optionally notified of a replacement of the phone
number in the message (or call history), step 518. The
option may be configured with a setting by the user or
predefined by the system. If no notification is needed, the
system replaces the phone number in the message (or
the user’s call history log) with the correct phone number,
step 520. A message that indicates the replacement is
generated if the user is to be notified, step 522, prior to
replacing the phone number.

[0040] Figures 1 through 5 are conceptual illustrations
allowing for an explanation of the present invention.
Notably, the figures and examples above are not meant
to limit the scope of the present invention to a single
embodiment, as other embodiments are possible by way
ofinterchange of some or all of the described orillustrated
elements. Moreover, where certain elements of the pre-
sentinvention can be partially or fully implemented using
known components, only those portions of such known
components that are necessary for an understanding of
the present invention are described, and detailed de-
scriptions of other portions of such known components
are omitted so as not to obscure the invention. In the
present specification, an embodiment showing a singular
component should not necessarily be limited to other
embodiments including a plurality of the same compo-
nent, and vice-versa, unless explicitly stated otherwise
herein. Moreover, applicants do not intend for any termin
the specification or claims to be ascribed an uncommon
or special meaning unless explicitly set forth as such.
Further, the presentinvention encompasses present and
future known equivalents to the known components re-
ferred to herein by way of illustration.

[0041] It should be understood that various aspects of
the embodiments of the present invention could be im-
plemented in hardware, firmware, software, or combina-
tions thereof. In such embodiments, the various compo-
nents and/or steps would be implemented in hardware,
firmware, and/or software to perform the functions of the
present invention. That is, the same piece of hardware,
firmware, or module of software could perform one or
more of the illustrated blocks (e.g., components or steps).
In software implementations, computer software (e.g.,
programs or other instructions) and/or data is stored on a
machine-readable medium as part of a computer pro-
gram product and is loaded into a computer system or
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other device or machine via a removable storage drive,
hard drive, or communications interface. Computer pro-
grams (also called computer control logic or computer-
readable program code) are stored in a main and/or
secondary memory, and executed by one or more pro-
cessors (controllers, or the like) to cause the one or more
processors to perform the functions of the invention as
described herein. In this document, the terms "machine
readable medium," "computer-readable medium," "com-
puter program medium," and "computer usable medium"
are used to generally refer to media such as a random
access memory (RAM); a read only memory (ROM); a
removable storage unit (e.g., a magnetic or optical disc,
flash memory device, or the like); a hard disk; or the like.
[0042] The foregoing description of the specific embo-
diments will so fully reveal the general nature of the
invention that others can, by applying knowledge within
the skill of the relevant art(s) readily modify and/or adapt
forvarious applications such specific embodiments, with-
out undue experimentation, without departing from the
general concept of the present invention. Such adapta-
tions and modifications are therefore intended to be with-
in the meaning and range of equivalents of the disclosed
embodiments, based on the teaching and guidance pre-
sented herein. Itis to be understood that the phraseology
orterminology herein is for the purpose of description and
not of limitation, such that the terminology or phraseology
of the present specification is to be interpreted by the
skilled artisan in light of the teachings and guidance
presented herein, in combination with the knowledge
of one skilled in the relevant art(s).

Claims

1. Asystem (104, 106, 112, 300) for providing safe call
back numbers, the system comprising:

a processor; and

amemory having executable instructions stored
thereon that when executed by the processor
cause the processor to:

parse a message record (202), the mes-
sage record comprising a text or voice mes-
sage left or sent by a communicator;
extract entity contact data from content of
the parsed message record (204), the entity
contactdataincluding atleasta phone num-
ber and data representing an identity of an
alleged legitimate entity including at least a
name associated with the alleged legitimate
entity;

compare the extracted entity contact data
with a reference data set (206) that is re-
trieved from a database (110) storing gen-
uine and fraud data, the reference data set
including legitimate entities and contact
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data corresponding to the legitimate enti-
ties;

determine the entity contact data is not
authentic (208) based on the extracted en-
tity contact data not matching the contact
data corresponding to the legitimate entities
in the comparison; and

execute aremedy action (212) based on the
determination, the remedy action including
a replacement of the phone number in the
message record with a safe call back num-
ber, from the database (110), of the legit-
imate entity the communicator claims to be
according to the extracted entity contact
data.

The system of claim 1 wherein the remedy action
further includes a message that the phone number
has been replaced (522).

The system of claim 1 or claim 2 wherein the remedy
action is performed in advance of an attempt to call
the phone number.

The system of claim 1 or claim 2 wherein the remedy
action is performed in real-time as a user attempts to
dial the phone number.

The system of any one of claims 1 to 4 wherein the
remedy action further includes a warning that the
message record includes fraudulent information.

The system of any one of claims 1 to 5 wherein the
remedy action further includes blocking of the com-
municator from incoming and outgoing communica-
tions.

The system of any one of claims 1 to 6 wherein the
remedy action further includes an insertion of a
visual indicator or icon next to the phone number
in the message record that includes an alert that the
phone number is suspicious.

The system of any one of claims 1 to 7 wherein the
processor is further configured to:

determine thatthe communicator is unwanted or
suspicious based on the comparing; and
determine the entity contact data is not authentic
based on the determination that the communi-
cator is unwanted or suspicious.

The system of any one of claims 1 to 8 wherein the
message record comprises a transcribed voice mes-
sage.

The system of any one of claims 1 to 9 wherein the
processor is further configured to perform at least
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12,

13.

one of caller carrier analysis, cellular/landline ana-
lysis, fingerprinting, and matching to a database of
templates associated with fraudulent or suspicious
messages.

The system of any one of claims 1 to 10 wherein the
processor is further configured to replace the entity
contact data in the message record with verified
contact data based on the determination that the
contact data is not authentic.

The system of any one of claims 1 to 11 wherein the
processor is further configured to:

identify caller identification data; and
confirm the identity based on the caller identifi-
cation data and a user contact list.

A method, in a data processing system (104, 106,
112, 300) comprising a processor and a memory, for
providing safe call back numbers, the method com-
prising:

parsing (202, 306), by the data processing sys-
tem, message records from a message server,
the message records comprising text or voice
messages left or sent by communicators;
analyzing (204, 308), by the data processing
system, the message records for untrustworthy
phone numbers by comparing contact informa-
tion from content of the text or voice messages of
the message records to contact information cor-
responding to legitimate entities in a reference
data set that is retrieved from a database (110),
the reference data set

including genuine and fraud data wherein the
genuine and fraud data includes entities that are
legitimate and contact information correspond-
ing to the entities, and the contact information
from the content of the text or voice messages
including at least a phone number and data
representing an identity of an alleged legitimate
entity including at least a name associated with
the alleged legitimate entity;

determining (206), by the data processing sys-
tem, untrustworthy phone numbers in the mes-
sage records based on the contact information
from the content of the text or voice messages
not matching the contact information corre-
sponding to the legitimate entities in the refer-
ence data set from the analysis; and
generating (212), by the data processing sys-
tem, remedy actions based on the determination
of the untrustworthy phone numbers, wherein
the remedy actions include a replacement of the
untrustworthy phone numbers in the message
records with safe call back numbers, from the
database (110), of the legitimate entities the
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communicators claim to be according to the
extracted entity contact data.

The method of claim 13 further comprising analyzing
the message records by performing at least one of
caller carrier analysis, cellular/landline analysis, fin-
gerprinting, and matching to a database of templates
associated with untrustworthy or suspicious mes-
sages.

The method of claim 13 or claim 14 wherein the
remedy action includes at least one of preventing
calls to the untrustworthy phone numbers and gen-
erating warnings of the untrustworthy phone num-
bers.

Patentanspriiche

1.

System (104, 106, 112, 300) zum Bereitstellen si-
cherer Ruckrufnummern, wobei das System um-
fasst:

einen Prozessor; und

einen Speicher, welcher ausfiihrbare Anwei-
sungen darauf gespeichert hat, welche, wenn
von dem Prozessor ausgefihrt, den Prozessor
dazu veranlassen:

einen Nachrichtendatensatz (202) zu par-
sen, wobei der Nachrichtendatensatz eine
von einem Zeichengeber hinterlassene
oder gesendete Text-oder Sprachnachricht
umfasst;

Entitatskontaktdaten aus dem Inhalt des
geparsten Nachrichtendatensatzes (204)
zu extrahieren, wobei die Entitatskontakt-
daten zumindest eine Telefonnummer und
Daten beinhalten, welche eine Identitat ei-
ner angeblich legitimen Entitat darstellen,
welche zumindest einen mit der angeblich
legitimen Entitat verkniipften Namen bein-
haltet;

die extrahierten Entitatskontaktdaten mit
einem Referenzdatensatz (206) zu verglei-
chen, welcher aus einer Datenbank (110)
abgerufen wird, in welcher echte und Be-
trugsdaten gespeichert sind, wobei der Re-
ferenzdatensatz legitime Entitaten und den
legitimen Entitaten entsprechende Kontakt-
daten beinhaltet;

zu bestimmen, dass die Entitatskontaktda-
ten nicht authentisch sind (208), basierend
darauf, dass die extrahierten Entitatskon-
taktdaten nicht mit den Kontaktdaten Uber-
einstimmen, welche den legitimen Entitaten
in dem Vergleich entsprechen; und
basierend auf der Bestimmung eine Abhil-
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femafinahme (212) auszufiihren, wobei die
Abhilfemallnahme einen Austausch der Te-
lefonnummer in dem Nachrichtendatensatz
durch eine sichere Rickrufnummer aus der
Datenbank (110) der legitimen Entitat bein-
haltet, welche der Zeichengeber gemafl
den extrahierten Entitdtskontaktdaten zu
sein behauptet.

System nach Anspruch 1, wobei die Abhilfemal3-
nahme weiter eine Nachricht beinhaltet, dass die
Telefonnummer ausgetauscht wurde (522).

System nach Anspruch 1 oder Anspruch 2, wobei die
AbhilfemaRnahme vor einem Versuch, die Telefon-
nummer anzurufen, durchgefihrt wird.

System nach Anspruch 1 oder Anspruch 2, wobei die
Abhilfemalnahme in Echtzeit durchgefihrt wird,
wahrend ein Benutzer versucht, die Telefonnummer
zu wahlen.

System nach einem der Anspriiche 1 bis 4, wobei die
Abhilfemallnahme weiter eine Warnung beinhaltet,
dass der Nachrichtendatensatz betriigerische Infor-
mationen beinhaltet.

System nach einem der Anspriiche 1 bis 5, wobei die
AbhilfemaRnahme weiter Blockieren des Zeichen-
gebers flr eingehende und ausgehende Kommuni-
kationen beinhaltet.

System nach einem der Anspriiche 1 bis 6, wobei die
Abhilfemallnahme weiter ein Einfligen eines visuel-
len Indikators oder Symbols neben der Telefonnum-
mer in dem Nachrichtendatensatz beinhaltet, wel-
cher eine Warnung beinhaltet, dass die Telefonnum-
mer verdachtig ist.

System nach einem der Anspriiche 1 bis 7, wobei der
Prozessor weiter dazu konfiguriert ist:

basierend auf dem Vergleichen zu bestimmen,
dass der Zeichengeber unerwiinscht oder ver-
dachtig ist;

und

basierend auf der Bestimmung, dass der Zei-
chengeber unerwiinscht oder verdachtig ist, zu
bestimmen, dass die Entitatskontaktdaten nicht
authentisch sind.

System nach einem der Anspriiche 1 bis 8, wobei der
Nachrichtendatensatz eine transkribierte Sprach-
nachricht umfasst.

System nach einem der Anspriiche 1 bis 9, wobei der
Prozessor weiter dazu konfiguriert ist, zumindest
eines von einer Anrufertrdgeranalyse, Mobil-
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funk-/Festnetzanalyse, Fingerabdruck und Abgleich
mit einer Datenbank von Vorlagen, welche mit be-
triigerischen oder verdachtigen Nachrichten ver-
knUpft sind, durchzufiihren.

System nach einem der Anspriiche 1 bis 10, wobei
der Prozessor weiter dazu konfiguriert ist, basierend
auf der Bestimmung, dass die Kontaktdaten nicht
authentisch sind, die Entitatskontaktdaten in dem
Nachrichtendatensatz durch verifizierte Kontaktda-
ten zu ersetzen.

System nach einem der Anspriiche 1 bis 11, wobei
der Prozessor weiter dazu konfiguriert ist:

Anruferidentifikationsdaten zu
und

die Identitat basierend auf den Anruferidentifi-
kationsdaten und einer Benutzerkontaktliste zu
bestatigen.

identifizieren;

Verfahren in einem Datenverarbeitungssystem
(104, 106, 112, 300), welches einen Prozessor
und einen Speicher umfasst, zum Bereitstellen si-
cherer Rickrufnummern, wobei das Verfahren um-
fasst:

Parsen (202, 306) von Nachrichtendatensatzen
von einem Nachrichtenserver durch das Daten-
verarbeitungssystem, wobei die Nachrichten-
datensatze von Zeichengebern hinterlassene
oder gesendete Text- oder Sprachnachrichten
umfassen;

Analysieren (204, 308) der Nachrichtendaten-
satze auf nicht vertrauenswirdige Telefonnum-
mern durch das Datenverarbeitungssystem
durch Vergleichen von Kontaktinformationen
aus dem Inhalt der Text- oder Sprachnachrich-
ten der Nachrichtendatensatze mit Kontaktinfor-
mationen, welche legitimen Entitaten in einem
Referenzdatensatz entsprechen, welcher aus
einer Datenbank (110) abgerufen wird, wobei
der Referenzdatensatz

echte und Betrugsdaten beinhaltet, wobei die
echten und Betrugsdaten legitime Entitaten und
den Entitdten entsprechende Kontaktinforma-
tionen beinhalten und die Kontaktinformationen
aus dem Inhalt der Text- oder Sprachnachrich-
ten zumindest eine Telefonnummer und Daten
beinhalten, welche eine Identitat einer angeb-
lich legitimen Entitat darstellen, welche zumin-
dest einen mit der angeblich legitimen Entit&t
verknlpften Namen beinhaltet;

Bestimmen (206), durch das Datenverarbei-
tungssystem, nicht vertrauenswiirdiger Telefon-
nummern in den Nachrichtendatensatzen ba-
sierend auf den Kontaktinformationen aus
dem Inhalt der Text- oder Sprachnachrichten,
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welche nicht mit den Kontaktinformationen
Ubereinstimmen, welche den legitimen Entita-
ten in dem Referenzdatensatz aus der Analyse
entsprechen; und

Generieren (212) von AbhilfemafRnahmen ba-
sierend auf der Bestimmung der nicht ver-
trauenswdurdigen Telefonnummern durch das
Datenverarbeitungssystem, wobei die Abhilfe-
mafnahmen einen Austausch der nicht ver-
trauenswirdigen Telefonnummern in den Nach-
richtendatenséatzen durch sichere Ruckrufnum-
mern aus der Datenbank (110) der legitimen
Entitaten beinhalten, welche die Zeichengeber
gemal den extrahierten Entitdtskontaktdaten
zu sein behaupten.

Verfahren nach Anspruch 13, welches weiter Ana-
lysieren der Nachrichtendatensatze durch Durch-
fiihren von zumindest einem von Anrufertrdgerana-
lyse, Mobilfunk-/Festnetzanalyse, Fingerabdruck
und Abgleich mit einer Datenbank von Vorlagen
umfasst, welche mit nicht vertrauenswiirdigen oder
verdachtigen Nachrichten verknipft sind.

Verfahren nach Anspruch 13 oder Anspruch 14,
wobei die Abhilfemallnahme zumindest eines von
Verhindern von Anrufen an die nicht vertrauenswiir-
digen Telefonnummern und Generieren von Warn-
ungen vor den nicht vertrauenswirdigen Telefon-
nummern beinhaltet.

Revendications

1.

Systéme (104, 106, 112, 300) pour fournir des nu-
méros de rappel sdrs, le systéme comprenant :

un processeur ; et

une mémoire présentant des instructions exé-
cutables stockées sur celle-ci qui, lorsqu’elles
sont exécutées par le processeur, aménent le
processeur a :

analyser syntaxiquement un enregistre-
ment de message (202), I'enregistrement
de message comprenant un message tex-
tuel ou vocal laissé ou envoyé par un
communicateur ;

extraire des données de contact d’entité du
contenu de I'enregistrement de message
analysé syntaxiquement (204), les données
de contact d’entité incluant au moins un
numéro de téléphone et des données re-
présentant une identité d’'une entité préten-
dument Iégitime incluant au moins un nom
associé a I'entité prétendument Iégitime ;
comparer les données de contact d’entité
extraites a un jeu de données de référence
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(206) qui est récupéré d’'une base de don-
nées (110) stockant des données authenti-
ques et frauduleuses, le jeu de données de
référence incluant des entités légitimes et
des données de contact correspondant aux
entités légitimes ;

déterminer que les données de contact
d’'entité ne sont pas authentiques (208)
sur la base du fait que les données de
contact d’entité extraites ne correspondent
pas aux données de contact correspondant
aux entités légitimes dans la comparaison ;
et

exécuter une action corrective (212) sur la
base de la détermination, I’action corrective
incluant un remplacement du numéro de
téléphone dans I'enregistrement de mes-
sage par un numéro de rappel sdr, a partir
de la base de données (110), de l'entité
Iégitime que le communicateur prétend étre
selon les données de contact d’entité ex-
traites.

Systéme selon la revendication 1, dans lequel I'ac-
tion corrective inclut en outre un message indiquant
que le numéro de téléphone a été remplacé (522).

Systéme selon la revendication 1 ou la revendication
2, dans lequel I'action corrective est effectuée avant
une tentative d’appel du numéro de téléphone.

Systéme selon la revendication 1 ou la revendication
2, dans lequel I'action corrective est effectuée en
temps réel pendant qu’un utilisateur tente de compo-
ser le numéro de téléphone.

Systéme selon 'une quelconque des revendications
1a4,danslequell’action corrective incluten outre un
avertissement indiquant que I'enregistrement de
message inclut des informations frauduleuses.

Systéme selon 'une quelconque des revendications
1 a5, dans lequel I'action corrective inclut en outre
linterdiction au communicateur d’effectuer des
communications entrantes et sortantes.

Systéme selon 'une quelconque des revendications
1 a 6, dans lequel I'action corrective inclut en outre
une insertion d’un indicateur visuel ou d’'une icone a
coté du numéro de téléphone dans I'enregistrement
de message qui inclut une alerte indiquant que le
numéro de téléphone est suspect.

Systéme selon I'une quelconque des revendications
1 a7, dans lequel le processeur est en outre confi-

gureé pour :

déterminer que le communicateur est indési-
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rable ou suspect sur la base de la comparaison ;
et

déterminer que les données de contact d’entité
ne sont pas authentiques sur la base de la
détermination que le communicateur est indési-
rable ou suspect.

Systéme selon 'une quelconque des revendications
1 a 8, dans lequel I'enregistrement de message
comprend un message vocal transcrit.

Systéme selon 'une quelconque des revendications
1 a9, dans lequel le processeur est en outre confi-
guré pour effectuer au moins une d'une analyse
d’opérateur appelant, d’'une analyse de téléphonie
mobile/fixe, d’'empreintes digitales et d’'une corres-
pondance avec une base de données de modéles
associés a des messages frauduleux ou suspects.

Systéme selon I'une quelconque des revendications
1a10, dans lequel le processeur est en outre confi-
guré pour remplacer les données de contact d’entité
dans I'enregistrement de message par des données
de contact vérifiées sur la base de la détermination
que les données de contact ne sont pas authenti-
ques.

Systéme selon 'une quelconque des revendications
1a 11, dans lequel le processeur est en outre confi-
guré pour :

identifier des données d’identification d’appe-
lant ; et

confirmer l'identité sur la base des données
d’identification d’appelant et d'une liste de
contacts d'utilisateur.

Procédé dans un systéme de traitement de données
(104, 106, 112, 300) comprenant un processeur et
une mémoire pour fournir des numéros de rappel
s(rs, le procédé comprenant :

I'analyse syntaxique (202, 306), par le systeme
de traitementde données, d’enregistrements de
messages provenant d’'un serveur de messa-
ges, les enregistrements de messages compre-
nant des messages textuels ou vocaux laissés
ou envoyés par des communicateurs ;

I'analyse (204, 308), par le systeme de traite-
ment de données, des enregistrements de mes-
sages pour des numéros de téléphone non fia-
bles en comparant des informations de contact
provenant du contenu des messages textuels
ou vocaux des enregistrements de messages a
des informations de contact correspondant a
des entités |égitimes dans un jeu de données
de référence quiestrécupéré a partird’'une base
de données (110), le jeu de données de réfeé-
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rence incluant des données authentiques et
frauduleuses, dans lequel les données authen-
tiques et frauduleuses incluent des entités qui
sont légitimes et des informations de contact
correspondant aux entités, et les informations
de contact provenant du contenu des messages
textuels ou vocaux incluant au moins un numéro
de téléphone et des données représentant une
identité d’'une entité prétendument légitime in-
cluant au moins un nom associé a I'entité preé-
tendument légitime ;

la détermination (206), par le systéme de trai-
tement de données, de numéros de téléphone
non fiables dans les enregistrements de mes-
sages sur la base des informations de contact
provenant du contenu des messages textuels
ou vocaux ne correspondant pas aux informa-
tions de contact correspondant aux entités Iégi-
times dans le jeu de données de référence pro-
venant de I'analyse ; et

la génération (212), parle systeme de traitement
de données, d’actions correctives surla base de
la détermination des numéros de téléphone non
fiables, dans lequel les actions correctives in-
cluent un remplacement des numéros de télé-
phone non fiables dans les enregistrements de
messages par des numéros de rappel sdrs, a
partir de la base de données (110), des entités
légitimes que les communicateurs prétendent
étre selon les données de contact d’entité ex-
traites.

Procédé selon la revendication 13 comprenant en
outre I'analyse des enregistrements de messages
en effectuant au moins une d’une analyse d’opéra-
teur appelant, d’'une analyse de téléphonie mobile/-
fixe, d’empreintes digitales et d’une correspondance
avec une base de données de modéles associés a
des messages non fiables ou suspects.

Procédé selon la revendication 13 ou la revendica-
tion 14, dans lequel l'action corrective inclut au
moins une del'interdiction d’appels vers les numéros
de téléphone non fiables et de la génération d’aver-
tissements concernant les numéros de téléphone
non fiables.
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