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BLOCK CHAIN ALIAS PERSON-TO-PERSON PAYMENTS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application is a non-provisional application which claims the benefit of U.S.
Provisional Application No. 62/253,935, entitled “BLOCK CHAIN ALIAS PERSON-TO-
PERSON PAYMENT?” filed November 11, 2015; the contents of which are hereby incorporated

by reference.

BACKGROUND
[0002] With the wide adoption of credits cards, debit cards, electronic payment devices,
online shopping systems, and online banking systems, very few people today carry a lot of cash
or write many checks. However, people still need to transfer money to each other for all sorts of
reasons. For example, a person may want to pay a friend back for money recently borrowed
from the friend, or a person may want to send money to a relative as a gift. Giving or lending
money to another person, however, can be difficult when you don’t have cash on hand and/or if
the person is not physically present. The process may need to involve going to an automated
teller machine (ATM) or mailing the person a check, both of which can be time consuming and
inconvenient depending on the situation.
[0003] Money can be transferred from one person to another using electronic banking
systems, but these systems traditionally require that the sender know account information for the
receiver in order to instruct the bank to transfer money to the proper account. Most people do
not know the account numbers of their friends, nor do most people want to widely publicize their
account numbers for security reasons.
[0004] Some third party service providers try to facilitate payments from one person to
another, but many people do not like these systems because they require opening yet another
account with another online entity, remembering yet another username and password, and
disclosing confidential financial institution account information to these other companies. In
addition to the inconvenience and the security concerns, these systems generally take time set up
and are not user-friendly.
[0005] For all these reasons and others, there is a need for improved user-friendly

systems and methods for transferring money between two people and/or other entities, especially
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if such systems can transfer money directly to and/or from financial institution accounts, such as

demand deposit accounts (e.g., checking accounts), savings accounts, and/or credit accounts..

BRIEF SUMMARY
[0006] Embodiments of the present invention address these and/or other needs by
providing an innovative system operatively connected with a block chain distributed network and
for using the block chain distributed network for facilitating a person-to-person (P2P) alias-based
payment, where the system includes a memory device; and a processing device operatively
coupled to the memory device, wherein the processing device is configured to execute computer-
readable program code to receive a transaction record associated with a P2P transaction between
a payor and a payee, wherein the transaction record comprises an alias associated with the payor
and/or the payee; access a distributed ledger, wherein the distributed ledger is updated based on
communications from a block chain distributed network; retrieve an alias to entity mapping from
the accessed distributed ledger, wherein the alias to entity mapping indicates at least an entity to
which the alias is mapped; and based on the mapping, determine that the alias is at least partially
valid.
[0007] In some embodiments, the processing device is further configured to execute
computer-readable program code to communicate the transaction record to the entity for full
validation of the transaction record and authorization of the transaction. In some embodiments,
the processing device is further configured to execute computer-readable program code to based
at least in part on the determination that the alias is at least partially valid, initiate authorization
of the transaction.
[0008] According to embodiments of the invention, a system maintained by an entity and
operatively connected with a block chain distributed network and for using the block chain
distributed network for facilitating a person-to-person (P2P) alias-based payment includes a
memory device; and a processing device operatively coupled to the memory device, wherein the
processing device is configured to execute computer-readable program code to receive a
transaction request from a node in a block chain distributed network; determine, from the
transaction request, that an alias is associated with the transaction request; access a private alias
ledger comprising a listing of a plurality of aliases and a corresponding plurality of account

numbers; determine that the alias corresponds to an account number maintained by the entity;
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and based on determining that the alias corresponds to the account number maintained by the
entity, authorize a transaction associated with the transaction request.

[0009] In some embodiments, the processing device is further configured to execute
computer-readable program code to communicate authorization of the transaction to the block
chain distributed network. In some embodiments, the processing device is further configured to
execute computer-readable program code to update a distributed ledger stored by the system and
provide access to the distributed ledger to the block chain distributed network. In some such
embodiments, the processing device is further configured to execute computer-readable program
code to update the distributed ledger with the authorization of the transaction.

[0010] According to embodiments of the invention, a method performed by a system
operatively connected with a block chain distributed network and for using the block chain
distributed network for facilitating a person-to-person (P2P) alias-based payment includes
receiving a transaction record associated with a P2P transaction between a payor and a payee,
wherein the transaction record comprises an alias associated with the payor and/or the payee;
accessing a distributed ledger, wherein the distributed ledger is updated based on
communications from a block chain distributed network; retrieving an alias to entity mapping
from the accessed distributed ledger, wherein the alias to entity mapping indicates at least an
entity to which the alias is mapped; and based on the mapping, determining that the alias is at
least partially valid.

[0011] In some embodiments, the method includes communicating the transaction record
to the entity for full validation of the transaction record and authorization of the transaction.
[0012] In some embodiments, the method includes, based at least in part on the
determination that the alias is at least partially valid, initiating authorization of the transaction.
[0013] According to embodiments of the invention, a method performed by a system
maintained by an entity and operatively connected with a block chain distributed network and for
using the block chain distributed network for facilitating a person-to-person (P2P) alias-based
payment includes receiving a transaction request from a node in a block chain distributed
network; determining, from the transaction request, that an alias is associated with the
transaction request; accessing a private alias ledger comprising a listing of a plurality of aliases
and a corresponding plurality of account numbers; determining that the alias corresponds to an

account number maintained by the entity; and, based on determining that the alias corresponds to
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the account number maintained by the entity, authorizing a transaction associated with the
transaction request. In some embodiments, the method includes communicating authorization of
the transaction to the block chain distributed network.

[0014] In some embodiments, the method includes updating a distributed ledger stored
by the system and provide access to the distributed ledger to the block chain distributed network.
In some such embodiments, the method includes updating the distributed ledger with the
authorization of the transaction.

[0015] According to embodiments of the invention, a computer program product for
execution on a system operatively connected with a block chain distributed network for using the
block chain distributed network for facilitating a person-to-person (P2P) alias-based payment
and including at least one non-transitory computer-readable medium having computer-readable
program code portions embodied therein. The computer-readable program code portions include
an executable portion configured to receive a transaction record associated with a P2P
transaction between a payor and a payee, wherein the transaction record comprises an alias
associated with the payor and/or the payee; an executable portion configured to access a
distributed ledger, wherein the distributed ledger is updated based on communications from a
block chain distributed network; an executable portion configured to retrieve an alias to entity
mapping from the accessed distributed ledger, wherein the alias to entity mapping indicates at
least an entity to which the alias is mapped; and an executable portion configured to based on the
mapping, determine that the alias is at least partially valid.

[0016] In some embodiments, the computer-readable program code portions further
comprise an executable portion configured to communicate the transaction record to the entity
for full validation of the transaction record and authorization of the transaction.

[0017] In some embodiments, the computer-readable program code portions further
comprise an executable portion configured to, based at least in part on the determination that the
alias is at least partially valid, initiate authorization of the transaction.

[0018] According to embodiments of the invention, a computer program product for
execution on a system operatively connected with a block chain distributed network for using the
block chain distributed network for facilitating a person-to-person (P2P) alias-based payment
includes at least one non-transitory computer-readable medium having computer-readable

program code portions embodied therein. The computer-readable program code portions include
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an executable portion configured to receive a transaction request from a node in a block chain
distributed network; an executable portion configured to determine, from the transaction request,
that an alias is associated with the transaction request; an executable portion configured to access
a private alias ledger comprising a listing of a plurality of aliases and a corresponding plurality of
account numbers; an executable portion configured to determine that the alias corresponds to an
account number maintained by the entity; and an executable portion configured to, based on
determining that the alias corresponds to the account number maintained by the entity, authorize
a transaction associated with the transaction request.

[0019] In some embodiments, the computer-readable program code portions further
comprise an executable portion configured to communicate authorization of the transaction to the
block chain distributed network. In some embodiments, the computer-readable program code
portions further comprise an executable portion configured to update a distributed ledger stored
by the system and provide access to the distributed ledger to the block chain distributed network.
[0020] The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined with yet
other embodiments, further details of which can be seen with reference to the following

description and drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0021] Having thus described embodiments of the invention in general terms, reference
will now be made the accompanying drawings, wherein:
[0022] Figure 1 is a combination flowchart and block diagram of a system and method
for making P2P payments, in accordance with example embodiment of the invention;
[0023] Figure 2 is a block diagram illustrating the various ways through which a
customer may make P2P payments, in accordance with various embodiments of the invention;
[0024] Figure 3 provides a block diagram illustrating a mobile banking P2P payment
system and environment, in accordance with an embodiment of the invention;
[0025] Figure 4 provides a block diagram illustrating the first user’s mobile computing
device of Figure 3, in accordance with an embodiment of the invention;
[0026] Figure 5 provides a block diagram illustrating the second user’s personal
computing device of Figure 3, in accordance with an embodiment of the invention;
[0027] Figure 6 provides a block diagram illustrating the financial institution’s mobile
banking system of Figure 3, in accordance with an embodiment of the invention;
[0028] Figure 7 provides a block diagram illustrating the alias data repository of Figure
3, in accordance with an embodiment of the invention;
[0029] Figures 8 A-8E provide flow charts illustrating a process for sending P2P
payments, in accordance with embodiments of the invention;
[0030] Figures 9A-9G provide screenshots of a graphical user interface used during the
process described in Figures 8A-8E, in accordance with embodiments of the invention;
[0031] Figures 10A-10C provide flow charts for receiving P2P payments, in accordance
with embodiments of the invention, in accordance with embodiments of the invention;
[0032] Figures 11 provides a flowchart for sending P2P payments via text message, in
accordance with an embodiment of the invention;
[0033] Figures 12A-12D provide illustrations of a graphical user interface used during
the process described in Figure 11, in accordance with embodiments of the invention;
[0034] Figure 13A is a diagram illustrating a centralized clearinghouse network
configuration, in accordance with embodiments of the invention;
[0035] Figure 13B is a diagram illustrating a decentralized block chain network

configuration, in accordance with embodiments of the invention;
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[0036] Figure 14 is a flowchart illustrating a method for facilitating alias-based person-
to-person payments using a block chain distributed network according to embodiments of the
invention;

[0037] Figure 15 is a flowchart illustrating a method for facilitating alias-based person-
to-person payments using a block chain distributed network according to embodiments of the
invention;

[0038] Figure 16 is a combined diagram and flowchart illustrating a directory services
(DS) block chain environment configuration according to embodiments of the invention; and
[0039] Figure 17 is a flowchart illustrating a method for mapping aliases according to

embodiments of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0040] Embodiments of the present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal
requirements. Where possible, any terms expressed in the singular form herein are meant to also
include the plural form and vice versa, unless explicitly stated otherwise. Also, as used herein,
the term “a” and/or “an” shall mean “one or more,” even though the phrase “one or more” is also
used herein. Furthermore, when it is said herein that something is “based on” something else, it
may be based on one or more other things as well. In other words, unless expressly indicated
otherwise, as used herein “based on” means “based at least in part on” or “based at least partially
on.” Like numbers refer to like elements throughout.
[0041] In accordance with embodiments of the invention, the terms “financial institution”
and "financial entity" include any organization that processes financial transactions including,
but not limited to, banks, credit unions, savings and loan associations, investment companies,
stock brokerages, asses management firms, insurance companies and the like. In specific
embodiments of the invention, use of the term "bank" is limited to a financial entity in which
account-bearing customers conduct financial transactions, such as account deposits, withdrawals,

transfers and the like.
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[0042] Embodiments of the present invention provide a system and method for mobile
banking integrated person-to-person (P2P) payments. Embodiments of the invention allow
customers of a financial entity to make payments directly from their accounts, whether their
accounts be checking, savings, line of credit, credit card, and/or other accounts, to a payment or
transfer recipient, including financial entity customers and non-financial entity customers,
without having to share any confidential account information and without having to know
account information for the intended payment recipient. Embodiments of the invention also
allow customers and non-customers to receive payments from others directly into their financial
institution accounts without requiring the customer to share account information with the
payment sender. It should be noted that some embodiments of the invention allow a customer to
make payments to and/or receive payments from a merchant in the same way that a customer can
make payments to and/or receive payments from another person. As such, as used herein, the
phrase person-to-person (P2P) is intended to include person-to-merchant (P2M), merchant-to-
merchant (M2M), and merchant-to-person (M2P) unless specifically stated otherwise.
Embodiments of the present invention permit a sender to send money from the sender’s financial
institution account directly to the recipient’s financial institution account using the alias of the
recipient without the involvement of an intermediary or a third party. This allows for greater
security as no party apart from the sender, the recipient, and the bank is ever a part of the
transfer.

[0043] Embodiments of the invention provide a system operatively connected with a
block chain distributed network and for using the block chain distributed network for facilitating
a person-to-person (P2P) alias-based payment. Embodiments receive a transaction record
associated with a P2P transaction between a payor and a payee, wherein the transaction record
comprises an alias associated with the payor and/or the payee; access a distributed ledger,
wherein the distributed ledger is updated based on communications from a block chain
distributed network; retrieve an alias to entity mapping from the accessed distributed ledger,
wherein the alias to entity mapping indicates at least an entity to which the alias is mapped; and
based on the mapping, determine that the alias is at least partially valid. In some cases,
embodiments determine that the alias corresponds to an account number maintained by the entity

in a private ledger; and authorize a transaction associated with the transaction request.
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P2P Payments

[0044] Figure 1 is a combination block diagram and flowchart providing an overview of
a system and method 100 for making P2P payments, in accordance with one or more
embodiments of the invention. A customer 101 with an eligible account 107, e.g., checking
(demand deposit account or “DDA”), savings, money market, line of credit, credit card, efc., of a
financial entity is be able to register and make use of this service. During the registration
process, the customer 101 is able to set up an alias identifier (ID) 117 (or simply an “alias”) that
maps back to the customer’s financial institution account. The alias 117 may be any unique
identifier other than the customer’s account number. Typically, the alias 117 is an identifier that
friends, family, and/or other members of the public uniquely associate with the customer 101.
For example, the alias 117 may be a mobile telephone number 119, an email address 121, a
social networking ID 123, and/or the like. The embodiments of the invention described herein in
the other figures generally permit the customer 101 to use either a mobile telephone number 119
or an email address 121 as the account alias, but it will be appreciated that, in view of this
disclosure, other embodiments of the invention may allow use of other types of aliases.

[0045] The information provided by the customer 101 during registration of an alias may
be verified to confirm that the customer 101 does have access to the mobile number 119, email
address 121, social networking ID 123, or other alias 117 provided. For example, as described in
greater detail below, the financial institution (or other entity that maintains a database of aliases
and associates them with financial institution accounts) may send a communication to the
customer 101 using the alias and require the customer 101 confirm access to the alias by
responding to the notice in some way. For example, if the alias registered by the customer 101 is
a mobile telephone number 119, the financial institution may send a text message to the mobile
telephone number 119 with a code and then require that the customer 101 enter the code into a
mobile banking or online banking application to confirm that the mobile telephone number is
associated with the customer 101. Once the alias information is verified, then the alias is linked
to one or more of the customer’s financial institution accounts in a data repository maintained by
the financial institution or some other entity that provides an alias registry service to the financial
institution.

[0046] The customer 101 can also use embodiments of the invention to make payments

to other entities, such as receiver 125, using an alias of the receiver 125. In some embodiments
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of the invention, the customer 101 is able to set preferences for accounts to be used for outgoing
payments, and default account(s) for incoming payments. In some embodiments of the
invention, the financial institution places limits (e.g., maximums and/or minimums) on how
much money can be sent or received using P2P payment aliases, and such limits may be based on
the sender, the receiver, whether the receiver is a customer of the financial institution or a partner
financial institution, account history, credit ratings, customer status, whether the customer has
registered the alias, and/or any other relevant information. In some embodiments, the customer
101 can also establish limits on P2P payments. For example, a customer 101 may want to set a
maximum of $1000 for P2P payments where an alias is used for the recipient as opposed to an
account number.

[0047] In some embodiments of the invention, the customer 101 may also have an option
of opening a new P2P account 109 with the financial institution that the customer may use
exclusively for making and/or receiving P2P payments. This financial entity P2P account 109
may be like any other account hosted at the financial entity and so money may be moved
instantly into this account 109 through the regular mobile banking transfer process for moving
money between a customer’s accounts. This account 109 may be a type of checking account
except that it may come with certain limitations, e.g., no checks, maximum balance limits,
number of daily transactions or the like, and may be opened by customers by providing much
less information as compared to a regular checking account. The financial entity may, at a
minimum, require customers to provide certain information, such as name, address, date of birth,
and social security number, in order to comply with Anti-Money Laundering (AML) regulations.
Customers 101 of the financial entity may also have an option to set up P2P accounts 109 (i.e.,
sub-accounts) for minors 125, other dependents, or related entities. Customers 101 are able to
access these accounts just like any of their other accounts. In addition, customers 101 are able to
set up a mobile banking access ID for the minor 125 that the minor 125 may use to sign into
mobile banking but have access only to the specific minor P2P account 109 set up for them.
These P2P-specific accounts and sub-accounts are described in more detail in U.S. Patent
Application No. 12/038,177 filed on February 27, 2008 and entitled “Sub-Account Mechanism,”
which application was assigned to, or subject to an obligation to assign to, the same assignee of
the present application at the time of filing of the present application and at the time of

conception of the inventions described herein.
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[0048] Referring again to Figure 1, customers 101 of the financial entity are able to make
payments to other people through any of a number of different methods. Payments may be made
by a routing number/account number 113. Payments may also be made by providing an account
number and an additional identifier, such as a zip code 115. If there is a match to an existing
financial entity account in 127, then the funds are transferred instantly to that account. Else, an
error message 129 may be generated.

[0049] In accordance with embodiments of the invention, payments may be made by
providing an alias 117. In general, as described in greater detail below, the customer 101
initiates a P2P payment using an alias by communicating an alias 117 and an associated payment
amount to the financial institution. The financial institution then accesses an alias database, or
other type of data repository, to determine if the entered alias 117 has been registered by the alias
holder and is, thereby, associated with a particular financial institution account. If the alias 117
does have a match to another customer in 131 or financial institution account of another
customer 131, then the payment may be initiated to that person, as described in greater detail
below. If there is no match, then either an error message 129 is generated or, if possible, the
alias 117 may be used to contact the intended recipient 125 and allow this person to register the
alias 117 and thereby associate the alias with a financial institution account. At any time, if
outgoing payments or payment notifications are not received by a receiver (as represented by
block 103), the payment may be canceled (as represented by block 105).

[0050] In some embodiments of the invention, an alias 117 may be associated with
multiple financial institution accounts of the alias holder. In some such embodiments, the alias
holder may be a able to establish a default account when registering the alias 117 or afterwards.
Consequently, if a receiver 125 does have a default account for incoming payments in 137, then
the funds may be transferred instantly to that account(s). If the receiver 125 has not set up a
default account in 137 but the receiver 125 does have multiple accounts associated with the alias
117, then the funds may be moved to a master settlement account 135 and the receiver 125 may
see the payment as an incoming payment within mobile banking 133. The receiver 125 may then
be able to use the mobile banking application to move the funds instantly to any of the receiver’s
others accounts. In other embodiments, however, each alias 117 is associated only with one
financial institution account and, therefore, steps 137 and 135 are not needed and the payment is

deposited directly into the one financial institution account associated with the alias 117.
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[0051] As further illustrated in Figure 1, the alias 117 may be a mobile telephone number
119 and, as such, payment may be made by the customer 101 providing a mobile phone number
119 (the mobile telephone number 119 being the mobile telephone number of the intended
payment recipient 125) along with an associated payment amount. This operation may perform
exactly as described above for the alias 117 if there is a match in 139 on the mobile number. If
there is no match in 139, then a text message may be sent to the mobile number 119 provided (as
represented by block 150). If the receiver 125 of the message is an existing financial institution
customer (or, in some embodiments, if the receiver 125 is a customer of a partner financial
institution), then that person may be allowed to sign into their online or mobile banking account,
register the phone number as illustrated by block 151(thereby associating the phone number with
a financial institution account for P2P payment purposes), and then receive funds similar to the
process described above for the alias 117. If the receiver 125 is not a financial entity customer
with an account eligible for receiving funds, then the receiver 125 may be given the option to
sign up (as represented by block 152) for a financial institution account 141 or 143 at the
financial institution or return funds to the sender (as represented by block 153).

[0052] As further illustrated in Figure 1, the alias 117 may be an email address 121 and,
as such, payment may be made by the customer 101 providing an email address 121 (the email
address 121 being an email address of the intended payment recipient 125) along with an
associated payment amount. This operation may perform exactly as described above for a
mobile number 119 except that the notification message (with the registration or account opening
option if appropriate) is sent to the email address 121 provided.

[0053] In some embodiments of the invention, payment may be made by providing a
social networking ID 123, such as a unique ID associated with the receiver 125 on a particular
social networking Internet site. In such a situation, the process operates in the same way as
described above for mobile phone number 119 and email address 121 except the social
networking platform may be used to notify the receiver based on the social networking ID 123
provided.

[0054] In all cases described above, if the receiver 125 is already a customer of the
financial institution or a partner financial institution and has already registered the alias 117
provided by the sender 101, a text message, email, mobile banking notice, online banking notice,

or other type of message may be sent to receiver 125 based on the alias 117 entered by the sender
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101 or irrespective of information entered by sender if there is other contact information found in
the receiver’s profile, the notification notifying the receiver 125 of the payment. In some
embodiments, the receiver 125 may be allowed to reject or re-route the payment. In some
embodiments of the invention, the sender 101 is permitted to include a note to the recipient 125
along with the payment, such as a note explaining to the recipient what the purpose of the
payment is for.

[0055] Figure 2 is a block diagram illustrating the various ways through which a
customer may make P2P payments in accordance with various embodiments of the invention.
As illustrated, in some embodiments of the invention, a customer 201 who is signed up for the
P2P payment service has the option to initiate P2P payments from a DDA, savings, line of credit,
and/or credit card account 203 of the financial entity (and/or from a P2P-specific account 205
with the financial entity) through the financial entity’s mobile banking website 209 or a mobile
banking handset application 207 by providing any of the above-described alias information, e.g.,
phone number, email address, social networking ID, and/or other alias, along with a payment
amount. In some embodiments of the invention, customers can alternatively or additionally
initiate payments by sending a text message 211 to the financial entity, the text message
including the receiver’s phone number, email address, social networking ID, nickname, or other
alias. In some embodiments, customers can alternatively or additionally use the financial
institution’s mobile banking website 212 to initiate a payment using an alias, as described in
greater detail below with respect to Figures 3-12C. Whether via a mobile banking handset
application 207, mobile website 209, short message service 211, or mobile banking website 212,
a receiver 217 associated with the financial entity may receive funds at the receiver’s financial
institution account (e.g., DDA, savings, or credit account 213 or P2P-specific account 215). A
receiver 221 not associated with the financial entity 221 may receive funds at the receiver’s
financial institution account 219 at another partner financial institution if the account is
registered and associated with the alias and/or the receiver 221 may be prompted to register for
the service and/or open an account with the financial institution in order to receive the payment
from the sender 201.

[0056] It should be appreciated that embodiments of the invention described above
permit an entity to send money to another entity even if the sending entity does not know any

account information for the recipient entity and only knows a mobile telephone number or email
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address of the recipient entity. This can also result in better protection of personal account
information. It should also be appreciated that some embodiments of the invention create a viral
registration and/or account opening system that allows for customers of a financial institution
send payments to anyone outside the financial entity using an alias. In such embodiments, the
non-customers are contacted using the alias and they are allowed to quickly open and/or register
an account with the financial institution in order to receive the funds from the sender.

[0057] As described above, Figures 1 and 2 provide an overview of the alias-type P2P
payment system and process of embodiments of the invention. Figures 3-12C, described below,
provide a more detailed description of some systems and methods of implementing embodiments
the invention in a mobile banking environment. Specifically, embodiments of the invention
described below disclose a user-friendly mobile banking interface and associated method that
may be used by a financial institution to: (1) allow customers to send P2P payments using an
alias of the intended recipient; (2) allow customers to register a customer’s aliases and then
receive alias-type P2P payments from others; and (3) allow customers to easily manage their P2P

payments.

Mobile Banking P2P Payment System and Environment

[0058] Figure 3 provides a block diagram illustrating a mobile banking P2P payment
system and environment 300, in accordance with an embodiment of the invention. As illustrated
in Figure 3, the P2P payment environment 100 includes a first user 310 and a second user 320
where a first user wants to send funds to a second user. A user of the system may be a person,
but may also be a business (e.g., a merchant) or any other entity capable of sending or receiving
funds.

[0059] The environment 300 also includes a mobile device 400 and a personal computing
device 500 for the first user 310 and second user 320, respectively. The personal computing
device 500 may be any device that employs a processor and memory and can perform computing
functions, such as a personal computer or a mobile device. As used herein, a “mobile device”
400 is any mobile communication device, such as a cellular telecommunications device (i.e., a
cell phone or mobile phone), personal digital assistant (PDA), a mobile Internet accessing

device, or other mobile device.

14



WO 2017/083565 PCT/US2016/061402

[0060] The mobile device 400 and the personal computing device 500 are configured to
communicate over a network 350 with a financial institution’s mobile banking system 600 and,
in some cases, one or more other financial institution banking systems 370. The first user’s
mobile device 400, the second user’s personal computing device 500, the financial institution’s
mobile banking system 600, an alias data repository 700, and any other participating financial
institution’s banking systems 370 are each described in greater detail below with reference to
Figures 4-7. The network 350 may include a local area network (LAN), a wide area network
(WAN), and/or a global area network (GAN). The network 350 may provide for wireline,
wireless, or a combination of wireline and wireless communication between devices in the
network. In one embodiment, the network 350 includes the Internet. In one embodiment, the
network 350 includes a wireless telephone network 352.

[0061] In general, a mobile device 400 is configured to connect with the network 300 to
log the first user 310 into a mobile banking system 600. The mobile banking system 600
involves authentication of a first user in order to access the first user’s account on the mobile
banking system 600. For example, the mobile banking system 600 is a system where a first user
310 logs into his/her account such that the first user 310 or other entity can access data that is
associated with the first user 310. For example, in one embodiment of the invention, the mobile
system 600 is a mobile banking system maintained by a financial institution. In such an
embodiment, the first user 310 can use the mobile device 400 to log into the mobile banking
system to access the first user’s mobile banking account. Logging into the mobile banking
system 300 generally requires that the first user 310 authenticate his/her identity using a user
name, a passcode, a cookie, a biometric identifier, a private key, a token, and/or another
authentication mechanism that is provided by the first user 310 to the mobile banking system 600
via the mobile device 400.

[0062] The financial institution’s mobile banking system 600 is in network
communication with other devices, such as other financial institutions’ transaction/banking
systems 370, an alias data repository 700, and a personal computing device 500 that is
configured to communicate with the network 350 to log a second user 320 into the mobile
banking system 600. In one embodiment, the invention may provide an application download
server such that software applications that support the mobile banking system 600 can be

downloaded to the mobile device 400.
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[0063] In some embodiments of the invention, the application download server is
configured to be controlled and managed by one or more third-party data providers (not shown in
Figure 3) over the network 350. In other embodiments, the application download server is
configured to be controlled and managed over the network 350 by the same entity that maintains
the mobile banking system 600.

[0064] In some embodiments of the invention, the alias data repository 700 is configured
to be controlled and managed by one or more third-party data providers (not shown) over the
network 350. In other embodiments, the alias data repository 700 is configured to be controlled
and managed over the network 350 by the same entity that maintains the financial institution’s
mobile banking system 600. In other embodiments, the alias data repository 700 is configured to
be controlled and managed over the network 350 by the financial institution implementing the
mobile payment system of the present invention. In still other embodiments, the alias data
repository 700 is a part of the mobile banking system 600.

[0065] Figure 4 provides a block diagram illustrating the consumer mobile device 400 of
Figure 3 in more detail, in accordance with embodiments of the invention. In one embodiment
of the invention, the mobile device 400 is a mobile telephone. However, it should be understood,
however, that a mobile telephone is merely illustrative of one type of mobile device 400 that may
benefit from, employ, or otherwise be involved with embodiments of the present invention and,
therefore, should not be taken to limit the scope of embodiments of the present invention. Other
types of mobile devices 400 may include portable digital assistants (PDAs), pagers, mobile
televisions, gaming devices, laptop computers, cameras, video recorders, audio/video player,
radio, GPS devices, or any combination of the aforementioned.

[0066] The mobile device 400 generally includes a processor 410 communicably coupled
to such devices as a memory 420, user output devices 436, user input devices 440, a network
interface 460, a power source 415, a clock or other timer 450, a camera 480, and a positioning
system device 475. The processor 410, and other processors described herein, generally include
circuitry for implementing communication and/or logic functions of the mobile device 400. For
example, the processor 410 may include a digital signal processor device, a microprocessor
device, and various analog to digital converters, digital to analog converters, and/or other support
circuits. Control and signal processing functions of the mobile device 400 are allocated between

these devices according to their respective capabilities. The processor 410 thus may also include
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the functionality to encode and interleave messages and data prior to modulation and
transmission. The processor 410 can additionally include an internal data modem. Further, the
processor 410 may include functionality to operate one or more software programs, which may
be stored in the memory 420. For example, the processor 410 may be capable of operating a
connectivity program, such as a web browser application 422. The web browser application 422
may then allow the mobile device 400 to transmit and receive web content, such as, for example,
location-based content and/or other web page content, according to a Wireless Application
Protocol (WAP), Hypertext Transfer Protocol (HTTP), and/or the like.

[0067] The processor 410 is configured to use the network interface 460 to communicate
with one or more other devices on the network 350. In this regard, the network interface 460
includes an antenna 476 operatively coupled to a transmitter 474 and a receiver 472 (together a
“transceiver”). The processor 410 is configured to provide signals to and receive signals from
the transmitter 474 and receiver 472, respectively. The signals may include signaling
information in accordance with the air interface standard of the applicable cellular system of the
wireless telephone network 352. In this regard, the mobile device 400 may be configured to
operate with one or more air interface standards, communication protocols, modulation types,
and access types. By way of illustration, the mobile device 400 may be configured to operate in
accordance with any of a number of first, second, third, and/or fourth-generation communication
protocols and/or the like. For example, the mobile device 400 may be configured to operate in
accordance with second-generation (2G) wireless communication protocols IS-136 (time
division multiple access (TDMA)), GSM (global system for mobile communication), and/or IS-
95 (code division multiple access (CDMA)), or with third-generation (3G) wireless
communication protocols, such as Universal Mobile Telecommunications System (UMTS),
CDMA2000, wideband CDMA (WCDMA) and/or time division-synchronous CDMA (TD-
SCDMA), with fourth-generation (4G) wireless communication protocols, and/or the like. The
mobile device 400 may also be configured to operate in accordance with non-cellular
communication mechanisms, such as via a wireless local area network (WLAN) or other
communication/data networks.

[0068] The network interface 460 may also include a payment network interface 470.
The payment network interface 470 may include software, such as encryption software, and

hardware, such as a modem, for communicating information to and/or from one or more devices
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on a network 350. For example, the mobile device 400 may be configured so that it can be used
as a credit or debit card by, for example, wirelessly communicating account numbers or other
authentication information to a terminal of the network 350.

[0069] As described above, the mobile device 400 has a user interface that is, like other
user interfaces described herein, made up of user output devices 436 and/or user input devices
440. The user output devices 436 include a display 230 (e.g., a liquid crystal display or the like)
and a speaker 432 or other audio device, which are operatively coupled to the processor 410.

The user input devices 440, which allow the mobile device 400 to receive data from a user such
as the first user 310, may include any of a number of devices allowing the mobile device 400 to
receive data from a user, such as a keypad, keyboard, touch-screen, touchpad, microphone,
mouse, joystick, other pointer device, button, soft key, and/or other input device(s). The user
interface may also include a camera 480, such as a digital camera.

[0070] The mobile device 400 may also include a positioning system device 475 that is
configured to be used by a positioning system to determine a location of the mobile device 400.
For example, the positioning system device 475 may include a GPS transceiver. In some
embodiments, the positioning system device 475 is at least partially made up of the antenna 476,
transmitter 474, and receiver 472 described above. For example, in one embodiment,
triangulation of cellular signals may be used to identify the approximate location of the mobile
device 400. In other embodiments, the positioning system device 475 includes a proximity
sensor or transmitter, such as an RFID tag, that can sense or be sensed by devices known to be
located proximate a merchant or other location to determine that the consumer mobile device 400
is located proximate these known devices.

[0071] The mobile device 400 further includes a power source 415, such as a battery, for
powering various circuits and other devices that are used to operate the mobile device 400.
Embodiments of the mobile device 400 may also include a clock or other timer 450 configured to
determine and, in some cases, communicate actual or relative time to the processor 410 or one or
more other devices.

[0072] The mobile device 400 also includes a memory 420 operatively coupled to the
processor 410. As used herein, memory includes any computer readable medium (as defined
herein below) configured to store data, code, or other information. The memory 420 may

include volatile memory, such as volatile Random Access Memory (RAM) including a cache
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area for the temporary storage of data. The memory 420 may also include non-volatile memory,
which can be embedded and/or may be removable. The non-volatile memory can additionally or
alternatively include an electrically erasable programmable read-only memory (EEPROM), flash
memory or the like.

[0073] The memory 420 can store any of a number of applications which comprise
computer-executable instructions/code executed by the processor 410 to implement the functions
of the mobile device 400 described herein. For example, the memory 420 may include such
applications as a conventional web browser application 422 and/or a mobile P2P payment system
client application 421. These applications also typically provide a graphical user interface (GUI)
on the display 230 that allows the first user 310 to communicate with the consumer mobile
device 400, the mobile banking system 600, and/or other devices or systems. In one embodiment
of the invention, when the first user 310 decides to enroll in the mobile banking program, the
first user 310 downloads or otherwise obtains the mobile banking system client application from
the mobile banking system 600 or from a distinct application server. In other embodiments of
the invention, the first user 310 interacts with the mobile banking system 600 via the web
browser application 422 in addition to, or instead of, the mobile P2P payment system client
application 421.

[0074] The memory 420 can also store any of a number of pieces of information, and
data, used by the mobile device 400 and the applications and devices that make up the mobile
device 400 or are in communication with the mobile device 400 to implement the functions of
the mobile device 400 and/or the other systems described herein. For example, the memory 420
may include such data as user authentication information, efc.

[0075] Referring now to Figure 5, the personal computing device 500 associated with the
second user 320 also includes various features, such as a network communication interface 510,
a processing device 520, a user interface 530, and a memory device 5S50. The network
communication interface 510 includes a device that allows the personal computing device 500 to
communicate over the network 350 (shown in Figure 3). In one embodiment of the invention, a
network browsing application 555 provides for a user to establish network communication with a
mobile banking system 600 (shown in Figure 3) for the purpose of initiating mobile payment
and/or registering an account and/or alias with the mobile payment system and/or receiving

mobile payment, in accordance with embodiments of the invention..
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[0076] As used herein, a “processing device,” such as the processing device 520,
generally refers to a device or combination of devices having circuitry used for implementing the
communication and/or logic functions of a particular system. For example, a processing device
520 may include a digital signal processor device, a microprocessor device, and various analog-
to-digital converters, digital-to-analog converters, and other support circuits and/or combinations
of the foregoing. Control and signal processing functions of the system are allocated between
these processing devices according to their respective capabilities. The processing device 520
may further include functionality to operate one or more software programs based on computer-
executable program code thereof, which may be stored in a memory. As the phrase is used
herein, a processing device 520 may be “configured to” perform a certain function in a variety of
ways, including, for example, by having one or more general-purpose circuits perform the
function by executing particular computer-executable program code embodied in computer-
readable medium, and/or by having one or more application-specific circuits perform the
function.

[0077] As used herein, a “user interface” 530 generally includes a plurality of interface
devices and/or software that allow a customer to input commands and data to direct the
processing device to execute instructions. For example, the user interface 530 presented in
Figure 5 may include a graphical user interface (GUI) or an interface to input computer-
executable instructions that direct the processing device 520 to carry out specific functions. The
user interface 530 employs certain input and output devices to input data received from the first
user 310 or second user 320 or output data to the first user 310 or second user 320. These input
and output devices may include a display, mouse, keyboard, button, touchpad, touch screen,
microphone, speaker, LED, light, joystick, switch, buzzer, bell, and/or other customer
input/output device for communicating with one or more customers.

[0078] As used herein, a “memory device” 550 generally refers to a device or
combination of devices that store one or more forms of computer-readable media for storing data
and/or computer-executable program code/instructions. Computer-readable media is defined in
greater detail below. For example, in one embodiment, the memory device 550 includes any
computer memory that provides an actual or virtual space to temporarily or permanently store
data and/or commands provided to the processing device 520 when it carries out its functions

described herein.
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[0079] Figure 6 provides a block diagram illustrating the mobile banking system 600 in
greater detail, in accordance with an embodiment of the invention. As illustrated in Figure 6, in
one embodiment of the invention, the mobile banking system 600 includes a processing device
620 operatively coupled to a network communication interface 610 and a memory device 650.

In certain embodiments, the mobile banking system 600 is operated by a first entity, such as a
financial institution, while in other embodiments, the mobile banking system 600 is operated by
an entity other than a financial institution.

[0080] It should be understood that the memory device 650 may include one or more
databases or other data structures/repositories. The memory device 650 also includes computer-
executable program code that instructs the processing device 620 to operate the network
communication interface 610 to perform certain communication functions of the mobile banking
system 600 described herein. For example, in one embodiment of the mobile banking system
600, the memory device 650 includes, but is not limited to, a network server application 670, an
authentication application 660, a customer account data repository 680 which includes customer
authentication data 680 and customer account information 684, a mobile banking application 690
which includes an alias data repository interface 692, a mobile web server application 693, a
downloadable mobile P2P payment system client application 694 and other computer-executable
instructions or other data. The computer-executable program code of the network server
application 670, the authentication application 660, or the mobile banking application 690 may
instruct the processing device 620 to perform certain logic, data-processing, and data-storing
functions of the mobile banking system 600 described herein, as well as communication
functions of the mobile banking system 600.

[0081] In one embodiment, the customer account data repository 680 includes customer
authentication data 682 and customer account information 684. The network server application
670, the authentication application 660, and the mobile banking application 690 are configured
to implement customer account information 684, the customer authentication data 682, and the
alias data repository interface 692 when authenticating the customer 101 (or the first user 310) to
the mobile banking system 600. The customer account information 684, the customer
authentication data 682, and the alias data repository interface 692 are discussed in more detail in

a later section.

21



WO 2017/083565 PCT/US2016/061402

[0082] As used herein, a “communication interface” generally includes a modem, server,
transceiver, and/or other device for communicating with other devices on a network, and/or a
user interface for communicating with one or more customers. Referring again to Figure 6, the
network communication interface 610 is a communication interface having one or more
communication devices configured to communicate with one or more other devices on the
network 350, such as the mobile device 400, the personal computing device 500, the mobile
banking system 600, the other financial institution banking systems 370, and the alias data
repository 700. The processing device 620 is configured to use the network communication
interface 610 to transmit and/or receive data and/or commands to and/or from the other devices
connected to the network 350.

[0083] Figure 7 provides a block diagram illustrating an alias data repository 700, in
accordance with an embodiment of the invention. In one embodiment of the invention, the alias
data repository 700 is operated by a second entity that is a different or separate entity from the
first entity (e.g., the financial institution) that, in one embodiment of the invention, implements
the mobile banking system 600. In one embodiment, the alias data repository 700 could be part
of the mobile banking system 600. In another embodiment, the alias data repository 700 is a
distinct entity from the mobile banking system 600. As illustrated in Figure 7, the alias data
repository 700 generally includes, but is not limited to, a network communication interface 710,
a processing device 720, and a memory device 750. The processing device 720 is operatively
coupled to the network communication interface 710 and the memory device 750. In one
embodiment of the alias data repository 700, the memory device 750 stores, but is not limited to,
a mobile banking system interface 760 and an alias data store 770. The alias data store 770
stores data including, but not limited to, an alias for the customer’s financial institution account,
mobile number or email address for the first user’s 310 account, and a mobile number and/or
email address for the second user’s 320 account. In one embodiment of the invention, both the
mobile banking system interface 760 and the alias data store 770 may associate with applications
having computer-executable program code that instructs the processing device 720 to operate the
network communication interface 710 to perform certain communication functions involving the
alias data store 770 described herein. In one embodiment, the computer-executable program
code of an application associated with the alias data store 770 may also instruct the processing

device 720 to perform certain logic, data processing, and data storing functions of the application
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associated with the alias data store 770 described herein. An alias, as defined in this invention, is
not limited to just a mobile device number or an email address.

[0084] The network communication interface 710 is a communication interface having
one or more communication devices configured to communicate with one or more other devices
on the network 350. The processing device 720 is configured to use the network communication
interface 710 to receive information from and/or provide information and commands to a mobile
device 400, a personal computing device 500, other financial institution banking systems 370,
the alias data repository 700, the mobile banking system 600 and/or other devices via the
network 350. In some embodiments, the processing device 720 also uses the network
communication interface 710 to access other devices on the network 350, such as one or more
web servers of one or more third-party data providers. In some embodiments, one or more of the
devices described herein may be operated by a second entity so that the third-party controls the
various functions involving the alias data repository 700. For example, in one embodiment of
the invention, although the mobile banking system 600 is operated by a first entity (e.g., a
financial institution), a second entity operates the alias data repository 700 that stores the alias
details for the customer’s financial institution accounts and other information about customers.
[0085] As described above, the processing device 720 is configured to use the network
communication interface 710 to gather data from the various data sources. The processing
device 720 stores the data that it receives in the memory device 750. In this regard, in one
embodiment of the invention, the memory device 750 includes datastores that include, for
example: (1) aliases for customer financial institution account numbers and routing information,
(2) information about sending and receiving users’ mobile device numbers, email addresses, or
other contact information, which may have been received from the mobile banking system 600;
(3) alist of customer IDs or authentication data received from the mobile banking system 600;
and/or (4) customer credentials (e.g., a customer ID) received from the customer’s mobile device
400 or received from the mobile banking system 600 in response to the customer accessing the
mobile banking system 600.

[0086] In one embodiment of the invention, an application server is provided to support
various supporting systems on the network 350, including the wireless telephone network 352.
The application server includes a network communication interface, a processing device, and a

memory device. The network communication interface and the processing device are similar to
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the previously described network communication interface 610 and the processing device 620
previously described. For example, the processing device is operatively coupled to the network
communication interface and the memory device. In one embodiment of the application server,
the memory device includes a network browsing application having computer-executable
program code that instructs the processing device to operate the network communication
interface to perform certain communication functions of the application download server
described herein.

[0087] As discussed above, in one embodiment of the invention, an application download
server might be provided. The application download server may include a network
communication interface, a processing device, and a memory device. The network
communication interface and processing device are similar to the previously described network
communication interface 610 and the processing device 620 previously described. For example,
the processing device is operatively coupled to the network communication interface and the
memory device. In one embodiment of the application download server, the memory device
includes a network browsing application having computer-executable program code that instructs
the processing device to operate the network communication interface to perform certain
communication functions of the application download server described herein. In some
embodiments of the invention, the application download server provides applications that are to

be downloaded to a qualified customer’s mobile device or personal computing device.

Mobile Banking P2P Pavment Send Process and Interface

[0088] Figures 8 A-8E provide flow charts illustrating a process 800 for sending P2P
payments via alias using a mobile device, in accordance with an embodiment of the invention.
Figures 8 A-8E illustrate the flow chart in terms of “swim lanes” associated with entities which
may perform the operations in each respective swim lane. The entities illustrated in the
exemplary Figures are a financial institution’s mobile banking system, a first user using a mobile
device, an alias data repository, and a second user using a second personal computing device.
However, it should be noted that other entities could also be involved and some embodiments of
the invention may not be limited to the four entities illustrated in Figures 8 A-8E. Additionally, it
should be understood that, in other embodiments of the invention, the entities need not be
required to perform the actions illustrated in each respective swim lane. For example, some of

the process steps described herein may be performed by the first entity (or other entities) even
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though the element may be illustrated as in the swim lane of the second entity. Similarly, in
some embodiments, some of the process steps may be performed by the second entity (or other
entities) even though the element may be illustrated as in the swim lane of the first entity.
[0089] The process begins at block 802 of Figure 8A where a financial institution’s
mobile banking system 600 invites a user to participate in a mobile P2P payment program. In
one embodiment, the mobile banking system 600 only invites certain existing mobile banking
users who fit certain criteria, including, but not limited to, pre-determined minimum account
balance, number of years since the user first opened an account, etc.

[0090] The process then moves to block 804 where the first user 310 using mobile
computing device 400 accepts the invitation.

[0091] The process then moves to block 806 of Figure 8 A where the mobile banking
system 600 presents to the first user the terms of the mobile P2P transfer feature that will govern
the transfer of funds. In one embodiment, the first user can read the terms on the first user’s
mobile device 400, whereas in another embodiment, the first user can only read the terms on a
personal computing device.

[0092] The process then moves to block 808 of Figure 8A. The first user accepts the
terms of the P2P service by activating an appropriate button on the mobile webpage.

[0093] The process then moves to block 810 of Figure 8 A where the mobile banking
system 600 presents the first user with a downloadable client application.

[0094] The process then moves to block 812 of Figure 8 A where the first user 310
downloads the client application to the first user’s mobile device 400.

[0095] The process then moves to block 814 of Figure 8 A where the first user 310 signs
in to the mobile banking system 600 using the client application by providing appropriate
authentication information.

[0096] The process then moves to block 816 of Figure 8 A where the mobile P2P
payment system client application 694 on the mobile device 400 obtains authentication
information from the first user and sends the authentication information to the mobile banking
system 600.

[0097] The process then moves to block 818 of Figure 8 A where the mobile banking
system 600 authenticates the first user 310 and communicates the authentication decision to the

mobile P2P payment system client application 694.
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[0098] The process then moves to block 820 of Figure 8 A where the mobile P2P
payment system client application 694 authenticates the system to the first user 310. In one
embodiment of the invention, the authentication is achieved using “SiteKey,” which is a web-
based security system that provides mutual authentication between end-users and websites. In a
challenge-response process of SiteKey, the first user has to identify himself or herself on a secure
website by entering a username. Subsequently, the website authenticates itself to the first user
by displaying an image and an accompanying phrase that the first user had previously
configured. If the user recognizes this image and the accompanying phrase, the first user can
authenticate himself or herself to the website by entering a password. Other embodiments of the
invention may use other authentication systems.

[0099] The process then moves to block 825 of Figure 8 A where the mobile P2P
payment system client application 694 provides a mobile banking menu including an option to
transfer funds. A screenshot is illustrated in Figure 9A(1). As shown in Figure 9A(1), the
mobile P2P payment system client application 694 displays a bank menu page on which the first
user can navigate to an accounts function, a bill-paying function, a transfer funds function, or a
location function. Further, the mobile P2P payment system client application 694 indicates to
the first user that the first user is in a secure area of the mobile banking system 600. The bank
menu page also has a text area where error messages are displayed. The mobile P2P payment
system client application 694 always allows users to sign out from their accounts on any mobile
webpage by providing an appropriate hyperlink or button.

[0100] The process then moves to block 830 of Figure 8B where the first user 310 selects
the transfer funds option from the menu displayed in Figure 9A(1).

[0101] The process then moves to block 832 of Figure 8B where the mobile P2P payment
system client application 694 provides a transfer funds menu that includes an option to transfer
to another person. This can be seen in Figure 9A(2), where based on the user activating the
transfer funds function on the screenshot of Figure 9A(1), the mobile P2P payment system client
application 694 displays three options for the first user including an option to transfer between
the first user’s own accounts, an option to transfer to another person, and an option to schedule a
transfer for later execution. In one embodiment, each of these three options are hyperlinks that
are linked to mobile payment system 600. The mobile P2P payment system client application

694 indicates to the first user using a static textbox that any transfers made to an account before a
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cutoff time on any day will be credited to that account; otherwise the transfer will credited on the
following business day.

[0102] The process then moves to block 834 of Figure 8B where the first user 310 selects
the option to transfer to another person from the transfer funds menu.

[0103] The process then moves to block 836 of Figure 8B where the mobile banking
system 600 provides eligible financial institution accounts and their balances to the mobile P2P
payment system client application 694.

[0104] The process then moves to block 838 of Figure 8B where the mobile P2P payment
system client application 694 displays a list of eligible financial institution accounts that can
participate in the mobile P2P transfer as well as their associated balances. A relevant screenshot
is shown in Figure 9B(3) where the mobile P2P payment system client application 694 displays
the eligible accounts and their balances. The mobile P2P payment system client application 694
also indicates to the first user that the balances may reflect transactions that have not yet been
posted to the first user’s account. In the illustrated example of Figure 9B(3), a personal checking
account, a regular savings account and a another checking account and their respective balances
are depicted.

[0105] The process then moves to block 840 of Figure 8B where the first user 310 can
select an account to transfer funds from.

[0106] The process then moves to block 842 of Figure 8B where the mobile banking
system 600 provides any of first user’s saved P2P transfer recipients to the mobile P2P payment
system client application 694.

[0107] The process then moves to block 844 of Figure 8B where the mobile P2P payment
system client application 694 displays a list of any saved P2P transfer-to accounts or recipients
and an option to add a new recipient. A screenshot of this list is shown in Figure 9B(4) where
any saved P2P transfer recipients are visible in the region displayed as “Account Nickname 1”
and “Account Nickname 2.” Activating any particular transfer-to account that is in the name of
or otherwise associated with the first user will take the first user to an account details page for
that particular account. Activating any particular transfer-to account not in the name of or
associated with by the first user (i.e., another user's account) will not take the first user to an
account details page for that particular account. In one embodiment, the first user cannot see the

balance of a transfer-to account not in the name of or associated with the first user. Figure 9B(4)
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also displays a hyperlink to add a new transfer recipient. This link is only available if the first
user has agreed to the terms and conditions page on the first user’s mobile banking account. In
one embodiment, the mobile P2P payment system client application 694 can only display a first
pre-determined number of transfer-to accounts or recipients per page. Therefore as shown in
Figure 9B(4a), if the number of transfer-to accounts are greater than a first pre-determined
number, then a first user has to activate the next button to choose other recipients if the user
wants to choose a recipient who is not in the initial pre-determined displayed list of recipients. If
the number of transfer-to accounts or recipients are greater than a second higher pre-determined
number, then as shown in Figure 9B(4b), the mobile P2P payment system client application 694
provides the first user with the next button and the previous button to navigate between groups of
recipients. If the number of transfer-to accounts or recipients is greater than a first pre-
determined number but smaller than a second higher pre-determined number, then the mobile
P2P payment system client application 694 provides the first user with a previous button but not
a next button. In one embodiment of the invention, the first pre-determined number is 10 and the
second higher pre-determined number is 20.

[0108] The process then moves to block 846 of Figure 8B where the first user 310 can
select a recipient from the list to participate in the P2P transfer by activating the link associated
with a particular recipient. If the user selects an existing recipient, then the mobile P2P payment
system client application 694 presents to the user the transfer GUI of block 860 (Figure 8C) that
is described later. Alternatively, the process can move to block 848 of Figure 8B where the first
user adds a new recipient by activating the link to add a new recipient. In one embodiment, in
which the user is limited to adding a predetermined number of new recipients in a daily period, if
the first user has reached the pre-determined daily recipient limit, the mobile P2P payment
system client application 694 displays an error message on an area of the mobile webpage
displayed in Figure 9B(4).

[0109] The process then moves to block 850 of Figure 8C where the mobile P2P payment
system client application 694 presents to the first user a GUI to add a new recipient. A
screenshot of this GUI is shown in Figure 9C. As shown in Figure 9C(5), the mobile P2P
payment system client application 694 presents an input field to enter the recipient’s first name,
an input field to enter the recipient’s last name, an input field to enter a nickname associated with

the recipient as chosen by the first user, a first input field to enter an alias, and a second input
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field to re-enter the alias which is checked against the alias entered into the first input field to
verify that both aliases match. In one embodiment, the alias can be, but is not limited to, a
mobile device number or an email address. The GUI also presents the user with a button to add
the new recipient. The process then moves to block 852 of Figure 8C where the first user enters
the new recipient’s first name, last name, nickname, and alias, along with re-entering the alias
and activating the button the add the recipient. As shown in Figure 9C(6), a pre-confirmation
page is now displayed where the mobile P2P payment system client application 694 asks the first
user to confirm the details of the recipient by activating the confirm button. In one embodiment,
the complete set of characters comprising the alias are not displayed on the pre-confirmation
page. By activating any of the entries entered by the first user, the first user can be taken back to
the mobile webpage for adding recipient details. For instance, if the first user activates the first
name that is displayed on the pre-confirmation page, a hyperlink embedded into the text allows
the first user to return to the pre-confirmation page Figure 9C(5) for editing the first name.
[0110] Once the first user activates the confirm button, the process moves to block 854 of
Figure 8C where the mobile P2P payment system client application 694 locally stores the new
recipient’s information in the first user’s list of P2P transfer recipients and/or communicated to

the mobile banking system 600.

[0111] The process then moves to block 856 of Figure 8C where the mobile banking
system 600 stores the new recipient’s information in the first user’s list of P2P transfer
recipients.

[0112] The process then moves to block 860 of Figure 8C where the mobile P2P payment

system client application 694 presents a transfer GUI showing selected account and selected/new
recipient, and prompting the first user to enter a transfer amount. This is shown in Figure 9D
where the screenshot shows that on a transfer details page, the mobile P2P payment system client
application 694 displays the transfer-from account, the transfer-to account or recipient alias, and
an input text box for entering the amount that the first user 310 wishes to transfer. As shown in
Figure 9D, the GUI also presents disclosure text regarding any possible fees that will be incurred
by the first user for making this transfer. The GUI also displays a submit button for submitting
the transfer and a cancel button for canceling the transfer and returning to the menu page shown

in Figure 9A.
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[0113] The process then moves to block 862 of Figure 8C where the mobile banking
system 600 determines if the selected recipient is associated with an alias or a financial
institution account number.

[0114] If, in block 862 of Figure 8C, the mobile banking system 600 determines that the
selected recipient is associated with an alias, then the process moves to block 864 where the
mobile banking system 600 adds the transfer fee and shows this transfer fee in a GUL If, in
block 862 of Figure 8C, the mobile banking system 600 determines that the selected recipient is
not associated with an alias, then the process moves to block 866 where the mobile banking
system 600 does not show or add a transfer fee. As stated above and as shown in Figure 9D, the
mobile P2P payment system client application 694 displays any possible transfer fee disclosure
(along with the transfer fee in some embodiments) in a text box. In one embodiment, this fee
disclosure text box is placed under the text input field where the first user enters the amount to be
transferred.

[0115] The process then moves to block 868 of Figure 8C where the first user enters a
transfer amount in the appropriate text input field as shown in Figure 9D.

[0116] The process then moves to block 870 of Figure 8D where the mobile P2P
payment system client application 694 communicates the amount to be transferred to the mobile
banking system 600.

[0117] The process then moves to block 872 of Figure 8D where the mobile banking
system 600 determines if the transfer amount is above a maximum limit placed on the transfer.
In one embodiment, there is a pre-determined amount limit placed on the first user (sender). In
another embodiment, there is a pre-determined amount limit placed on the recipient. In still
another embodiment, both these pre-determined amount limits place a ceiling on the amount that
can be transferred via a mobile P2P transfer. There may be several factors that affect this limit
including, but not limited to, the first user’s identity, the recipient’s identity, the length and
nature of the first user’s relationship with the financial institution, the length and nature of the
recipient’s relationship with the financial institution, the amount of funds that the first user has
deposited at the financial institution, the first user's status with the financial institution, ezc. In
one embodiment, the maximum amount that can be transferred using the mobile P2P transfer

method is dynamically determined, at the time of the transfer request, by a supporting application
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that works in conjunction with or is embedded within the mobile P2P payment system client
application 694.

[0118] If in block 872 of Figure 8D the transfer amount is above the maximum allowable
limit, then the mobile P2P payment system client application 694 displays an error message to
the first user.

[0119] If in block 872 of Figure 8D the transfer amount is below or equal to the
maximum allowable limit, the mobile P2P payment system client application 694 requests user
confirmation of the transfer request. A GUI that captures a screenshot of this pre-confirmation
page is displayed in Figure 9E(8). Here, the mobile P2P payment system client application 694
displays the transfer-from account, the transfer-to account or recipient alias, the amount to be
transferred, and the fee to be incurred by the first user for making this transfer. The GUI also
displays fee disclosure text on the page. In some embodiments, there is no fee incurred by the
first user for making the transfer. As shown in Figure 9E(8), the GUI also displays two buttons
or hyperlinks, one for making the transfer and one for canceling the transfer and returning to the
bank menu page shown in Figure 9A.

[0120] The process then moves to block 878 of Figure 8D where the first user confirms
the transaction request by activating the button or hyperlink for making the transfer. If the
mobile banking system 600 recognizes that this transaction is a duplicate of another transaction
executed within a pre-determined amount of time in the past, then, as shown in Figure 9E(8a),
the mobile P2P payment system client application 694 displays another pre-confirmation page
informing the first user that the transfer is a possible duplicate of a recently executed transaction.
As shown in Figure 9E(8a), the GUI also displays two buttons or hyperlinks, one for making the
transfer and one for canceling the transfer and returning to the bank menu page shown in Figure
9A.

[0121] The process then moves to block 880 of Figure 8D where the mobile banking
system 600 determines whether the recipient is associated with an alias or a financial institution
account number. If the recipient is associated with a financial institution account number, the
process moves to block 881 where the mobile banking system 600 uses the financial institution
account number to initiate an Automated Clearing House (ACH) transfer or other type of
transfer. Subsequently, the process moves to block 882 of Figure 8D where the mobile P2P

payment system client application 600 provides notification to the first user that a transfer or a
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notice of transfer request to the recipient (second user) has been initiated and displays the
information regarding the transfer to the first user. An instance of this notification is shown in
Figure 9G. Figure 9G shows a confirmation page that displays the transfer-from account, the
transfer-to account or recipient alias, the amount transferred, the fee incurred by the first user for
making this transfer, the total cost of the transfer, and the date on which the transfer was
executed. The confirmation page also displays a confirmation number associated with the
transfer.

[0122] If, in block 880, the recipient is associated with an alias then, the process moves
to block 883 where the mobile banking system 600 sends the alias and the recipient’s name to an
alias data repository 700.

[0123] The process then moves to block 884 where the alias data repository 700 looks up
the alias in an alias datastore. Then the process moves to block 885, where the alias data
repository 700 determines whether the alias is associated with a financial institution account. If
the alias is associated with a financial institution account, then, if the alias data repository 700
determines that the provided name matches the name in the datastore, then the process moves to
block 881 of Figure 8D where the mobile banking system 600 uses the financial institution
account number to initiate the ACH transfer or other type of transfer. Subsequently, the process
moves to block 882 of Figure 8D where the mobile P2P payment system client application 694
provides notification to the first user that a transfer or a notice of transfer request to the recipient
(second user) has been initiated and displays the information regarding the transfer to the first
user. An instance of this notification is shown in Figure OF. Figure 9F shows a confirmation
page that displays the transfer-from account, the transfer-to account or recipient alias, the amount
transferred, the fee incurred by the first user for making this transfer, the total cost of the transfer,
and the date on which the transfer was executed. The confirmation page also displays a
confirmation number associated with the transfer. The confirmation page also displays whether
the transfer has been successful Figure 9F(9a) or whether it is still pending Figure 9F(9b).
[0124] If in block 885 of Figure 8D, the alias data repository 700 determines that the
alias is not associated with a financial institution account, then the process moves to block 888
where the mobile P2P payment system client application 694 displays information about the

transfer to the first user and indicates that the transfer is pending.

32



WO 2017/083565 PCT/US2016/061402

[0125] The process then moves to block 890 of Figure 8E where the mobile banking
system determines whether if the recipient (second user) has an eligible financial institution
account. If the recipient (second user) does not have an eligible financial institution account,
then in block 892, the mobile banking system 600 uses an alias to send the recipient notification
of requested transfer from the first user and an offer to open a financial institution account with
the financial institution that manages the mobile banking system 600. In one embodiment, the
alias is a phone number or an email address.

[0126] The process then moves on from block 892 to block 893 of Figure 8E, where if
the second user decides to not open a financial institution account at the financial institution that
manages the mobile banking system 600, then the mobile banking system 600 cancels the
transfer and notifies the first user in block 899.

[0127] If in block 893 of Figure 8D, the second user (recipient) decides to open a new
financial institution account, the mobile banking system 600, in block 895, opens a new account
for the second user. Subsequently, the second user (recipient) must determine in block 894
whether the second user registers the new financial institution account for the mobile P2P
service.

[0128] As shown in Figure 8E, if the second user in block 894 does not register the new
financial institution account opened in block 895, then the mobile banking system 600 cancels
the transfer and notifies the first user in block 899.

[0129] As shown in Figure 8E, if the second user registers the new financial institution
account in block 894 for mobile P2P transfers, then the mobile banking system 600, in block
896, uses the new registered financial institution account to initiate an ACH transfer or other type
of transfer. The process then moves to block 897 where the mobile banking system 600 sends
the alias and the new registered account information to the alias data repository 700. The
process then moves to block 898 of Figure 8E where the alias data repository 700 stores
recipient’s alias in alias datastore along with recipient’s (second user’s) new registered financial
institution account.

[0130] If the recipient (second user) has an eligible financial institution account as
determined by the mobile banking system 600 in block 890, then the process moves to block 891
in Figure 8E where the mobile banking system 600 uses an alias (e.g., phone number or email

address) to send recipient (second user) notification of requested transfer, and offers to register
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the recipient’s financial institution account and alias. As shown in Figure 8E, then the process
moves to block 894 where if the second user (recipient) decides not to register the second user’s
financial institution account for mobile P2P transfers, then the mobile banking system 600
cancels the transfer and notifies the first user.

[0131] As shown in Figure 8E, if the second user (recipient) registers the eligible
financial institution account in block 894, then the mobile banking system 600 uses the eligible
registered financial institution account to initiate an ACH transfer or other type of transfer in
block 896. The process then proceeds to block 897 where the mobile banking system 600 sends
alias and the eligible registered account information to the alias data repository 700. The process
then moves to block 898 of Figure 8E where the alias data repository 700 stores recipient’s alias

in alias datastore along with recipient’s eligible registered financial institution account.

Mobile Banking Alias Registration and P2P Payment Receive Process and Interface
[0132] Figures 10A-10C provide flow charts illustrating a process 1000 for receiving
P2P payments, in accordance with an embodiment of the invention. Figures 10A-10C illustrate
the flow chart in terms of “swim lanes” associated with entities which may perform the
operations in each respective swim lane. The entities illustrated in the exemplary Figures are a
financial institution’s mobile banking system 600 and a first user (recipient) using a first personal
computing or mobile device. However, it should be noted that other entities could also be
involved and some embodiments of the invention may not be limited to the two entities
illustrated in Figures 10A-10C. Additionally, it should be understood that, in other embodiments
of the invention, the entities need not be required to perform the actions illustrated in each
respective swim lane. For example, some of the process steps described herein may be
performed by the first entity (or other entities) even though the element may be illustrated as in
the swim lane of the second entity. Similarly, in some embodiments, some of the process steps
may be performed by the second entity (or other entities) even though the element may be

illustrated as in the swim lane of the first entity.
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[0133] The process 1000 in Figure 10A starts with block 1005 where a mobile banking
system 600 sends a first user (recipient) notice of a requested transfer from a second user, the
notice including a link to the mobile banking system 600 and a confirmation number.

[0134] The process then proceeds to block 1010 where a first user (recipient) activates
the link provided with the notice.

[0135] The mobile banking system 600 alerts the first user (recipient) that to accept the
transfer, the first user will need an eligible checking or saving account at a participating financial
institution. For customers who hold accounts at the financial institution that manages the mobile
banking system 600, the mobile banking system 600 presents a widget with a textbox that allows
the first user to enter login or other authenticating information. The mobile banking system 600
also provides a link for the first user to enroll with the financial institution’s mobile banking
system. For customers of other participating financial institutions, the mobile banking system
600 provides a sign-in button, which might either display a sign-in widget on the instant page or
might provide for a link to another page where the first user can enter login information for the
participating financial institution. The mobile banking system 600 also notifies the first user that
if the first user does not have an account with one of the participating banks, that first user can
open an account at the financial institution that maintains the mobile banking system 600. The
mobile banking system 600 notifies the first user that he or she may review the terms of opening
a new account at this financial institution, including any fees that may be incurred by the first
user in opening this new account. The mobile banking system 600 also notifies the first user that
if the first user does not want to open a new financial institution account, the first user may
notify the sender to arrange an alternate transfer method. The mobile banking system 600 also
notifies the first user that the transaction will be canceled if it is not accepted within a pre-
determined period of time.

[0136] The process then proceeds to block 1020 of Figure 10A where the first user
(recipient) determines whether the first user has an account with the financial institution that
manages the mobile banking system 600. If the first user has a financial institution account with
the financial institution that manages the mobile banking system 600, then the process moves to
block 1050 where the first user enters authentication information into the appropriate textbox.
[0137] As shown in Figure 10A, if the first user does not have a financial institution

account with the financial institution that manages the mobile banking system 600 then the
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process proceeds to block 1022 where the first user determines whether the first user has an
account with participating financial banks or financial institutions. If the first user has a financial
institution account with a participating financial institution, the process proceeds to block 1040
where the first user can select the participating financial institution sign-in link. The process
then moves to block 1045 where the mobile banking system 600 forwards the first user to a
participating financial institution’s website or alternatively, the mobile banking system 600
opens a widget or an applet on the same window or new pop-up window.

[0138] As shown in Figure 10A, if, in block 1020, the first user does not have an account
the financial institution that manages the mobile banking system 600 and if, in block 1024, the
first user (recipient) does not open a new account with the financial institution that manages the
mobile banking system 600, then, as shown in block 1035, after a defined period of time without
recipient (first user) acceptance, the mobile banking system 600 cancels the transfer and notifies
the second user (sender).

[0139] As shown in Figure 10A if, in block 1024, the first user opens a new account with
the financial institution that manages the mobile banking system 600, then the first user, in block
1025, selects the link directing the first user to open a new account with the financial institution
that manages the mobile banking system 600.

[0140] As shown in Figure 10A, the link in block 1025 directs the mobile banking
system 600 to display a new account application GUI to the first user (see block 1030), which
new account application quickly approves and opens a new account for the first user after
receiving any pertinent information that may be required to open and be approved for a new
account at the financial institution that manages the mobile banking system 600. The process
then proceeds to block 1050 in Figure 10A where the first user enters authentication information
into a textbox.

[0141] The process then moves to block 1060 in Figure 10B where the mobile banking
system 600 prompts the first user to enter a confirmation number received with the transfer
notice and agree to the terms governing the transfer. The mobile banking system 600 indicates
to the first user that this is the start of the procedure to accept a transfer to money to the first
user’s email address or mobile number. The mobile banking system 600 prompts the first user to
enter the received confirmation number in a textbox. The webpage also has two buttons- a first

button configured to allow the first user to indicate a desire not to proceed with accepting the
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transfer and a second button configured to allow the first user to indicate a desire to proceed with
the transfer. The second button can move from a dormant state to an activatable state by
checking the check-box to confirm that the first user has a) has read and agrees to the terms of
the service agreement, including the terms of the Email/Mobile Network Transfer section; b)
consents to receive email and automated text messages about Email/Mobile Transfers; ¢) will
only register mobile numbers where the first user is the account holder; or if the first user is not
the account holder, he or she has the account holder’s permission to register that mobile number;
and d) will obtain the consent of the person to whom he or she wants to send a Mobile Transfer
text message to receive the automated text message. In one embodiment, the first user has to
always go through the procedure of accepting the transfer. In other embodiments, the first user
does not have to go through the procedure accepting the transfer for any transfer after the first
transfer.

[0142] Subsequently, in block 1065, the first user enters a confirmation number in the
appropriate textbox and agrees to the terms that govern the transaction by activating the
appropriate checkbox. The first user then activates on the second button to continue the process
of accepting the transfer.

[0143] The process then moves to block 1068 of Figure 10B where the mobile banking
system 600 uses the confirmation number entered in block 1065 to identify or confirm the
transfer request.

[0144] Then the process proceeds to block 1070 of Figure 10B where the mobile banking
system 600 prompts the user to register the alias to which the transfer notice was sent. The
mobile banking system 600 indicates to the first user that if the first user has received a notice
that money was sent to the first user, then the first user will need to set up to accept transfers the
same email address or mobile number that received the transfer notice. The page shows a first
textbox where the user can enter the alias that received the transfer notice, and a second textbox
where the user can confirm the alias entered in the first textbox by re-entering the alias in the
second textbox. The mobile banking system 600 also prompts the user to select the appropriate
account to link to the alias that will receive the funds by selecting the appropriate account from a
drop down list. The mobile banking system 600 also prompts the user to check a checkbox,
whereby the first user by checking the checkbox agrees that by registering the alias, he or she is

the alias account holder, or has the alias account holder’s permission to register it, and consents
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to receive email and text messages about alias transfers at this email address or phone number.
In some embodiments, the mobile banking system 600 presents an authentication widget that will
be described in further detail below. The page also has two buttons- a first button configured to
allow the first user to indicate a desire not to proceed with receiving the transfer and a second
button configured to allow the first user to indicate a desire to proceed with receiving the
transfer. This second button moves from a dormant state to an activatable state after the first
user enters all the required information on the page and has been further authenticated, as in
some embodiments. In one embodiment, the mobile banking system 600 also saves the
information entered on this page, so that the first user does not have to re-register an alias every
time the first user receives a P2P money transfer.

[0145] The process then proceeds to block 1075 where the first user enters the alias in the
appropriate textbox, confirms the alias in the appropriate textbox, selects the account to receive
the funds from the drop-down list, and checks the checkbox that indicates that the first user
accepts the terms that govern the transfer. In some embodiments, the accounts listed in the drop-
down list are identified only by selected few digits of the account numbers.

[0146] In some embodiments, the process then proceeds to block 1077 where the mobile
banking system 600 requires additional authentication to register an alias. The mobile banking
system 600 displays a widget which serves as an additional authenticating step before saving the
information of the first user’s associated alias. The mobile banking system 600 indicates to the
first user that by activating in the widget on the button for a sending a code, the first user will
receive a code on his or her mobile device. In another embodiment, the first user may receive a
code through other means such as email, snail mail, ezc. In one embodiment, the widget is a
“SafePass®” widget and the user can send a “SafePass” code to the first user’s mobile device.
[0147] The process then moves to block 1079 of Figure 10B where the first user
performs an additional authenticating step. The first user activates on the widget’s button for
sending a code to the first user’s mobile device. The first user than receives on his or her mobile
device the code that he or she must input into the widget. Once the first user inputs the correct
code into the widget and presses a button in the widget to confirm that the code is correct, the
button that corresponds to adding a new recipient is activated so that it can now be activated by
the first user. The first user (recipient) activates this button so that the mobile banking system

600 can store the first user’s alias. The first user can activate a designated button on the page
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which indicates that the first user wishes to proceed with receiving the transfer. The mobile
banking system 600 indicates to the first user that by activating the button to continue with
receiving the transfer, the first user will receive an enrollment code.

[0148] The process then moves to block 1080 of Figure 10D where the mobile banking
system 600 uses the registered alias to send an enrollment code to the device of the first user
(recipient) associated with the alias.

[0149] The process then moves to block 1082 of Figure 10D where the mobile banking
system 600 prompts the first user to enter the enrollment code that the first user received on the
device associated with the alias. The mobile banking system 600 indicates to the first user that
the first user must verify the alias (e.g., mobile number) to complete enrollment in the mobile
P2P transfer service. In one embodiment, the webpage indicates to the first user that the first
user should expect a text message from the financial institution that manages the mobile banking
system 600. The page also has activatable text if the first user would like to know more about
the use of enrollment codes. The page indicates to the first user, the enrollment code must be
entered into the appropriate textbook in order verify ownership of the mobile number or email
address associated with the alias and complete enrollment with the P2P transfer service. The
mobile banking system 600 also indicates to the first user that the enrollment number expires in a
pre-determined number of minutes. After the enrollment number expires, the mobile banking
system 600 will not be able use that enrollment code to verify ownership of the first user’s
mobile number associated with the transfer and will not be able to complete the enrollment of the
first user (recipient). The webpage also has activatable text to get help if the first user has not
received an enrollment code or if the enrollment code has expired. The page indicates to the first
user that messaging and data rates may apply for receiving the enrollment code. The page also
has two buttons- a first button configured to allow the first user to indicate a desire not to
proceed with the transaction and a second button configured to allow the first user to indicate a
desire to proceed with receiving the transfer. The second button only moves from a dormant
state to an activatable state after the first user enters an enrollment code on the page. In an
embodiment, the second button only becomes activatable after the first user enters a valid and
unexpired enrollment code on the page.

[0150] The process then moves to block 1084 where the first user enters the enrollment

code into the appropriate textbox.
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[0151] The process then moves block 1086 where the mobile banking system 600
determines if the enrollment code entered by the first user matches the enrollment code sent by
the mobile banking system 600 to the alias of the first user.

[0152] If the entered code in 1086 does not match the code sent to the alias, then the
mobile banking system 600 displays a graceful error message to the first user that the transaction
cannot move any further. In one embodiment, the mobile banking system 600 allows the first
user to correct any errors in the alias provided by the first user or in the code received by the first
user. In one embodiment, the mobile banking system 600 only grants a pre-determined number
of unsuccessful attempts to verify the code before rejecting the transfer.

[0153] If the entered code in 1086 matches the code sent to the alias, the process moves
to block 1088 where the mobile banking system 600 processes any pending transfers involving
the newly registered alias. The mobile banking system 600 indicates to the user that the
verification of the alias has been completed. The mobile banking system 600 thanks the user for
setting up an alias to accept transfers. The mobile banking system 600 indicates to the first user
that people or entities can now send money to the first user using the first user’s alias. The
mobile banking system 600 indicates to the first user that any transfer to the first user’s newly
registered alias will be deposited to the account number shown on the webpage. In one
embodiment, the mobile banking system 600 only shows a selected few digits of the first user’s
financial institution account number. The page also indicates to the first user that the transfer
request is now in process. The page shows details of the transfer, including, but not limited to
the name of the sender, the amount, the date on which the sender sent the amount, the
confirmation number, and the status of the transfer. The page also two buttons. The first button
allows the first user to add another alias and the second button allows the first user make a
transfer using the newly registered alias.

[0154] The process then moves to block 1090 where the mobile banking system 600
sends the alias to the alias data repository 700 along with associated account information to be
stored in the alias datastore.

[0155] In one embodiment, the mobile banking system 600 presents four hyperlinks
under the transfers hyperlink described earlier. These four hyperlinks are a hyperlink for a
making a transfer, a hyperlink for reviewing transfers, a hyperlink for adding recipients, and a

hyperlink for managing accounts. Using the appropriate hyperlink, the first user has the option
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of obtaining set up to accept transfer by activating an appropriate link. The mobile banking
system 600 indicates to the first user (recipient) that the first user may activate the link if the first
user received a transfer notice, i.e., the first user received an email, text message, or other form
of electronic communication that someone has sent money to the first user. The mobile banking
system 600 indicates to the first user that in order to complete the transfer and collect the funds,
the first user must set up the first user’s alias to accept transfers. The mobile banking system 600
also presents a activatable link so that the first user can be directed to a page to learn more about
this P2P transfer via alias method. The mobile banking system 600 also presents a help box
where the first user can understand more about what the first user can do using the mobile
banking system 600, what the first user needs to know, and what else the first user can do using
the mobile banking system 600. The mobile banking system 600 also presents a message to the
first user that transferring money within the bank is fast and free. The mobile banking system
600 also indicates to the customer that the feature of making a P2P transfer using a recipient’s
alias is a new feature, and that transfers within the bank now include transfers made using a
recipient’s alias. Alternatively, a user who intends to receive money using an alias can get set up
by activating the link associated with obtaining a set up to accept transfers. A user who accesses
the mobile banking system 600 can register an alias by selecting an appropriate link. Therefore,
in one embodiment, the user does not have to wait to receive a payment using the mobile P2P
transfer service before setting up an alias to receive transfers. In one embodiment, the user can
register an alias using a mobile device, while in another embodiment, the user can register an
alias using a personal computing device.

[0156] In one embodiment of the invention, both the sender and the recipient need to
have financial institution accounts registered for mobile P2P transfer via alias. In another
embodiment of the invention, the sender needs to have a financial institution account registered
for mobile P2P transfer via alias, but the recipient does not need to have a financial institution
account registered for mobile P2P transfer via alias. In another embodiment of the invention, the
recipient needs to have a financial institution account registered for mobile P2P transfer via alias,
but the sender does not need to have a financial institution account registered for mobile P2P
transfer via alias.

Text Message P2P Payment Send Process and Interface
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[0157] Figure 11 provides a flow chart illustrating a process 1100 for sending P2P
payments via text message, in accordance with an embodiment of the invention. Figure 11
illustrates the flow chart in terms of “swim lanes” associated with entities which may perform
the operations in each respective swim lane. The entities illustrated in the exemplary Figure are
a financial institution’s mobile banking system 600, a first user (sender) 310 using a first
personal computing or mobile device 400, and an alias data repository 700. However, it should
be noted that other entities could also be involved and some embodiments of the invention may
not be limited to the three entities illustrated in Figure 11. Additionally, it should be understood
that, in other embodiments of the invention, the entities need not be required to perform the
actions illustrated in each respective swim lane. For example, some of the process steps
described herein may be performed by the first entity (or other entities) even though the element
may be illustrated as in the swim lane of the second entity. Similarly, in some embodiments,
some of the process steps may be performed by the second entity (or other entities) even though
the element may be illustrated as in the swim lane of the first entity.

[0158] All features that are described above as being part of the mobile P2P payment
process and interface are also part of the text message P2P payment process and service. In one
embodiment of the invention, the text message P2P payment send process and interface is a
feature provided in the mobile P2P payment send process and interface. In another embodiment
of the invention, the text message P2P payment send process and interface is distinct from the
mobile P2P payment send process and interface. This text message P2P transfer feature is
particularly useful for users who carry mobile devices that do not have computing resources and
cannot access the Internet, i.e., mobile devices that only have messaging features and can only
access a phone network.

[0159] Referring to Figure 11, the process starts in block 1110 of Figure 11 where the
first user 310 (sender) sends a text message to a phone number associated with a mobile banking
system 600 in a format that is recognized by the mobile banking system 600. In one
embodiment, the format includes the word “Pay” followed by the recipient’s alias followed by
the amount that the first user intends to transfer. An illustration of the text message that the first
user sends in block 1110 of Figure 11 is displayed in Figure 12A. Figure 12A shows that the text
message is directed to “Bank X” and the message is to pay the sum of $20 to the recipient

associated with the alias phone number.
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[0160] The process then moves to block 1120 in Figure 11 where the mobile banking
system 600 receives the text message from the first user and sends the number from which the
message originated to the alias data repository 700 along with the alias of intended recipient.
[0161] The process then moves to block 1130 in Figure 11 where the alias data repository
700 looks up the number of the first user (sender) in the alias datastore.

[0162] The process then moves to block 1140 in Figure 11 where the alias data repository
700 determines if the number of the first user is a number associated with a financial institution
account. If the alias data repository 700 determines that the number of the first user is not a
number associated with a financial institution account, the mobile banking system 600 replies to
the first user with a graceful error message that the transaction cannot be completed (see block
1105). In one embodiment, the error message is sent via text message, however, in other
embodiments, the error message can be sent by any form of communication such as email,
placing a phone call to the first user, snail mail ezc.

[0163] If, in block 1140, the alias data repository 700 determines that the number of the
first user is a number associated with a financial institution account, then the process moves to
block 1150 in Figure 11 where the alias data repository 700 looks up the recipient alias in the
alias data store.

[0164] The process then moves to block 1160 in Figure 11 where the alias data repository
700 determines if the recipient’s alias is associated with a financial institution account. If the
alias data repository 700 determines that the recipient alias is not associated with a financial
institution account, the mobile banking system 600 replies to the first user with a graceful error
message that the transaction cannot be completed (see block 1105). In one embodiment, the
error message is sent via text message, however, in other embodiments, it can be sent by any
form of communication such as email, placing a phone call to the first user, snail mail etzc.

[0165] If, in block 1160, the alias data repository 700 determines that the recipient alias
is associated with a financial institution account, then the process moves to block 1170. At block
1170, the mobile banking system 600 determines whether the transfer amount is above the
maximum that may be transferred in this transaction. If the mobile banking system 600
determines that the transfer amount is above the maximum that may be transferred in this
transaction, then the mobile banking system 600 replies to the first user with a graceful error

message that the transaction cannot be completed (see block 1105). In one embodiment, the
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error message is sent via text message, however, in other embodiments, it can be sent by any
form of communication such as email, placing a phone call to the first user, snail mail etzc.

[0166] If, in block 1170, the mobile banking system 600 determines that the transfer
amount is not above the maximum that may be transferred in this transaction, then the mobile
banking system 600 sends a text message to the first user showing the requested transfer with the
recipient name associated with the alias and requesting that the first user confirm the transfer
request, wherein the format of the return confirmation text message is specified in the text
message. In one embodiment, the recipient name associated with the alias is received from the
alias data repository 700. In one embodiment, the text message in 1180 sent from the mobile
banking system 600 specifies that the first user can confirm the transfer request with a “Yes” and
can reject the transfer request with a “No.” In other embodiments, the “Yes” and the “No” can
be any letters, characters, or combinations thereof as defined by the mobile banking system 600.
An illustration of the text message that the mobile banking system 600 sends to the first user in
block 1180 of Figure 11 is displayed in Figure 12B. Figure 12B shows that the text message is
from “Bank X” and the message is whether the mobile banking system 600 should send a sum of
money to a recipient who is identified by both an alias and a name. The text message also
specifically informs the first user that the first user can confirm the payment with a “Yes” and
can reject the payment with a “No.”

[0167] The process then moves to 1185 where the first user confirms the transaction
request by replying to text message in 1180 with a “Yes.” In other embodiments, the first user
can confirm the transaction request in the format as specified in the text message sent in 1180
from the mobile banking system 600 to the first user. An illustration of the text message that the
first user sends in block 1185 of Figure 11 is displayed in Figure 12C. Figure 12C shows that the
text message is directed to “Bank X and the message is “Yes.” This indicates that the first user
is willing to go ahead with the payment.

[0168] The process then moves to block 1190 where the mobile banking system 600 uses
the first user’s and the recipient’s financial institution account numbers to initiate ACH or other
type of transfer from the financial institution account associated with the first user’s (sender’s)
phone number to the financial institution account associated with the recipient’s alias.

[0169] The process then moves to block 1195 where the mobile banking system 600

sends a text message to the first user with information regarding the transfer and with a message
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that the transfer initiated successfully. An illustration of the text message that the mobile
banking system 600 sends to the first user in block 1195 of Figure 11 is displayed in Figure 12D.
Figure 12D shows that the text message is from “Bank X and the message is that the first user
has successfully transferred a sum of money to a recipient who is identified by name and alias.
The text message also provides the first user with a confirmation number for the transfer.

Mobile Banking P2P Payment Management Process and Interface
[0170] As shown in Figure 9G according to one embodiment of the invention, the mobile
P2P payment system client application 694 displays a bank menu page on which the first user
can navigate to an accounts function, a bill-paying function, a transfer funds function, or a
location function. In one embodiment, each of these navigable options is a hyperlink, whereas in
another embodiment, each of these navigable options is a button. The mobile P2P payment
system client application 694 indicates to the first user that the first user is in a secure area of the
mobile banking system 600. The bank menu page also has a text area where error messages are
displayed. The mobile P2P payment system client application 694 always allows users to sign
out from their accounts by providing an appropriate button or hyperlink.

Block Chain Configuration/Architecture

[0171] Rather than utilizing a centralized database of aliases as discussed with reference
to some embodiments above and as shown in Figure 13 A, other various embodiments of the
invention may use a decentralized block chain configuration or architecture as shown in Figure
13B in order to facilitate real-time alias-based P2P payments. Such a decentralized block chain
configuration ensures accurate mapping of aliases to financial institutions and accounts.
Accordingly, a block chain configuration may be used to maintain an accurate ledger of aliases
and to provide validation of transactions involving those aliases.
[0172] A block chain or blockchain is a distributed database that maintains a list of data
records, the security of which is enhanced by the distributed nature of the block chain. A block
chain typically includes several nodes, which may be one or more systems, machines, computers,
databases, data stores or the like operably connected with one another. In some cases, each of
the nodes or multiple nodes are maintained by different entities. A block chain typically works
without a central repository or single administrator. One well-known application of a block

chain is the public ledger of transactions for cryptocurrencies such as used in bitcoin. The data
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records recorded in the block chain are enforced cryptoraphically and stored on the nodes of the
block chain.

[0173] A block chain provides numerous advantages over traditional databases. A large
number of nodes of a block chain may reach a consensus regarding the validity of a transaction
contained on the transaction ledger. Similarly, when multiple versions of a document or
transaction exits on the ledger, multiple nodes can converge on the most up-to-date version of the
transaction. For example, in the case of a virtual currency transaction, any node within the block
chain that creates a transaction can determine within a level of certainty whether the transaction
can take place and become final by confirming that no conflicting transactions (i.e., the same
currency unit has not already been spent) confirmed by the block chain elsewhere.

[0174] The block chain typically has two primary types of records. The first type is the
transaction type, which consists of the actual data stored in the block chain. The second type is
the block type, which are records that confirm when and in what sequence certain transactions
became recorded as part of the block chain. Transactions are created by participants using the
block chain in its normal course of business, for example, when someone sends cryptocurrency
to another person), and blocks are created by users known as “miners” who use specialized
software/equipment to create blocks. Users of the block chain create transactions that are passed
around to various nodes of the block chain. A “valid” transaction is one that can be validated
based on a set of rules that are defined by the particular system implementing the block chain.
For example, in the case of cryptocurrencies, a valid transaction is one that is digitally signed,
spent from a valid digital wallet and, in some cases, one that meets other criteria. In some block
chain systems, miners are incentivized to create blocks by a rewards structure that offers a pre-
defined per-block reward and/or fees offered within the transactions validated themselves. Thus,
when a miner successfully validates a transaction on the block chain, the miner may receive
rewards and/or fees as an incentive to continue creating new blocks.

[0175] As mentioned above and referring to Figure 13B, a block chain 1300 is typically
decentralized - meaning that a distributed ledger 1320 (i.e., a decentralized ledger) is maintained
on multiple nodes 1310 of the block chain 1300. One node in the block chain may have a
complete or partial copy of the entire ledger or set of transactions and/or blocks on the block
chain. Transactions are initiated at a node of a block chain and communicated to the various

nodes of the block chain. Any of the nodes can validate a transaction, add the transaction to its
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copy of the block chain, and/or broadcast the transaction, its validation (in the form of a block)
and/or other data to other nodes. This other data may include time-stamping, such as is used in
cryptocurrency block chains.
[0176] Various other specific-purpose implementations of block chains have been
developed. These include distributed domain name management, decentralized crowd-funding,
synchronous/asynchronous communication, decentralized real-time ride sharing and even a
general purpose deployment of decentralized applications.
[0177] The block chain 1300 may perform one or more of the steps or functions
performed by the alias data repository 700 as discussed above with reference to Figure 7.

Block Chain Alias Payment
[0178] In various embodiments of the invention, a block chain implementation is used to
validate and clear payments, such as by the blockchain itself validating payments, real-time
messaging validating/clearing and/or ACH validation/clearing of payments. For real-time alias
p2p payments, such as those discussed in greater detail in the above sections herein, multiple
active directories may be created. In such cases, a need exists to ensure mappings are not
overloaded or redirected and in order to maintain a complete audit trail. The block chain
configuration is used to index alias mappings in all directories and maintain a full and visible
audit trail. Mining is used, in some embodiments, to ensure that changes to specific mappings
(e.g., mapping an alias to a financial institution and/or mapping an alias to an account) are
confirmed and/or have reached a predetermined level of consensus. This also ensures
unauthorized users are not manipulating the director(ies).
[0179] A real-time p2p payment made using an alias requires that the alias is mapped to
the appropriate financial institution. This information must be universally available to everyone
on the payment network, and the block chain configuration enables such information
distribution. Furthermore, a real-time p2p payment made using an alias also requires that the
alias is correctly mapped to the appropriate account. In some embodiments of the invention,
such a mapping, while integral to clearing (or validating) the transaction, the mapping of the
alias to an account is maintained as private information. For example, the mapping of the alias
to an account number may be maintained at a server local to the financial institution. Thus, once
a requested transaction has been placed on the public blockchain, the blockchain network

recognizes that the alias associated with the transaction is mapped to a particular financial
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institution. That financial institution’s server or system connected to the blockchain receives the
information about the requested transaction and the alias and can validate that the transaction
may be validated by looking up the appropriate mapping of the alias to the account. As noted,
this information is not placed on the public blockchain, but rather is held privately, such as on a
private blockchain or a “side-chain”.

[0180] One advantage of using a blockchain configuration for real-time alias-based p2p
payments is an opportunity for scaling. Thousands of banks or financial institutions may
participate in a block chain for real-time alias-based p2p payments and, therefore, the time to
validation of a transaction may be shortened. For example, a proposed transaction that is placed
on the block chain may be validated by one or a predetermined number of nodes of the block
chain in order for the transaction to proceed. The nodes may work as miners or “validators” in
order to confirm that an alias being used is a valid alias and is mapped to a particular, valid
financial institution. This determination may be based on the fact that the financial institution
that originally mapped the alias to itself (the “originating FI”’) has placed it on the blockchain and
in some cases, has included additional information such as a key that validates the alias.

[0181] The block chain may be configured with a set of rules to dictate when and how
aliases are validated, transactions are approved and other details about how the network
communicates data and the like. In some embodiments, the rules dictate that the originating FI
must approve all transactions for aliases mapped to that FI. In some embodiments, the rules
dictate that some or all transactions may be approved by one or more validator nodes without
further input from the originating FI other than the validation of the mapped alias. In some such
cases, the rules dictate that the mapped alias, when placed on the blockchain also includes
additional information that is useful in determining whether transactions associated with the alias
should be approved. For example, the alias may be associated with information indicating a
spending limit on the blockchain. Thus, if a transaction request associated with an alias has a
transaction amount less than the spending limited stored on the blockchain and associated with
the alias, the rules may dictate that a validating node can approve the transaction without further
input from the originating FI. In other embodiments, the validating node must reach out to the
originating FI in certain situations as dictated by the rules. For example, if the alias is indicated
to be mapped to multiple accounts, multiple FIs and/or is, in any way, indicated to be a faulty or

invalid alias (due to some information present on the blockchain), then the rules may dictate that
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the validating node communicate with the originating FI to confirm or deny validation of the
alias and approval or denial of the requested transaction.

[0182] In some embodiments, the validator may approve the transaction without
communicating with the originating FI. In such a case, the validator (or a group of validators if
multiple validations are required by the rules), can approve the transaction based solely on the
information contained in the blockchain. Thus, if a transaction is requested and a validator
receives the transaction, it can check the transaction’s associated alias against its ledger to
determine whether an originating FI has validated the alias. If so, then the validator may approve
the transaction. In this regard, the transaction may be approved very quickly, and in some cases,
in real-time or near real-time.

[0183] In cases where the rules dictate further input from the originating FI, once the
mapping of the alias to a particular financial institution is validated, the transaction may proceed
through the blockchain network to the system(s) of that financial institution over normal block
chain protocol and procedure, may be directly routed to the identified financial institution, or
may be communicated over traditional rails or channels such as ACH or card-based approval
channels in order to complete full validation of the alias and/or approval of the transaction. Once
the financial institution receives the proposed transaction, then the financial institution retrieves
its alias mapping, determines the account associated with the alias and can approve and complete
the transaction.

[0184] In various embodiments, any of the nodes 1300 may be a validator or a miner that
validates transactions. In some embodiments, a number of the nodes 1300 must validate a
transaction in order for the transaction to be approved. For example, in one embodiment, three
nodes 1300 must validate the authenticity of the alias before the transaction may be approved. A
specific example would be a customer having an alias of “customer@email.com” that requests a
P2P transaction using the block chain distributed network. This alias may be linked (i.e.,
mapped) to BANK on the distributed ledger on the block chain. The alias may also be linked
(i.e., mapped) to ACCOUNT1 maintained at BANK 1. The mapping of the alias to ACCOUNT1
is a contained on a private register held by BANK1. When an alias is mapped to BANK1,
BANKI1 provides the information that the alias is a valid alias that is mapped to a valid account
held by BANK1. Thus, up-to-date nodes 1300 on the block chain distributed network then are

aware that alias is mapped to BANK1 and is a valid alias. In some embodiments, the updates,
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such as the fact that an alias is mapped to a particular financial institution are only sent out to
validating nodes, and in other cases, the updates are sent to all nodes or predetermined or specific
nodes.

[0185] As noted above, in some instances, the rules of the blockchain and/or rules
specific to particular originating FIs or validators dictate that validators cannot approve
transactions without confirming available funds. In some cases, the available funds information
is already associated with the alias mapping on the public blockchain, but in other cases, the
validator must communicate with the originating FI in order to request approval of the
transaction.

[0186] In some embodiments, an alias may only be remapped by the originating entity to
ensure the validity of a remapping. For example, when a customer remaps an alias to another
bank, the original bank may be required to verify the remapping. Similarly, in some
embodiments, the bank to which an alias is remapped must verify the alias has been remapped.
This may be done by confirming the alias is associated with a real customer who owns an
account at the bank to which the alias was remapped. In some cases, particularly in cases where
one or more nodes have raised a concern that a transaction involving the alias is not valid, the
real customer may be contacted for verification of identity and/or verification that he/she has
initiated a remapping of an alias.

[0187] Referring to Figure 14, a method 1400 for using a block chain distributed network
for facilitating a P2P alias-based payment is shown. The first step, represented by block 1410 is
to receive, by a node of a block chain distributed network, a transaction record (or request)
associated with a person-to-person transaction between a payor and a payee. The record includes
an alias associated with the payor and/or the payee. In some cases, the transaction record
includes an alias associated with the payor and another alias associated with the payee.

[0188] The next step, represented by block 1420, is to access a distributed ledger, where
the ledger is updated based on communications from a block chain distributed network. The
next step, represented by block 1430, is to retrieve an alias to entity mapping from the accessed
distributed ledger. The mapping indicates at least an entity to which the alias is mapped. Next,
as represented by block 1440, based on the mapping, the node determines that the alias is at least

partially valid. Finally, as represented by block 1450, the last step is to communicate the
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transaction record to the entity and/or one or more additional nodes for full validation of the
transaction record and authorization of the transaction.
[0189] Referring now to Figure 15, a flowchart illustrates a method 1500 for using a
block chain distributed network for facilitating a P2P alias-based payment. The first step,
represented by block 1510, is to receive a transaction request from a node in a block chain
distributed network at a financial institution system. Then, as represented by block 1520, the
system determines, from the transaction request, that an alias is associated with the transaction
request. Next, the system accesses a private alias ledger including a listing of a plurality of
aliases and a corresponding plurality of account numbers, as represented by block 1530. Next, as
represented by block 1540, the system determines the alias corresponds to an account number
maintained by the entity (i.e., the financial institution). Based on determining the alias
corresponds to the account number, the next step is to authorize a transaction associated with the
transaction request as represented by block 1550. Finally, as represented by block 1560, the last
step is to update a distributed ledger (including, for example, with the authorization of the
transaction) stored by the system and to provide access to the distributed ledger to the block
chain distributed network.
[0190] In some embodiments, the alias may be associated with a blockchain digital
wallet and use a private key in order to confirm available funds for requested transactions. In
this regard, approval of a requested transaction may be provided by a validator without requiring
approval from the originating F1.

Blockchain Alias Mapping and Directory Services
[0191] According to embodiments of the invention, a blockchain distributed network
enables reliable alias mapping. Such a blockchain alias mapping system addresses potential
reliability issues with a global alias map that supports real-time payments, regardless of how the
payments are ultimately processed. A blockchain alias mapping system has a variety of potential
use cases such as registration, re-registration, look-up (to determine if an alias is mapped or to
determine the appropriate network to use) and redirection of an alias to a different financial
institution (FI) or account. This last use case may be related to a hijack situation where an
exposure may be identified.
[0192] Currently directory services (DS) are operated by payment product companies,

which are typically financial institutions (FIs). These DS’s provide a directory mapping of an
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account to an alias that is applicable only for that FI’s payment product. Independent DS’s that
exist currently are not interoperable, meaning that the various DS’s for different FIs do not and
cannot overlap such that, for example, an alias might be mapped to accounts maintained by
multiple FIs. Now no common DS is available that enables a customer to map multiple payment
accounts they hold with different FIs. Such a solution, which may be implemented as discussed
at length above, may have some inherent security issues due to the use of a “centralized
database” or clearinghouse, such as is shown in FIG. 13A. Currently available models typically
require customers to manage their aliases and tokens with different DS’s for different payment
accounts held with different FIs, for example, one alias for one credit card, another alias for one
checking account, yet another alias for a particular FI, and the like.

[0193] Accordingly, embodiments of the invention enable a system for directory services
and mapping aliases that allows different FIs to use a common, shared, single source of database
without a central third party. Embodiments of the system utilize blockchain and distributed
ledger technologies. Blockchain provides a single source of truth that maintains a single ledger
of alias and tokens for different products/services offered by different FIs. FIs that provide an
the functionality for an alias to be mapped to accounts by its customers may also act as nodes of
the blockchain. These FI nodes may enable their customers to enroll (or register) an alias for
mapping to the account. The account may also be represented as a token (UUID) mapped to an
alias name with mapping in the blockchain. A customer of a FI (i.e., node) may utilize its
services (e.g., interface) to create a unique address for themselves in the blockchain and can
thereby manage an alias-token couple. The node (FI) provides secure services for its customers
to control the creation and life cycle management of the alias-token couple associated with that
FI. These secure services may include, in some embodiments, write permissions for managing
the alias-token pair. Any node (FI), in some embodiments, is enabled to query, search and read
alias-token pair mapping in the blockchain for any customer (regardless of the customer’s non-
affiliation with that node). These functions are generally referred to as read permissions. The
write permissions and operations are controlled through the customer’s private key, in some
embodiments, so that the customer can securely manage his/her alias/token pair(s).

[0194] Each private key may have a public key (an address on the blockchain uniquely
associated with the customer) associated with it. As further discussed below, a public key

(corresponding to a single DS blockchain account) may have multiple associated private keys
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authorized for using the public key for transactions. The map of all alias-token pairs of a
particular customer are stored on the blockchain associated with the public key of the customer
in the blockchain ledger. All map entries (add/edit/delete) for a customer are accepted only
when signed by the secure private key of the customer. The FI (node) may provide a service that
enables the customer to secure the private key in the FI’s digital vault. Alternatively, the
customer may receive a copy of the private key in a soft format or paper mailing form sent
securely from the FI.

[0195] When a customer is accessing his managed aliases through a second FI different
than the first FI that holds his accounts, the customer can utilize the private key. Alternatively,
the second FI may request that the first FI change mappings created by the first FI when the
customer exercises write operations through the second FL

[0196] A customer may map her aliases to multiple tokens or accounts. In such a case,
the map entry captures which is the default token/account to be used when the DS is queried or
searched. Customers may also define smart contracts by which they can set up rules in the
blockchain. The smart contracts define which alias-token entry needs to be used for specific
transactions.

[0197] In various embodiments, an alias may be used by multiple users. Each of the
users may be authorized the use the alias to make payments, however, each user or subsets of
users are assigned unique private keys during registration. Accordingly, each user may utilize
their individual private key in order to perform a transaction using the alias. For example, when
the user provides an alias for a transaction, the user can also provide the user’s private key during
the transaction. Use of the private key alongside the alias during a transaction may also indicate
which account, payment rail, fees or otherwise that are used for a transaction.

[0198] Referring to FIG. 16, a combined diagram and flowchart illustrates a blockchain
distributed network system environment configured for alias mapping according to some
embodiments of the invention. A customer interface 1610 enables a customer to interact with an
FI by use of an online banking and/or mobile application (OLB/mobile app) 1615. The customer
interface 1610 is configured to operably connect with the bank interface system 1630. The bank
interface system 1630 may have an authentication control module 1635 for authenticating the
customer’s identity with the FI through the customer interface 1610. An alias-token map user

interface 1645 enables the customer to manage their aliases and register new alias-token pairs.
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The bank interface system 1630 is operably connected with the bank DS blockchain system
1650, which in some cases is one or more systems or servers internal to the FI, that is, without
direct access to systems external to the FI.

[0199] The bank DS blockchain system 1650, in some embodiments, includes several
application or modules 1651. These modules may include a service registration controller 1652,
a token life cycle management module 1654, a search alias-token map provider module 1656 and
a view alias-token map provider module 1658. The service registration controller 1652 enables a
customer to map an alias to a token (i.e., account or financial instrument) that is held by the FIL.
The token life cycle management module 1654 enables a customer to manage his/her aliases and
the alias-token mappings. Module 1654 allows the customer to edit the alias and/or token that
has been mapped, to add new aliases and tokens and their mappings, and to delete aliases, token
and/or mappings from the customer’s account. The search alias-token map provider module
1656 is configured to enable the FI to process a payment. The FI must search the blockchain
using the module 1656 to identify account details associated with any alias that is submitted to
the FI for a payment transaction. The view alias-token map provider 1658 enables the customer
to view all the details regarding mappings. The system 1650 has a bank database 1660, which
may include information related to some or all the FI's accounts, customer and/or the like. The
admin module 1662 controls access permissions and may initiate and/or manage running of the
other modules 1651.

[0200] Every bank or FI that is participating in the DS blockchain has a node that is an
interface for connecting with and communicating with the blockchain. The bank DS blockchain
node 1670 has a blockchain server 1672 that is configured to connect the node 1670 with the
blockchain. A smart contracts engine 1674 is provided for implementing smart contracts for
managing alias-token selection for processing payments. For example, given a particular set of
circumstances, the smart contract may be configured to use a particular alias-token pair for
completing a payment. Some or all the data stored in the bank database 1660 may be pushed to
the DS ledger and smart contract database 1676 that is provided for access by the blockchain
network, represented by the other nodes (e.g., FIs) in the DS blockchain cloud 1690. In some
cases, the bank database 1660 may contain more information for a particular alias-token mapping
pair than is pushed to the DS ledger 1676. For example, the alias-token pair may be associated

with a customer name, bank name, FI name, payment rail, rail fee and/or the like.
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[0201] The customer private key 1620 may be created and provided by the service
registration controller 1652. The customer may select to store the secure digital vault(s) 1640.
These private key(s), as discussed elsewhere, provide the customer with an opportunity to access
his or her account through the originating FI or another FL

[0202] Referring now to FIG. 17, a flowchart illustrates a method for using a blockchain
distributed network for alias mapping. First, as represented by block 1710 is to authenticate a
customer. This is done through a node (which is typically maintained by a FI) of the blockchain
distributed network. The customer has a preexisting relationship with the FI with one or more
accounts owned by the customer held by the financial institution.

[0203] Next, as represented by block 1720, the customer registers with the service. This
is a one-time activity that creates an address in the DS blockchain. A unique address represents a
customer in the blockchain. A customer can choose to use any FI with which he/she has a
relationship in order to register for the DS blockchain service as it is a one-time activity. Once
the customer has chosen to register with the DS blockchain service and they are authenticated,
the node connects with the DS blockchain system to create an account. This DS account
includes an address (i.e., a public key) for the customer. The DS blockchain system 1650 also
generates a private key, which may be securely communicated to the customer. The node does
not store the private key for improved security. The private key is required in order for the
customer to add/edit/delete alias-token entries of the customer account. Thus, it becomes
possible for the customer to use the same address to control the lifecycle of tokens with different
FIs.

[0204] Next, as represented by block 1730, an alias-token/account pair (aka couple or
mapping) is enrolled in the service. The customer first chooses an account (such as an account
held at the financial institution) and provides an alias to associate with the account. Then, the FI
checks the validity of the alias, that is, it confirms that the alias is truly owned by the customer.
For example, if the alias is an email address, the FI may confirm by sending a test message with
a confirmation link to the customer for validation. The node then queries the blockchain to
check if the alias already exists in the blockchain. If it already exists, then the node checks to
determine if the alias is part of the DS blockchain address of the customer. If validations are
successful, then the customer is prompted to enter the private key. The node then makes a

change to the customer’s address in the blockchain to add the alias-token map. Additional data
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about the token can also be captured and stored in the blockchain. Such data may include, for
example, the customer name, the FI name, payment rail information, fee information for the
payment rail, and the like. If the alias does not already exist, then the node creates an account for
the customer as detailed above with reference to block 1720.

[0205] Next, as represented by block 1740, the token lifecycle is managed, such as by
editing and/or deleting the alias-token pair. These operations are similar to the operations for
adding the alias-token pair in reverse, for example, when the customer desires to remove the
token from mapping, then the alias-token pair is removed from the blockchain address of the
customer.

[0206] Other operations, as represented by block 1750, may be performed including
searching, reading and implementing smart contracts. The search service may be useful for a
customer to confirm that the customer’s alias is not used by other customers without permission.
Any node can search the DS blockchain for any alias and/or token. Such a query returns the
address of the account that has the alias/token mapped to it. The read service provides that any
node can query the DS blockchain to get the token for a given alias. Along with the token, other
information associated with the address may be returned by the DS blockchain.

[0207] As noted above, smart contracts may also be implemented on the blockchain.
Smart contracts are computer processes that facilitate, verify and/or enforce negotiation and/or
performance of a contract between parties. One fundamental purpose of smart contracts is to
integrate the practice of contract law and related business practices with electronic commerce
protocols between people on the Internet. Smart contracts may leverage a user interface that
provides one or more parties or administrators access, which may be restricted at varying levels
for different people, to the terms and logic of the contract. Smart contracts typically include
logic that emulates contractual clauses that are partially or fully self-executing and/or self-
enforcing. Examples of smart contracts are digital rights management (DRM) used for
protecting copyrighted works, financial cryptography schemes for financial contracts, admission
control schemes, token bucket algorithms, other quality of service mechanisms for assistance in
facilitating network service level agreements, person-to-person network mechanisms for
ensuring fair contributions of users, and others.

[0208] Smart contract infrastructure can be implemented by replicated asset registries

and contract execution using cryptographic hash chains and Byzantine fault tolerant replication.
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For example, each node in a peer-to-peer network or blockchain distributed network may act as a
title registry and escrow, thereby executing changes of ownership and implementing sets of
predetermined rules that govern transactions on the network. Each node may also check the
work of other nodes and in some cases, as noted above, function as miners or validators.

[0209] The customer can use the services of the node to create a smart contract. This
smart contract, as noted above, is a set of rules which, when executed by the blockchain at a
specific time, will return the best alias/rail to choose for a particular payment. This is useful in a
scenario where an alias maps to multiple tokens. The smart contract returns the best token that a
sender (node) can use to make a particular payment. For example, is ABCDE is an alias for
multiple token, then the sender wants to make a cross-border payment, the smart contract may
execute a set of rules as set by the customer (who is the recipient) and return the token and the
appropriate rail through which the customer wants to receive cross-border payments. As another
example, if the sender wants to make a real-time payment, then the smart contract may choose a
token-rail combination that supports real-time payments.

[0210] As will be appreciated by one of skill in the art, the present invention may be
embodied as a method (including, for example, a computer-implemented process, a business
process, and/or any other process), apparatus (including, for example, a system, machine, device,
computer program product, and/or the like), or a combination of the foregoing. Accordingly,
embodiments of the present invention may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident software, micro-code, efc.), or an
embodiment combining software and hardware aspects that may generally be referred to herein
as a “system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-executable
program code embodied in the medium.

[0211] Any suitable transitory or non-transitory computer readable medium may be
utilized. The computer readable medium may be, for example but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or device.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as

a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
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(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device.

[0212] In the context of this document, a computer readable medium may be any medium
that can contain, store, communicate, or transport the program for use by or in connection with
the instruction execution system, apparatus, or device. The computer usable program code may
be transmitted using any appropriate medium, including but not limited to the Internet, wireline,
optical fiber cable, radio frequency (RF) signals, or other mediums.

[0213] Computer-executable program code for carrying out operations of embodiments
of the present invention may be written in an object oriented, scripted or unscripted
programming language such as Java, Perl, Smalltalk, C++, or the like. However, the computer
program code for carrying out operations of embodiments of the present invention may also be
written in conventional procedural programming languages, such as the “C” programming
language or similar programming languages.

[0214] Embodiments of the present invention are described above with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It will be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer-executable program code portions. These computer-
executable program code portions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable data processing apparatus to
produce a particular machine, such that the code portions, which execute via the processor of the
computer or other programmable data processing apparatus, create mechanisms for
implementing the functions/acts specified in the flowchart and/or block diagram block or blocks.
[0215] These computer-executable program code portions may also be stored in a
computer-readable memory that can direct a computer or other programmable data processing
apparatus to function in a particular manner, such that the code portions stored in the computer
readable memory produce an article of manufacture including instruction mechanisms which
implement the function/act specified in the flowchart and/or block diagram block(s).

[0216] The computer-executable program code may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to be

performed on the computer or other programmable apparatus to produce a computer-
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implemented process such that the code portions which execute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block(s). Alternatively, computer program implemented steps or
acts may be combined with operator or human implemented steps or acts in order to carry out an
embodiment of the invention.

[0217] As the phrase is used herein, a processor may be “configured to” perform a
certain function in a variety of ways, including, for example, by having one or more general-
purpose circuits perform the function by executing particular computer-executable program code
embodied in computer-readable medium, and/or by having one or more application-specific
circuits perform the function.

[0218] Embodiments of the present invention are described above with reference to
flowcharts and/or block diagrams. It will be understood that steps of the processes described
herein may be performed in orders different than those illustrated in the flowcharts. In other
words, the processes represented by the blocks of a flowchart may, in some embodiments, be in
performed in an order other that the order illustrated, may be combined or divided, or may be
performed simultaneously. It will also be understood that the blocks of the block diagrams
illustrated, in some embodiments, merely conceptual delineations between systems and one or
more of the systems illustrated by a block in the block diagrams may be combined or share
hardware and/or software with another one or more of the systems illustrated by a block in the
block diagrams. Likewise, a device, system, apparatus, and/or the like may be made up of one or
more devices, systems, apparatuses, and/or the like. For example, where a processor is
illustrated or described herein, the processor may be made up of a plurality of microprocessors or
other processing devices which may or may not be coupled to one another. Likewise, where a
memory is illustrated or described herein, the memory may be made up of a plurality of memory
devices which may or may not be coupled to one another.

[0219] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of,
and not restrictive on, the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,

are possible. Those skilled in the art will appreciate that various adaptations and modifications

59



WO 2017/083565 PCT/US2016/061402

of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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CLAIMS:

1. A system operatively connected with a block chain distributed network and for using the
block chain distributed network for facilitating a person-to-person (P2P) alias-based payment,
the system comprising:
a memory device; and
a processing device operatively coupled to the memory device, wherein the processing
device is configured to execute computer-readable program code to:
receive a transaction record associated with a P2P transaction between a payor
and a payee, wherein the transaction record comprises an alias associated with the payor
and/or the payee;
access a distributed ledger, wherein the distributed ledger is updated based on
communications from a block chain distributed network;
retrieve an alias to entity mapping from the accessed distributed ledger, wherein
the alias to entity mapping indicates at least an entity to which the alias is mapped; and

based on the mapping, determine that the alias is at least partially valid.

2. The system of claim 1, wherein the processing device is further configured to execute
computer-readable program code to:
communicate the transaction record to the entity for full validation of the

transaction record and authorization of the transaction.

3. The system of claim 1, wherein the processing device is further configured to execute
computer-readable program code to:
based at least in part on the determination that the alias is at least partially valid,

initiate authorization of the transaction.

4. A system maintained by an entity and operatively connected with a block chain
distributed network and for using the block chain distributed network for facilitating a person-to-
person (P2P) alias-based payment, the system comprising:

a memory device; and
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a processing device operatively coupled to the memory device, wherein the processing

device is configured to execute computer-readable program code to:

receive a transaction request from a node in a block chain distributed network;

determine, from the transaction request, that an alias is associated with the
transaction request;

access a private alias ledger comprising a listing of a plurality of aliases and a
corresponding plurality of account numbers;

determine that the alias corresponds to an account number maintained by the
entity; and

based on determining that the alias corresponds to the account number maintained

by the entity, authorize a transaction associated with the transaction request.

5. The system of claim 4, wherein the processing device is further configured to execute
computer-readable program code to:
communicate authorization of the transaction to the block chain distributed

network.

6. The system of claim 4, wherein the processing device is further configured to execute
computer-readable program code to:
update a distributed ledger stored by the system and provide access to the

distributed ledger to the block chain distributed network.

7. The system of claim 6, wherein the processing device is further configured to execute
computer-readable program code to:

update the distributed ledger with the authorization of the transaction.
8. A method performed by a system operatively connected with a block chain distributed

network and for using the block chain distributed network for facilitating a person-to-person

(P2P) alias-based payment, the method comprising:
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receiving a transaction record associated with a P2P transaction between a payor and a
payee, wherein the transaction record comprises an alias associated with the payor and/or the
payee;

accessing a distributed ledger, wherein the distributed ledger is updated based on
communications from a block chain distributed network;

retrieving an alias to entity mapping from the accessed distributed ledger, wherein the
alias to entity mapping indicates at least an entity to which the alias is mapped; and

based on the mapping, determining that the alias is at least partially valid.

0. The method of claim 8, further comprising:
communicating the transaction record to the entity for full validation of the transaction

record and authorization of the transaction.

10. The method of claim 8, further comprising:
based at least in part on the determination that the alias is at least partially valid, initiating

authorization of the transaction.

11. A method performed by a system maintained by an entity and operatively connected with
a block chain distributed network and for using the block chain distributed network for
facilitating a person-to-person (P2P) alias-based payment, the method comprising:

receiving a transaction request from a node in a block chain distributed network;

determining, from the transaction request, that an alias is associated with the transaction
request;

accessing a private alias ledger comprising a listing of a plurality of aliases and a
corresponding plurality of account numbers;

determining that the alias corresponds to an account number maintained by the entity;
and

based on determining that the alias corresponds to the account number maintained by the

entity, authorizing a transaction associated with the transaction request.
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12. The method of claim 11, further comprising:

communicating authorization of the transaction to the block chain distributed network.

13. The method of claim 11, further comprising:
updating a distributed ledger stored by the system and provide access to the distributed
ledger to the block chain distributed network.

14. The method of claim 13, further comprising:

updating the distributed ledger with the authorization of the transaction.

15. A computer program product for execution on a system operatively connected with a
block chain distributed network, the computer program product for using the block chain
distributed network for facilitating a person-to-person (P2P) alias-based payment, the computer
program product comprising at least one non-transitory computer-readable medium having
computer-readable program code portions embodied therein, the computer-readable program
code portions comprising:

an executable portion configured to receive a transaction record associated with a P2P
transaction between a payor and a payee, wherein the transaction record comprises an alias
associated with the payor and/or the payee;

an executable portion configured to access a distributed ledger, wherein the distributed
ledger is updated based on communications from a block chain distributed network;

an executable portion configured to retrieve an alias to entity mapping from the accessed
distributed ledger, wherein the alias to entity mapping indicates at least an entity to which the
alias is mapped; and

an executable portion configured to based on the mapping, determine that the alias is at

least partially valid.
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16.  The computer program product of claim 15, wherein the computer-readable program
code portions further comprise:
an executable portion configured to communicate the transaction record to the entity for

full validation of the transaction record and authorization of the transaction.

17.  The computer program product of claim 15, wherein the computer-readable program
code portions further comprise:
an executable portion configured to, based at least in part on the determination that the

alias is at least partially valid, initiate authorization of the transaction.

18. A computer program product for execution on a system operatively connected with a
block chain distributed network, the computer program product for using the block chain
distributed network for facilitating a person-to-person (P2P) alias-based payment, the computer
program product comprising at least one non-transitory computer-readable medium having
computer-readable program code portions embodied therein, the computer-readable program
code portions comprising:

an executable portion configured to receive a transaction request from a node in a block
chain distributed network;

an executable portion configured to determine, from the transaction request, that an alias
is associated with the transaction request;

an executable portion configured to access a private alias ledger comprising a listing of a
plurality of aliases and a corresponding plurality of account numbers;

an executable portion configured to determine that the alias corresponds to an account
number maintained by the entity; and

an executable portion configured to, based on determining that the alias corresponds to
the account number maintained by the entity, authorize a transaction associated with the

transaction request.
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19.  The computer program product of claim 18, wherein the computer-readable program

code portions further comprise:

an executable portion configured to communicate authorization of the transaction to the

block chain distributed network.

20.  The computer program product of claim 18, wherein the computer-readable program

code portions further comprise:

an executable portion configured to update a distributed ledger stored by the system and

provide access to the distributed ledger to the block chain distributed network.
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CREATE NEW SMS MESSAGE

TO: BANK OF AMERICA

MSG: PAY 704-555-1234 20.00

BACK SEND

FIG. 12A

Y ] ]

CREATE NEW SMS MESSAGE

TO: BANK OF AMERICA

MSG: YES

BACK SEND

FiG. 12C
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SMS MESSAGE RECEIVED

FROM: BANK OF AMERICA

MSG: SEND PAYMENT TO
704-555-1234 (JERRY)
FOR $20.00?

REPLY TO THIS
MESSAGE: YES OR NO

REPLY

BACK

FIG. 12B

il 1T

SMS MESSAGE RECEIVED

FROM: BANK OF AMERICA

MSG: YOU HAVE
SUCCESSFULLY
TRANSFERRED $20.00
TO 704-555-1234
(JERRY).

CONFIRMATION #:
1236123

REPLY

BACK

FIG. 12D
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RECEIVE, AT ANODE OF A BLOCK CHAIN DISTRIBUTED NETWORK, A TRANSACTION RECORD
ASSOCIATED WITH A P2P TRANSACTION BETWEEN A PAYOR AND A PAYEE, WHERE THE
RECORD INCLUDES AN ALIAS ASSOCIATED WiTH THE PAYOR AND/OR THE PAYEE
1410

'

ACCESS A DISTRIBUTED LEDGER, WHERE THE LEDGER IS UPDATED BASED ON
COMMUNICATIONS FROM A BLOCK CHAIN DISTRIBUTED NETWORK
1420

i

RETRIEVE AN ALIAS TO ENTITY MAPPING FROM THE ACCESSED DISTRIBUTED LEDGER,
WHERE THE MAPPING INDICATES AT LEAST AN ENTITY TO WHICH THE ALIAS IS MAPPED
1430

y

BASED ON THE MAPPING, DETERMINE THAT THE ALIAS IS AT LEAST PARTIALLY VALID
1440

l

COMMUNICATE THE TRANSACTION RECORD TO THE ENTITY AND/OR ONE OR MORE
ADDITIONAL NODES FOR FULL VALIDATION OF THE TRANSACTION RECORD AND
AUTHORIZATION OF THE TRANSACTION
1450

FIG. 14
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1500 "\
RECEIVE A TRANSACTION REQUEST FROM A NODE IN A BLOCK CHAIN DISTRIBUTED
NETWORK
1510

'

DETERMINE, FROM THE TRANSACTION REQUEST, THAT AN ALIAS IS ASSOCIATED WITH THE
TRANSACTION REQUEST
1520

l

ACCESS A PRIVATE ALIAS LEDGER INCLUDING A LISTING OF A PLURALITY OF ALIASES AND A
CORRESPONDING PLURALITY OF ACCOUNT NUMBERS
1530

i

DETERMINE THE ALIAS CORRESPONDS TO AN ACCOUNT NUMBER MAINTAINED BY THE ENTITY
(E.G., AFINANCIAL INSTITUTION)
1540

i

BASED ON DETERMINING THE ALIAS CORRESPONDS TO THE ACCOUNT NUMBER, AUTHORIZE
A TRANSACTION ASSOCIATED WITH THE TRANSACTION REQUEST
1550

i

UPDATE A DISTRIBUTED LEDGER (INCL., E.G., WITH THE AUTHORIZATION OF THE
TRANSACTION) STORED BY THE SYSTEM AND PROVIDE ACCESS TO THE DISTRIBUTED
LEDGER TO THE BLOCK CHAIN DISTRIBUTED NETWORK
1560

FIG. 15
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1700 "\
AUTHENTICATE A CUSTOMER USING A NODE (F1) OF THE BLOCKCHAIN DISTRIBUTED
NETWORK
1710

'

REGISTER THE SERVICE, LE., CREATING AN ADDRESS IN THE DS BLOCKCHAIN
1720

i

ALIAS-TOKEN/ACCOUNT ENROLLMENT
1730

y

MANAGE TOKEN LIFECYCLE
1740

l

PERFORM OPERATIONS ON ALIAS-TOKEN (E.G., SEARCH, READ, SMART CONTRACTS)
1750

FIG. 17
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