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SYSTEM AND METHOD FOR DETERMINING AND VISUALIZING EFFICIENCIES AND
RISKS IN COMPUTING ENVIRONMENTS

[0001] This application claims priority from U.S. Provisional Patent Application No.

61/523,912 filed on August 16, 2011, the entire contents of which are incorporated herein by
reference.

TECHNICAL FIELD

[0002] The following relates to systems and methods for determining ahd visualizing

efficiencies and risks in computing environments.

DESCRIPTION OF THE RELATED ART

[0003] Modern data centers typically comprise hundreds if not thousands of servers.
Each server supplies a finite amount of resource capacity, typically in the form of, but not
imited to: central processing unit (CPU) capacity, memaory or storage capacity, disk
Input/output (1/0) throughput, and network /O bandwidth. Workloads running on these
servers consume varying amounts of these resources. With the advent of virtualization and

cloud technologies, individual servers are able to host multiple workloads.

[0004] Percent CPU utilization, which corresponds to the ratio of CPU usage relative to
CPU capacity, is a common measure of how effectively servers are being utilized. Various
other metrics may be uséd to determine resource utilization for computing systems.
Organizations may wish to measure and evaluate efficiencies and risks in computing

environments but often do not have convenient ways to perform such measurements and

evaluations.

SUMMARY

[0005] In one aspect, there is proVided a method comprising: obtaining resource
utilization data and resource capacity data for a plurality of entities in a computing
environment; obtaining at least one operational policy defining at appropriate level of at least
one resource used by the computing environment according to at least one factor: and
computing at least one score quantifying efficiencies and risks associated with the
computing environment based on the resource utilization data, resource capacity data; and
at least one Operational policy.

[0006] In another aspect, there is provided a computer readable storage medium

comprising computer executable instructions for performing the method.



CA 02845402 2014-02-14
WO 2013/023302 PCT/CA2012/050561

[0007] In yet another aspect, there is provided a system for analyzing efficiencies and
risks in a computing environment, the system comprising a processor and at least one

memory, the memory comprising computer executable instructions for performing the
method.

BRIEF DESCRIPTION OF THE DRAWINGS

{0008] Embodiments will now be described by way of example only with reference to
the appended drawings wherein:

[0009] FIG. 1 is a schematic diagram of a computing environment;

10010] FIG. 2 is a block diagram of functional components configured to perform an

efficiency and risk analysis using resource utilization and capacity data and operational

policies.

[0011] FI1G. 3 1s a flow chart illustrating example computer executable operations that
may be performed in conducting an efficiency and risk analysis;

[0012] FIG. 4 is an example screen shot including an efficiency risk spectrum for a
single computing envircnment;

[0013] FIG. 5 is an example screen shot including an efficiency risk spectrum for a

single computing environment;

[0014]  FIG. 6 is an example screen shot including an efficiency risk spectrum for a
single computing cluster;

[0015] FI1G. 7 is an example screen shot including an efficiency risk spectrum for
multiple computing environments;

[0016] FIG. 8 is an example screen shot including a recommended actions output;
[0017] FIG. 9 is an example screen shot including a recommended actions output;
[0018] FIG. 10 1s an example screen shot including an efficiency risk spectrum for a

cluster with recommendations applied;
[0019] FIG. 11 is an example screen shot for an operational policy user interface; and

[0020] FIG. 12 1s an example screen shot for a system policy user interface.
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DETAILED DESCRIPTION

[0021] It will be appreciated that for simplicity and clarity of illustration, where
considered appropriate, reference numerals may be repeated among the figures to indicate
corresponding or analogous elements. In addition, numerous specific details are set forth in
order to provide a thorough understanding of the examples described herein. However, it will
be understood by those of ordinary skill in the art that the examples described herein may be
pra‘cticed without these specific details. In other instances, well-known methods, procedures
and components have not been described in detaill so as not to obscure the examples

described herein. Also, the description is not to be considered as iimiting the scope of the
examples described herein.

[0022] It will be appreciated that the examples and corresponding diagrams used herein
are for illustrative purposes only. Different configurations and terminology can be used
without departing from the principles expressed herein. For instance, components and
modules can be added, deleted, modified, or arranged with differing connections without

departing from these principles.

[0023] A system and method are provided for quantifying and visualizing the efficiency
and risks related to resource utilization levels, relative to the provisioned capacity of
computing environments, with consideration of operational policies. In addition, the system
may be configured to determine and presents recommended actions that mitigate the
Inefficiencies and risks detected for the computing environments being analyzed. The
capabilities of the system herein described enable organizations to accurate‘ly measure
efficiency and risks in physical, virtual and cloud computing environments. It has been
recognized that through the recommended actions, organizations can increase efficiency

and reduce risks in their computing environments.

[0024] An example of a computing environment 10 is shown in FIG. 1. Computing
environments 10 can be virtual or physical. Virtual computing environments 10 may be
based on various virtualization platforms such as VMware vSphere, IBM PowerVM,
Microsoft Hyper-V, Oracle/Sun Logical Domains, etc. Physical computing environments 10
may be based on various server platforms such as I1BM Power, Oracle/Sun SPARC and x86-
based servers, etc. As illustrated in FIG. 1, a computing environment 10 is designed and/or
provided to run at least one workload 12 that performs business functions and consume
compute resources 14, e.g., resources 14 related to CPU, memory, disk, network, etc. The

workloads 12 run on computing systems 16 such as servers that supply the computing
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resources 14. Each computing system 16 has a finite capacity of resources 14. Multiple
computing systems 16 can form a computing cluster 18 reflecting, for example, an
administrative group or a management domain. Such groups or domains may support
advanced capabillities such as live migration of workloads 12 between computing systems
16, load balancing and/or high availability. Multiple computing clusters 18 can be Iogically

grouped (e.qg., by location, iine of business, etc.) to form a computing environment 10 as is
llustrated Iin FIG. 1.

10025} It can be appreciated that the principles discussed herein apply to any one or
more workloads 12 consuming any one or more resources 14 provided by any one or more
computing systems 16, in any one or more computing clusters 18, in one or more computing

environments 10. As such, the example shown in FIG. 1 is for illustrative purposes only.

[0026] Many computing environments 10 may be modeled through the entity types
shown in FIG. 1, and may include associated parent-child relationships. Workloads 12 are
considered resource consumers, typically with configurable resource allocations. Computing
systems 16 such as servers are considered resource suppliers containing one or more
workloads 12. Computing clusters 18 are considered collections of computing systems 16
(e.g. a server farm) with mobility of workloads 12 between computing systems 16 in a
computing cluster 18 being possible. The computing environments 10 are typically defined

by a collection of one or more computing clusters 18.

[0027] For example, VMware vSphere computing environments 10 can be modeled with
the following entity types. A guest is considered a virtual machine running on a host for
performing actual wofkloads 12. A host is a physical computing system 16 running the ESX
hypervisor capable of running cne or more virtuél machines. A computing cluster 18
therefore enables hosts to be managed as a group capable of supporting capabilities such
as live migration of workloads 12 between hosts, automated workload balancing and high
availability of guest workloads 12. A datacenter in this exa'mple IS considered a computing
environment 10 including one or more computing clusters 18.

[0028] In another example, IBM PowerVM computing environments 10 can be modeled
with the following entity types. Logical Partitions (LPARSs) are considered virtual machines

running on managed computing systems 16 for performing actual workloads 12. Managed
systems are considered physical computing systems 16 (e.g. servers) capable of running

one or more LPARs. A domain is considered a group of managed systems administered by
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a common hardware management controller (HMC). An environment in this example is a

computing environment 10 including one or more management domains.

[0029] It can be appreciated that depending on the computing environment 10 and
technology being modeled, additional entity types and parent-child relationships are
possible. For example, workloads 12 can often be divided Iinto multiple applications. In
addition, some virtualization technologies support the creation of resource pools to divide

processor and/or memory resources that are allocated by servers to their workloads 12.

[0030] Turning now to FIG. 2 an example of an analysis system 20 is shown. It can be
appreciated that the analysis system 20 may be configured using software, hardware or any
combination of software and hardware. For example, the analysis system 20 may' reside on
a personal computer, embedded computer, mobile computing device, etc. It can also be
appreciated that the configuration and functional delineations shown In FIG. 2 are for
illustrative purposes only. The system 20 includes an analysis engine 22 that comprises an
efficiency and risk (ER) processor 24. The ER processor 24 utilizes system data 26 related
to the computing systems 16 In a particular cluster 18 and/or computing environment 10 to
quantify and visualize the efficiency and risks for a computing environment 10. The system
data 26 includes, without limitation, resource utilization data 28 and resource capacity data
30 for conducting the analyses (as shown), and well as, for example, system configuration
data and business related data (e.g., guest and host operating systems, guest workioad
uptime requirements, guest workload seburity level requirements, guest workload and host
maintenance windows, guest workload balancing groups, guest workload high availability
groups, etc.) The ER processor 24 also obtains operational policies 32 to be considered
when' analyzing such efficiencies and risks. In evaluating the efficiencies and the risks, the
analysis engine 22 may output at least one ER spectrum 34 related to the computing
environment 10 which, as described below, depicts efficiencies and risks in the computing
environment 10 based on ER scores. The analysis engine 22 may also output
recommended actions 36 based on the ER scores. The outputs 34, 36 shown in FIG. 2 may
- be displayed graphically as illustrated below.

[0031] As discussed above, computing resources 14 are consumed by workloads 12
and supplied by computing systems 16 such as servers. Typically, the resources 14 fall into
four main areas: a) CPU — processing capacity, b) Memory — physical and virtual memory, c)

Disk — disk storage and disk I/O bandwidth, and d) Network I/O — network interfaces and
network I/O bandwidth.
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[0032] The operational policies 32 help define the appropriate levels of résources 14
required by a computing environment 10 by considering factors such as, without limitation:
performance/service level requirements, workload growth assumptions (planned and
trended), uptime-related requirements (hardware failures, disaster recovery, maintenance
windows, etc.), and workload placement affinity and anti-affinity (data security, load
balancing, failover, etc.). It has been recognized that by combining the operational policies
32 with the a'ctual resource utilization levels indicated in the resource utilization data 28,
resource capacities indicated in the resource capacity data 30, system configuration data,

and business attributes, the efficiencies and risks of a computing environment 10 can be

assessed.

[0033] The efficiency and risks of a computing environment can be quantified through an
efficiency/risk (ER) score for each entity. The ER score for an entity is based on its
utilization levels, allocated or available resources (e.g., determined from system data 26)
and operational policies 32. At a high level, the ER score reflects whether the resources for

the entity are appropriately provisioned, under-provisioned, or over-provisioned.

[0034] An example range for ER scores is from 0 to 200 and the significance of the

score 1s summarized below In Table 1 for illustrative purposes only.

ER Score Description

Oto 74 Entity is under-provisioned. Lower scores
iIndicate more severe levels of under-

provisioning.

S Y.

75 to 125 Entity is appropriately provisioned. Scores

closer to 100 indicate more optimal

provisioning levels.

126 to 200 Entity is over-provisioned. Higher scores

iIndicate greater levels of over-provisioning

Table 1. Example ER score ranges and descriptions

[0035] The ER score may be used to generate ER spectrums and, optionally,
recommended actions and/or other recommendations for addressing efficiency and/or risk
issues identified via the computed ER scores. FIG. 3 illustrates computer executable
operations that may be performed by the ER processor 24 in conducting an analysis of

system data 26 and operational policies 32. At 100 the system data 26 Is obtained in order
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to analyze the resource utilization data 28 and the resource capacity data 30. At 102 the
operational policy 32 (or policies 32) are obtained. The system data 26 and the operational
policies 32 are used at 104 to compute one or more ER scores according to the nature of the
computing environment 10 being evaluated. As will be explained in greater detail in the
examples below, the ER score(s) is/are used at 106 to generate one or more ER spectrums.

The ER spectrums are output at 108 and, if applicable, are displayed at 110.

[0036] As noted above, the ER scores may also be used to generate recommended
actions and/or other recommendations. At 112, the ER processor 24 determines whether or
not such recommendations are to be generated, e.g., by determining whether an option or
iInput has been selected. If not, the process ends at 114. If a recommendation is to be

generated, the recommendation(s) is/are generated at 116 and, if applicable, displayed at
118.

[0037] An example for computing ER scores for various entity types will now be
described below.

Workload-level ER Score

[0038] The ER score for a workload entity (e.g., vSphere guest, LPAR) is based on the

following:

[0039] - Resource utilization levels of the entity (e.g. CPU utilization, memory utilization);
[0040] - Resource allocations (e.g. CPU allocation, memeory allocation); and

{0041] - Operational policies 32 that define the criteria to determine whether sufficient

CPU and memory resources have been allocated for the entity. It may be noted that some
operational policies 32 can be specified on a per-workload level. For example, different
7CPU utilization high limits can be specified for different workloads 12, depending on the
business or operational requirements of the different workloads 12 (e.g. production

workloads 12 may have lower limits that non-production workloads 12).

[0042] The ER scores for the workload entities can be based on the results of two types
of analyses:

[0043] 1) Under-Provisioned Analysis — evaluates each workload entity by checking
whether the entity’s resource utilization levels exceed high limits defined by operational
policies 32. The check generates an under-provisioned score (UPS), in this example,
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ranging between 0 and 100 that reflects whether the entity Is under-provisioned. For
example, scores less than 75 may indicate that the entity is under-provisioned, whereas

scores greater than 75 indicate that the entity is appropriately provisioned.

[0044] 2) Over-Provisioned Analysis — evaluates each workload entity by checking
whether the entity’s resource utilization levels are below low limits defined by operational
policies. The check generates an over-provisioned score (OPS) ranging, in this exampie,
between 0 and 100 that reflects whether the entity is over-provisioned. For example, scores

less than 75 may indicate that the entity is over-provisioned whereas scores greater than 75

indicate that the entity is appropriately provisioned.

[0045] Based on the under-provisioned and over-provisioned scores, the ER score for a
workload entity can be determined as follows:

[0046] - If UPS < 100, ER score = UPS
[0047] - If UPS == 100, ER score = 200 — OPS

10048] As such, the UPS may be made to take precedence over the OPS when
computing the ER score of a workload entity which reflects its overall provisioning level. For
example, an entity may be under-provisioned with respect to CPU utilization but over-
provisioned with respect to memory. Based on the overall ER score, the entity is designated
to be under-provisioned. This is appropriate since the shortage of resources typically result

IN more severe consequences than having excess resources (1.e. risks vs. inefficiency).

Server-level ER Score

[0049] The ER score for computing system 16 such as a server entity (e.g. vSphere

host, man'aged system) is based on the following:

[0050] - Resource utilization levels of the server (CPU, memory, disk 1/O, network I/O
utilization);
[0051] - Resource capacity of the server (CPU capacity, memory capacity, maximum

disk and network /O throughput); and

[0052] - Operational policies (criteria to determine whether server has sufficient
resources).
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]0053] The ER scores for server entities may be determined in the same way as those

for workload entities, discussed above.

Cluster-level ER Score

[0054] The ER score for a computing cluster 18 may be based on the results of a

‘defrag” analysis of workloads 12 and computing devices 16 included in the cluster 18.

[0055] A defrag analysis as herein described attempts to determine the maximum
number of workloads 12 that can be placed on the minimum number of computing devices

16 (e.g. servers) subject to constraints defined by the operational policies 32.

[0056] The defrag analysis results may include the following metrics, assuming the

computing devices 16 being analyzed are servers:

100567] 1) Fully loaded utilization (UrL) — minimum number of servers required to

accommodate all the workloads as a percentage of the total number of servers.

{0058} 2) Number of unused servers (SU) — number of servers with no workloads. A

number of additional servers required (SR) may also be determined, which indicates the

additional servers required in case there are insufficient existing servers.

[0059] 3) Number of unplaced workloads (WU) — number of workloads that were not
placed on a server.

[0060] 4) Number of placed workloads (WP) — number of workloads that were placed on
a server.

10061] 5) Normalized lowest placement score among all servers with at least one
workload (LPS) — the value of this score ranges from 100 to the minimum target score limit
(default = 75). If the minimum target score limit modified so that it is not equal to 75, this

score value is normalized to ensure that it always ranges between 75 and 100.
10062] The ER score is derived from these defrag results as follows:

[0063] Case 1: All workloads are placed and the fully loaded utilization i1s less than
100%

[0064] - The ER score is equal to the 200 minus the fully loaded utilization.
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[0065] - In general, a server group is considered to be over-provisioned If the UrLIs less

than 75% (which translates to an ER score that is greater than 125).

[0066] - If the UrLis between 75% and 99%, the cluster is considered to be appropriately
provisioned.

[0067] Case 2: All workloads are placed and the fully loaded utilization is equal to 100%

[0068] - The ER score is equal to the normalized lowest placement score which is

defined to range between 75 and 100. This score indicates that the server group is

provisioned appropriately.

[0069] - ER scores approaching 100 indicate that cluster is optimally provisioned

whereas scores nearing 75 indicate that the cluster is on the verge of being deemed as

under-provisioned.

[0070] Case 3: One or more workloads are not placed and there are no unused servers

10071} - The ER score is equated to the number of placed workicads divided by the total
number of workloads multiplied by 75.

10072] - In this case, the ER score will range between 0 and 75 with lower scores

iIndicating higher ratios of unplaced workloads.

10073] Case 4: One or more workloads are not placed but there are also unused servers
10074] - This indicates that the unplaced workloads are not suitable for the server group.

[0075] - The ER score is equal to 200 minus the fully loaded utilization - but 1s also

marked as a special case due to the presence of unsuitable workloads.
' [0076] In summary, the ER score is computed as follows:

[0077] Case 1: (WU == 0 AND UrL < 100)
[0078] ~ ER score = 200 - UrL

[0079] Case 2: (WU == 0 AND UrL == 100)
[0080] ~ ER score = LPS

[0081] Case 3: (WU >0 AND SU == 0)
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[0082] - ER score = 75 * WP / (WP + WU)
[0083] Case 4: (WU > 0 AND SU > 0)
10084] - ER score = 200 - UrL

Environment-level ER Score

[0085] The ER score for a computing environment 10 reflects the efficiency and risks
associated with the clusters that comprise the environment 10.

[0086] Typically, it may be assumed that workloads 12 and computing systems 16 have
no mobility between clusters 18. For such environments 18, the ER score is computed from

the weighted average of the ER scores for each group of computing devices, e.9., a server
group as exemplified below.

10087] The weights used to combine the ER scores for each server group sum to 1 and
reflect the relative resource capacities of each server group. If servers in all the groups have
identical resource capacities, the weights can simply be based upon the number of servers.

If the servers have different resource capacities, the weights can be based on a particular
resource 14 (e.g. CPU or memory).

[0088] Alternatively, weights can be based on the resource 14 that represents the
primary constraint for the workloads 12 in the environment 10. The primary constraint can be

estimated by comparing the aggregate resource utilization of all the workloads 12 with the
capacity of all the servers.

[0089] For environments 10 where there is mobility of workloads 12 and servers
between the clusters 18, the ER score can be computed from the results of a defrag analysis

for the entire environment 10 — effectively treating the environment 10 as a single cluster 18.

Efficiency and Risk Spectrums

[0090] Based on the ER scores, the efficiency and risks of computing environments 10
can be depicted in an Efficiency and Risk Spectrum 204 as shown in the screen shot 200
ilustrated in FIG. 4. For a given computing environment 10, ER spectrums display the
relevant entities In one or more vertically arranged two-dimensional (x-y) coordinate

systems. As shown ih FI1G. 4, a time scale bar 202 can be provided to allow a user to focus
on a particular day or period of time.



CA 02845402 2014-02-14

WO 2013/023302 PCT/CA2012/050561
12

[0091] The number of coordinate systems corresponds to the number of entity types

which the environment 10 comprises. For example, the ER spectrum for a computing

environment 10 modeled using 4 entity types (e.g. environment 10, cluster 18, host and
guest) will also contain 4 coordinate systems.

[0092] The coordinate systems share a common horizontal axis representing the ER
score. This axis is typically divided into three regions, corresponding to under-provisioned
206 (too little infrastructure), optimally provisioned 208 (just right) and over-provisioned 210

(too much infrastructure) entities, respectively.

[0093] Each entity is depicted as'a single dot 212 in the spectrum 204. The entity’s type
determines the coordinate system in which the entity is depicted. The ER score of the entity
defines its x-coordinate. For environments 10 having multiple entity groups based on a
parent entity type (e.g., workloads 12 and servers belonging to specific clusters 18), the
entity’s group membership effectively defines its y-coordinate.

[0094] Types of ER spectrums that may be generated include:

[0095] - ER Spectrum for a single environment 10;
[0096] - ER Spectrum for multiple environments 10; and
[0097] - ER Spectrum for multiple timeframes.

ER Spectrum for a Single Environment

[0098] Based on the ER scores, efficiency and risks of the entities in a computing

environment 10 can be depicted in an Efficiency and Risk Spectrum 204 such as that shown
In FIG. 4.

[0099] In FIG. 4, the spectrum 204 for a single environment (Houston) is organized into
four vertically stacked sections corresponding to the four entity types: environment 10,
cluster 18, host and guest. Each dot 212 in the spectrum 204 corresponds to an entity.
Entities of each type are depicted in the corresponding section. If the environment 10
includes muiltiple clusters 18, entities associated with each cluster 18 may be depicted in a

different color and arranged vertically into separate rows.

[00100] [Each entity’s ER score determines where to draw the corresponding dot 212 on

the horizontal axis. The horizontal axis ranges from 0 to 200 with O at the left-most edge, 100



CA 02845402 2014-02-14

WO 2013/023302 PCT/CA2012/050561
13

at the center and 200 at the right-most edge, consistent with the above exemplary ER score

ranges.

[00101] The analyses can be based on a variety of historical or projected timeframes
selectable from the timeline bar 202, which define the scope of entities to be assessed and

their respective resource utllization levels, allocations and capacities.

[00102] FIG. 5 illustrates a screen shot 200’ of another environment level ER spectrum
204’ and FIG. 6 illustrates a screen shot 200" of a cluster level ER spectrum 204" for the
“Seattle” cluster shown in FIG. 5.

ER Spectrum for Multiple Environments

[00103] The screen shot 300 shown in FIG. 7 illustrates a pair of ER spectrums 304a,
304b, one for each of multiple environments 10. Providing multiple spectrums 304a, 304b
together as shown in FIG. 7 allows multiple environments 10 to be compared by depicting
the key metrics (e.g., fully loaded utilization) of each environment 10. It can be appreciated
that users can interact with these spectrums 304a, 304b by selecting a specific environment
10 to access the ER spectrum 304a, 304b for the selected environment 10 (showing all the

entities comprising the environment 10 as shown in FIGS. 4 and 5).

ER Spectrum for Multiple Timeframes

[00104] Another variant of the ER spectrum 204, 304 can depict the key metrics of an
environment 10 over time. For exampile, the fully loaded utilization of an environment can be
charted for a given time range (e.g., each day for the last 30 days). For example, for a given
environment 10 for which the fully loaded utilization has been computed over the last 30
days, a spectrum charting the historical values over the given time period can be generated.
The spectrum can be oriented with ER score with on the x-axis and the time line on the y-
axis. The desired spectrum snapshot may then be selected using the timeline bar 202, 302.
Alternatively, the ER score and timelines can be transposed so that the spectrqm 204, 304

shows the ER-score on the y-axis and the time line of the x-axis.

Recommended Actions

[00105] Based on the analyses performed for each environment 10, recommendations to

mitigate the inefficiencies and risks depicted in the ER spectrum 204, 304 can be generated.

[00106] Examples of recommended actions include:
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[00107] - Per-guest resource allocation adjustments (e.g. CPU allocations and memory

ailocations of guests that match their actual resource utilization patterns);

[00108] - Workload rebalancing by changing guest-hOSt placements within a given cluster

18 (e.g. move guests from busier to less busy hosts to better balance workloads within a

cluster 18);

[00109] - Adjustment of host server capacity for a given cluster 18 (e.g. addition or

removal of server capacity to match requireménts of actual guest workloads); and

[00110] - Number of additional host servers required to host the existing guest workloads.

[00111] These recommendations can correspond to different timeframes for a given
environment. An example set of recommended actions are provided in the screen shot 400
shown in FIG. 8. As shown in FIG. 8, the screen shot 400 may include a series of tabs 402
Including different time periods. The “Today” tab 404 is shown in FIG. 8 and includes a
modification type 408 at the beginning of each row of the recommendation chart 406 to
identify, e.g., whether the recommendation relates to an inefficiency or risk. FIG. 9 illustrates

another example screen shot 400’ showing a recommendation chart 406’

[00112] In general, it can be appreciated that the implementation of the recommended
actions should reduce inefficiencies and risks, resulting in entities moving towards the
optimal (just right) region of the spectrum 204, 304.

[00113] Another example of a recommended action applies to virtual environments
managed as a cloud computing environment. Specifically, many cloud computing
environments are managed with cloud instance sizes that are configured with pre-defined
resource allocations (e.g. small = 1 virtual CPU and 2 GB of memory, medium = 2 virtual
CPUs and 4 GB of memory, large = 4 virtual CPUs and 8 GB of memory, etc.). In such
environments, the recommended action may be to propose an alternate cloud instance size

pased on the workload’s actual utilization levels and applicable policies.

[00114] An additional mode for the ER spectrum 204, 304 can be generated where the
recommended actions are assumed to have been performed, e.g., as shown in screen shot
2007 illustrated in FIG. 10. In this scenario, the ER scores for each level (workloads 12,
hosts, clusters 18, environment 10) are recomputed based on the application of the
recommended actions such as allocation changes and workload placements. In 'general, the
position of the entities In the resuiting spectrum 204, 304 where the recommended actions

are performed will tend to move towards the center of the spectrum. Another possible mode
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involves recomputing the ER spectrum 204, 304 based on a subset of the recommended
actions. Another possible mode involves computing the ER spectrum based on a set of
actions specified by the user to model a desired scenaric — e.g. add workloads 12, remove

workloads 12, add hosts, upgrade resource capacity of hosts, etc.

[00115] FIG. 11 illustrates an example screen shot 500 for an operational policy user
interface. As shown in FIG. 11, the policy name and description and various settings can be

edited and/or set by the user. Such settings include those related to high limits for CPUs,
memory, CPU reservations, and memory reservations.

[00116] FIG. 12 illustrates an example screen shot 600 for a system-level policy user
interface. As shown In FIG. 12, various policy categories and settings can be edited through
the illustrated user interface, e.g., those for guest level utilization (high limits), guest level

utilization (low limits), recommended allocations, etc.

[00117] It will be appreciated that any module or component exemplified herein that
executes instructions may include or otherwise have access to computer readable media
such as storage media, computer storage media, or data storage devices (removable and/or
non-removable) such as, for example, magnetic disks, optical disks, or tape. Computer
storage media may include volatile and non-volatile, removable and non-removable media
implemented in any method or technology for storage of information, such as computer
readable instructions, data structures, program modules, or other data. Examples of
computer storage media include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired information and which can be
accessed by an application, module, or both. Any such computer storage media may be part
of theAanalysis engine 22, ER processor 24, any component of or related to the system 20,
etc., or accessible or connectable thereto. Any application or module herein described may
pbe implemented using computer readable/executable instructions that may be stored or

otherwise held by such computer readable media.

[00118] The steps or operations in the flow charts and diagrams described herein are just
for example. There may be many variations 10 these steps or operations without departing
from the principles discussed above. For instance, the steps may be performed in a differing

order, or steps may be added, deleted, or modified.
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[00119] Although the above principles have been described with reference to certain
specific examples, various modifications thereof will be apparent to those skiiled in the art as
outlined 1n the appended claims.
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Claims:
1. A method comprising:

obtaining resource utilization data and resource capacity data for a plurality of entities
INn a computing environment;

obtaining at least one operational policy defining at appropriate level of at least one
resource used by the computing environment according to at least one factor; and

computing at least one score quantifying efficiencies and risks associated with the

computing environment based on the resource utilization data, resource capacity data, and

at least one operational policy.

2. The method of claim 1, wherein the at least one score is based on an under

provisioned score and an over provisioned score.

3. The method of claim 2, wherein the under provisioned score is given precedence
over the over provisioned score.

4. The method of claim 1, wherein the at least one score is generated using factors

specific to a corresponding one of a piurality of entity types.

5. The method of claim 4, the plurality of entity types comprising any one or more of a

workload, a computing system, a cluster of computing systems, and the computing
environment,

6. The method of claim 4, wherein for an entity representing a cluster of computing
systems, the at least one score being determined by considering a fully loaded utilization

value (Ug), an unused servers value (SU), an unplaced workloads value (WU), and a placed
workloads value (WP).

7. The method of claim 6, wherein: ‘
for WU == 0 and UrL< 100, the at least one score i1s computed as 200 — Ug;:

for WU == 0 and UrL== 100, the at least one score equals a lowest placement score;

for WU > 0 and SU == 0, the at least cne score is computed as 75 * WP / (WP +
WU); and

for WU > 0 and SU > 0, the at least one score is computed as 200 - UrL.
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8. The method of claim 1, further comprising using the at least one score to genherate a

spectrum of scores for each entity in the computing environment.

0. The method of claim 8, further comprising displaying the spectrum, the displayed
spectrum comprising an under provisioned region, and over provisioned region, and an

optimally provisioned region.

10. ©  The method of claim 9, further comprising displaying an indicator for each entity in an

appropriate region of the spectrum.
11, The method of claim 8, further comprising displaying a plurality of spectrums.

12. The method of claim 1, further comprising using the at least one score to generate at
least one recommendation for addressing inefficiencies and/or risks in the computing

environment.

13. The method of claim 12, further comprising displaying the at least one
recommendation in a graphical user interface, the graphical user interface comprising one or
more recommendations for each entity in the computing environment that has been

evaluated.

14. A computer readable storage medium comprising computer executable instructions

for performing the method of any one of claims 1 to 13.

15, A system for analyzing efficiencies and risks In a computing environment, the system
comprising a processor and at least one memory, the memory comprising computer

executable instructions for performing the method of any one of claims 1 to 13.
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