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Algorithm : Local Auditing at node X

Input: Packets from other nodes
Output: Validation of packet (discard or accepted)
begin
if received packet is destined for node X
if it is from neighbor (Tally N_List)
if neighbor is not malicious
accept it for further processing

else
discard it
end if
else
discard it
end if
else
discard it
end if
end
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[0037]
A. NimiN:
if value is less than the minimum threshold value and shows any attack pattern
B. X:maX:
if value is greater than the maximum threshold value and shows any attack pattern
C. LinormalL:
if value is between N and X or less/ greater than threshold value but does not show any
attack pattern
[0038] 71 dlolEl(T_list) & A $A1E, i3 F4E, A7 2ADE, 3 AASFES T8st= A3 AgEdd o
gt 2P AEE ZHEs Xy, A 32 UESA Y EE =EEY Hugk BE AlEdold A4
oz¥E £EE 4 o o)d] FHHAL FETHE 7 X)
Z7
[0039] Node_ID N_Snt X_Snt N_Rec X_Rec N_Fwd X_Fwd N_Rtm X_Rtm
X X_nSnt X_xSnt X_nRec X_xRec X_nFwd X_xFwd X_nRtm X_xRtm
[0040] Q] 2 H(124)7F WA=z Hd g5 F2bel] Wi 2o duHFS ¥ 8% gk ou, dHie

A_list®} T listolar, &9zkS F_listo|t}.
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[0041]
Algorithm : Detection Policy

Input: Audit Data List (A_List), Threshold List (T List)
Output: Flag List (F_List)
begin
Case I: (Packet Sent)
If Node_ID.A_snt < Node_ID.N_Snt
Node_ID.F_snt == N
Else If Node_ID.A_snt > Node_ID.X_Snt
Node_ID.F_snt == X
Else
Node_ID.F_snt ==L
End If
Case II: (Packet Receive)
If Node_ID.A_rec < Node_ID.N_Rec
Node_ID.F_rec == L
Else If Node_ID.A_rec > Node_ID.X_Rec
Node_ID.F_rec == X
Else
Node_ID.F_rec == L
End If
Case III: (Packet Forward)
If Node_ID.A_fwd < Node_ID.N_Fwd
Node_ID.F_fwd == N
Else If Node_ID.A_fwd > Node_ID.X_Fwd
Node_ID.F_fwd == L
Else
Node_ID.F_fwd == L
End If
Case IV: (Packet Retransmit)
If Node_ID.A_rtm < Node_ID.N_Rtm
Node_ID.F_rtm ==L
Else If Node_ID.A_rtm > Node_ID.X_Rtm
Node_ID.F_rtm == X
Else
Node_ID.F_rtm == L
End If
end

[0042] A HAde] waw, Al B F(124)= 7 dolg el 7|F dHolE el
Al o ST

of MY
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of
=

[l

_10_
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[0044]

[0045]
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[0047]

[0048]

[0049]

[0050]
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Case I (Sending rate analysis)

A. Less than miN: Node might be damaged or exhausted.

B. More than maX: Flooding attack or any other routing attack that compromises the node to
send many packets.

A Ao mEw, HS EAF(124)= A dlelEet 7% dolE e A FAlE v A3, gt R9
AL HiZ1e] Al dlolE Fte] Y]+ dlolEe Hupthtl 3 EAAYE 3F e ey T4 93 &
H =E2RY FAdE gglor Aadoh(E 10 FF).

Case II (Receiving rate analysis)

A. Less than miN: Not affected. It might be due to other compromise node.

B. More than maX: Transport or routing attack; collision, flooding, worm-hole, sink-hole,
black-hole, selective forwarding attack

A ANl mEE, (Y BAF(120E 24 delEst A1F delesl BN EAYE ww Ast, s
299 A2 A dolE gkel A% dolHe Axpnd Fow ged A0 od) ALH w2 %9
GE HRe= goksirh(x 11 Fx)

H* 11

Case III (Forward rate analysis)

A. Less than miN: routing attack (node compromised with homing, selective forwarding or
black-hole attack)
B. More than maX: Not affected. It might be due to other compromise node.

d Aol mEd, A BAF-(124)= A dHolE ek 7% dolE e w7l AdEE v A}, s
AL WA A dlolElgte]l 7 dolH e Hugtrth AW FE 0] o) AEE ==2RE AdSE
JRow FIIH(E 12 Fx)

Case IV (Retransmission rate analysis)

A. Less than miN: Not affected. It might be due to other compromise node.
B. More than maX: Collision attack.

Y AAFE(1260)0= HYol X" ddwze HHTHEES AdHert AR AAR(126)= dAHSHF
(Maliciousness Level) Z2AS $J8] < x5 (124)9A &HE F_listE o] &3 4 drt. A AAdd u
2W, F_liste ZYzad Lo F AFE vg] A4" gy vusie] wudde] we JMAHSTIFS
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X HIG

Y MED

7z LOW
HE AgE(128)= Y 24712605 S3 ‘31“3%% A4 Ay ddswol TswMEDIU] ES-, Ts
& 2te s gigk HE o]kt 8 (inquiry)dte] Wt =E FEHABE F218t3 o] & Wk 3}o]
I THES FHE A4y
o gHOoRE AMARET} ol fmEe mggle] 2am fHETFS AYSE Aol MPARAA, ol A
o Brbssith,  uwhEbA, B owwo] @ AyR(128)% AAw=e] oSy Pt dideso] of4
S3S HE AA%T. o= g8 F8 AgF(128)E oA WA (Consensus Phase) &t Q157 (validation

o)A%e] WA (Consensus Phase)ollx, @& HPP(128) 5L zE= dgidt=c g 2~E(Clain
list:C_list)E HolZ o] o]t Sof AlFdtl, o Ao waw, BE o5 (n)dAl AFss
Aol olye}, n/20l dGd= ol XE=E=EdAT C_listE A3}, I, ¥ A5 (128)E n/29 aidst

1r

gul 1
NLEERNY FUHEFS e s 4o

zshﬂr AH gAE(S_list)E ¥ 149 2.

E(Intitial Status List:S_list)E 44

¥ 14
Malicious Node Number of Claims
Node_ID N_Claim
D 1
M 1

¥ 4E #Hxstd, AH FGAE(S list)E Pl A<l Malicious Node_ID B¢} o=t o AEiA R
¢l N_Claim ¥E=E ¥ &3stt, N Claim Z=+ 12 AAdAY. dAEst 94 o] 97 (Consensus Phase)oll o
3t >z dyEe ¥ 159 ).
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Al (Consensus Phase)
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(function)
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L

L

|

// n.N_List = Total number of Neighbors
F3

if rand(Node_ID.N_List) is Normal
2 o

.

o}

=1

of i

F2

C_list

F1,

F3 —update S_List

end

ki3

Consensus Phase
decrement i

end if

end for
F2 —eceive S_List

P

F1 —send C_List (rand(Node
of, ¥4 Ag¥-(128)

1 to (n.N_List) / 2
else

o

for 1
A=z
A A AlF

=

=

Input: Maliciousness level list (ML_List) => Claim List (C_List)

Output: Status List (S_List)

Algorithm :
begin
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