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Description

Background of the invention

[0001] The invention concerns a train traffic control
system comprising a route and train control system, an
operator workstation with a display, and a safe state
indication component with safety level SIL>0, in particu-
lar SIL4, for indicating safety-related information con-
cerning the state of elements of the route and train control
system on the display of the operator workstation. The
invention further concerns a method for safe displaying a
state indication of a route and train control system.
[0002] An according train traffic control system is
known from [1]

[0003] Route and train control systems are adapted to
manage safely routes and movement-authorities in rail-
way networks for running trains and to control protect and
protect trains from running to fast or beyond their end of
movement-authority. Typical route and train control sys-
tems are for example interlocking systems, radio-block-
centers or similar systems.

[0004] Remote control for controlling interlocking sys-
tems and other route and train control systems via traffic
management systems getting increasingly important.
Traffic management systems comprise human machine
interfaces for operating route and train control systems
by a human operator. The route and train control system
receives commands from the traffic management system
concerning regular operation as well as concerning
safety critical operations. Safety critical operations are
carried out by using the route and train control system in
special operational situations or in case of disturbances.
In contrast to regular operations for which the admissi-
bility can be checked at any time by the route and train
control system, safety critical operations are instructed
by the operator while bypassing elements of the route
and train control system (e.g. the radio block center or the
interlocking system). l.e. safety critical operations are
operator actions, e.g. safety critical route clearing, safety
critical point change, etc. with which the operator can
circumvent a safe setting of the system.

[0005] For controlling safety critical operations, high
safety requirements have to be fulfilled. In some cases
customers require not only a safety critical operation of a
route and train control system, but also a safe state
indication of the states of the route and train control
system, e.g. in case of safety critical operations which
bypass the interlocking system, such as "schriftlicher
Befehl" and operation of a "Ersatzsignal". "Schriftlicher
Befehl" is an order from the operator to bypass a route
and train control system manually, which has to be given
to the train staff or recorded in written form in case of e.qg.
an operational failure. "Ersatzsignal" is an additional
signal, which replaces the order for passing a stop sign.
By executing such safety critical operations, the operator
can circumvent a safe setting of the system. The basis for
decision of the operator whether to execute such a safety
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critical operation is the state of the route and train control
system indicated at the display of the operator worksta-
tion. Itis therefore an essential requirement that the state
of the route and train control system is displayed cor-
rectly. According operator workstations, which fulfill the
required safety integrity level (typically SIL2, sometimes
even SIL4), have been developed [1], [2], [3].

[0006] Customers now require more and more the
integration of additional non-safety related functionality
or SILO functions in operator workstations [4]. Yet, this
results in large efforts, because it must be ensured that
the SILO components are non-intrusive ("ruckwirkungs-
frei") to the SIL>0 environment of the operator worksta-
tion. This however results in high hardware costs for this
dedicated computer and also in high costs for software
development, integration and test, because all these
components have to developed according a high safety
integrity level (typically SIL4) according the standard EN
50128 [5].

[0007] Existing solutions provide only low flexibility and
do not meet the customer’s requirements. In particular
customers request for a flexible operation web-based
user interfaces. Users should have the possibility not
only to operate the RTCS from central operator work-
station but also from mobile devices. A web-based user
interface is an adaptable solution that provides the ne-
cessary flexibility.

[0008] A method for secure transmission of data is
disclosed in [2]. A method for verifying correct data
transfer is disclosed in [3].

[0009] Document EP 3 040 862 A1 discloses a train
traffic control system comprising: route and train control
system, an operator workstation with a display, wherein
the operator workstation comprises at least one basic
integrity indication component, with safety level SILO for
indicating information with a basic integrity on the display,
wherein the operator workstation is adapted to generate
graphical data of information with basic integrity, safe
state indication component with safety level SIL>0 con-
figured to transform state data concerning the state of
elements of the route and train control system into gra-
phical data and thereby generating indication data indi-
cating safety-related information concerning the state of
elements of the route and train control system on the
display of the operator workstation, wherein the basic
integrity indication component and the safe state indica-
tion component are software components, wherein the
safe state indication component s functionally separated
from the basic integrity indication component, safe chan-
nel connecting the safe state indication component and
the display for safe transmission of safety-related infor-
mation about the state of elements of the route train
control system.

Object of the invention

[0010] Itis an object of the invention to suggest a train
traffic control system, which on the one hand realizes the
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required high safety level for safe state indication and on
the other hand allows considerable cost reduction and
flexibility.

Description of the invention

[0011] This object is solved by a train traffic control
system according to claim 1 and a method according to
claim 9.

[0012] According to the invention, the operator work-
station comprises at least one basic integrity indication
component with safety level SILO for indicating informa-
tion with a basic integrity on the display. An indication
server is provided comprising a safe state indication
component with safety level SIL>0, in particular SIL4,
for indicating safety-related information concerning the
state of elements of the route and train control system on
the display of the operator workstation, wherein the safe
state indication component is functionally independent of
the operator workstation. Further, a safe channel is pro-
vided connecting the safe state indication server and the
display for safe transmission of safety-related informa-
tion about the state of elements of the route train control
system.

[0013] The basic integrity indication components and
the safe state indication component are software com-
ponents, i.e. encapsulated building blocks of software.
[0014] The basic integrity indication component indi-
cates any type of information with basic integrity, such as
delay of a train or the weather conditions, of a train traffic
control system on a display to inform an operator about
the respective conditions of the train traffic control sys-
tem, the controlled route and train control system and
their elements with a safety-integrity-level SILO. Ele-
ments of the route and train control system can be e.g.
field elements (points, signals, track vacancy detection
systems, level crossings, etc.), logical elements (routes,
movement authorities, line block systems, etc.), train
related elements (train parameters like speed or length
of a train, etc.) or area related elements (zones for
temporary speed restrictions, working areas of mainte-
nance staff, responsibility areas of a specific operator
etc.).

[0015] The safe state indication component generates
graphical data (indication data) in order to indicate safety
related states of the train traffic control system, the con-
trolled route and train control system and their elements
with a safety-integrity-level SIL>0, in particular SIL4 to
inform an operator reliably about these states. Safety
related operations can be executed based on these in-
dications.

[0016] According to the invention, the basic integrity
indication component is integrated in the operator work-
station, whereas the safe state indication component is
functionally independent of the operator workstation. In
other words, the function for generating indication data of
safety-related information concerning the state of ele-
ments of the route train control system (state data) is
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outsourced from the operator workstation, i.e. the safe
state indication componentis functionally separated from
the basic integrity indication component and can (but
doesn’t have to) be installed in separate locations. Thus,
non-intrusiveness of the SILO basic integrity indication
components on the safe state indication component can
be ensured more easily. Since the operator workstation
comprises only low safety components the operator
workstation can be designed with basic integrity (in par-
ticular SILO), which is much cheaper compared to the
high safety operator workstation known from the state of
the art. Thus, the inventive traffic control system enables
safe indication of states of elements of the route and train
control system on the display of the operator workstation
at low cost.

[0017] The transmission of safety-related information
about the state of elements of the route train control
system between the safe state indication component
and the display is realized by providing a safe channel
(communication channel between the indication server
and the display) that transmits graphical indication data
to the display and checksum information to the safe state
indication component. The procedures to ensure safe
communications via this channel are implemented ac-
cording the relevant standards (e.g. EN 50159) and the
required safety integrity level.

[0018] At the display of the operator workstation both,
information with basic integrity as well as safety-related
information, in particular safe state indication of the route
and train control system is displayed to the operator.
[0019] According to the invention, the safe state indi-
cation component is integrated in the route and train
control system, i.e. in a sub-center of the train traffic
control system. No further computer is required in this
case, which makes this embodiment cost effective. Yet,
an additional function has to be integrated in all route and
train control systems, which are to be controlled by the
train traffic, control system.

[0020] The safe state indication component can be
integrated in an indication server. The indication server
can be part of the route and train control system. Thisisin
particular advantageous in case no overall Control Cen-
tre exists and only one (small) route and train control
system has to be controlled.

[0021] In an alternative embodiment, the system com-
prises a control center, wherein the indication server is
integrated in the control center. This embodiment is
advantageous in cases where existing route and train
control system (for example from different suppliers)
shall be controlled, since no further functions have to
be integrated in the route and train control system. Con-
trol centers are known e.g. from DB "Betriebszentrale" or
"Steuerzentrale" respectively and handle the tasks of
controlling, securing and dispositioning of railway opera-
tions.

[0022] In a further alternative embodiment, the indica-
tion server is integrated in a remote computer center
(remote from the display). This allows the usage of thin-
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clients for the operator workstation (to reduce the amount
of needed energy, noise and space in the control center).
The remote computer center can be part of the control
center.

[0023] Preferably, the indication server is procedure-
protected, i.e. the necessary safety integrity level is
achieved by a procedure that, on the one hand, integrates
the human user (operator) and, on the other hand, is
controlled by a component of the route and train control
system. Common industrial computer can be used as
indication server.

[0024] Alternatively, the indication server can be a
composite fail-safety server. l.e. the indication server is
a multi-channel server having a 2002 or 2003 architec-
ture. Safety level SIL4 can be achieved with this embodi-
ment.

[0025] Preferably, the operator workstation is inte-
grated in a traffic management system. The traffic man-
agement system may comprise further functions for
managing train operation, e.g. delay detection, detection
of train occupancy conflicts, (automatic) conflict resolu-
tion, management of resources such as maintenance
area staff along the route, integration of telecommunica-
tions and video surveillance. By integrating the operator
workstation in a traffic management system, only one set
of input devices (mouse, keyboard etc.) is required for
controlling the train traffic. So one operator is able to
manage the top-level train operation as well as perform
the safety critical operations that require the safe indica-
tion.

[0026] In a highly preferred embodiment, the safe
channel is routed through the operator workstation. In
this case, no further computeris required for transmission
of the safety-related information. While, according to the
state of the art, state data are transmitted and processed
in the workstation leading to an overall safety integrity
SIL>0 for the workstation itself, the present invention
uses the workstation only as a "grey channel" which is
secured by a procedure leading to no additional safety
integrity needs for the workstation itself. This reduces the
development costs.

[0027] Inahighly preferred embodiment the safe state
indication component is adapted to calculate a first
checksum of the indication data generated by the safe
state indication component and is further adapted to
carry out a checksum comparison and/or a pixel compar-
ison of pixmap data.

[0028] The safe state indication component is prefer-
ably adapted to download a read back component from a
browser of the operator workstation.

[0029] The invention also concerns a method for safe
displaying safety-related information concerning the
state indication of a route and train control system at
an operator workstation of a train traffic control system as
described above, having the steps of claim 9.

[0030] Safety-related information is transmitted from
the route and train control system to the indication server.
The indication server generates graphical data (indica-
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tion data) from the safety-related information, which are
then sent to the display of the operator workstation via the
safe channel.

[0031] Graphical data of information with basic integ-
rity however are generated within the operator worksta-
tion. The graphical data of information with basic integrity
are then transmitted within the operator workstation to
the display.

[0032] Inahighly preferred variant, the safe channel is
routed through operator workstation. In this case, the
safe channel is at least partially part of the operator
workstation.

[0033] Preferably, the state data is transformed to pix-
map indication data and the pixmap indication data are
transmitted to the display by using a method for verifying
correct transfer of pixmap data. The method for verifying
correct transfer of pixmap data preferably comprises:

a) modifying at least one property of a fixed number
of pixels selected from the pixmap indication dataina
first memory, the selection being performed in a
random way,

b)transferring the pixmap indication data comprising
the modified pixels from the first memory to a second
memory,

c) reading back the modified pixels from the second
memory, and

d) comparing the read-back modified pixels to the
modified pixels of the first memory for verifying the
correct transfer of the pixmap indication data, where-
in the at least one property is modified in such a way
that the modification is not observable when display-
ing the modified pixels on the graphical display. An
according method is described in [3].

[0034] In a highly preferred variant the indication data
generated by the safe state component is displayed in a
web-browser of the operator workstation to provide the
necessary flexibility.

[0035] In order to verify that the visualization of the
indication data in the browser is indeed what was in-
tended to be displayed, a preferred variant provides that
the displayed indication data are read back, in particular
by generating pixmap data.

[0036] In a highly preferred variant the safe state in-
dication component generates a first checksum of the
indication data, the browser generates a second check-
sum of the read back data and transmits the second
checksum to the safe state indication component via
the safe channel, and the safe state indication compo-
nent compares the first checksum and the second check-
sum. Thus, it can be checked whether the transmission of
the indication data to the browser and the displaying of
the transmitted indication data has been correct. Accord-
ing to this embodiment the checksum comparison is
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carried out remote from the operator workstation to se-
parate the safety related comparison from the SILO op-
erator workstation.

[0037] Alternatively or in addition the browser trans-
mits the read back data to the safe state indication
component via the safe channel and the safe state in-
dication component compares the read back data with
the indication data (pixel comparison).

[0038] To avoid a false-positive error comparison, al-
gorithms that check only a few pixels (e.g. according to
[3]) or morphological comparison algorithms (e.g. ac-
cording to [6]) are used.

[0039] The present invention realizes a procedure
based safe graphical indication of a route and train con-
trol system state in a SILO traffic management system.
Thus, safety related route and train control systems, e.g.
interlockings, signaling systems can be controlled from
SILO traffic management systems.

[0040] The inventive traffic control system enables
execution of safety critical operations in a safety critical
system with reduced cost, in particular the execution of
safety critical operations which require a safe display of
the state of the route and train control system, e.g.
because the route and train control system is bypassed
by executing the respective safety critical operation.
[0041] Further advantages can be extracted from the
description and the enclosed drawing. The embodiments
mentioned are not to be understood as exhaustive enu-
meration but rather have exemplary character for the
description of the invention.

Drawings

[0042] The invention is shown in the drawing.
Fig. 1 shows the architecture of a traffic control
system according to the state of the art.

Fig. 2 shows the architecture of a traffic control
system which does not belong to the invention with
an indication server integrated in a control center.

Fig. 3 shows the architecture of a traffic control
system according to the invention with an indication
server integrated in the route and train control sys-
tem.

Fig. 4 shows the architecture of a traffic control
system according to the invention, wherein a safe
state indication component is integrated in the route
and train control system without indication server.

Fig. 5 shows the architecture of a traffic control
system which does not belong to the invention with
an indication server integrated in a remote computer
center.

Fig. 6 shows the architecture of a traffic control
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system which does not belong to the invention with
a safe state integration component adapted to reveal
error in transmission and/or display of the indication
data and a web-based operator workstation.

[0043] Fig. 1 shows an architecture of a traffic control
system according to the state of the art. The traffic control
system comprises a route and train control system RTCS
and an operator workstation OW’ with a display D. The
operator workstation OW’ comprises basic integrity in-
dication components BIC with safety level SILO for in-
dicating information on the display D with a basic integrity
(railway traffic management data). The operator work-
station OW’ further comprises a safe state indication
component SSC with safety level SIL>0 for processing
state data (safety relevant information concerning states
of elements of the route and train control system RTCS).
The state data are transmitted from the route and train
control system RTCS to the safe state indication compo-
nent SSC of the operator workstation OW’. The safe state
indication component SSC transforms the state datainto
graphical data and thus generates indication data, which
is then displayed at the display D.

[0044] According to the invention, the traffic control
system comprises an operator workstation OW which
does notinvolve any components with safety level SIL>0,
i.e. operator workstation only comprises components
with safety level SILO or less, such as the basic integrity
indication components BIC. Since the safe state indica-
tion component SSC is swapped out of the operator
workstation OW and is functionally independent of the
operator workstation OW, i.e. implemented in a different
way, non-intrusiveness of the SIL=0 operator workstation
to the SIL>0 safe state indication component SSC can be
ensured.

[0045] Information with basic integrity is transmitted
from the route and train control system RTCS to the
operator workstation OW via channel C1. Safety relevant
information (state data) however is transmitted to the
safe state indication component SSC via a separate
channel C2 in order to generate according graphical
indication data. The transmission channel C2 is a se-
cured channel, e.g. secured by means of a security gate-
way in order to avoid manipulation of the state data. The
indication data is transferred from the safe state indica-
tion component SSC to the display D of the operator
workstation. In order to avoid falsification of indication
data due to malfunction of hardware or software, the data
transfer is carried out via a safe channel C3.

[0046] The safe state indication component SSC can
either be executed by an indication server IS as shown in
Fig. 2, Fig. 3 and Fig. 5 (i.e. an additional computer is
provided for executing the safe state indication compo-
nent SSC) or by a secured partition of an already existing
computer of the traffic control system, as shown in Fig. 4.
[0047] In anembodiment not belonging to the present
invention, shown in Fig. 2, the safe state indication
component SSC is integrated in a control center CC
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together with the operator workstation OW. Non-intru-
siveness between operator workstation OW and safe
state indication component SSC is ensured by providing
a separate computer (indication server IS) for executing
the safe state indication component SSC.

[0048] Instead of integrating the safe state indication
component SSC in the control center CC it is also pos-
sible to integrate the safe state indication component
SSC in the route and train control system RTCS, either
executable by the indication server (Fig. 3) or by an
existing computer of the RTCS itself (Fig. 4). If several
route and train control systems RTCS are operated by the
traffic control system, each of the route and train control
systems RTCS has to be equipped with an according
safe state indication component SCC.

[0049] In an example, not belonging to the present
invention, which is shown in Fig. 5, the indication server
IS with the safe state indication component SSC is in-
tegrated in a computer center RZ, which can be located
remote from the operator workstation OW.

[0050] Fig. 6 shows the architecture of a traffic control
system not belonging to the present invention using a
web-based operator workstation. The operator worksta-
tion comprises a browser B and a read back component
R. The safe state indication component SSC is adapted
to download the read back component R from the op-
erator workstation OW. By executing the read back com-
ponent R the displayed indication data are read back
(read back data) and transmitted to the safe state indica-
tion component SSC.

[0051] The steps below describe the realization of a
highly preferred variant of the inventive method by means
of the traffic control system shown in Fig. 6. The accord-
ing method steps are preferably executed anytime the
operator uses the browser to execute safety critical
commands. The safety critical commands might also
be executed explicitly on demand through a dedicated
user interaction mechanism (button, drop down button
etc.). The preferred method steps are as follows:

1. The safe state indication component has the
functionality to convert the state data into graphical
indication data. The safe state indication component
sends this indication data via the safe channel to the
browser of the operator workstation. The browser
displays this indication data on the display. The dis-
played data are read back and the browser calcu-
lates a first checksum of the read back data.

2. The read back data (pixmap data) along with the
first checksum is sent to the safe state indication
component through the safe channel.

3. The safe state indication component then com-
pares the first checksum generated by the browser
with a second checksum calculated by the safe state
indication component. The second checksum is the
checksum of the indications data generated by the
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safe state indication component. Thereby, it is ver-
ified that the indication data sent to the browser and
the resulting read back pixmap data sent from the
browser through the safe channel were not corrupted
in anyway en route.

4. The safe state indication component then does
checksum comparison and (if applicable, in particu-
lar if the chesum comparison is successful) a pixel
comparison between the read back data sent by the
browser and the indication data the safe state indi-
cation component itself generated based on the
state data. If the comparison is successful it sends
a success notification to the operator workstation via
the safe channel. If it is not, it will send a failure
notification.

5. Based on the reply of the safe state indication
component, the critical command that was initiated
by the operator will be either continued or termi-
nated.

[0052] The inventive solution is based on the idea of
outsourcing the SIL>0 safe state indication component
SSC from the operator workstation OW and to set-up a
safe channel C3 (e.g. by applying remote desktop pro-
tocols) enhanced with safety measures, in particular
according to EN50159. This safe channel C3 is prefer-
ably routed through the operator workstation OW where-
in a method for verifying correct data transfer is used.
Thus, the invention realizes safe graphical indication of
states of elements of the railway control system (e.g.
interlocking, RBC,...) in an operator workstation OW, in
particular within a traffic management system TMS that
provides (only) a SILO environment.
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transmission channel for information with ba-
sic integrity

transmission channel for safety relevant infor-
mation (state data)

safe transmission channel for graphical indi-
cation data

control center

display

indication server

operator workstation

route and train control system

computer center

safe state indication component

traffic management system

1. Train traffic control system comprising

a route and train control system (RTCS),

an operator workstation (OW) with a display (D),
wherein the operator workstation (OW) com-
prises at least one basic integrity indication
component (BIC) with safety level SILO for in-
dicating information with a basic integrity on the
display (D), wherein the operator workstation is
adapted to generate graphical data of informa-
tion with basic integrity, and wherein the opera-
tor workstation (OW) comprises only compo-
nents with safety level SILO or less, and

a safe state indication component (SSC) with
safety level SIL>0, in particular SIL4, configured
to transform state data concerning the state of
elements of the route and train control system
(RTCS) into graphical data and thereby gener-
ating indication data indicating safety-related
information concerning the state of elements
of the route and train control system (RTCS)
on the display of the operator workstation (OW),
wherein the basic integrity indication component
and the safe state indication component are
software components, i.e. encapsulated build-
ing blocks of software,

wherein a channel (C1) connecting the route
and train control system (RTCS) and the opera-
tor workstation (OW) is provided for transmitting
information with basic integrity from the route
and train control system (RTCS) to the operator
workstation (OW),

wherein the safe state indication component
(SSC) is functionally independent of the opera-
tor workstation (OW), and the safe state indica-
tion component (SSC) is functionally separated
from the basic integrity indication component
(BIC), wherein the function for generating indi-
cation data of safety-related information con-
cerning the state of elements of the route train
control system is outsourced from the operator
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workstation, and

in addition to the channel (C1), a safe channel
(C3) connecting the safe state indication com-
ponent (SSC) and the display (D) for safe trans-
mission of safety-related information about the
state of elements of the route train control sys-
tem (RTCS),

wherein the safe state indication component
(SSC) is integrated in the route and train control
system (RTCS).

Train traffic control system according to claim 1
characterized in that the safe state indication com-
ponent (SSC) is integrated in an indication server
(18).

Train traffic control system according to claim 2
characterized in that the system comprises a con-
trol center (CC), wherein the indication server (IS) is
integrated in the control center.

Train traffic control system according to claim 2 or 3
characterized in that the indication server (IS) is
integrated in a remote computer center (RZ).

Train traffic control system according to any one of
the claims 2 through 4, characterized in that the
indication server (IS) is procedure-protected.

Train traffic control system according to any one of
the claims 2 through 4, characterized in that the
indication server (IS) is a composite fail-safety ser-
ver.

Train traffic control system according to one of the
preceding claims, characterized in that the opera-
tor workstation (OW) is integrated in a traffic man-
agement system (TMS).

Train traffic control system according to one of the
preceding claims, characterized in that the safe
channel (C3) is routed through the operator work-
station (OW).

Method for safe displaying safety-related informa-
tion concerning the state of a route and train control
system (RTCS) at an operator workstation (OW) of a
train traffic control system comprising a route and
train control system (RTCS), an operator workstation
(OW) with a display (D), wherein the operator work-
station (OW) comprises at least one basic integrity
indication component (BIC) with safety level SILO for
indicating information with a basic integrity on the
display (D), wherein the operator workstation is
adapted to generate graphical data of information
with basic integrity; and wherein the operator work-
station (OW) comprises only components with safety
level SILO or less, and a safe state indication com-
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ponent (SSC) with safety level SIL>O0, in particular
SIL4, for transforming state data concerning the
state of elements of the route and train control sys-
tem (RTCS) into graphical data and thereby gener-
ating indication data indicating safety-related infor-
mation concerning the state of elements of the route
and train control system (RTCS) on the display of the
operator workstation (OW), wherein the basic integ-
rity indication component and the safe state indica-
tion component are software components, i.e. en-
capsulated building blocks of software, wherein a
channel (C1) connecting the route and train control
system (RTCS) and the operator workstation (OW)is
provided for transmitting information with basic in-
tegrity from the route and train control system
(RTCS) to the operator workstation (OW), wherein
the safe state indication component (SSC) is func-
tionally independent of the operator workstation
(OW), and the safe state indication component
(SSC) s functionally separated from the basic integ-
rity indication component (BIC), wherein the function
for generating indication data of safety-related infor-
mation concerning the state of elements of the route
train control system is outsourced from the operator
workstation; the train traffic control system further
comprising an additional safe channel (C3) connect-
ing the safe state indication component (SSC) and
the display (D) for safe transmission of safety-related
information about the state of elements of the route
train control system (RTCS), wherein the safe state
indication component (SSC)isintegrated in the route
and train control system (RTCS).

the method comprising

generation of graphical data of information with
basic integrity within the operator workstation,
transformation of state data comprising the
safety relevantinformation into graphical indica-
tion data within the safe state indication compo-
nent (SSC) with safety level SIL>0 which is
functionally independent from the basic integrity
indication components (BIC) with safety level
SILO of the operator workstation (OW), and
transmission of the indication data to a display
(D) via the safe channel (C3).

Method according to claim 9, characterized in that
the safe channel is routed through the operator work-
station (OW).

Method according to claim 9 or 10, characterized in
that indication data are pixmap data and wherein the
indication data are transmitted to the display (D) by
using a method for verifying correct transfer of pix-
map data.

Method according to any one of the claims 9 through
11, characterized in that indication data are dis-
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played in a web browser of the operator workstation.

13. Method accordingto claim 12, characterized in that

the displayed indication data are read back.

14. Method according to claim 13, characterized in

that the safe state indication component gen-
erates a first checksum of the indication data;
that the browser generates a second checksum
of the read back data and transmits the second
checksum to the safe state indication compo-
nent via the safe channel; and

that the safe state indication component com-
pares the first checksum and the second check-
sum.

15. Method according to claim 13 or 14, characterized

in

that the browser transmits the read back data to
the safe state indication component via the safe
channel; and

that the safe state indication component com-
pares the read back data with the indication
data.

Patentanspriiche

Zugverkehrsteuerungssystem umfassend:

ein  Strecken-
(RTCS),

einen Bedienerarbeitsplatz (OW) mit einer An-
zeige (D), wobei der Bedienerarbeitsplatz (OW)
mindestens eine Komponente zur Anzeige mit
Basisintegritat (BIC) mit Sicherheitsniveau SI-
LO aufweist zum Anzeigen von Informationen
mit einer Basisintegritat auf der Anzeige (D),
wobei der Bedienerarbeitsplatz dazu eingerich-
tet ist, grafische Informationsdaten mit Basisin-
tegritat zu erzeugen, und wobei der Bediene-
rarbeitsplatz (OW) nur Komponenten mit dem
Sicherheitsniveau SILO oder weniger aufweist,
und

eine Komponente zur Anzeige eines sicheren
Zustands (SSC) mit Sicherheitsniveau SIL>0,
insbesondere SIL4, die dazu eingerichtet ist,
Zustandsdaten Uber den Zustand von Elemen-
ten des Strecken- und Zugsteuerungssystems
(RTCS) in grafische Daten umzuwandeln und
dadurch Anzeigedaten zu erzeugen, die sicher-
heitsrelevante Informationen tber den Zustand
von Elementen des Strecken- und Zugsteue-
rungssystems (RTCS) auf der Anzeige des Be-
dienerarbeitsplatzes (OW) anzeigen,

wobei die Komponente zur Anzeige mit Basisin-

und Zugsteuerungssystem
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tegritat und die Komponente zur Anzeige eines
sicheren Zustands Softwarekomponenten sind,
d.h. gekapselte Software-Bausteine,

wobei ein Kanal (C1), der das Strecken- und
Zugsteuerungssystem (RTCS) und den Bedie-
nerarbeitsplatz (OW) verbindet, zur Ubertra-
gung von Informationen mit Basisintegritat von
dem Strecken- und Zugsteuerungssystem
(RTCS) an den Bedienerarbeitsplatz (OW) vor-
gesehen ist,

wobei die Komponente zur Anzeige eines siche-
ren Zustands (SSC) von dem Bedienerarbeits-
platz (OW) funktional unabhéangig ist und die
Komponente zur Anzeige eines sicheren Zu-
stands (SSC) von der Komponente zur Anzeige
mit Basisintegritat (BIC) funktional getrennt ist,
wobei die Funktion zur Erzeugung von Anzei-
gedaten sicherheitsrelevanter Informationen
Uber den Zustand von Elementen des Strecken-
zugsteuerungssystems aus dem Bedienerar-
beitsplatz ausgelagert ist, und

zusatzlich zu dem Kanal (C1), einen sicheren
Kanal (C3), der die Komponente zur Anzeige
eines sicheren Zustands (SSC) und die Anzeige
(D) zur sicheren Ubertragung sicherheitsrele-
vanter Informationen Gber den Zustand von Ele-
menten des Streckenzugsteuerungssystems
(RTCS) verbindet,

wobei die Komponente zur Anzeige eines siche-
ren Zustands (SSC) in das Strecken- und Zugs-
teuerungssystem (RTCS) integriert ist.

Zugverkehrsteuerungssystem nach Anspruch 1, da-
durch gekennzeichnet, dass die Komponente zur
Anzeige eines sicheren Zustands (SSC) in einen
Anzeigeserver (IS) integriert ist.

Zugverkehrsteuerungssystem nach Anspruch 2, da-
durch gekennzeichnet, dass das System eine
Steuerzentrale (CC) umfasst, wobei der Anzeige-
server (IS) in die Steuerzentrale integriert ist.

Zugverkehrsteuerungssystem nach Anspruch 2
oder 3, dadurch gekennzeichnet, dass der Anzei-
geserver (IS) in ein entferntes Rechenzentrum (RZ)
integriert ist.

Zugverkehrsteuerungssystem nach einem der An-
spruche 2 bis 4, dadurch gekennzeichnet, dass
der Anzeigeserver (IS) verfahrensgesichert ist.

Zugverkehrsteuerungssystem nach einem der An-
spriiche 2 bis 4, dadurch gekennzeichnet, dass
der Anzeigeserver (I1S) ein Komposit-Server mit Aus-
fallsicherung ist.

Zugverkehrsteuerungssystem nach einem der vor-
hergehenden Anspriiche, dadurch gekennzeich-
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net, dass der Bedienerarbeitsplatz (OW) in ein Ver-
kehrsmanagementsystem (TMS) integriert ist.

Zugverkehrsteuerungssystem nach einem der vor-
hergehenden Anspriiche, dadurch gekennzeich-
net, dass der sichere Kanal (C3) Uber den Bedie-
nerarbeitsplatz (OW) geleitet wird.

Verfahren zur sicheren Anzeige von sicherheitsre-
levanten Informationen Uber den Zustand eines
Strecken- und Zugsteuerungssystems (RTCS) an
einem Bedienerarbeitsplatz (OW) eines Zugver-
kehrsteuerungssystems mit

einem Strecken- und Zugsteuerungssystem
(RTCS),

einem Bedienerarbeitsplatz (OW) mit einer An-
zeige (D), wobei der Bedienerarbeitsplatz (OW)
mindestens eine Komponente zur Anzeige mit
Basisintegritat (BIC) mit dem Sicherheitsniveau
SILO zur Anzeige von Informationen mit einer
Basisintegritat auf der Anzeige (D) aufweist,
wobei der Bedienerarbeitsplatz dazu ausgebil-
det ist, grafische Daten von Informationen mit
Basisintegritat zu erzeugen; und wobei der Be-
dienerarbeitsplatz (OW) nur Komponenten mit
Sicherheitsniveau SILO oder weniger aufweist,
und

einer Komponente zur Anzeige eines sicheren
Zustands (SSC) mit Sicherheitsniveau SIL>0,
insbesondere SIL4, zur Umwandlung von Zu-
standsdaten uber den Zustand von Elementen
des Strecken- und Zugsteuerungssystems
(RTCS) in grafische Daten und dadurch zur Er-
zeugung von Anzeigedaten, die sicherheitsre-
levante Informationen Uber den Zustand von
Elementen des Strecken- und Zugsteuerungs-
systems (RTCS) auf der Anzeige des Bediene-
rarbeitsplatzes (OW) anzeigen, wobei die Kom-
ponente zur Anzeige mit Basisintegritat und die
Komponente zur Anzeige eines sicheren Zu-
stands Softwarekomponenten sind, d.h. gekap-
selte Software-Bausteine, wobei ein Kanal (C1),
der das Strecken- und Zugsteuerungssystem
(RTCS) und den Bedienerarbeitsplatz (OW)
verbindet, zur Ubertragung von Informationen
mit Basisintegritat von dem Strecken- und Zugs-
teuerungssystem (RTCS) an den Bedienerar-
beitsplatz (OW) vorgesehen ist,

wobei die Komponente zur Anzeige eines siche-
ren Zustands (SSC) funktional unabhangig von
dem Bedienerarbeitsplatz (OW) ist, und die
Komponente zur Anzeige eines sicheren Zu-
stands (SSC) von der Komponente zur Anzeige
mit Basisintegritat (BIC) funktional getrennt ist,
wobei die Funktion zum Erzeugen von Anzei-
gedaten sicherheitsrelevanter Informationen
Uber den Zustand von Elementen des Strecken-
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zugsteuerungssystems vom Bedienerarbeits-
platz ausgelagert ist; wobei das Zugverkehrs-
teuerungssystem ferner einen zuséatzlichen si-
cheren Kanal (C3) aufweist, der die Komponen-
te zur Anzeige eines sicheren Zustands (SSC)
und die Anzeige (D) zur sicheren Ubertragung
von sicherheitsrelevanten Informationen Uber
den Zustand von Elementen des Streckenzugs-
teuerungssystems (RTCS) verbindet, wobei die
Komponente zur Anzeige eines sicheren Zu-
stands (SSC) in das Strecken- und Zugsteue-
rungssystem (RTCS) integriert ist,

wobei das Verfahren umfasst:

Erzeugung von grafischen Daten von Infor-
mationen mit Basisintegritat innerhalb des
Bedienerarbeitsplatzes,

Umwandlung von Zustandsdaten, die die
sicherheitsrelevanten Informationen ent-
halten, in grafische Anzeigedaten innerhalb
der Komponente zur Anzeige eines siche-
ren Zustands (SSC) mit Sicherheitsniveau
SIL>0, die funktional unabhangig ist von
den Komponenten zur Anzeige mit Basisin-
tegritat (BIC) mit Sicherheitsniveau SILO
des Bedienerarbeitsplatzes (OW), und
Ubertragung der Anzeigedaten an eine An-
zeige (D) uber den sicheren Kanal (C3).

Verfahren nach Anspruch 9, dadurch gekenn-
zeichnet, dass der sichere Kanal Uber den Bedie-
nerarbeitsplatz (OW) geleitet wird.

Verfahren nach Anspruch 9 oder 10, dadurch ge-
kennzeichnet, dass die Anzeigedaten Pixmap-Da-
ten sind und wobei die Anzeigedaten unter Verwen-
dung eines Verfahrens zur Uberpriifung der korrek-
ten Ubertragung von Pixmap-Daten an die Anzeige
(D) Ubertragen werden.

Verfahren nach einem der Anspriiche 9 bis 11, da-
durch gekennzeichnet, dass die Anzeigedaten in
einem Webbrowser des Bedienerarbeitsplatzes an-
gezeigt werden.

Verfahren nach Anspruch 12, dadurch gekenn-
zeichnet, dass die angezeigten Anzeigedaten zu-
rickgelesen werden.

Verfahren nach Anspruch 13, dadurch gekenn-
zeichnet,

dass die Komponente zur Anzeige eines siche-
ren Zustands eine erste Priifsumme der Anzei-
gedaten erzeugt;

dass der Browser eine zweite Priifsumme der
zurlickgelesenen Daten erzeugt und die zweite
Prifsumme Uber den sicheren Kanal an die
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Komponente zur Anzeige eines sicheren Zu-
stands Ubertragt; und

dass die Komponente zur Anzeige eines siche-
ren Zustands die erste Prifsumme und die zwei-
te Prifsumme vergleicht.

15. Verfahren nach Anspruch 13 oder 14, dadurch ge-

kennzeichnet

dass der Browser die zurlickgelesenen Daten
Uber den sicheren Kanal an die Komponente zur
Anzeige eines sicheren Zustands sendet; und
dass die Komponente zur Anzeige eines siche-
ren Zustands die zurlickgelesenen Daten mit
den Anzeigedaten vergleicht.

Revendications

Systéme de contréle de trafic ferroviaire compre-
nant :

un systeme de contréle des itinéraires et des
trains (RTCS) ;

un poste de travail d’opérateur (OW) qui est
muni d’un affichage (D), dans lequel le poste
de travail d’opérateur (OW) comprend au moins
un composant d’indication d’intégrité de base
(BIC) qui présente un niveau de sécurité SILO
pour indiquer une information avec une intégrité
de base sur I'affichage (D), dans lequel le poste
de travail d’'opérateur est adapté pour générer
des données graphiques d’information avec in-
tégrité de base, et dans lequel le poste de travail
d’opérateur (OW) comprend seulement des
composants qui présentent le niveau de sécu-
rité SILO ou moins ; et

un composant d’indication d’état de sécurité
(SSC) qui présente un niveau de sécurité SIL
> 0, en particulier SIL4, lequel composant est
configuré pour transformer des données d’état
qui concernent I'état d’éléments du systéme de
contréle des itinéraires et des trains (RTCS)
selon des données graphiques et par voie de
conséquence, pour générer des données d'’in-
dication qui indiquent une information rapportée
a la sécurité qui concerne I'état d’éléments du
systéme de contrdle des itinéraires et des trains
(RTCS) sur l'affichage du poste de travail d’o-
pérateur (OW) ;

dans lequel le composant d’indication d’intégrité
de base et le composant d’indication d’état de
sécurité sont des composants logiciels, c’est-a-
dire des blocs de construction encapsulés de
logiciel,

dans lequel un canal (C1) qui connecte le sys-
téme de contrble des itinéraires et des trains
(RTCS) et le poste de travail d’opérateur (OW)
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est prévu pour transmettre I'information avec
intégrité de base depuis le systéme de contrdle
des itinéraires et des trains (RTCS) jusqu’au
poste de travail d’'opérateur (OW),

dans lequel le composant d’indication d’état de
sécurité (SSC) est fonctionnellement indépen-
dant du poste de travail d’opérateur (OW), et le
composant d’indication d’état de sécurité (SSC)
est fonctionnellement séparé du composant
d’indication d’intégrité de base (BIC), dans le-
quel la fonction pour générer des données d'in-
dication de I'information rapportée a la sécurité
qui concerne I'état d’éléments du systeme de
controle des itinéraires et des trains est extraite
en termes de ressource externalisée au niveau
du poste de travail d’opérateur ; et

en plus du canal (C1), un canal de sécurité (C3)
qui connecte le composant d’indication d’étatde
sécurité (SSC) et I'affichage (D) pour une trans-
mission en termes de sécurité de l'information
rapportée a la sécurité qui concerne I'état d’é-
Iéments du systéme de contrdle des itinéraires
et des trains (RTCS),

dans lequel le composant d’indication d’état de
sécurité (SSC) est intégré dans le systeme de
controle des itinéraires et des trains (RTCS).

Systéme de contrdle de trafic ferroviaire selon la
revendication 1, caractérisé en ce que le compo-
sant d’indication d’état de sécurité (SSC) est intégré
dans un serveur d’indication (IS).

Systéme de controle de trafic ferroviaire selon la
revendication 2, caractérisé en ce que le systéeme
comprend un centre de commande (CC), dans le-
quel le serveur d'indication (IS) est intégré dans le
centre de commande.

Systéme de contréle de trafic ferroviaire selon la
revendication 2 ou 3, caractérisé en ce que le
serveur d’indication (IS) est intégré dans un centre
informatique a distance (RZ).

Systéme de contrdle de trafic ferroviaire selon 'une
quelconque des revendications 2 a 4, caractérisé
ence que le serveur d’indication (I1S) est protégée en
termes de procédure(s).

Systéme de contrdle de trafic ferroviaire selon 'une
quelconque des revendications 2 a 4, caractérisé
en ce que le serveur d’indication (IS) est un serveur
composite défaillance - sécurité.

Systéme de contrdle de trafic ferroviaire selon 'une
quelconque des revendications précédentes, ca-
ractérisé en ce que le poste de travail d’'opérateur
(OW) est intégré dans un systeme de gestion de
trafic (TMS).
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8.

Systéme de contrdle de trafic ferroviaire selon I'une
quelconque des revendications précédentes, ca-
ractérisé en ce que le canal de sécurité (C3) est
routé par I'intermédiaire du poste de travail d’'opéra-
teur (OW).

Procédé pour I'affichage en termes de sécurité d’'une
information rapportée a la sécurité qui concerne
I'état d'un systéme de contréle des itinéraires et
des trains (RTCS) au niveau d’'un poste de travail
d’opérateur (OW) d’un systeme de contrdle de trafic
ferroviaire qui comprend un systéme de contréle des
itinéraires et des trains (RTCS), un poste de travail
d’opérateur (OW) qui est muni d’'un affichage (D),
dans lequel le poste de travail d’opérateur (OW)
comprend au moins un composant d’indication d’in-
tégrité de base (BIC) qui présente un niveau de
sécurité SILO pour indiquer une information avec
une intégrité de base sur I'affichage (D), dans lequel
le poste de travail d’'opérateur est adapté pour gé-
nérer des données graphiques d’information avec
intégrité de base ; et dans lequel le poste de travail
d’opérateur (OW) comprend seulement des compo-
sants qui présentent un niveau de sécurité SILO ou
moins, et un composant d’indication d’état de sécu-
rité (SSC) qui présente un niveau de sécurité SIL >0,
en particulier SIL4, pour transformer des données
d’état qui concernent I'état d’éléments du systéme
de contrdle des itinéraires et des trains (RTCS) selon
des données graphiques et par voie de consé-
quence, pour générer des données d’indication qui
indiquent une information rapportée a la sécurité qui
concerne I'état d’éléments du systéme de contrdle
desitinéraires et des trains (RTCS) sur I'affichage du
poste de travail d’opérateur (OW), dans lequel le
composant d’indication d’intégrité de base et le
composant d’indication d’état de sécurité sont des
composants logiciels, c’est-a-dire des blocs de cons-
truction encapsulés de logiciel, dans lequel un canal
(C1) qui connecte le systéeme de contrble des itiné-
raires et des trains (RTCS) et le poste de travail
d’opérateur (OW) est prévu pour transmettre I'infor-
mation avec intégrité de base depuis le systéeme de
contrble desitinéraires etdes trains (RTCS) jusqu’au
poste de travail d’opérateur (OW), dans lequel le
composant d’indication d’état de sécurité (SSC)
est fonctionnellement indépendant du poste de tra-
vail d’'opérateur (OW), et le composant d’indication
d’état de sécurité (SSC) est fonctionnellement sé-
paré du composant d’indication d’intégrité de base
(BIC), dans lequel la fonction pour générer des don-
nées d’indication de l'information rapportée a la sé-
curité qui concerne I'état d’éléments du systéme de
controle des itinéraires et des trains est extraite en
termes de ressource externalisée au niveau du pos-
te de travail d’opérateur ; le systéeme de controle de
trafic ferroviaire comprenant en outre un canal de
sécurité additionnel (C3) qui connecte le composant
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d’indication d’état de sécurité (SSC) etI'affichage (D)
pour une transmission en termes de sécurité de
linformation rapportée a la sécurité qui concerne
I'état d’éléments du systéme de contrdle des itiné-
raires et des trains (RTCS), dans lequel le compo-
sant d’indication d’état de sécurité (SSC) est intégré
dans le systéme de contrdle des itinéraires et des
trains (RTCS),

le procédé comprenant :

la génération de données graphiques d’'informa-
tion avec intégrité de base a I'intérieur du poste
de travail d’opérateur ;

la transformation de données détat qui
comprennent I'information rapportée a la sécu-
rité selon des données d’indication graphiques a
l'intérieur du composant d’indication d’état de
sécurité (SSC) qui présente le niveau de sécu-
rité SIL > 0, lequel composant est fonctionnel-
lement indépendant des composants d’indica-
tion d’intégrité de base (BIC) qui présentent le
niveau de sécurité SILO du poste de travail
d’opérateur (OW) ; et

la transmission des données d’indication gra-
phiques a un affichage (D) via le canal de sécu-
rité (C3).

Procédé selon larevendication 9, caractérisé en ce
que le canal de sécurité est routé par I'intermédiaire
du poste de travail d’'opérateur (OW).

Procédé selon la revendication 9 ou 10, caractérisé
en ce que les données d’indication sont des don-
nées de pixmap/données de table de pixels et dans
lequel les données d’indication sont transmises a
I'affichage (D) en utilisant un procédé pour vérifier
que le transfert des données de pixmap/données de
table de pixels est correct.

Procédé selon I'une quelconque des revendications
9 a 11, caractérisé en ce que les données d’indica-
tion sont affichées au sein d’'un navigateur Web du
poste de travail d’opérateur.

Procédé selon la revendication 12, caractérisé en
ce que les données d’indication affichées sont sou-
mises a une relecture.

Procédé selon la revendication 13, caractérisé en
ce que :

le composant d’indication d’état de sécurité gé-
nére un premier total de contréle des données
d’indication ; en ce que :

le navigateur Web génére un second total de
contréle des données soumises a une relecture
et transmet le second total de contrle au
composant d’indication d’état de sécurité via
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le canal de sécurité ; et en ce que :

le composant d’indication d’état de sécurité
compare le premiertotal de contréle et le second
total de contrdle.

15. Procédé selon la revendication 13 ou 14, caracté-

risé en ce que :

le navigateur Web transmet les données soumises a
une relecture au composant d’indication d’état de
sécurité via le canal de sécurité ; et en ce que :

le composant d’indication d’état de sécurité compare
les données soumises a une relecture avec les
données d’indication.
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