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(57) 
A memory card reading/writing apparatus, acceSS method, 
program and Storage medium thereof, that have a psycho 
logical Security function, or in other words a mild Security 
function and that make it possible to perform various kinds 
of management of the memory card even when the memory 
card is lost. In the memory card reading/writing apparatus of 
this invention, an apparatus-user-information-acquisition 
unit acquires apparatus-user information from a memory 
unit that Stores apparatus-user information that identifies the 
user of the memory card reading/writing apparatus. Also, a 
memory-card-user-information-acquisition unit acquires the 
main-memory-card-user information from the memory card 
that identifies the main user of the memory card. A user 
information-comparison unit compares the two kinds of 
information, and outputs a comparison result. An output unit 
outputs Specific output based on the comparison result. 

ABSTRACT 

18 Claims, 33 Drawing Sheets 
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Fig. 4A 
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Fig. 7A 
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MEMORY CARD READING/WRITING 
APPARATUS, ACCESS METHOD, PROGRAM 

AND STORAGE MEDIUM THEREOF 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to a memory card reading/writing 

apparatus that acceSS information Stored on a removable 
memory card, and more particularly to a memory card 
reading/writing apparatus that has a function for determining 
the owner of the memory card. 

2. Description of the Related Art 
In recent years, as Semiconductor memories have been 

made more compact and mobile, and their capacity 
increased, memory cards have become known as a compact 
memory medium that can be conveniently carried and can 
Store all kinds of data Such as text files, audio contents, video 
contents and the like. Moreover, by taking advantage of their 
feature of being Small in size, the memory cards can be 
installed in portable devices Such as audio players, digital 
still cameras, PDAS (Personal Digital Assistants), etc. For 
example, an SD (Secure Digital) memory card is well known 
as this type of memory card. 

Currently, this kind of memory card is relatively expen 
Sive, So the owner (user) does not normally transfer or 
distribute their memory cards to others. 

It can be expected that memory cards will become leSS 
expensive in the future. That is apparent when looking at 
other widely used media such as FDs (Floppy Disks (R)) or 
CD-R 

In that kind of Situation, memory cards could easily 
transferred to others, or it is feasible that they could be 
shared among a specific group. For example, memory cards 
could be used for neighborhood bulletins that are circulated 
among members of the neighborhood, or in an exchange 
diary that is kept among friends. 

Also, depending on the type of recorded data, for example 
audio data, Video data, text files or the like, it is also 
conceivable that one perSon may have a plurality of memory 
cards. 

However, in the case of use where the memory card is 
transferred to other people or shard among a specific group, 
with the Security technology that is used for current memory 
cards or other recording media, there is a possibility of 
obstacles to the type of use mentioned above. 

In other words, the following problems would occur when 
absolutely no Security was performed when using the 
memory card. For example, in the case when there are data 
Stored in an exchange-diary or the like that are not to be seen 
by others, the user or group do not think favorably about 
others being able to see that data. That is, in the case that a 
memory card on which this kind of data are Stored is lost, 
when there is no Security performed, the uneasineSS felt by 
the user is greater than in the case when Security is per 
formed. 
On the other hand, in the case when Stringent Security is 

performed when using the memory card, a method for 
clearing the Security performance, Such as a password, must 
be given to all users. In other words, in the case of many 
users sharing a memory card, with the aforementioned 
Stringent Security, complicated operations are needed in 
order to reference the data. 
An example of this Stringent Security is disclosed in 

Japanese laid-open publication No. 2001-211170. In this art, 
by performing an identification process that uses ID data for 
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2 
the memory card and ID data for the device, it is possible to 
prevent the memory card from being used by a device other 
than a specified device. 

However, in this prior art, it is necessary to equip the 
memory card with a specific Security function, and this is not 
possible for memory cards that are not equipped with the 
Security function that is available in the current market. 
Also, as described above, the memory card can only be used 
on a Specified device that is equipped with this kind of 
Stringent Security function, So this art cannot be used in the 
case when the memory card is shared by a plurality of uses. 

In other words, this does not mean that Security is not 
necessary for data that are Stored on the memory card shared 
by a plurality of users, however, in the case of Setting 
Stringent Security, there is the tendency for use to be hin 
dered. 

Moreover, in the case of a plurality of owned memory 
cards, a problem of managing the memory cards also occurs 
in addition to the problem of security described above. In 
other words one problem is related to managing the memory 
cards themselves. 
As a method for managing the memory cards themselves, 

it is possible to attach a label to the memory card on which 
the contents of the various kinds of Stored data are described, 
similar to the case of a conventional FD (R). However, since 
memory card continue to be made more and more compact, 
it is difficult to attach a label to a memory card giving the 
owner's name and description of the contents. Also, in the 
case of a perSon having a plurality of memory cards, 
attaching a label to each memory card is not only trouble 
Some, but there is also a possibility that the label could be 
pared off when inserting or removing the memory card from 
the memory card reading/writing apparatus. 

Moreover, a problem of managing the data Stored on the 
memory card also occurs. In other words, when various 
kinds of data are Stored on a memory card, it is necessary to 
execute a special application or use a special device for each 
kind of data in order to identify the contents of the memory 
card. Here, it is possible to use file-management Software on 
a personal computer to identify the file names, however, 
identifying the titles of Songs in the case of audio contents, 
for example, is not easy with a special kind of contents 
management method of the memory card. In other words, a 
problem exists in that it is not easy to identify the contents 
of the data Stored on the memory card. 

Furthermore, a problem related to management of the 
users of the memory card occurs. That is, in a situation 
where a plurality of memory cards is shared by a plurality of 
users, there is a problem in that it is difficult to know who 
the main owner of the memory card is. 

SUMMARY OF THE INVENTION 

Being proposed based on the problems in the prior art, the 
object of this invention is to provide a memory card reading/ 
Writing apparatus, acceSS method, program and Storage 
medium thereof, that are capable of Security that Serves as a 
psychological protection function, or in other words, are 
capable of performing a mild Security function that can be 
used even when a memory card is lost, and are capable of 
performing various kinds of management for the memory 
card. 

This invention employs the following for accomplishing 
aforementioned objectives. In other words, it is presumed 
that this invention is a memory card reading/writing appa 
ratus in which a memory card can be inserted or removed. 
Here, an apparatus-user-information-acquisition unit 
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acquires apparatus-user information from a memory unit 
that Stores apparatus-user information that identifies the 
users of the memory card reading/writing apparatus. Also, a 
memory-card-user-information-acquisition unit acquires 
main-memory-card-user-information from the memory card 
that identifies the main user of the memory card. Moreover, 
a user-information-comparison unit compares these two 
types of information, and outputs the comparison result. An 
output unit performs specified output base on this compari 
Son result. 
When the comparison result indicates that the apparatus 

user information does not match the main-memory-card 
user information, the main-memory-card-user information 
itself and information related to the main user of the memory 
card, or information indicating that there was no match is 
output as the output contents. 

In this way, specified information (warning, main 
memory-card-user information, etc.) is output, so in com 
parison with the case when no Security is performed at all, 
it is possible to prevent careleSS reading of information 
recorded on the memory card, or it is possible to identify the 
main owner of the memory card without having to check the 
contents of the memory card in detail. 

Even in the case when the apparatus-user information 
does not match the main-memory-card-user information, it 
is possible to read, See and reproduce information recorded 
on the memory card, So in comparison with the case of 
performing Stringent Security, Smooth operation is possible 
even when the memory card is shared by more than one 
perSon. 

Also, the output contents when the comparison result 
indicates a match is information showing a list of the data 
contents Stored on the memory card acquired by the 
memory-card-contents-list-information-acquisition unit, So 
the user is able to easily check the contents of the memory 
card, or in other words, it becomes easy to manage the data 
Stored on the memory card. Even in the case of there being 
a plurality of areas in the memory card, by determining each 
respective memory-card-user information that identifies the 
main user of each area, the invention can be used even when 
more than one user uses the memory card, and thus it is 
possible to improve convenience when a plurality of users 
use the memory card. 

Furthermore, when the comparison result indicates that 
there is not match, a log-information-writing unit writes log 
information, which includes the apparatus-user information, 
to the memory card. 

This makes it possible for the owner of the memory card 
to know when the memory card was used by another perSon. 
Moreover, when using a memory card for an operation, Such 
a circulating bulletin, in which information related to the 
circulation Status is necessary, it is possible to automatically 
know the circulation Status. It is also possible to include 
information related to the contents read (accessed) from the 
memory card in the log information. In this case, it is 
possible for the owner of the memory card to know which 
contents have been Seen. 

Furthermore, the output unit outputs information indicat 
ing that an acceSS log of the memory card has been created, 
and the log-information-writing unit writes the log informa 
tion after the memory-card-contents-list-information-acqui 
Sition unit acquires information showing a list of the data 
contents Stored on the memory card. 

This makes it possible to include the information, “A log 
will be created when the information on this memory card is 
read', or in other words, information indicating that an 
access log of the memory card is created, in the information 
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4 
output by the output unit to a display or the like. By 
including this kind of information, it is possible to 
Strengthen Security from a psychological aspect when 
another user reads information from the memory card. Of 
course, for a user that has permission to use the memory 
card, this does become psychological Security, So it does not 
hinder Smooth operation. 

Also, in the case when the apparatus-user information 
does not match the memory-card-user information, a func 
tion-restriction unit performs a process of decreasing the 
functions of the memory card reading/writing apparatus. 
Examples of decreasing the functions could include turning 
OFF the display backlight, decreasing the brightness of the 
display, lowering the processing speed of the CPU (Central 
Processing Unit), overlaying specified display data, output 
ting a specified Sound, etc. 

This makes it possible to lower the convenience of the 
memory card reading/writing apparatus, and as a result, 
increase the mild Security function. 

Furthermore, the memory-card-user-information-acquisi 
tion unit acquires Sub-memory-card-user information from 
the memory card that indicates users of the memory card that 
are different from the main-memory-card-user information, 
and the user-information-comparison unit compares the 
apparatus-user-information with the Sub-memory-card-user 
information, and output the comparison result. 
By registering the members of a group that are allowed to 

use the memory card in the Sub-memory-card-user informa 
tion, this makes it possible for users that registered in the 
Sub-memory-card-user information to use the memory card 
without a warning. That is, by using the Sub-memory-card 
user information that is registered on the memory card, it 
becomes possible for a group of users to use the memory 
card, So it is possible to allow free access to members within 
a users group and to easily Set moderate restrictions for 
others. 

Also, when the comparison result indicates a match, a 
user-information-generation unit receives input of the new 
main-memory-card-user information, and a memory-card 
user-information-writing unit writes the new main-memory 
card-user information that was input on the memory card. 

Since it is only possible for a user to rewrite the main 
memory-card-user information for the user's own memory 
card, this makes it possible to easily transfer the memory 
card to another perSon while maintaining mild Security. AS 
a result, it is possible to promote distribution of the contents 
of the memory card. 
The user-information-generation unit can also be Such 

that the new main-memory-card-user information is Selec 
tively input from the Sub-memory-card-user information. 

This not only Simplifies input, but Since main-memory 
card-user information of the user's own memory card can be 
rewritten only to other user information of a trusted user that 
is registered in advance, for example a specified group 
member, it is possible to easily transfer the memory card to 
another perSon, while at the same time avoiding accidental 
distribution of personal information. 

Moreover, the user-information-generation unit can also 
input information for the new main-memory-card-user infor 
mation indicating that the user is not limited. 
By writing the main-memory-card-user information with 

out entering a new user ID or new user name, this makes it 
possible to distribute information to an unlimited number of 
users with no mild Security, Similar to that of a newly 
purchased memory card. 
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Moreover, when the comparison result indicates no match 
and the main-memory-card-user information cannot be 
Specified, it is possible to easily transfer the memory card by 
making the apparatus-user information the main-memory 
card-user information. 

Furthermore, when registering new-apparatus-user infor 
mation, it is possible to Store in memory the already existing 
apparatus-user-information as old-apparatus-user informa 
tion, and as necessary compare the memory-card-user infor 
mation with the old-apparatus-user information. 

This makes it possible to automatically rewrite the exist 
ing memory-card-user information even when changing the 
apparatus-user information when transferring the memory 
card, for example, So it is possible to improve the conve 
nience for the user. 

On the other hand, when the comparison result when 
comparing the apparatus-user information with the main 
memory-card-user information indicates no match, it is 
possible for a mail-transmission unit to Send e-mail to an 
e-mail address that is contained in the main-memory-card 
user information. 

When the owner of the memory card reading/writing 
apparatus differs from the owner of the memory card, for 
example, when the user, who is the owner of the memory 
card reading/writing apparatus, inserts the memory card, the 
owner of the memory card is notified by e-mail that the 
memory card was used, So this makes it possible for the 
owner of the memory card to know the status of use of the 
memory card even at a remote location. 

By including information in the e-mail about the user of 
the memory card reading/writing apparatus, for example 
address information, it is possible to specifically know who 
is using the memory card. 

Furthermore, by equipping the apparatus with GPS, and 
including the current-location information that is obtained 
from GPS in the user information, it is also possible to know 
the location of the memory card even when it is lost. 

Moreover, it is also possible to equip the memory card 
reading/writing apparatus with a mail-receiving unit that 
obtains apparatus-user information from the received mail 
that identifies the user of the other apparatus, Such that the 
comparison unit compares the apparatus-user information of 
the other apparatus with the main-memory-card-user infor 
mation, and outputs the comparison result, and an acceSS 
control unit controls access of the memory card based on 
that comparison result. By having the access-control unit 
control access of the memory card based on conditions of 
use that are included in the e-mail, it is possible to control 
access of the memory card remotely. 

It is possible to include Settings Such as, use allowed, 
use not allowed, number of times use is allowed, trans 
ferring, period in the conditions for use. 

In this case, the memory card reading/writing apparatus 
that sends the aforementioned e-mail comprises: a use 
authorization-information-generation unit that generates 
use-authorization information that includes apparatus-user 
information and conditions of use for the memory card that 
can be accessed by the apparatus at the transmission desti 
nation; and a mail-transmission unit that Sends the use 
authorization information that was generated by the use 
authorization-information-generation unit to the apparatus at 
the transmission destination. 

The memory card reading/writing apparatus can be mate 
rialized by a computer. In this case, operating a program on 
the computer can materialize the each unit mentioned above. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing the functions when a 
PDA is used as the memory card reading/writing apparatus 
of this invention. 

FIG. 2 is an image diagram of when a plurality of memory 
cards is used in a plurality of memory card reading/writing 
apparatuSeS. 

FIG. 3 is a flowchart showing the processing by the 
memory card reading/writing apparatus of a first embodi 
ment of the invention. 

FIG. 4A and FIG. 4B are drawings showing the configu 
ration of the apparatus-user information, main-memory 
card-user information and Sub-memory-card-user informa 
tion of the first embodiment of the invention. 

FIG. 5 is a table showing the comparison results. 
FIG. 6A and FIG. 6B are drawings showing the configu 

ration of the memory-card-contents-list information and 
file-list information. 

FIG. 7A and FIG. 7B are drawings showing detailed 
examples of the apparatus-user information, including the 
apparatus-user information and e-mail address. 

FIG. 8A, FIG. 8B and FIG. 8C are drawings showing 
detailed examples of the main-memory-card-user informa 
tion, including the main-memory-card-user information and 
e-mail address. 

FIG. 9A and FIG. 9B are display examples of a notifica 
tion (warning) and memory-card-contents-list information. 

FIG. 10 is a drawing showing a detailed example of the 
memory-card-contents-list information. 

FIG. 11 is a drawing showing an image of a memory card 
that is partitioned into a plurality of sections. 

FIG. 12 is a flowchart showing the processing when the 
memory card is partitioned into a plurality of Sections. 

FIG. 13 is a flowchart showing the processing of the 
memory card reading/writing apparatus when generating log 
information. 

FIG. 14A and FIG. 14B are drawings showing the con 
figuration of the memory-card-user information and log 
information. 

FIG. 15A and FIG. 15B are drawings showing a detailed 
example of the memory-card user information and log 
information. 

FIG. 16A and FIG. 16B are drawings showing the con 
figuration of the memory-card-user information and refer 
enced-contents information. 

FIG. 17A and FIG. 17B are drawings showing a detailed 
example of the log information and referenced-contents 
information. 

FIG. 18A, FIG. 18B and FIG. 18C are drawings showing 
display examples of a warning message, display of the log 
information including the referenced-contents information, 
and the display when the backlight is OFF. 

FIG. 19 is a block diagram showing the functions of the 
memory card reading/writing apparatus of a Second embodi 
ment of the invention. 

FIG. 20 is a flowchart showing the processing of the 
memory card reading/writing apparatus of the Second 
embodiment of the invention. 

FIG. 21 is a drawing of a display example when requiring 
the input of the new user ID and new user name. 

FIG. 22 is a Second flowchart showing the processing of 
the memory card reading/writing apparatus of the Second 
embodiment of the invention. 

FIG. 23 is a block diagram of the functions of the memory 
card reading/writing apparatus (use-authorization receiving 
side) of a third embodiment of the invention. 
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FIG. 24 is a flowchart showing the processing of the 
memory card reading/writing apparatus of the third embodi 
ment of the invention. 

FIG. 25A and FIG. 25B are drawings showing the con 
figuration of and detailed example of the mail-transmission 
information. 

FIG. 26 is a block diagram of the functions of the memory 
card reading/writing apparatus (use-authorization sending 
side) of the third embodiment of the invention. 

FIG. 27 is a display example of e-mail message related to 
the memory-card-user information. 

FIG. 28 is a first flowchart showing the processing of the 
memory card reading/writing apparatus (use-authorization 
sending side) of the third embodiment of the invention. 

FIG. 29 is a first flowchart showing the processing of the 
memory card reading/writing apparatus (use-authorization 
receiving side) of the third embodiment of the invention. 

FIG. 30 is a second flowchart showing the processing of 
the memory card reading/writing apparatus (use-authoriza 
tion receiving side) of the third embodiment of the inven 
tion. 
FIG.31A, FIG. 31B and FIG. 31C are drawings showing 

the configuration of and detailed example of the use-autho 
rization information, and a table of the conditions of use. 

FIG. 32A and FIG. 32B are drawings showing the con 
figuration of and detailed example of the mail-transmission 
information. 

FIG. 33A and FIG. 33B are drawings showing the use 
authorization-registration Screen and a display example of 
the memory-card-use-authorization-verification display. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

To better understand this invention, the preferred embodi 
ments of the invention will be explained with reference to 
the supplied drawings. The embodiments described below 
are examples of embodiments of the invention, and do not 
limit the technological range of the invention. Also, in the 
embodiments described below, a PDA is used as an example 
of the memory card reading/writing apparatus, however, 
could be any apparatus that is capable of accessing a 
memory card. The invention can be applied to a memory 
card that is any kind of a portable recording medium. 

Furthermore, in the embodiments described below, a 
memory card reading/writing apparatus that uses a contact 
type acceSS method for accessing the memory card is 
explained, however, the invention can also be applied to a 
memory card reading/writing apparatus that uses a contact 
less acceSS method. In this case, for the contact-type acceSS 
method, acceSS is possible when the memory card is 
inserted, and in the contactleSS access method, the memory 
card can be accesses when the memory card reading/writing 
apparatus perceives that acceSS is possible. Moreover, in the 
contactleSS access method, when the memory card is 
removed, the connection with the memory card reading/ 
Writing apparatus is terminated by the Software, for example. 

First Embodiment 
The proceSS for connecting and using a memory card in 

the memory card reading/writing apparatus of a first 
embodiment of the invention is explained below. 

FIG. 1 is a block diagram showing the functions when 
using a PDA as the memory card reading/writing apparatus 
100. The memory card reading/writing apparatus 100 stores 
apparatus-user information 101 in a memory unit 108, and 
also comprises: an apparatus-user-information-acquisition 
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8 
unit 102, memory-card-user-information-acquisition unit 
103, user-information-comparison unit 104, output unit 105, 
memory-card-list-acquisition unit 106 and log-information 
writing unit 107. The processing by each of the units will be 
explained in detail as needed. 

Also, FIG. 2 is an image diagram showing the detailed 
operation when a memory card that is used by more than one 
perSon is attached to the memory card reading/writing 
apparatus (PDA) 100. 

In FIG. 2, the PDA 100 is connected to a removable 
memory card 120 and comprises: a display 203 for display 
ing display-information 202 to the user of the PDA 100, and 
control buttons 204 that control the PDA, and it stores 
apparatus-user information 101 that identifies the user of the 
PDA. Here, the user of the PDA 100 is “Taro Yamada. 

Also, main-memory-card-user information 121 that iden 
tifies the main user of the memory card is Stored in the 
memory card 120. Here, the main user of the memory card 
is “Ichiro Tanaka. 

First, after the power to the PDA 100 is turned ON, the 
apparatus-user-information-acquisition unit 102 of the PDA 
acquires apparatus-user information 101 from the memory 
unit 108 that identifies the user of the PDA, and sends that 
information to the user-information-comparison unit 104 
(FIG. 3: S301). 

Next, the PDA 100 judges whether or not the memory 
card 120 has been inserted. Here, when the memory card 120 
is detected, the memory-card-user-information-acquisition 
unit 103 acquires the main-memory-card-user information 
121 from the memory card 120 that identifies the main user 
of the memory card 120, and sends that information to the 
user-information-comparison unit 104 (FIG. 3: S302). As 
shown in FIG. 4A, the apparatus-user information 101 
contains a 4-byte user ID that indicates the number that 
identifies the user of the PDA, and a 64-byte user name that 
indicates the name of the user of the PDA. Similarly, the 
main-memory-card-user information 121 contains a 4-byte 
user ID 401 that indicates a number that identifies the main 
user of the memory card, and a 64-byte user name 402 that 
indicates the name of the user of the memory card. 

Next, the user-information-comparison unit 104 compares 
the user ID 401 of the apparatus-user information 101 with 
the user ID 401 of the main-memory-card-user information 
121, and Sends the comparison result together with the 
apparatus-user information 101 and main-memory-card 
user information 121 to the output unit 105 (FIG. 3: S303). 
The comparison result is expressed by 4-byte data as shown 
in FIG. 5, and when the comparison result indicates there is 
no match, the result is UNMATCH, which is assigned for 
a value of 1, and when the comparison result indicates a 
match, the is result is MATCH, which is assigned for a 
value of 0, and when there is no main-memory-card-user 
information, Such as in the case of a new memory card, the 
result is NOTHING, which is assigned to a value of 2. 

Next, when the comparison result is UNMATCH, the 
output unit 105 generates output information based on the 
main-memory-card-user information, and outputs that infor 
mation for the user of the PDA (FIG. 3: S304, NO-->S306). 

Also, when the comparison result is MATCH, the output 
unit 105 acquires memory-card-contents-list information 
123, which gives a contents list on the memory card, from 
the memory card 120 via the memory-card-contents-list 
information-acquisition unit 106, then generates output 
information based on the memory-card-contents-list infor 
mation and outputs the output information to the user of the 
PDA (FIG. 3: S304, YES-->S305-->S306). 
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As shown in FIG. 6A, the memory-card-contents-list 
information contains 68-byte or greater file-list information 
602 that gives a list of files for each file type, and the 4-byte 
file type number 601 that indicates the number of file lists. 
As shown in FIG. 6B, the file-list information further 
contains a 64-byte file-type name 603 that indicates the type 
of file, 128-byte file names 605 that indicate each of the file 
names, and 4-byte file number 604 that indicates the number 
of files. 

Next, more detailed values will be used below to explain 
the processes described above. For example, when a 
memory card 120 is inserted in the PDA 100, first, as shown 
in FIG. 7A, the apparatus-user-information-acquisition unit 
102 acquires apparatus-user information 101 having the 
values: User ID=0120 and User name=Yamada (FIG. 3: 
S301). Next, as shown in FIG. 8A, the memory-card-user 
information-acquisition unit 103 acquires main-memory 
card-user information from the memory card 120 having the 
values: User ID=0124 and User Name=Tanaka (FIG. 3: 
S302). In this situation, for some reason, Mr. Yamada is 
trying to read the information recorded on a memory card 
belonging to Mr. Tanaka. 

Next, the user-information-comparison unit 104 compares 
the User ID 0120 if the apparatus-user information 101 
with the User ID 0124 of the main-memory-card-user 
information (FIG. 3: S303). Here, the comparison result is 
UNMATCH, so the output unit 105 generates display 
information based on the main-memory-card-user informa 
tion, and as shown in FIG. 9A, outputs information con 
taining the name Tanaka as the main user of the memory 
card to the display 203 of the PDA 100. An image of the 
output is as shown in the bottom left of FIG. 2. Here an 
example of using a display is explained, however, the output 
could also be audio output indicating that the memory card 
belongs to Mr. Tanaka. Moreover, an output that notifies 
(warns) that the main-memory-card-user information is dif 
ferent from the apparatus-user information is effective. In 
the case of this kind of message, when Mr. Yamada Selects 
an OK button 205, it becomes possible to read the informa 
tion recorded on the memory card belonging to Mr. Tanaka. 
That is, in addition to displaying the message, it becomes 
possible to access the information recorded on the memory 
card with no problem. After that, by using the functions of 
the PDA 100 it becomes possible to reference and reproduce 
the information on the memory card. Also, by removing the 
memory card according to a message, it is possible to judge 
that the memory card belongs to another person without 
accessing the information recorded on the memory card. 
On the other hand, when apparatus-user information hav 

ing the values, User ID=0120 and User name=Yamada, are 
acquired as shown in FIG. 7A, and main-memory-card-user 
information having the values, User ID=0120 and User 
name=Yamada, are acquired as shown in FIG. 8B, the 
comparison result is MATCH. In this situation, Mr. 
Yamada is trying to read information recorded on his own 
memory card. 

In this case, memory-card-contents-list information 1000 
is acquired from the memory card and consists of two 
file-type names 1001 from the two types of file-list infor 
mation SD-Audio and SD-Video as shown in FIG. 10, for 
example, and where SD-Audio consists of two files, Black 
Cat Tango 1002, and White Cat Waltz 1003. 

Next, the output unit 105 generates output information 
based on the acquired memory-card-contents-list informa 
tion, and outputs a list of the contents of the memory card 
to the display 203 of the PDA 100 as shown in FIG.9B. The 
image of the output is as shown at the bottom right of FIG. 
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10 
2. That is, when the user of the PDA 100 matches the user 
of the memory card, there is no message (warning) output as 
described above. After that, by using the functions of the 
PDA 100, it becomes possible to reference and reproduce the 
information on the memory card. 
By comparing the apparatus-user information with the 

main-memory-card-user information and outputting specific 
information (a warning, etc.) based on the comparison result 
as described above, it is possible to identify the owner of the 
memory card without checking in detail the contents of the 
memory card. Also, in comparison with the case of when 
absolutely no Security is performed, it is possible to prevent 
accidentally reading the information recorded on the 
memory card. 

Furthermore, even when the apparatus-user information 
does not match the main-memory-card-user information, it 
becomes possible to read, reference and reproduce the 
information that is recorded on the memory card, So in 
comparison with the case of performing Stringent Security, it 
is possible to perform operation Smoothly even when the 
memory card is shared by more than one perSon. 

Moreover, when the apparatus-user information matches 
the main-memory-card information, it is possible to 
promptly display a list of the contents of the memory card 
by way of the memory-card-contents-list information-acqui 
Sition unit when the memory card is inserted. Therefore, the 
user can easily check the contents of the memory card, or in 
other words, it is becomes possible to easily manage the data 
Stored in the memory card. 

Next, the case of when the memory card is partitioned into 
a plurality of user areas will be explained. FIG. 11 is an 
image of the memory card 1101 partitioned into a plurality 
of areas. That is, the memory card 1101 is partitioned into a 
plurality of areas, area (A) 1104 and area (B) 1105, which 
comprise memory-card-user information (A) 1102 and 
memory-card-user information (B) 1103, respectively. The 
areas referred to here, can be logically partitioned, for 
example, can be partitioned into folder units. 
When this kind of memory card 1101 is inserted into the 

PDA 100, first, the user-information-comparison unit 104 
acquires apparatus-user information by way of the appara 
tus-user-information-acquisition unit 102 (FIG. 12: S1201). 
Also, the user-information-comparison unit 104 further 
acquires memory-card-user information from the memory 
card 1101 for each area by way of the memory-card-user 
information-acquisition unit 103 (FIG. 12: S1202). When 
there is a memory-card-user-information list 1106 that 
relates the memory-card-user information in the memory 
card 1101 to areas that correspond to that information, it is 
possible to acquire that memory-card-user-information list. 

Next, the user-information-comparison unit 104 judges 
whether or not the apparatus-user information has been 
compared with all of the acquired memory-card-user infor 
mation (FIG. 12: S1203). 

Here, when all comparisons have not been completed, the 
user-information-comparison unit 104 compares the appa 
ratus-user information with the memory-card-user informa 
tion (FIG. 12: S1203, NO-->S1205). Furthermore, when the 
comparison result is a match, memory-card-contents-list 
information of the corresponding areas is acquired and 
displayed on the display by way of the output unit 105 (FIG. 
12: S1206, YES-->S1207). 
When the comparison result is that there is no match, 

comparison is performed with different memory-card-user 
information (FIG. 12: S1206, NO-->S1203). Here, when 
there are no matches even after all of the memory-card-user 
information has been compared with the apparatus-user 
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information, a warning display as described above, or pro 
cessing related to mild Security to be described later, is 
performed (FIG. 12: S1203, YES-->S1204-->End). 

By comparing all of the memory-card-user information on 
the memory card with all of the apparatus-user information 
as described above, it is possible for the user automatically 
obtain the information in his/her own usable area by simply 
inserting the card. This makes it possible to improve con 
Venience when a large number of users use a large-capacity 
memory card. 
When there is more than one area for the same user, 

processing can be performed each time the area (folder) is 
changed, for example, or it is possible to Store in memory the 
comparison results obtained when the memory card was 
inserted. Moreover, in the case of an attempt to acceSS 
another user's area, it is possible to perform processing 
related to the mild security described above or that will be 
described later. 

By the way, if having read information doesn’t come to 
light to the owner of the memory card, even when the output 
(warning, etc.) described above is performed, there will 
probably be users that will read information with no resis 
tance. In order to cope with this case, it is possible to add the 
function described below. The same numbers will be given 
to each of the steps shown in FIG. 13 that are the same as 
in the process shown in FIG. 3. 

In the example described above, when the comparison 
result of the user IDs of the PDA 100 and the memory card 
120 was “UNMATCH, the name of the main user of the 
memory card was displayed on the display 203 of the PDA 
100. Here, the apparatus-user information 101 will be left on 
the memory card at the same time. 

In other words, in this case, when the user ID of the 
acquired apparatus-user information 101 is compared with 
the user ID of the main-memory-card-user information 121 
and the comparison result is UNMATCH, the output unit 
105 outputs the apparatus-user information 101 to the log 
information-writing unit 107 (FIG. 13: S303-->S304, NO). 

The log-information-writing unit 107 receives the appa 
ratus-user information generates memory-card-user infor 
mation 1401 that shows a log of use of the memory card 120 
based on that apparatus-user information and the date/time 
acquired from the timer (not shown in the figure) of the PDA 
100, and adds it to the log information 122 for the memory 
card 120 (FIG. 13: S1301). 

The memory-card-user information 1401 is represented 
by the data configuration as shown in FIG. 14A, and 
comprises: a 4-byte user ID 1402 that is the number that 
identifies the user of the PDA 100, a 64-byte user name 1403 
that shows the name of the user of the PDA 100, and 
128-byte date/time-of-use data 1404 that shows the date and 
time the memory card was used. 

The log information 122 is expressed by data configura 
tion as shown in FIG. 14B, for example, and comprises: Zero 
or more items of memory-card-user information 1401, and 
4-byte memory-card-user-number data 1405 showing the 
number of memory-card users. 

Next, the processing described above will be explained 
using detailed values. When the user of the PDA 100 inserts 
the memory card 120 into the PDA 100, first, apparatus-user 
information having the values, User ID=0120 and User 
name=Yamada, is acquired as shown in FIG. 7A, and 
main-memory-card-user information having the values, 
User ID= 1024 and User name=Tanaka, is acquired as 
shown in FIG. 8A (FIG. 13: S301 to S302). 

Next, the user-information-comparison unit 104 compares 
the User ID 0120 of the apparatus-user information with 
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the User ID 0124 of the main-memory-card-user informa 
tion, and the comparison result is “UNMATCH (FIG. 13: 
S303-->S304, NO). 

It is assumed here that the memory-card-user information, 
showing that a user having user ID=0122 and whose user 
name is Sato used the memory card on 2002/3/1 at 10:30, 
was registered in the log information 1501 beforehand. 

Based on the comparison result, UNMATCH, the output 
unit 105 outputs the apparatus-user information to the log 
information-writing unit 107. The log-information-writing 
unit 107 creates memory-card-user information as shown in 
FIG. 15A and adds it as new memory-card-user information 
1502 as shown in FIG.15B. Also, “1 is added to the number 
of memory-card users (1405, 1503) of the log information 
122. The apparatus-user information for Mr. Yamada is 
written in the log information for the memory card in this 
way. Therefore, when Mr. Tanaka looks at the log informa 
tion for that memory card at later date, it is possible for him 
to check whether Mr. Yamada has referenced the informa 
tion Stored on the memory card. 
When the owner of the memory card reading/writing 

apparatus differs from the owner of the memory card as 
described above, it is possible to record log information on 
the memory card that includes apparatus-user information 
for the apparatus that accessed the memory card. Therefore, 
it is possible for the owner of the memory card to know 
when other people used the memory card. 

Also, when using a memory card for an operation Such as 
a circulating bulletin where information about the circula 
tion progreSS is necessary, by recording the log information, 
it is possible to automatically know the progreSS of circu 
lation. It is preferred that the log information be encoded and 
Stored or be Saved in a Secure area of the memory card. 

In the case when the owner of the memory card reading/ 
Writing apparatus differs from the owner of the memory 
card, in addition to the memory-card-user information 
described above, it is also possible to add referenced 
contents information to the log information that shows 
which contents were referenced. In this case, when a user 
reads Specific contents from the memory card 120, a warning 
is displayed to the user such as shown in the display 1801 of 
FIG. 18A for example. When the user ignores this warning 
and reads the contents, the log-information-writing unit 107 
generates log information, and in the writing proceSS S1301, 
adds the name of the read contents, the date and time, and 
the number of times to the log information 122. After the 
information has been added, a display indicating that a log 
of the referenced contents has been Saved on the memory 
card is displayed as shown in display 1802. 
When adding referenced-contents information to the log 

information, the memory-card-user information 1601 con 
tained in the log information is expressed with a data 
configuration as shown in FIG. 16A. That is, the memory 
card-user information 1601 contains the start address of the 
referenced-contents information, which has been added to 
the memory-card-user information shown in FIG. 14A. The 
Start address of the area, where the referenced-contents 
information 1603 shown in FIG. 16B is saved, is stored in 
the start address 1602 of the referenced-contents informa 
tion. Moreover, the referenced-contents information 1603 
comprises: a 128-byte file name 1604 that is the file name of 
the contents read by the user corresponding to the user ID 
1402, a 64-byte file type name 1605 that indicates the type 
of contents, 128-byte date/time-of-last-use data 1606 that 
indicates the date and time when the file was read last, 4-byte 
reference count 1607 that indicates the count of the contents 
have been referenced, and 4-byte Start-address-of-next-ref 
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erenced-contents-information 1608 that is the start address 
of the next referenced-contents information. 
A detailed example of referenced-contents information 

added to the log information is shown in FIG. 17A. In FIG. 
17A, the start addresses 1701, 1702 for the referenced 
contents information for each user ID is added to the log 
information shown in FIG.15B. The start address of the area 
where the referenced-contents information corresponding to 
the respective user ID is saved as shown in FIG. 17B, is 
Stored in the Start address of the referenced-contents infor 
mation. More precisely, it is possible to reference the related 
referenced-contents information 1703 based on the value 
* 1001 that is stored in the start address 1702 of the refer 
enced-contents information for user ID 0120. 

The referenced-contents information 1703 comprises: the 
file name 1704 of the contents read by the user correspond 
ing to the user ID, the file type name 1705 that shows the 
type of contents, the date/time of last use 1706 that shows 
the date and time when the file was last read, the reference 
count 1707 that indicates the number of times the contents 
have been referenced, and the start address 1708 of the next 
referenced-contents information. Also, based on the Start 
address 1708 of the next referenced-contents information, it 
is possible to reference the referenced-contents information 
for different contents. 

By Saving in memory referenced-contents information for 
the referenced-contents in addition to the memory-card-user 
information as described above, it is possible for the owner 
of the memory card to know which contents have been 
referenced. Therefore, in the case the memory card is 
accidentally lost and then found, it is possible to take 
appropriate action based on the referenced contents. 
The referenced-contents information can be displayed to 

the owner of the memory card as shown in the display 1803 
of FIG. 18B by using a log-display unit (not shown in the 
figure) or the like of the PDA 1901. The name of the user 
who referenced the contents, the file name of the referenced 
contents, the file type name, the date/time of last use, and the 
number of times referenced are displayed in the display. 
When the owner of the memory card reading/writing 

apparatus differs from the owner of the memory card, it is 
possible to include information in the information, which is 
output by the output unit on the display, indicating that if the 
information on the memory card is read, a log will be 
generated, or in other words, information (for example, 
warning information) indicating that a log of reference of the 
memory card will be created. By including this kind of 
information, it is possible to Strengthen Security from a 
psychological aspect when another user reads information 
from the memory card. Of course, for a user that has proper 
authorization, this is not a form of psychological Security, So 
it does not hinder Smooth operation. 
When the information indicating that a log will be gen 

erated is displayed, Step S1302, generation and output of 
output information by the output unit, and step S1303, 
acquisition of memory card information, are executed 
before step S1301 in FIG. 13. Step S1302 is output that 
includes the information indicating that log information will 
be generated, and by removing the memory card at this 
point, no log information will be left on the memory card 
and no information will be read from the memory card. By 
ignoring the warning and Selecting the OK button for 
example, Step S1303, acquisition of memory-card-contents 
list information, and step S1301, generation and writing of 
log information, will be executed, or in other words, the 
information on the memory card is read and log information 
is Saved. 
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Above, a function of recording a log was explained as a 

function for preventing a user other than the owner from 
easily referencing the contents of a memory card, however, 
it is also possible to add a function as described below. 

That is, when the user-information unit 104 compares the 
apparatus-user information with the main-memory-card 
user information and they do not match, the function 
restriction unit 1905 receives a notification of that, and turns 
OFF the backlight for example, which is a function for 
making it easy to see the display of the PDA 1901. An image 
of the display when the backlight is OFF is shown in FIG. 
18C. The backlight of the display 1804 of the PDA 1901 
goes OFF and it becomes difficult to reference the contents 
displayed on the display. In this way, it is possible to make 
it difficult for the user to reference the display contents, and 
as a result increase the mild Security function. 
Even when the backlight is not turned OFF, the function 

restriction unit 1905 can perform processes like the 
examples below to increase the mild Security function. 

Process of lowering the brightness of the display 
Process of lowering the processing speed of the CPU 

(Central Processing Unit) of the PDA 
Process of adding a warning or display (overlay) to the 

normal display that makes it difficult to reference the 
normal display 

Process of Sounding a buzzer periodically or constantly 
By performing a process for lowering the functions of the 

PDA with this kind of function-restriction unit, the conve 
nience of the PDA 1901 is lowered and thus it is possible to 
improve the mild Security function. 
By the way, it is also possible to Store Sub-memory-card 

user information, that is information of users allowed to use 
(read or write, for instance) information on the memory 
card, in addition to the main-memory-card-user information 
on the memory card 120, and to have the user-information 
acquisition unit 103 also read that Sub-memory-card-user 
information. The user-information-comparison unit 104 also 
compares this Sub-memory-card-user information with the 
apparatus-user information 101. The Sub-memory-card-user 
information is shown in FIG. 4B. The number of usable user 
IDs 405, and 4-byte user IDs 406 equal to the number of 
uSable user IDS are Stored in the Sub-memory-card-user 
information. Needless to Say, it is also possible to add user 
names that correspond to the user IDs 406. 
With this configuration, by recording the members of a 

group that can used the memory card, for example, in the 
Sub-memory-card-user information, it becomes possible for 
the users recorded in that Sub-memory-card-user informa 
tion to use the memory card without any warnings. In other 
words, by using the Sub-memory-card-user information reg 
istered on the memory card, it becomes possible for a user 
group to use the memory card, So members of the user group 
are allowed to have free access, and it is possible to easily 
set mild restrictions for others. Here, it is also possible to 
handle the Sub-memory-card-user information as prohibited 
user information of users that are not allowed to use the 
memory card. In that case, when users corresponding to the 
Sub-memory-card-user information use the memory card, 
use is possible with the mild security described above. 
Furthermore, it is also possible to change the contents of the 
warning display for each item of Sub-memory-card-user 
information, or to output audio data for different warnings. 
Second Embodiment 
Next, the memory card reading/writing apparatus of a 

second embodiment of the invention will be explained. The 
memory card reading/writing apparatus (PDA 1901) of this 
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Second embodiment is capable of rewriting the main 
memory-card-user information based on Specific conditions. 
As shown in FIG. 19, in addition to the construction of first 
embodiment, the PDA 1901 comprises a user-information 
generation unit 1903 and a memory-card-user-information 
writing unit 1904. 

First, similar to the first embodiment, when the user 
inserts the memory card 120 into the PDA 1901, the PDA 
1901 acquires the apparatus-user information 101 and main 
memory-card-user information 121, then the user-informa 
tion-comparison unit 104 compares the two kinds of infor 
mation (FIG. 20: S300). 

Here, when the apparatus-user information 101 matches 
with the main-memory-card-user information 121, the user 
information-comparison unit 104 notifies the user-informa 
tion-generation unit 1903 that there was a match (FIG. 20: 
S304 YES). 

Next, the user-information-generation unit 1903 receives 
the notification indicating a match and outputs a display as 
shown in FIG. 21 to the display of the PDA 1901. Here, that 
display contains a dialog box asking the user of the PDA 
1901 to input the new user ID 2101 and the new user name 
2102. 
When the user enters the new user ID 2101 and the new 

user name 2102 in response to this display, the user-infor 
mation-generation unit 1903 receives that input information, 
and the memory-card-user-information-writing unit 1904 
writes that information on the memory card 120 as main 
memory-card-user information (FIG. 20: S2001-->S2002). 

Since it is only possible for the user to rewrite the 
main-memory-card-user information for his/her own 
memory card, it becomes possible to easily transfer the 
memory card to another user while at the same time maintain 
the mild Security. As a result, it is possible to promote 
distribution of the contents using the memory card. 
When the apparatus-user information 101 does not match 

the main-memory-card-user information 121, and the main 
memory-card-user information is NULL for example, the 
memory card is regarded as being a new memory card, and 
the memory-card-user-information-writing unit 1904 writes 
the apparatus-user information 101 on the memory card 120 
as the main-memory-card-user information (FIG. 20: S304, 
NO-->S2003, NO-->S2002). 
When the apparatus-user information 101 does not match 

the main-memory-card-user information 121, but there is 
Some information Stored in the main-memory-card-user 
information 121, other processing is performed (FIG. 20: 
S304, NO-->S2003, YES-->S2004). Here, this other pro 
cessing is the process of step S304 (NO) to step S306 of the 
first embodiment, for example. 

Furthermore, it is possible to select the new user ID 2101 
and new user name 2102 from the sub-memory-card-user 
information that was described in the first embodiment. In 
that case, not only is input easy, but Since it is possible for 
the user to rewrite the main-memory-card-user information 
of his/her own memory card with other user information of 
a trusted pre-registered user, Such as a Specific group mem 
ber, for example, it is possible to avoid accidentally distrib 
uting personal information, and it becomes possible to easily 
transfer the memory card to others. 

By writing the main-memory-card-user information with 
out entering it into a dialog box that requests input of the 
new user ID and new user name, it is possible to distribute 
the memory card to an unlimited number of users without 
any kind of mild Security, just as in the case of a newly 
purchased memory card. 
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The process described above does not consider change the 

apparatus-user information 101. In other words, when the 
apparatus-user information 101 is changed due to transfer 
ring the memory card, it is necessary to change all of the 
main-memory-card-user information in order to use the 
existing memory card. This becomes a very troublesome 
task for a user that owns many memory cards. 

Therefore, the PDA 1901 it is an apparatus that can store 
a plurality of items of apparatus-user information. In other 
words, when new apparatus-user information is registered in 
the PDA 1901 for example, the user-information-generation 
unit 1903 asks the user by way of a display on the display 
whether or not to Save the old apparatus-user information. 
Here, when the user in response to the request Selects to Save 
the old apparatus-user information, the user-information 
generation unit 1903 saves the old apparatus-user informa 
tion in a memory unit (not shown in the figure), then 
registers the new apparatus-user information as the appara 
tus-user information. With this process, new-apparatus-user 
information and old-apparatus-user information are Saved in 
the PDA 1901. It is possible to save as many items of 
old-apparatus-user information as desired. 
When the user Selects not to Save the old-apparatus-user 

information, the old-apparatus-user information is deleted 
and not saved in the PDA 1901. 

Next, when the memory card 120 is inserted into the PDA 
1901, the user-information-comparison unit 104 acquires the 
apparatus-user information by way of the apparatus-user 
information-acquisition unit (FIG. 22: S2201). The appara 
tus-user information referred to here is the new-apparatus 
user information. Also, the memory-card-user-information 
acquisition unit 103 acquires the main-memory-card-user 
information 121 from the memory card 120 (FIG. 22: 
S2202). Next, the user-information-comparison unit 104 
compares the two kinds of user information and judges 
whether or not they match (FIG. 22: S2203). 

In the case that they match, the user of the PDA 1901 is 
able to use the memory card 120 with no problems (FIG.22: 
S2204, YES-->End). 

However, in the case that they do not match, the user 
information-comparison unit 104 further judges whether or 
not there is old-apparatus-user information (FIG.22: S2204, 
NO-->S2205). In the case that there is no old-apparatus-user 
information, a warning message is displayed as shown in 
FIG. 9A, for example, and after that log information is saved 
as described above (FIG. 22: S2205, NO-->S2206-->End). 

Furthermore, when there is old-apparatus-user informa 
tion, the user-information-comparison unit 104 acquires the 
old-apparatus-user information by way of the apparatus 
user-information-acquisition unit 102, and once again 
judges whether it matches with the main-memory-card-user 
information (FIG. 22: S2205, YES-->S2207-->S2208). 

Here, when the old-apparatus-user information matches 
with the main-memory-card-user information, the memory 
card-user-information-writing unit 1904 writes the appara 
tus-user information on the memory card 120 as the main 
memory-card-user information (FIG. 22: S2209, YES-- 
>S2210). The apparatus-user information referenced here is 
the new-apparatus-user information. After this, the user of 
the PDA 1901 can use the memory card 120 with no 
problem. 
When the apparatus-user information does not match the 

main-memory-card-user information, a warning is displayed 
as before, and after that log information is saved (FIG. 22: 
S2209, NO-->S2206-->End). 

In the above description, when there is old-apparatus-user 
information saved, and the apparatus-user information (new 
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apparatus-user information) does not match with the main 
memory-card-user information, the old-apparatus-user 
information is compared. In this way, even when the appa 
ratus-user information changes by transferring the memory 
card or the like, the existing user information for the 
memory card is automatically rewritten, or in other words, 
it becomes possible to reduce the amount of work for the 
user to rewrite the main-memory-card-user information. 
Third Embodiment 
Next, the memory card reading/writing apparatus of a 

third embodiment of the invention will be explained. The 
memory card reading/writing apparatus (PDA2301) of this 
third embodiment makes it possible for the owner of a 
memory card in a remote location to know the current Status 
of the memory card. As shown in FIG. 23, in addition to the 
construction of the first embodiment, the PDA 2301 com 
prises a mail-Sending/receiving unit 2302 and a mail-infor 
mation-acquisition unit 2303. 

First, similar to the first embodiment, when the user 
inserts the memory card 120 into the PDA 2301, the PDA 
2301 acquires the apparatus-user information 101 and the 
main-memory-card-user information 121, and then the user 
information-comparison unit 104 compares the two kinds of 
information (FIG. 24: S300). 

Here, when the apparatus-user information 101 matches 
the main-memory-card-user information 121, the PDA2301 
performs other processing (FIG. 24: S304, YES-->S2403). 
The other processing is a process such as that of step S304 
(YES) to step S306 of the first embodiment. 

Moreover, when the apparatus-user information 101 does 
not match the main-memory-card-user information 121, the 
user-information-comparison unit 104 Sends information 
indicating there was no match to the mail-Sending/receiving 
unit 2302 (FIG. 24: S304, NO). 

The mail-sending/receiving unit 2302 receives the infor 
mation indicating there was no match, and then acquires 
apparatus-user information as shown in FIG. 7B from the 
memory unit 108 by way of the mail-information-acquisi 
tion unit 2303, and as shown in FIG. 25A, that information 
contains the mail address 2502 of the Source from which 
mail is to be sent, apparatus-user name 2506, and address 
information 2507 (FIG. 24: S2401). Similarly, the mail 
information-acquisition unit 2303 acquires the subject 2504 
from the memory unit 108 as shown in FIG. 25A. Here, the 
mail address 2502 is the e-mail address of the owner of the 
PDA2301, and the address information 2507 is the address 
of the owner of the PDA 2301. 

Also, the mail-Sending/receiving unit 2302 acquires the 
e-mail address as shown in FIG. 8C from the main-memory 
card-user information, and takes it to be the mail address 
2503 shown in FIG. 25A of the destination where mail is to 
be sent (FIG. 24: S2401). The e-mail address of the owner 
of the memory card 120 is stored in the e-mail address 801. 

Furthermore, the mail-sending/receiving unit 2302 
acquires the current date and time from the timer (not shown 
in the figure), and takes it to be the date and time of use 2505 
as shown in FIG. 25A (FIG. 24: S2401). 

Based on the above information, the mail-Sending/receiv 
ing unit 2302 generates mail-transmission information 2501, 
and that mail-transmission information 2501 is shown in 
detail in FIG. 25B. In the mail-transmission information 
2511, yamada(GSaijo.XX.jp is Stored in the mail address of 
the Source, tanaka(GSaijo.XX.jp is Stored in the mail address 
of the destination, memory-card-use information is Stored 
in the subject, Mon. 7, May 2002 15:06:44+0900 is stored 
in the date and time of use acquired as a current date and 
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time from the timer not shown in the figure, Yamada is 
Stored in the apparatus-user name, and 1-1-1 Saijo, 
Hiroshima City is stored in the address information. 

Next, the mail-sending/receiving unit 2301 sends the 
mail-transmission information 2511 to a terminal that is 
capable of receiving e-mail via the Internet, for example 
(FIG. 24: S2402). 
AS described above, in the case that the owner of the 

memory card reading/writing apparatus is different than the 
owner of the memory card, the owner of the memory card 
is notified by e-mail that the memory card is being used, 
when the user who is the owner of the memory card 
reading/writing apparatus inserts the memory card, So it is 
possible for the owner of the memory card to know the status 
of use of the memory card from a remote location. 

In the case that the address information is current address 
that is obtained from GPS (Global Positioning System), it is 
possible to know the position of the card when the card is 
lost. 

Next, the case of the e-mail being received by a PDA that 
comprises to the function described above (mail-notification 
function). 
When receives the sent e-mail from the mail-sending/ 

receiving unit 2302, the PDA 2601 outputs a display that 
includes the mail address of the Source 2502, mail address 
of the destination 2503, Subject 2504, date and time of use 
2505, apparatus-user name 2506 and address information 
2507 as shown in FIG. 27. This display is the same as the 
received e-mail. 

In response to this, the use-authorization-information 
generation unit 2603 of the PDA2601 outputs a dialog box 
to the display of the PDA2601 asking the user to enter the 
use authorization Setting. An example of the output is shown 
in FIG.33A. Here, the e-mail address of the PDA2301 (mail 
address of the source 2502) is automatically entered in the 
address 2301. 

In response to the dialog box 3300 asking for input, it is 
presumed that the user of the PDA 2601 (Tanaka) has 
selected Use Not Allowed from among the conditions of 
use 3302, and pushed the OK button. 
When doing this, the use-authorization-information-gen 

eration unit 2603 acquires the entered information, and 
generates use-authorization information 3100 as shown in 
FIG. 31A (FIG. 28: S2801). The user ID 3101, user name 
3102 and conditions of use 3103 are included in the use 
authorization information 3100. Information acquired from 
the apparatus-user information 101 of the PDA 2601 is 
stored in the user ID 3101 and the user name 3102, and value 
(0 to 4) are stored for the conditions of use 3103 as shown 
in FIG. 31C (FIG. 28: S2802-->S2803). 

Details of the use-authorization information 3100 are 
shown in the use-authorization information 3110 of FIG. 
31B. In other words, since the user selected "Use Not 
Allowed, the corresponding value '3' is stored for the 
condition of use 3103. Also, based on the apparatus-user 
information 101 of the PDA 2601, '0124 is stored for the 
user ID3101, and Tanaka is stored for the user name 3102. 

Next, the use-authorization-information-generation unit 
2603 generates mail-transmission information that contains 
the use-authorization information 3110 (FIG. 28: S2804). 
The configuration of the mail-transmission information used 
here is shown in FIG. 32A. The mail address of the Source 
3202 that is stored in the apparatus-user information 101 of 
the PDA2601, the mail address for the destination that is the 
mail address of the PDA2301, the subject 3204, the current 
date and time 3205 that were obtained from the timer not 
shown in the figure, and the use-authorization information 
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3100 that was just generated, are included in the mail 
transmission information 3201. 

The mail-transmission information 3201 is shown in 
detail in FIG. 32B. Here, tanaka(GSaijo.XX.jp is stored in 
the mail address of the Source, yamada(GSaijo.XX.jp is 
Stored in the mail address for the destination, memory card 
use authorization verification is Stored in the Subject, Mon. 
7 May, 2002 15:06:44+0900 is stored in the current date and 
time, * 0124 is stored in the user ID, "Tanaka is stored in the 
apparatus-user name, and '3' is Stored in the condition of 
Sc. 

After the mail-transmission information 3201 has been 
generated, the mail-Sending/receiving unit 2602 Sends the 
e-mail to the PDA 2301 based on that mail-transmission 
information 3201 (FIG. 28: S2804). 

Next, the mail-sending/receiving unit 2302 receives the 
mail from the PDA 2601, and then the user-information 
comparison unit 104 acquires the use-authorization infor 
mation 3110 that is contained in the e-mail (FIG.29: S2901). 

Also, the memory-card-user-information-acquisition unit 
103 acquires the main-memory-card information 121 from 
the memory card that was inserted when the use-authoriza 
tion information 3110 is acquired, or from a newly inserted 
memory card (FIG. 29: S2902). 

Next, the user-information-comparison unit 104 compares 
whether or not the user ID 3101 contained in the use 
authorization information 3110 matches the user ID in the 
main-memory-card-user information 121 (FIG. 29: S2903). 

Here, when the comparison result is that there is no match, 
the PDA 2301 performs other processing (FIG. 29: S2903, 
NO-->S2911). The other processing referred to here could 
be providing another function of the PDA. 
On the other hand, when the comparison result is a match, 

the memory-card-access-control unit 2304 judges whether 
the condition of use is “Use Not Allowed (condition of 
use=3) (FIG. 29: S2903, YES-->S2904). 

Since the condition of use here is “Use Not Allowed, the 
memory-card-access-control unit 2304 sets the use-authori 
zation flag 2306 that is stored on the memory card 120 to 0 
in order to correspond to the condition of use Use Not 
Allowed (FIG. 29: S2904, YES-->S2909). When the use 
authorization flag is 0, it means that the memory card is 
locked, and means that the information (except for the 
main-memory-card-user information) on the memory card 
cannot be used (written or read). When the flag is '0' it is 
also possible for it to mean that there are no contents on the 
card and that only empty Space can be referenced, or that the 
contents can be read only. 

Here, when the condition of use is not "Use Not Allowed, 
the memory-card-access-control unit 2304 changes the use 
authorization flag of the memory card 120 to 1 to unlock 
the memory card 120, and then performs the next judgment 
(FIG. 29: S2904, NO-->S2905-->S2906). 

Next, the memory-access-control unit 2304 judges 
whether the condition of use is “Use Allowed (condition of 
use=4) (FIG. 29: S2906). When the condition of use here is 
Use Allowed, processing ends (FIG. 29: S2906, YES-- 
>End). 

Here, when the condition of use is not "Use Allowed, the 
memory-card-access-control unit 2304 further judges 
whether the condition of use is “One-Time-Only Use 
Allowed (condition of use=2). When the condition of use is 
“One-Time-Only Use Allowed, ejection of the memory card 
is detected, and when the memory card is ejected, the 
use-authorization flag 2306 is set to 0 to lock the memory 
card (FIG. 29: S2907, YES-->S2908, YES-->S2909). In 
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other words, while the memory card 120 is inserted, it is 
possible to access the memory card 120. 

Next, when the condition of use is not “One-Time-Only 
Use Allowed, the process A (S2910) shown in FIG. 30 is 
performed. (FIG. 29: S2907, NO-->S2910). 

In the process A, first the memory-card-access-control 
unit 2304 judges whether the condition of use is “Transfer 
(condition of use=0). When the condition of use is “Trans 
fer, the memory-card-information-writing unit 2305 
acquires the apparatus-user information 101 by way of the 
apparatus-user-information-acquisition unit 102, and 
rewrites the main-memory-card-user information 121 with 
the contents of the apparatus-user information 101 (FIG.30: 
S3001, YES-->S3002-->S3003). In this way, the memory 
card 120 becomes the card of the user of the PDA 2301. 

Furthermore, when the judgment result is that the condi 
tion of use is not 'Transfer, the memory-card-acceSS-con 
trol unit 2304 judges whether the condition of use is “One 
Day Only (condition of use=1) (FIG. 30: S3001, NO 
>S3004). 

Here, when the judgment result is that the condition of use 
is “One Day Only, the timer not shown in the figure is 
activated, and when one day has elapsed, the memory-card 
access-control unit 2304 sets the use-authorization flag to '0' 
to lock the memory card 120 (FIG. 30: S3004, YES-- 
>S3005-->S3006, YES-->S3007). When the judgment result 
is that the condition of use is not “One Day Only, the 
memory-card-access-control unit 2304 immediately sets the 
use-authorization flag to 0 to lock the memory card 120 
(FIG. 30: S3004, NO-->S3007). Instead of locking the card 
it is possible to perform the mild security described above. 

After each process has ended, the PDA2301 displays the 
display 3304 as shown in FIG. 33B according to the use 
authorization. 
By giving a numerical value to “One Day Only, for 

example, it is also possible to give authorization to use the 
card in units of hours. Also, by having the access-control 
unit counts the number of times the memory card has been 
removed and inserted, it is possible to manage the number 
of times the memory card can be used, and So it is also 
possible to Set the memory card Such that it can be inserted 
and removed more than one time. 
By having the memory-card-acceSS-control unit control 

access of the memory card based on information contained 
in an e-mail, not only is it possible to know the Status of use 
of the memory card in realtime, but it is also possible to 
control access of the memory card from a remote location. 
With the memory card reading/writing apparatus of this 

invention, apparatus-user information is compared with the 
main-memory-card-user information, and based on the com 
parison result, specific information (warning, etc.) is output, 
So it is possible to identify the owner of the memory card 
without having to check the contents of the memory card in 
detail. Also, when compared with the case of performing no 
Security at all, it is possible to prevent information recorded 
on the memory card from being read by mistake. 

Moreover, even when the apparatus-user information 
does not match the main-memory-card-user information, it 
is possible to read, reference and reproduce the information 
recorded on the memory card, So when compared with the 
case of performing Stringent Security, Smooth operation is 
possible even when the memory card is shared among more 
than one perSon. 

Furthermore, when the apparatus-user information 
matches the main-memory-card-user information, it is poS 
Sible for the memory-card-contents-list-information-acqui 
Sition unit to display a list of the memory card contents when 
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the memory card is inserted. Therefore, the user is able to 
easily check the contents of the memory card, or in other 
words, it is possible for the user to easily manage the data 
Stored on the memory card. 

Furthermore, by comparing a plurality of items of 
memory-card user information on the memory card with 
each apparatus-user information, the user can automatically 
obtain information from the user's own area by Simply 
inserting the memory card. This makes it possible to 
improve convenience when many users use a large-capacity 
memory card together. 

Moreover, when the owner of the memory card reading/ 
Writing apparatus is different than the owner of the memory 
card, it is possible to record log information on the memory 
card that contains the apparatus-user information of the 
apparatuses that have accessed the memory card. Therefore, 
the owner of the memory card can know when other people 
have used the memory card. 

Also, when the memory card is used in an operation Such 
as for a circulating bulletin that requires that information on 
the progreSS of circulation be kept, by recording log infor 
mation, it is possible to automatically know the progreSS of 
circulation. 

Furthermore, when the owner of the memory card read 
ing/writing apparatus is different than the owner of the 
memory card, it is possible to include information in the 
information that is output to the display by the output unit 
that indicates the a log will be created if the information on 
the memory card is read, or in other words, information 
indicating that a log will be created of access of the memory 
card. By including this kind of information, it is possible to 
strengthen the security from a psychological aspect when 
otherS read the information on the memory card. 

Moreover, by Saving referenced-contents information 
about referenced-contents in addition to the memory-card 
user information, it is possible for the owner of the memory 
card to know which contents have been referenced. There 
fore, even in the case the memory card is accidentally lost 
and then found later, it is possible to take appropriate action 
based on the referenced contents. 

Also, when the comparison result is that there is no match, 
the function of the memory card reading/writing apparatus is 
lowered, which lowers the convenience of the memory card 
reading/writing apparatus, and as a result it is possible to 
increase the mild Security function. 

Furthermore, by recording members of a group that are 
allowed to use the memory card in Sub-memory-card-user 
information, it is possible for users registered in the Sub 
memory-card-user information to use the memory card 
without any warning. In other words, using the Sub-memory 
card-user information that is registered on the memory card, 
it becomes possible for a user group to use the card, So it is 
possible to give members of the user group free access to the 
memory card, and to easily Set mild restrictions for others. 

Moreover, since it is possible for the owner of a memory 
card to rewrite the main-memory-card-user information for 
his/her own memory card, it is becomes possible to easily 
transfer the memory card to other while at the same time 
maintain mild Security. As a result, it is possible to promote 
distribution of contents using the memory card. 

Also, it is possible to Select the new user ID and new user 
name from the Sub-memory-card-user information. In this 
case, not only is input easy, but Since the main-memory 
card-user information of the user's own memory card is only 
rewritten with user information of a trusted user that was 
registered beforehand, for example a specific group member, 
it is possible to easily transfer the memory card to others 
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while at the same time avoiding distribution of personal 
information by mistake. By writing the main-memory-card 
user information with entering the new user ID and new user 
name, it is possible to distribute the memory card to an 
unlimited number of people without mild Security, just as in 
the case of a newly purchased memory card. 

Furthermore, by Saving old-apparatus-user information, 
when the apparatus-user information (new-apparatus-user 
information) does not match the main-memory-card-user 
information, the main-memory-card-user information is 
then compared with the old-apparatus-user information. In 
this way, even when the apparatus-user information changes 
due to transferring the memory card, the existing memory 
card-user information is automatically rewritten, or in other 
words, it is possible to reduce the amount of work of 
re-writing the main-memory-card-user information. 

Moreover, when the owner of the memory card reading/ 
Writing apparatus is different than the owner of the memory 
card, the owner of the memory card is notified by e-mail 
when the memory card is used when the user inserts the 
memory card, So it is possible for the owner of the memory 
card to know the Status of the use of the memory card from 
a remote location. 

Also, by making the address information current address 
information that is obtained from GPS, it is possible to know 
the location of the memory card even when it is lost. 

Furthermore, by having a memory-card-access-control 
unit control access of the memory card based on information 
contained in an e-mail, not only is it possible to know the 
Status of use of the memory card in realtime, but it is also 
possible to control access of the memory card from a remote 
location. 
What is claimed is: 
1. A memory card reading/writing apparatus that is 

capable of accessing data recorded on a memory card and 
comprising: 

a memory unit operable to Store apparatus-user informa 
tion that identifies the user of Said memory card read 
ing/writing apparatus; 

an apparatus-user-information-acquisition unit operable 
to acquire Said apparatus-user information from Said 
memory unit; 

a memory-card-user-information-acquisition unit oper 
able to acquire from Said memory card main-memory 
card-user information that identifies the main user of 
Said memory card; 

a user-information-comparison unit operable to compare 
Said apparatus-user information and main-memory 
card-user information, and to output the comparison 
result, and 

an output unit operable to output a specific output based 
on Said comparison result. 

2. The memory card reading/writing apparatus of claim 1 
wherein; 

Said output unit outputs information indicating no match 
when said apparatus-user information does not match 
Said main-memory-card-user information. 

3. The memory card reading/writing apparatus of claim 2 
wherein; 

Said output unit outputs information of the main user of 
the memory card when Said comparison result indicates 
there is not a match. 

4. The memory card reading/writing apparatus of claim 1 
further comprising: 

a memory-card-contents-list-information-acquisition unit 
operable to acquire information showing a list of the 
data contents Stored on Said memory card, and wherein; 
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Said output unit outputs information showing Said list of 
data contents acquired by Said memory-card-contents 
list-information-acquisition unit when Said comparison 
result indicates a match. 

5. The memory card reading/writing apparatus of claim 4 
Such that when Said memory card is partitioned into a 
plurality of areas and memory-card-user information, which 
is the information of the main users of each area, is related 
to each of the areas: 

Said user-information-comparison unit compares Said 
apparatus-user information with the memory-card-user 
information of each Said area; 

Said memory-card-contents-list-information-acquisition 
unit acquires information showing a list of data con 
tents from the area corresponding to the memory-card 
user information whose comparison result was a match; 
and 

Said output unit outputs information showing the list of 
data contents acquired by Said memory-card-contents 
list-information-acquisition unit. 

6. The memory card reading/writing apparatus of claim 1 
further comprising a log-information-writing unit operable 
to write log information containing Specific information 
including Said apparatus-user information on Said memory 
card when Said comparison result indicates there is no 
match. 

7. The memory card reading/writing apparatus of claim 6 
wherein Said log information further includes information 
related to the contents on Said memory card that have been 
accessed. 

8. The memory card reading/writing apparatus of claim 6 
further comprising: 

a memory-card-contents-list-information-acquisition unit 
operable to acquire information showing a list of data 
contents Stored on Said memory card, and wherein: 

Said output unit outputs information indicating that a log 
will be created of access of the memory card; and 

Said log-information-writing unit writes Said log informa 
tion after Said memory-card-contents-list-information 
acquisition unit acquires information showing a list of 
data contents Stored on Said memory card. 

9. The memory card reading/writing apparatus of claim 1 
further comprising a function-restriction unit operable to 
perform a process of lowering the function of the memory 
card reading/writing apparatus based on Said comparison 
result. 

10. The memory card reading/writing apparatus of claim 
1 wherein: 

Said memory-card-user-information-acquisition unit 
acquires Sub-memory-card-user information from Said 
memory card that identifies users of Said memory card 
that are different than Said main-memory-card-user 
information, and 

Said user-information-comparison unit compares Said 
apparatus-user information with Said Sub-memory 
card-user information, and outputs a comparison result. 

11. The memory card reading/writing apparatus of claim 
1 wherein Said output unit is a mail-transmission unit 
operable to Send e-mail to an e-mail address that is included 
in Said main-memory-card-user information when Said com 
parison result is no match. 

12. The memory card reading/writing apparatus of claim 
11 further comprising: 

a GPS (Global Positioning System); wherein 
Said user information contains current position informa 

tion that is obtained from said GPS. 
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13. The memory card reading/writing apparatus of claim 

11 further comprising: 
a mail-receiving unit operable to receive e-mail and to 

acquire apparatus-user information from the received 
5 e-mail that identifies the user of the apparatus that Sent 

the e-mail; 
a user-information-comparison unit operable to compare 

Said apparatus-user information acquired by the 
received e-mail and Said main-memory-card-user infor 
mation, and to output the comparison result, and 

an acceSS-control unit operable to control access of Said 
memory card based on Said comparison result. 

14. The memory card reading/writing apparatus of claim 
13 wherein Said acceSS-control unit controls access of Said 
memory card based on conditions of use that are included in 
Said e-mail. 

15. The memory card reading/writing apparatus of claim 
14 wherein Said access-control unit manages the period of 
time Said memory card can be used based on Said conditions 
of use. 

16. An access method of a memory card reading/writing 
apparatus that is capable of accessing data recorded on a 
memory card and comprising: 

acquiring apparatus-user information that identifies the 
user of Said memory card reading/writing apparatus 
from memory unit Storing Said apparatus-user informa 
tion; 

acquiring from Said memory card main-memory-card 
user information that identifies the main user of Said 
memory card; 

comparing Said apparatus-user information and main 
memory-card-user information; 

outputting the comparison result, and 
outputting a specific output based on Said comparison 

result. 
17. A program Stored on a computer readable medium that 

is executed by a memory card reading/writing apparatus and 
causes the apparatus to access data recorded on the computer 
readable medium and to perform the Steps of: 

acquiring apparatus-user information that identifies the 
user of Said memory card reading/writing apparatus 
from memory unit Storing Said apparatus-user informa 
tion; 

acquiring from Said memory card main-memory-card 
user information that identifies the main user of Said 
memory card; 

comparing Said apparatus-user information and main 
memory-card-user information; 

outputting the comparison result, and 
outputting a specific output based on Said comparison 

result. 
18. A computer readable medium Storing a program 

executed by a memory card reading/writing apparatus that is 
capable of accessing data recorded on a memory card the 
program performing the Steps of: 

acquiring apparatus-user information that identifies the 
user of Said memory card reading/writing apparatus 
from memory unit Storing Said apparatus-user informa 
tion; 

acquiring from Said memory card main-memory-card 
user information that identifies the main user of Said 
memory card; 

comparing Said apparatus-user information and main 
memory-card-user information; 

outputting the comparison result, and 
outputting a specific output based on Said comparison 

result. 
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