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(57) ABSTRACT

A method and apparatus for group power management of
network devices. Some embodiments of an apparatus include
a power management module, where the power management
module is to transition the apparatus from a normal state to a
low power state. The apparatus includes a wake module hav-
ing a processor that remains active in the low power state, and
a register to store a group address. The apparatus includes a
network interface that is monitored by the processor in the
low power state, where the processor detects a data packet
identifying the group address at the network interface, and
where the power management module returns the apparatus
to the normal state upon detection of the data packet.
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GROUP POWER MANAGEMENT OF
NETWORK DEVICES

RELATED APPLICATIONS

[0001] This application is related to and claims priority to
U.S. provisional patent application 60/969,547, filed Aug. 31,
2007.

TECHNICAL FIELD

[0002] Embodiments ofthe invention generally relate to the
field of networks and, more particularly, to a method and
apparatus for group power management of network devices.

BACKGROUND

[0003] A network may include the interconnection of mul-
tiple devices, such as personal electronic entertainment
devices. In such a network, interconnected devices may share
data, including the sharing of related streams of data. A local
service network is an interconnection network on which a
variety of user-level services wish to advertise their presence
and establish communication without the need for managed
network services (such as DHCP—Dynamic Host Configu-
ration Protocol, DNS—Domain Name Service, Jini-Sun
Microsystems networking technology) or explicit foreknowl-
edge, such as services that do not have well-known addresses.
In such operations, networks commonly use service discov-
ery protocols so that devices can detect the presence of other
devices and establish communication. For example, UPNP
(Universal Plug and Play) can be used by a personal computer
on an unmanaged home network to discover printers that are
available on the network, thereby enabling an application to
establish communication with such a device and print a docu-
ment.

[0004] There are many discovery protocols in widespread
use today. However, these protocols generally require the
active participation of any device that wishes to be discov-
ered. Reducing power consumption in electronic devices is a
growing requirement, and idle devices typically enter
reduced-power states (which may also be referred to as low-
power modes, sleep states, slumber modes, standby modes, or
other similar terminology) to conserve energy. When a device
is in low-power mode, as much functionality and circuitry is
disabled as possible. Network devices thus cease communi-
cation, thereby rendering them invisible to discovery proto-
cols.

[0005] A means may be implemented to remotely awaken a
device from reduced-power mode. Modern network devices
typically provide such a feature, which may include Wake-
on-LAN (WoL), which includes the transmission of a data
packet, referred to as a “Magic Packet™”, to awaken devices
that have transitioned to a low power state. (See “Magic
Packet Technology,”, AMD, Publication 20213, November
1995) A process for waking devices on a network may com-
monly operate as follows: When a device enters low power
mode, the device enables a simple state machine processor
that passively monitors network traffic. When a wake signal
or packet (such as a Magic Packet for Wol. traffic) is
observed, the state machine resumes power to the rest of the
device and brings up the network for full communication. The
wake signal may be formatted as a standard broadcast Ether-
net frame that identifies the device to be awakened by its
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MAC (Media Access Control) address. This process provides
a process to awaken an individual device via an explicit
request.

[0006] However, the conventional technology is useful
only when the address of the device to be awakened is known
in advance such that the frame may be addressed to such
device. In a service network, the addresses of services are
generally unknown and may be continually changing, thus
providing an anonymous group of devices that need to be
awakened in the network.

SUMMARY OF THE INVENTION

[0007] A method and apparatus are provided for group
power management of network devices.

[0008] In a first aspect of the invention, an apparatus
includes a power management module, where the power man-
agement module is to transition the apparatus from a normal
state to a low power state. The apparatus includes a wake
module having a processor that remains active in the low
power state, and a register to store a group address. The
apparatus includes a network interface that is monitored by
the processor in the low power state, where the processor
detects a data packet identifying the group address at the
network interface, and where the power management module
returns the apparatus to the normal state upon detection of the
data packet.

[0009] In a second aspect of the invention, a method
includes determining to transition a network device to a sleep
mode. A group address is stored in a register. The network
device is placed in the sleep mode, and a data packet is
detected at a network interface during the sleep mode, the data
packet identifying the group address. The network device is
returned to a normal mode in response to the detection of the
data packet.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Embodiments ofthe invention are illustrated by way
of'example, and not by way of limitation, in the figures of the
accompanying drawings in which like reference numerals
refer to similar elements.

[0011] FIG. 1 is an illustration of an embodiment of a
network providing for group power management;

[0012] FIG. 2 is an illustration of an embodiment of com-
ponents of a network device;

[0013] FIG. 3 is a flow chart to illustrate an embodiment of
a process for group power management of network devices;

[0014] FIG. 4 is a flowchart to illustrate an embodiment of
aprocess for wake up and solicitation of devices in a personal
entertainment network;

[0015] FIG. 5 is an illustration of a wake up packet utilized
in an embodiment of the invention;

[0016] FIG. 6 is an illustration of embodiments of an enter-
tainment network; and

[0017] FIG. 7 is an illustration of a computing device that
may be utilized in an embodiment of the invention.

DETAILED DESCRIPTION

[0018] Embodiments of the invention are generally
directed to group power management of network devices.

[0019] As used herein, “entertainment network™ means an
interconnection network to deliver digital media content (in-
cluding music, audio/video, gaming, photos, and others)
between devices. An entertainment network may include a
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“personal entertainment network”, such as a network in a
household, an entertainment network in a business setting, or
any other network of entertainment devices. In such a net-
work, certain network devices may be the source of media
content, such as a digital television tuner, cable set-top box,
video storage server, and other source device. Other devices
may display or use media content, such as a digital television,
home theater system, audio system, gaming system, and other
devices. Further, certain devices may be intended to store or
transfer media content, such as video and audio storage serv-
ers. Certain devices may perform multiple media functions.
In some embodiments, the network devices may be co-lo-
cated on a single local area network. In other embodiments,
the network devices may span multiple network segments,
such as through tunneling between local area networks. The
entertainment network may include multiple data encoding
and encryption processes.

[0020] In some embodiments, a process is provided for
enabling the waking of a group of one or more network
devices. In an embodiment, a process is provided for waking
network devices anonymously without requiring direct
addressing of packets to network devices. In some embodi-
ments, a system provides for awakening of network devices
when the addresses for such devices are unknown to a device
initiating the wake up process.

[0021] Insome embodiments, network technology, such as
WoL technology, is expanded to enable anonymous or group
wake up of network devices. In some embodiment, the tech-
nique is applicable for any anonymous communication for
which packet detection is not possible or desirable.

[0022] Most modern network interfaces include support for
WoL. When a network device enters a low-power state, a
processor (which may be referred to herein as a “wake pro-
cessor”), such as typically a PIC (Programmable Intelligent
Computer, originally Programmable Interface Controller)
processor, monitors the bit stream that is visible at the physi-
cal interface. When a Magic Packet pattern with the device’s
MAC (Media Access Control) address is observed, the wake
processor interrupts the device and causes it to wake up and
resume normal operation.

[0023] In some embodiments, an apparatus of a system
enhances the network interface to support multiple MAC
addresses, such as one address used for normal communica-
tion and one address used for WoL.. In this implementation,
the address used for WolL may be a multicast address that is
well-known and shared by devices of a particular group. For
example, a multicast MAC address can be assigned by the
TIANA (Internet Assigned Numbers Authority) for use when
waking members of a particular category of devices. In some
possible example, the category of devices may include media
devices on a personal entertainment network, and thus a
single MAC address may be used to address all devices in the
personal entertainment network. Such an address may be
referred to herein as a “wake MAC address”. In some embodi-
ments, the wake MAC address may be an address reserved for
wakeup of devices in a personal entertainment network, such
as the address 00-D0-BD-00-40-C8 in this description.
[0024] Insomeembodiments, when a device enters a slum-
ber (or low power) mode, the device may take one of at least
two different approaches with regard to addressing. In a first
embodiment, the device may replace the value of its MAC
address (such as by setting a hardware register) with the
reserved group MAC address. In this approach, when another
device wishes to awaken all members of the group, the device
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broadcasts a Magic Packet that contains the group MAC
address. Any slumbering device that is a member of the group
will observe the packet and detect that the specified address
matches its current MAC address and resume normal opera-
tion. Before resuming network communication, the device
that has been awakened will replace its MAC address with its
normal device address. In this way, a remote device can
awaken a collection of network devices by only knowing the
single group address.

[0025] In a second embodiment, an enhancement is pro-
vided to the addressing process to support the wake up of
network devices. Rather than changing the interface MAC
address when entering and leaving the low-power state, both
addresses may be used simultaneously. In some embodi-
ments, the use of the addresses simultaneously allows a sleep-
ing device to be awakened both by explicit request and by
anonymous group request. Similarly, during normal commu-
nication, group packets could also be exchanged simulta-
neously and over the same interface as unicast packets, i.e. a
multi-homing network interface with group communication
support.

[0026] In some embodiments, a network wake up mecha-
nism may be implemented with limited changes to current
network interfaces. In some embodiments, a network wake up
mechanism is implemented without any changes being made
at the device that initiates the wake up request other than a
change in the address to be used for the wake up.

[0027] FIG. 1 is an illustration of an embodiment of a
network providing for group power management. In this
illustration, a network 105 includes multiple devices, includ-
ing, for example, three devices that are in a sleep state, net-
work device A 115, network device B 120, and network
device C 125. Also attached to such network 105 is an initi-
ating network device that may, for example, require services
from the network devices and wishes to discover such
devices. However, the initiating device 110 may not know the
location of services or the MAC addresses of any individual
device.

[0028] Insomeembodiments, the initiating network device
provides a wake packet 130 (such as a Magic Packet) to the
network 105 for delivery to the devices on the network. In
some embodiments, the wake packet 130 includes a first
group address (Group Address 1) 135 that may be intended
for multiple devices. In this illustration, network device A 115
and network device B 120 include group address 1 (GA1
135). However, network device C 135 includes a separate
group address, which in this instance is a group address 2
(GA2 140). In other embodiments, a single group address
may be used for all devices in the network such that a single
wake packet would wake all sleeping network devices.
[0029] In this illustration, network device A 115 and net-
work device B 120 will recognize the address of the packet
130, and these devices will be awakened. Any number of
devices in the network may be addressed in this same manner,
eliminating the need for individually addressing the network
devices. Further, in this illustration, network devices found in
another group may be excluded, such as network device C
120, which includes group address 2 and will response to
wake packets containing such address.

[0030] FIG. 2 is an illustration of an embodiment of com-
ponents of a network device. In this illustration, a network
device 205 may be any device in an entertainment network,
including, but not limited to, devices illustrated in FIG. 4. For
example, the network device may be a television, a set top
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box, a storage unit, a game console, personal computer, or
other media device. In some embodiments, the network
device 205 includes a network unit 210 to provide network
functions. The network functions include, but are not limited
to, the generation, transfer, storage, and reception of media
data streams. The network unit 210 may be implemented as a
single system on a chip (SoC) or as multiple components.
[0031] In some embodiments, the network unit 210
includes a processor for the processing of data. The process-
ing of data may include the generation of media data streams,
the manipulation of media data streams in transfer or storage,
and the decrypting and decoding of media data streams for
usage. The network device may also include memory to sup-
port network operations, such as DRAM (dynamic random
access memory) 220 or other similar memory and flash
memory 225 or other nonvolatile memory.

[0032] The network device 205 may also include a trans-
mitter 230 or a receiver 240 (or both a transmitter and a
receiver) for transmission of data on the network or the recep-
tion of data from the network, respectively, via one or more
network interfaces 255. The transmitter 230 or receiver 240
may be connected to a wired transmission cable, including,
for example, an Ethernet cable 250, or to a wireless unit. The
transmitter 230 or receiver 240 may be coupled with one or
more lines, such as lines 235 for data transmission and lines
245 for data reception, to the network unit 210 for data trans-
fer and control signals. Additional connections that are not
illustrated may also be present. The network device 205 also
may include numerous components for media operation of
the device, which are not illustrated here.

[0033] Insomeembodiments, the network device 205 may
further include a module or element for remotely waking the
network device, shown as wake on LAN (WoL) module 260.
The WoL. module 260 includes a low power processor 265.
The network device 205 includes a power management mod-
ule 275 that is operable to place the network device 205 in a
sleep mode (a low power state in which elements are powered
down or placed in a reduced state) or return the network
device 205 to a normal mode from the sleep mode. (In some
embodiments the WolL module 260 may be a part of the power
management module 275, or the modules may be otherwise
configured in the network device.) The processor 265 remains
powered when the network device 205 is placed in the sleep
mode, and the network process operates to detect packets on
the network interface 255. The network device 205 further
includes a MAC address register 270. In some embodiments,
as a part of transitioning to a sleep state, the network device
205 operates to store a group address in the MAC address
register 270. In some embodiments the group address is sub-
stituted for the MAC address for the network device 205 such
that the processor 265 detects a wake packet that identifies an
address for a group of network devices. In some embodi-
ments, rather than substituting the MAC address, the group
address is provided in addition to the MAC address for the
network device 205 at any time such that the processor 265
detects a wake packet that is addressed to the network device
205 or that includes an address for a group of network
devices, and, in some embodiments, may further utilize the
group address in the normal mode.

[0034] FIG. 3 is a flow chart to illustrate an embodiment of
a process for group power management of network devices.
In this illustration, a network device may transition to a low
power state 302. In this transition, the network device may
store a group MAC address in a register in addition to or in
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substitution for the MAC address of the network device 304.
The network device then enters a sleep mode 306, with most
elements of the network device being powered down or
placed in a reduced power state during such sleep mode.

[0035] After some time period, the sleeping network device
may receive a wake packet 308 (such as a Magic Packet),
wherein the wake packet is detected by a wake on LAN
module or element of the network device 308. In this process,
the wake packet may not be addressed to the network device,
but rather may identify an address for a group of network
devices, which may include, for example, all attached net-
work devices or any subset of such the attached network
devices. If the address of the wake packet is the group MAC
address that was stored in the register of the network device
310, then the wake on LAN system will operate to wake up
the network device 312. (In some embodiments, a wake
packet may alternatively identify the address of an intended
network device that is currently in sleep mode, rather than the
group MAC address, and the wake on LAN system will then
also operate to wake up the network device.) The network
device may then return the address to the normal MAC
address of the network device 314, by removing the group
MAC address from the register.

[0036] FIG. 4 is a flowchart to illustrate an embodiment of
aprocess for wake up and solicitation of devices in a personal
entertainment network. In this illustration, an initiating
device may require discovery of the network devices in a
network such as, for example, a personal entertainment net-
work 405. In one example, the initiating device may require
services from such devices. However, one or more of the
network devices may be in a sleep state, and the initiating
devices may not be aware of the addresses for the sleeping
devices. In some embodiments, the initiating device obtains a
wakeup MAC address for all or a subset of the network
devices in the network 410. In this example, it is assumed that
the initiating device wishes to wake all devices in the network
and the wake up MAC address is applicable for all such
devices. The wakeup MAC address may be known to all
devices in the network. The initiating device then transmits a
Magic Packet to all of the devices in the network identifying
the wakeup MAC address 415.

[0037] Theinitiating device then waits a certain time period
to allow all network devices that are in standby mode to
resume operations 420. After this time period has elapsed the
initiating device may initiate the network discovery protocol
to discover network devices and services available in the
network 425, and may receive announcements from the net-
work devices regarding their availability 430.

[0038] FIG. 5 is an illustration of a wake up packet utilized
in an embodiment of the invention. This illustration of one
possible form of a packet, such as in the form of a Magic
Packet, but embodiments of the invention are not limited to
any particular form of data packet. In this illustration, the
packet 500 may include a destination address 505 and a
source address 510 (such as the address of the initiating
device). In some embodiments, the destination address 505 is
an address for all devices in the network or some subset of the
network. The packet 500 then may further include a synchro-
nization stream (FF-FF-FF-FF-FF-FF in this example) to
enable the receiving devices that are in sleep mode to syn-
chronize on a wake up date sequence, shown here as a Magic
Packet sequence composed of the wakeup MAC address
repeated sixteen times 520. The packet 500 may include such
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other fields as are required, including fields such as a CRC
(Cyclic Redundancy Check) sequence 525 for error detection
requirements.

[0039] FIG. 6 is an illustration of embodiments of an enter-
tainment network. In some embodiments, one or more of the
network devices in the network 600 may transition to a sleep
or low power state, such as when idle for a certain amount of
time. In some embodiments, an initiating device in the net-
work may send a wakeup message to the devices in the net-
work, the message identifying a wakeup MAC address for all
devices in the network or a subset of such devices to wake
such devices up.

[0040] In this illustration, the entertainment network sys-
tem 600 provides for the connection of any compatible media
device to the network. The connection is shown as a connec-
tion to entertainment network 605. In some embodiments, the
devices operate as network without a central network server.
Through the entertainment network, media data streams may
be transferred between any of the connected devices. In addi-
tion, devices may be controlled remotely through the net-
work. The devices may be connected to the network via any
known connector and connection protocol, including coaxial
cables, Ethernet cables, and Firewire, and wireless connec-
tions via Wi-Fi, Bluetooth, and other wireless technologies.
[0041] Insome embodiments, the devices may include any
media sources or recipients. In FIG. 6, an office 610 may
provide an Internet connection 620 via a modem 622 to the
network 605. The data received from the Internet may include
any streaming media sources, including, but not limited to,
purchased audio files (such as downloaded music files), video
files (such as movies, television, and other), and computer
games. The office 610 may also be connected to a personal
computer 624 that utilizes a monitor 626, which may, among
other functions, display certain media streams or operate
certain computer games.

[0042] The entertainment network may also be connected
with devices in a bedroom 612, which may, for example,
contain a set top box 630 to provide data to a television 632.
In addition, the bedroom (or any other space) may contain a
media storage unit 628. The media storage unit 628 may
receive data from any source connected to the network 605,
and may provide data to any data recipient connected to the
network 605. The media storage unit 628 may contain any
type of media stream data for the network.

[0043] The system may further include a living room 614
receiving, for example, input from a cable or fiber system 634
or from a satellite dish network 636. The media input from
such sources may be provided to a set top box 638 connected
to the network 605 and to a second television 640. Also
connected to the network 605 for display on the living room
television 640 may be a video game unit 642. There may be
any number of other rooms with networked devices, such as a
kitchen containing a third television 644 connected to the
network 605. Other network devices may also be present,
including, but not limited to, a stereo audio system that may
include speakers placed throughout the house.

[0044] In addition, any number of mobile personal elec-
tronic devices may connect to the network. The devices may
connect via a cable or via a wireless signal, including, but not
limited to, Bluetooth, Wi-Fi, infrared, or other similar wire-
less communication protocols. Each such protocol may
require an interface to the network (which are not shown in
FIG. 6), such as a Wi-Fi base station. Such mobile personal
electronic devices could include a digital camera 646, a cel-
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Iular telephone 648, a personal music device 650, or a video
camera 652. In addition, a mobile system contained in an
automobile 654 may connect to the network 605 when the
automobile is in close proximity to the network (such as when
present in a garage of the house). The mobile personal elec-
tronic devices may, for example, automatically connect to the
network when within range of the network. While connected,
the devices may be available to obtain data through the net-
work or to provide data to the network, including possible
automatic updates or downloads to the devices. In one
example, a user may be able to access the data contained in
any of the mobile electronic devices through the network,
such as accessing the photographs stored on the digital cam-
era 646 on the living room television 640 via the set top box
638.

[0045] FIG. 7 is an illustration of an embodiment of a
computing device that may be utilized in an embodiment of
the invention. In this illustration, certain standard and well
known components that are not germane to the present
description are not shown, and certain illustrated elements
may not be contained in an embodiment of a network device.
Under some embodiments, a computing device 700 may be
either a transmitting device or a receiving device. In some
embodiments, the computing device 700 may be a device that
initiates a wake up sequence to wake up other devices in the
network, or the computing device may be a device that enters
a low power state and is awakened by a wakeup message
received from the initiating device.

[0046] Under some embodiments, the device 700 com-
prises an interconnect or crossbar 705 or other communica-
tion means for communicating information, which may
include high speed data transport. The device 700 further
includes a processing means such as one or more processors
710 coupled with the interconnect 705 for processing infor-
mation. The processors 710 may comprise one or more physi-
cal processors and one or more logical processors. Further,
each of the processors 710 may include multiple processor
cores. In some embodiments, the processors may include a
processor that is capable of monitoring the network for a
wakeup message when the computing device 700 is in a low
power state. The interconnect 705 is illustrated as a single
interconnect for simplicity, but may represent multiple difter-
ent interconnects or buses and the component connections to
such interconnects may vary. The interconnect 705 shown in
FIG. 7 is an abstraction that represents any one or more
separate physical buses, point-to-point connections, or both
connected by appropriate bridges, adapters, or controllers.
The interconnect 705 may include, for example, a system bus,
a PCI or PCle bus, a HyperTransport or industry standard
architecture (ISA) bus, a small computer system interface
(SCSI) bus, a IIC (I2C) bus, or an Institute of Electrical and
Electronics Engineers (IEEE) standard 1394 bus, sometimes
referred to as “Firewire”. (“Standard for a High Performance
Serial Bus” 1394-1995, IEEE, published Aug. 30, 1996, and
supplements) The device 700 further may include a serial bus,
such as USB bus 770, to which may be attached one or more
USB compatible devices, such as device A 775 and device B
780.

[0047] In some embodiments, the processors 710 may be
utilized to support one or more virtual machines. In some
embodiments, the device 700 further comprises a random
access memory (RAM) or other dynamic storage device as a
main memory 720 for storing information and instructions to
be executed by the processors 710. Main memory 720 also
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may be used for storing temporary variables or other inter-
mediate information during execution of instructions by the
processors 710. RAM memory includes dynamic random
access memory (DRAM), which requires refreshing of
memory contents, and static random access memory
(SRAM), which does not require refreshing contents, but at
increased cost. DRAM memory may include synchronous
dynamic random access memory (SDRAM), which includes
a clock signal to control signals, and extended data-out
dynamic random access memory (EDO DRAM). In some
embodiments, memory of the system may include a shared
memory, such as a shared BIOS/OS memory, that is acces-
sible by multiple agents in the device. The device 700 also
may comprise a read only memory (ROM) 725 or other static
storage device for storing static information and instructions
for the processors 710. The device 700 may include one or
more non-volatile memory devices 730 for the storage of
certain elements, including, but not limited to, system BIOS
and one or more pre-OS applications.

[0048] Data storage 735 may also be coupled to the inter-
connect 705 of the device 700 for storing information and
instructions. The data storage 735 may include a magnetic
disk, an optical disc and its corresponding drive, or other
memory device. Such elements may be combined together or
may be separate components, and utilize parts of other ele-
ments of the device 700. In a particular embodiment, the data
storage 735 may include a hard drive 736.

[0049] The device 700 may also be coupled via the bus 705
to a display 740, such as a cathode ray tube (CRT) display, a
liquid crystal display (LCD), a plasma display, or any other
display technology, for displaying information to an end user.
In some embodiments, the display 740 may be utilized to
display television programming. In some environments, the
display 740 may include a touch screen that is also utilized as
at least a part of an input device. In some environments, the
display 740 may be or may include an audio device, such as a
speaker for providing audio information, including the audio
portion of a television program. An input device 745 may be
coupled to the interconnect 705 for communicating informa-
tion and/or command selections to the processors 710. In
various implementations, the input device 745 may be a key-
board, a keypad, a touch screen and stylus, a voice-activated
system, or other input device, or combinations of such
devices. Another type of user input device that may be
included is a cursor control device 750, such as a mouse, a
trackball, or cursor direction keys for communicating direc-
tion information and command selections to the one or more
processors 710 and for controlling cursor movement on the
display 740.

[0050] One ormore communication elements 755 may also
be coupled to the interconnect 705. Depending upon the
particular implementation, the communication elements 755
may include a transceiver, a wireless modem, a network inter-
face card, LAN (Local Area Network) on motherboard, or
other interface device. The communication elements 755 may
provide a connection to a network 765 to transmit network
data, such as Ethernet data. The uses of a communication
device 755 may include reception of signals from wireless
devices. For radio communications, the communication
device 755 may include one or more antennas 758, including
any dipole or monopole antennas, as required. In one embodi-
ment, the communication elements 755 may include a fire-
wall to protect the device 700 from improper access. The
device 700 may also comprise a power device or system 760,
which may comprise a power supply, a battery, a solar cell, a
fuel cell, or other system or device for providing or generating
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power. The power provided by the power device or system
760 may be distributed as required to elements of the device
700.

[0051] In the description above, for the purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It
will be apparent, however, to one skilled in the art that the
present invention may be practiced without some of these
specific details. In other instances, well known structures and
devices are shown in block diagram form. There may be
intermediate structure between illustrated components. The
components described or illustrated herein may have addi-
tional inputs or outputs which are not illustrated or described.
[0052] The present invention may include various pro-
cesses. The processes of the present invention may be per-
formed by hardware components or may be embodied in
machine-executable instructions, which may be used to cause
a general-purpose or special-purpose processor or logic cir-
cuits programmed with the instructions to perform the pro-
cesses. Alternatively, the processes may be performed by a
combination of hardware and software.

[0053] Portions ofthe present invention may be provided as
a computer program product, which may include a computer-
readable medium having stored thereon computer program
instructions to be executed by a processor, which instructions
may be used to program a computer (or other electronic
devices) to perform a process according to the present inven-
tion. The computer-readable medium may include, but is not
limited to, floppy diskettes, optical disks, CD-ROMs (com-
pact disk read-only memory), and magneto-optical disks,
ROMs (read-only memory), RAMs (random access
memory), EPROMs (erasable programmable read-only
memory), EEPROMs (electrically-erasable programmable
read-only memory), magnet or optical cards, flash memory,
or other type of tangible media/computer-readable medium
suitable for storing electronic instructions.

[0054] Many of the methods are described in their most
basic form, but processes can be added to or deleted from any
of the methods and information can be added or subtracted
from any of the described messages without departing from
the basic scope of the present invention. It will be apparent to
those skilled in the art that many further modifications and
adaptations can be made. The particular embodiments are not
provided to limit the invention but to illustrate it. The scope of
the present invention is not to be determined by the specific
examples provided above but only by the claims below.
[0055] Ifitis said that an element “A” is coupled to or with
element “B,” element A may be directly coupled to element B
or be indirectly coupled through, for example, element C.
When the specification or claims state that a component,
feature, structure, process, or characteristic A “causes” a
component, feature, structure, process, or characteristic B, it
means that “A” is at least a partial cause of “B” but that there
may also be at least one other component, feature, structure,
process, or characteristic that assists in causing “B.” If the
specification indicates that a component, feature, structure,
process, or characteristic “may”, “might”, or “could” be
included, that particular component, feature, structure, pro-
cess, or characteristic is not required to be included. If the
specification or claim refers to “a” or “an” element, this does
not mean there is only one of the described elements.

[0056] Anembodiment is an implementation or example of
the invention. Reference in the specification to “an embodi-
ment,” “one embodiment,” “some embodiments,” or “other
embodiments” means that a particular feature, structure, or
characteristic described in connection with the embodiments
is included in at least some embodiments, but not necessarily
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all embodiments. The various appearances of “an embodi-
ment,” “one embodiment,” or “some embodiments” are not
necessarily all referring to the same embodiments. It should
be appreciated that in the foregoing description of exemplary
embodiments of the invention, various features of the inven-
tion are sometimes grouped together in a single embodiment,
figure, or description thereof for the purpose of streamlining
the disclosure and aiding in the understanding of one or more
of the various inventive aspects. This method of disclosure,
however, is not to be interpreted as reflecting an intention that
the claimed invention requires more features than are
expressly recited in each claim. Rather, as the following
claims reflect, inventive aspects lie in less than all features of
a single foregoing disclosed embodiment. Thus, the claims
are hereby expressly incorporated into this description, with
each claim standing on its own as a separate embodiment of
this invention.

What is claimed is:

1. An apparatus comprising:

a power management module, the power management
module configured to transition the apparatus from a
normal state to a low power state;

a wake module, the wake module including a processor
configured to remain active in the low power state;

a register to store a group address; and

a network interface, the network interface to be monitored
by the processor in the low power state;

wherein the processor is to detect a data packet identitying
the group address at the network interface, and wherein
the power management module is to return the apparatus
to the normal state upon detection of the data packet.

2. The apparatus of claim 1, wherein the wake module

includes a Wake on LAN (WoL) module.

3. The apparatus of claim 1, wherein the data packet is a
Magic Packet™.

4. The apparatus of claim 1, wherein the power manage-
ment module is configured to store the group address in the
register as a part of a transition to a low power state.

5. The apparatus of claim 4, wherein the power manage-
ment module is configured to remove the group address from
the register as a part of the transition back to the normal state.

6. The apparatus of claim 1, wherein group address is
stored in addition to a MAC (Media Access Control) address
of the apparatus.

7. The apparatus of claim 1, wherein the processoris a state
machine processor.

8. The apparatus of claim 1, wherein the apparatus is a
media device in an entertainment network

9. A method comprising:

determining to transition a network device to a sleep mode;

storing a group address in a register;

placing the network device in the sleep mode;

detecting a data packet at a network interface during the
sleep mode, the data packet identifying the group
address; and

returning the network device to a normal mode in response
to the detection of the data packet.

10. The method of claim 9, wherein storing the group
address in the register includes replacing a MAC (Media
Access Control) address of the network device with the group
address when the sleep mode is initiated.

11. The method of claim 10, further comprising replacing
the group address with the MAC address of the network
device when the normal mode is initiated.
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12. The method of claim 9, wherein storing the group
address includes storing the group address in addition to a
MAC address of the network device.

13. The method of claim 12, wherein the group address is
to remain in the register in the normal mode.

14. The method of claim 9, wherein the data packet does
not include the MAC address of the network device.

15. The method of claim 9, wherein the data packet is a
Magic Packet™.

16. A system comprising:

a first network device in a network, the first network device
to send a wakeup message to other network devices in
the network, the wakeup message to include a group
address; and

a plurality of other network devices in the network, one or
more of the plurality of network devices to transition
from a normal state to a low power state under certain
circumstances, each of the one or more network devices
including a processor configured to monitor the network
for a wakeup message while one or more network
devices are in the low power state, each of the one or
more network devices including a register to store the
group address; and

wherein, upon detecting the wakeup message including the
group address, each of the one or more network devices
in the low power state to transition to the normal state.

17. The system of claim 16, wherein the network is a
personal entertainment network.

18. The system of claim 16, wherein the group address is
designated for all of the network devices in the network.

19. The system of claim 16, wherein the group address is
designated for a subset of the network devices in the network.

20. The system of claim 16, wherein the first network
device may also send a wakeup message including the
address of an individual network device of the plurality of
network devices.

21. A computer-readable medium having stored thereon
data representing sequences of instructions that, when
executed by a processor, cause the process to perform opera-
tions comprising:

determining to transition a network device to a sleep mode;

storing a group address in a register;

placing the network device in the sleep mode;

detecting a data packet at a network interface during the
sleep mode, the data packet identifying the group
address; and

returning the network device to a normal mode in response
to the detection of the data packet.

22. The medium of claim 21, wherein storing the group
address in the register includes replacing a MAC (Media
Access Control) address of the network device with the group
address when the sleep mode is initiated.

23. The medium of claim 22, wherein the sequences of
instructions further include instructions to cause the process
to perform operations comprising:

replacing the group address with the MAC address of the
network device when the normal mode is initiated.

24. The medium of claim 21, wherein storing the group
address includes storing the group address in addition to a
MAC address of the network device.

25. The medium of claim 24, wherein the group address is
to remain in the register in the normal mode.
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