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Using Supplemental Encrypted Signals to Mitigate
Man-in-the-Middie Attacks an Teleoperated Systems
CROSS-REFERENCE TO RELATED APPLICATIONS

16001] The present application claims priority to U.S. Provisional Patent Application
No. 61/721,936, entitled “Using Supplemental Encrypted Signals to Mitigate Man-in-the-
Middle Attacks on Teleoperated Systems”, {iled November 2, 2012, which s entirely
incorporated by reference herein for all purposes.

STATEMENT OF GOVERNMENT RIGHTS
[BBO2]  None.

BACKGROUND OF THE INVENTION

16003} Unless otherwise indicated herein, the materials described in this section are not
prior art to the claims in this application and are not admitted to be prior art by inclusion in
this section.
[6004] Advances in robotics, cmbedded and information systerns are cnabling a rapid
developrent of teleoperated robotic systems. In telerchotic applications such as boub
disposal, remotely operated awrerall and underwater vehicles, search and rescue and robotic
surgery, robots primarily serve as extensions of people. Human operators, often
geographically distant, interact with robots through a communication channel,
16005} Natural and human-caused disaster circomstances impose specific constraints on
teleoperated robotic systems. The sysiems are expected to operate with himited power
esourees, often lacking a basic infrastructure, and in challenging climates and environments.
Some of the applications of such systems include handling radicactive material; operating
vomanned vehicles for air {(eg, UAV, drone}, space {e.g, near Earth’s orbit or a manned
platform or vehicle}, land, and underwater (e.g.. ROV) exploration; and telesurgery. With an
increase in possibie applications, however, the risk of such systems being misused,
dehiberately tampered with, or even compromised jncreases as well, These security threats are
especially harmful if teleoperated robotic systems are used for inspection, repair and
manipulation, such as in telerobotic surgery systems.

v Can

o

[6006] In some embodiments, secure processors are utitized. Secure coprocessor

melude dedicated chips, microprocessors or computers, which provide tamper-resistance and
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enable executing of cryptographic method. Various applications of secure coprocessors have

been proposed for use in commercial, military, and electronic voting applications.

SUMMARY
{6887} In one aspect, a method 1s provided. A remotely-operable device receives a
P IS y-op

command related to a component of the remotely-operable device operating n an
environment. The remotely-operable device includes the component and a reality-rules
database (RRDB). The RRDB is conligured to store a plurahty of reality rules, where each
reality rule relates to a constraint on the remotely-operable device. The remotely-operable
device determines a reasonableness value for the command based on at least one constraint on
the remotely-operable device, where at least one constraint is determined based on at least one
constraint related to at least one reality rule of the plurality of reahity rules stored m the RRDB
of the remotely-operable device. The reasonableness value for the command is encoded in a
feedback message for the remotely-operable device. The encoded feedback message is sent
from the remotely-operable device.

{6008} In another aspect, a method is provided. An operator device determines a first
command for a remotely-operable device. The operator device determines a future status of
the remotely-operable device and a backup command of the remotely-operable device. The
future status inclodes a predicted status after an associated command 15 at least partially
executed by the remotely-operable device. The backup command is configared to be carmed
out by the remotely-operable device after the remotely-operable device determines that the
associated commnand is not feasible for at least partial oxecution. The operator device
generates a command message that inchudes the first command, the future status, and the
backup command. The operator device sends the command message.

[6809] In another aspect, a remotely-operable device is provided. The remotely-operable
device includes a component, a processor and 4 non-transitory tangible computer readable
medium. The non-transitory tangible computer readable medium is configured to store at least
a RRDB and exccutable mstructions. The RRDB is configured to store a plurality of reality
rules, where each reality rule relates to a constraint on the remotely-operable device. The
executable instructions, when executed by the processor, cause the remotely-operable device
to perform fimctions. The functions inclode: receiving a command related to the component
operating in an environment; determining a reasonableness value for the command based on
at least one consiraint on the remotely-operable device, where at least one constraint is

determined based on at least one constraint related to at least one reality rule of the phurahty
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of reality rules stored in the RRDB; encoding the reasonableness valoe for the command in a
feedback message: and sending the encoded feedback message.

BRIEF DESCRIPTION OF THE DRAWINGS

el

[§)

b
=

[BOEB]  Figures 1A, 1B, 1C, and 1D each iHustrate an example operating environment
remotely-operable devices, in accordance with an embodiment.
0011} Figure 2A dllustrates an example remotelyv-operable device operating in an
enviromment, in accordance with an ernbodiment.
180121 Figure 2B illustrates example constraints on components of the remotely-operable
device iHustrated in Figure 24, in accordance with an embodiment.
[6013]  Figure 3 illustrates an cxample scenario for operating a sccurity device, i
accordance with an embodiment.
{8814  Figure 4 depicts example message fayouts, in accordance with an ermbodiment.
[0015]  Figure 5A is a block diagram of an example computing network, in accordance with
an embodiment.
{8086 Figure 5B is a block diagram of an example computing device, in accordance with
an embodiment.
[6017] Figure 6A s a flow chart of an example method, In accordance with an
embodiment.
{8088} Figure 6B is a {low chart of another example method, in accordance with an
embodiment.

DETAILED DESCRIPTION
{80191 In teleoperated systems, one or more operators can control one or more remotely-
operabie devices through a communication network, For example, in telerobotic surgery
systems, one or more distant surgeons control surgical and other medical manipulator{s)
through a communication network. Then, surgical procedures can be viewed as an
mformation exchange between a surgeon and a surgical manipulator and the telerobotic
surgery system can be scen as an information system.
0028] A communication network consisting of several wired and wircless corponents
can enable commumication for the telerobotic surgical system. In 2007, a telerobotic surgical
manipulator (“Raven”} was deployed in the Mojave Desert and remotely operated from long
distance, using a combination of wired internet and wireless communication {the last segment
mvolving wireless commmunication with a UAV (unmanned aerial vehicle) circling overhead.

Several field experiments were conducted. Druring this experiment, the following network
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stochastic conditions were observed: increased communication latency, increased jitter, and
additional packet losses, delays, and out-of-order-arrivals.
{6021} 1o addition to stochastic, buf benign network patterns, surgeon-manipulator
communication over publicly available, or even dedicated wircless networks exposes
telerobotic surgery systems to novel set of problem which were not present in hospital
seftings. For example, the relatively open and unconirollable nature of commwmication
networks venders telerobotic surgery systerns susceptible to attacks mounted by malicious
entitics {adversaries). As an example, consider the following telerobolic surgery system: a
surgeon conirols a remote surgical manipulator deployed in a desert-like, military
envivonment, where the conununication network between the surgeon and the manipuiator
consists of multiple wired and wireless components. An adversary can atteropt to jam, distupt
or even take over the communication network between the surgeon and the mampulator, with
the mtent fo harm wounded soldiers and increase human casualties.
{6022}  Malhicious attacks agamst telerobotic systems, such as telerobolic surgery systems,
can be classified into the following five groups: (1} attacks against wireless communication,
{2} attacks on the Internet-enabled surgeon-manipulator interaction, {3) attacks on the
surgeon-side software, (4) attacks on the manipulator-side software, and (5) physical attacks.
EBach attack agammst a telerobotic systern can affect both the manipulator and the human
operalors; e.g., surgeons or other medical personnel in the case of telerobotic surgery systems.
{88231  The message exchange between a surgeon and a manipufator in telerobotic surgical
systems can be defined using the Interoperable Telesurgery Protocol (ITP). In the ITP,
wssages are exchanged using the User Datagraro Protocol (UDP). UDP 15 a mimimal-latency
transport layer protocol, but does not provide a rehable service. Commanded surgical tool
mofions are, however, made in very small increments, so possible negative effects of the
UDP’s unvehability can be reduced by fransmitting a surgeon’s inputs n small increments. In
ITP, control messages, force foedback messages, and video feedback wmessages are
wnencrypted and unauthenticated, That is, uwpon receiving the control message, the
manipulator cannot verify that it was the surgeon who sent the message.
18024  An adversary within a remotely-operable device’s communication range can
misuse and disrapt this unencrypted ITP communication channel using different attacks. In an
cavesdropping attack, an adversary can passively listen to the communication between one or
more surgeon(s) and the remotely-operable device(s). In a jamming attack, the adversary can

dehiberately introduce noise into a communication channel {o increase the communication
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delay between the surgeon and the remotely-operable device. In some cases, jamming can
completely disrapt message exchange and effectively disable the surgical telerobotic system.
In a message modification/false data injection attack, the adversary can modily transmitted
messages and/or mject false messages to destabilize the remotely-operable device. By
spooting surgeon control inputs, the adversary may cause the remotely-operable device to
move in an undesired and unsafe direction.
{66251  For example, consider a jammung attack against a surgical manipulator; eg., the
Raven surgical manipulator mentioned above, where the surgical manipulator enters an
emergency state if surgical manipufator does not move within a specified time; eg, 500
mitiscconds {ms). First, the surgeon can send a valid control commmand to the surgical
manipulator. The surgical manipulator can receive and perform the valid control command
and send a force feedback message to the surgeon. The surgeon, upon receiving the force
feedback, can generate a second control message and send the second control message to the
surgical manipulator. The second message is, however, corrupted by a jamming signal, and so
the surgical manipulator cannot carry out the second conlrol message. Laler, a new
mcremential movement message 15 sent to the surgical manipulator, but this message is agai
corrupted by the jamming signal. Since all received messages are corrupted by the januning
signal, the surgical manipulator is unable o move {or more than 500ms, and so enters an
emergency state.
160267 Additionally, lack of authentication between a surgeon and a surgical manipulator
can leave surgical teleoperation sessions vulnerable to man-in-the-middle (MUTM) attacks,
where an adversary: (1) blocks valid messages between a surgeon and a manipulator and (2)
creates independent connections with both entities. With a successiul MITM attack, the
adversary gains control over the procedure, while making the surgeon and the manipulator
believe they are talking to each other. As such, MITM attacks are especially malicious, since
the adversary may exploit different properties of telersbotic surgery systems to mount them.
Moreover, the MITM adversary becomes a part of the system, and can completely
compromise the system.
{86271 In order of tnoreasing level of impact, the following types of the MITM attack are
possible: {1} a delay attack, where the adversary delays received messages for some chosen
mount of time before forwarding them fo the intended recipient, (2) a replay attack, where an
adversary receives messages and replays them to the recipient, (3) message dropping attack,

where the adversary simply drops some or all of the received messages, (4) combined delay
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and message dropping attacks, where the adversary randomly delays some, and drops other
messages, possibly in both divections, and (5) message modification/spoofing attacks, where
an adversary modifies received messages, and/or croates “spoofed” or false messages in order
to render the procedure unsafe.
{88281  For example, consider a message spoofing MITM attack where the adversary
allows transmission of control roessages, but spoofs feedback messages. In this atfack, the
adversary can receive a control message from the surgeon, and forward the conirol message to
the Raven. The Raven carries out the control message and generates a force feedback message
in response that informs the surgeon of #ts current position. The adversary can then biock the
valid feedback message and instead send a spoofed feedback message to the surgeon with an
meorrect location. The surgeon accepts the spoofed ressage as valid and commands a new
move o change the Raven’s current position as indicated in the spoofed feedback message.
The adversary forwards the control message with the new move, which is then carried out by
the Raven. The adversary again blocks the valid force feedback message, and instead sends
another spoofed feedback message to the surgeon, with another incorrect location. Then, the
surgeon again conmumands another move to the manipulator {o correct the manipulator’s
current position, which is specified as incorrect in the feedback message. At this point, after
mplementing the received message, the Raven may exit an allowed operating area, and enter
mto an invalid, or even harmful, area of an operating environment.
{8829]  In order to have paticnt-safe telerobotic surgical systems, in other words, systems
where a patient’s well-being and safety can be established, maintained and guaranteed
through the whole procedure, despite harsh operating conditions and hostile environments,
teleoperated surgery systems need security. It has been argued by many security experts that
coroplex systems are secured best when security solutions are incorporated in the systom
design from the start.
{88381 A sccurity system for telerobotic operation can inchide a monttoring system, e
acting as an intrusion detection and prevention {(IDP) system, and an error detection system.
The monitoring system can collect information from the operators and the remotely-operable
device, as well as about their interactions and communications, to detect both makhcious
mtrusions into the system and benign random faihuires of the remotely-operable device or the
network. Examople benign fattures and malicious mtrusions include (a) malfunctions of the
emotely-operable device; (b) reduced remotely-operable device responsiveness due to a

failure, {c) benign network issues (such as latency), {d) reduced remotely-operable device
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and/or network responsiveness due to an attack and (e} spoofed adversarial attempts to disrupt
a telecoperated procedure.

{6031} 1o some ermnbodiments, the monitoring systern can perform a real-time identification
of the unique operator’s movement features based on the collected data. That 1s, the
monitoring system can recognize the operator’s movernent signatare. A timely and rehable
detection of any discrepancy between an authorized and a spoofed operator (or a disabled
operator having erroncous movemenis) will enable quick detection of adversanial activities, as
well as possible anomalies in telerobotic procedures or operator impairment.

{8632f  The error detection system can use knowledge of physical constraints of a cyber-
physical system at the operator side, as well as the rerote location. Error detection can reduce
unceriaintics about the system and can therefore be used in securing the system. The error
detection system can add the above-mentioned additional signals encoeded as {pseudoyrandom
signals to a body of an unencrypted control message or unencrypted feedback message.

{66331 The additional signals can convey device data about a device and/or message
control information regarding the interpretation of additional signals, control messages, and/or
feedback messages for a device. Additional signals can convey the device data about one or
more devices, such as, but not limited to, a remotely-controllable device, an operator device,
and/or a security device. Device data conveved in addifional signals, can mclude, but 15 not
Iimited to, data about a status, mode, and/or other aspects of a device, data about a message
sent or received by the device, sensor data related to the device, and combinations thereoll
16034]  The message control information can control interpretation of messages and signals
conveyed between remotely-operable device(s), operator device(s), security deviee(s) and/or
other device(s). The message control information can include, but is not limited fo,
miormation regarding association of messages and additional signals (e.g., fnterpret additional
signals received in message nurohered N with regards to 2 body of message nurobered N + m
or N - m with N > m > 0}, information indicating that some or all of the additional signals
encoded with one or more designated messages are to be considered as (inyvalid, information
mdicating that part or all of the bodies of one or more designated rmessages are to be
constdered as (inyvalid, and combinations thereof.

1806351  The error detection system can use the additional signals to: (i) verify the content
and the freshness of exchanged messages; (31} recover content of possibly corrapied data; and
(111} in the case of longer delays or demal-oftservice attacks, possibly enable a remote

remotely-operable device to switch to an autonomous operating mode.
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{8038}  One approach for error detection is 1o use state estimators, such as Kahman Filters,
Exiended Kalman Filters, or Unscented Kabman Filters for nonlinear models, as part of a
systern for matching a time-series shape of an observed process to various known failures
the observed process. Using a recursive maximum likelthood approach, the probability of
different known faiture modes can be determined in real time; if the observed process shows
an unusual and/or unknown failure, then the observed process can be classified as hikely being
subject to an attack. Once classified as under attack, the system can generate alerts about the
atlack and/or initiate contingency operation of the system (such as safe shutdown procedures).
18637f In the context of telerobotic surgical systers, and other real-time robotic conirol
systerns, time can be of the essence. Specifically, telerobotic surgery systems may have i
hmit communication delays, including any security overhead, 1o both divections to 500ms or
fess.

[6038]  One technigue to provide rapid monttoring and error detection of telerobotic
systems 18 o monitor and detect errors using additional signals that enable verification the
contert of received messages, and predict a possible range of fiture messages. Taken
together, the monitoring and crror detection systems can enhance the security of telerobotic
systems, such as systems that include the Raven surgical manipulator, a mobile grasping
robot, and other reraotely operated robotic devices.

[883%9]  The additional signals can be based on constraints arising from the interaction of
remotely-operable devices with the physical environment to provide additional information
about the structure of the system. The mformation about the structure of the system can be
stored I a “reality rules data base” (RRDB) resident on each remotely-operable device. Each
reality rule can be related to a constraint on part or the entire remotely-operable device; e.g., 8
rule related to a range of motion of an actuator, a rule related to movement while o a
particular region of an operating environment. The RRDB is not transmitted during remotely-
operable device operation; rather, existence of the RRDB is kept secret. Upon receipt of a
command, the remotely-operable device can extract information from the command related to
the physical environment and/or the structure of the remotely-operable device systern.

{60481  The remotely-operable device can use the extracted information to guery the RRDB
and determine whether the command is reasonable based on the physical environment and the
structure of the remotely-operable device system. For example, suppose a reality rule in the
RRDB specified that a component C of the remotely-operable device had a range of motion of

(-90°, +90°} in a dimension D, and the component had a D dimension position at +60°. Then,
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upon receipt of a first command to move C by +20° in dimension D, the remotely-operable
device could extract the information about C from the first command and query the RRDB
with the current position of C and extracted information. Then, the RRDB can determine that
the position of C after the received coromand would be +30° in D As +30° in D i3 within the
reality role range of motion of (-90°, +90°), the RREB can return a8 query result indicating
that the first command s reasonable. Then, after the remotely-operable device carried out the
first command and moved C to +80° in D, the receipt of a second command to move by +20°
in D would lead to a position of +100° i D. A position of +100° in B is outside the range of
the reality mule, and so the RRDB would return a query result indicating that the second
comomand is unreasonable.

[6041f Both operator commands and remotely-operable device feedback can be
supplemented with the additional (pseudoyrandom signal; that is, signals that can be either
random sigoals or pscude-random signals such as signals generated based on input from a
pseudo-random mumber generator. The additional signals can provide a quick and rehiable
detection of all erroncous and maliciously altered control and feedback messages, prevent
false contro} and false feedback messages from being accepted and implemented, and correct
SITONenUSs Messages.

[6042f o some cases, the additional signals can contain mformation for temporary
(serm jautonomous operation of the remotely-operable device in the case of denial of service,
whether benign or malicious. In an autonomous mode, the remotely-operable device is sent
mitial instructions or goals fo carry out without human operator intervention under normal
circumstance — a remolely-operable device operating in the autonomous mode can request
human assistance o resolve an error or problem state. Once the remotely-operable device
coropletes its task operating in the autonomous roode, the device can report its results and
wait further instructions, perhaps afler switching fo a controlled mode; e.g., a mode where the
remotely-operable device is operating n response to controls provided via an operator device.

{88431  In the semi-autonomous mode, a human operator is moniforing progress of the

s

remotely-operable device using the operator device. The human operator can switch the
remotely-operable device o either the autonomous mode or the controlled mode. Afier
switching the remotely-operable device to the controlled mode, the human operator can take
control of the remotely-operable device. While in the semi-autonomous mode, predictive
mformation can be fransmitted between the operator device and the remotely-operable device

o~

m real time. The transmission of predictive mformation can lead to opportunitics for
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malicious attacks upon the predictive information. Such malicions attacks can be countered
using herein-described techniques and methods relating to encoding information, such as the
predictive fnformation, as additional signals of commands and/or responscs.

{8044  On the operator side of the interface, operators can use their knowledge and

hysical environment and the remotely-operable device to realize when the

~

training about the p
remotely-operable device is providing unreasonable results. Components of the security
system can enhance the operator’s knowledge; for example, by verifying the “freshness” or
currency and correctness of feedback from the remotely-operable device based on verification
of the additional signals.
[6845]  Tools can allow remotely-operable devices to continue roission critical tasks, even
if the communication between operators and remotely-operable devices is disrupted for &
longer period of time, or a malicious entity disrupts the procedure. For example, if
comynunication is nterrupted, a remotely-operable device can switch fo a {semijautonomous
mode.
{8046]  To enable switching to a (semijautonomous mode, a remotely-operable device can
identify a dangerous comunand from a presumed operator, swiich to the (semijautonomous
mode, and while in the (semdjautonomous mode, prevent execution of the dangerous
command. A set of system states and dangerous operator commands can be determined that,
when detected, allow the remotely-operable device to block them and switch to the
(semijantonomous mode. While in the (semitautonomous mode, the remotely-operable device
can performo one or more operations of an allowed autonorous-mode set of operations. For
example, while in the (semijautonomous roode, the autonomous-mode set of operations may
inchide comunands to gather data about an environment and about the remotely-operable
device and may exclude some or all movement comamands.

Example Enviromments for Remotely Operating Devices
{88471 Figures 1A, 1B, 1C, and 1D each illustrate an example operating environment 100
for remotely-operable devices, in accordance with an embodiment. Figure 1A illustrates
operating envivomment 100 with operator environment 110 connected to remote environment
120 usmg network 116, Operator environment 110 can have one or more operators for
controlling remotely-operable devices in remote environment 120. Figure 1A shows #
operators 112a, 112b, ... 112n, » > 0, in operator environment 118, where each of the »
operators 112a, 112b, ... 1120 can utihize an operator device to send coromands, such as

commands in command stream 11§, to device(s) in remote environment 120, In Figure 1A,
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cach operator 112a, 112b ... 112n utilizes one operator device (for a total of » operator
devices), and cach operator device is the same. In other examples, some or all of the operators
mn operator cnvironment 110 can use different types of operator devices and/or more, fewer,
or different numbers of operators and/or operator devices can be utilized; e.g., each operator
can use more than one operator device or more than one operator can utilize an operator
device.

{60481 Figure 1A shows that, in example remote environment 120, two types of remote
devices are utilized: type “DevA” and type “DevB”. In other examples, more, fewer, or
different types of remoie devices can be utilized. Figure 1A also shows that there are mi
devices of type "DevA”, numbered 122a, 122b, ... 122m], and m2 devices of type “DevB”,
numbered 124a, 124b, ... 124m2. In other examples, more, fewer, or different types of remote
devices can be ulilized and/or more, fewer, or different nurmbers of cach type of remote device
can be utilized than shown in Figure 1A, In still other examples, more than one network can
be used to conmect operator environment 110 with remote environment; e.g., one network for
the “BevA” devices and another network for the “DevB” devices; different networks for
different geographical regions of operator enviromment 110 and/or different geographical
regions of remote environment 120.

{8049  After carrying out one or roore commands, the device(s) in remote environment can
generate one or more responses and send the response(s) in response stream 126. Each of the
operator device(s} in operator environment 110 can examine response stream 126 for
responses from the specific device(s) associated with the operator device.

{60581  Afier receiving the responses from the specific device(s) associated with the

operator device in response stream 126, the operator device can provide feedback to th

S

s

operator. The feedback can include, but s not himited to, visual feedback, auditory feedback,
haptic (touch-based) feedback, and/or combinations of visual, auditory, and haptic feedback.
Each operator device in operator environment 110 and each device in remote environment
120 can be and/or include a computing device, such as discussed below in more detail in the
context of af least Figure 48,

{80511 In some examples, part or all of the commumication between operating environment
110 and remoie environment 120 can be secured. Figure 1A shows p secority devices {(8Ds)
114a ... il4p in operating cavironment 110, where security devices il4a, 114 are
espectively configured to secure coromunications between operators 112a, [12n and remote

environment 120, In the example shown i Figare 1A, communications between operator
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112b and remote environment are not secured by a security device; as such, these
communications may be unsecured. In other examples, secunity device 114 can be part of an
operator device, network 116, and/or a rernote device. In still other examples, such as shown
m Figure 1A, security device 114a, 114n, can be a scparate device from either an operator
device, network 116, or a remote device. For example, security device 114a can be a plog-
and-play type device; e.g., a dongle or other device connected to an operator device with a
Universal Serial Bus (USB) or similar cable, a card operating according to THEE [3%4 {e.g., a
PCMCIA card), or other removable device connected to the operator device for operator 112a
{8052}  In some examples, operator environment 110 and remote environment 120 can
overlap or be the same. For example, a rerote device can be configured to carry the operator
mito the remote environroent; ez, the remote device can be an underwater submersible, &
space device, or a walking robot. As ancther example, the operator environment 110 and
remote environment 120 may be separated by a small physical space; e.g, a wall of a lab,
power plant, or hazardous environment. Many other examples of operator devices, operators,
operating environments, networks, remote devices, and remote enviromments are possible than
described herein.

{8053} 1o some embodiments, additional signals can be encoded and added to command
stream 118 and/or response stream 126; ez, the additional signals are transmitied “m-band”
with command stream 118 and/or response stream 126. For example, the additional signals in
command stream 118 can be and/or include (pseudojrandom signals that contain unigu
mformation added by operators 112a, 112b... 112n. Similar (pscudoyandom signals can be
encoded by some or all of remotely-operable devices 122a, 122b...122m1 and/or 124a,
124b...124m2 and added to messages in response stream 126, These additional signals can be
configured to be difficult 1o detect by being encoded in various portions of messages, being
encoded m some but not other messages, and/or by being transmitted using a known secure
channel that is separate from command stream |18 and/or response stream 126.

[3854]  The additional (pseudo)randorm signals can be used to: (1) verify the content and the
freshuness of exchanged moessages; (i) recover the content of possibly corrupted data, (i)
verify reasonablencss of a command; and (iv) enable the remote manipulator to switch to an
autonomous operating mode and/or execule default command(s}. For verification of content
and freshness of messages, the additional signals can include, for example, timing

miormation, message sequencing miormation, message size imformation, parity check data,
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and/or check sum data. Parity checking and/or check sum data can be used to recover
corrupted data as well,
{8055 To verily the reasonableness of a command, operator 112a, 112b... 112n and/or
security devices 1 14a... 114p can determine predictive information for the remotely-operable
device. Once determined, the predictive information can be encoded as one or more
{additional) signals 1o command stream 118, An example of predictive information for a
remotely-operable device ROD 1s a futare status. A fisture status for remotely-operable device
ROD is a status predicted for ROD after ROD at least partially execules one or more
commands. As an example of a future status, suppose a remotely-operable device, such as
erotely-operable device 122a s headed in a direction of 90° and receives a command o
change its heading by +30°. Then a future status of a heading of remotely-operable device
122a 18 120°. As another example, if remotely-operable device 122a is moving at a speed of X
meters/second {m/s) and receives a command 1o increase speed by 0.2X m/s, then the future

5
H
i

status of a speed of remotely-operable device 122a 15 1.2X wv/s.

{80561  As a third example, suppose remotely-operable device 122a is moving at a speed of
X meters/second (my/s} along a heading of 45° moving at Y m/s. Then, if remotely-operable
device 122a receives coromand Co to reduce speed by 0.8Y wv/s and coromand Cf to change
the heading by -23°, then future statuses for remotely-operable device 122a include: a future
status of a speed of 0.2Y m/s after completely execoting command Cuo, a future statas of a
heading of 22° after completely executing command Cf, and a future status of a velocity of
0.2 s along a heading of 22° (or separate speed and direction future statuses) after
completely executing commands Ca and Cp.

180571 In some embodiments, the future status can be encoded in an additional signal for a
coromand message applicable to the commmand sent in the command message; eg., if
command message CMUO conveys command CO with a future status of FS0, then a body of
message CMO can inclade CO and an additional signal associated with CMO can encode FS{L
In other embodiments, future status FS{ can be included in the body of message CMO,

16058}  In even other embodiments, the future status can be applicable to a coramand other
than a commnand sent in a command message. For example, an operator can be configured to
send a command that is expected to be executed either conditionally or at a later time. Then, if
the condition arises or the later time is reached, the remotely-operable device can determine a
future status for the conditional/delayed conumand based on conditions afier the condition

arises or the later time is reached. As another example, future statuses can be delayed and/or
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ransmitted for only some commands — e.g., if a series of movement commands were to be
execuied, the future status can be calculated at certain points, such as a boginning of the series
of movement commands, at a waypoint reached in the series of movement commands, and/or
at an end of the series of movement coromands.

{80587 As still another example, the future statuses can be sent offset from the commands
to possibly confuse an atfacker; e.g., if the operator knows a remotely-operable device buffers
commands or there is a delay in caleulating future statuses on the remotely-operable device,
then a future status for & command can be sent in a command message for a later command
sent later than the command. For example, supposc the future status FSC for a command C is
seat 1o the subsequent command message. Then, let the next four coramands to a remotely
operable device be C1, C2, €3, and C4 with corresponding future statuses FS1, FS2, FS3, and

1
i

FS4. Then the next five command messages would inchide: message 1 inclading C1; message

2 including €2 and an additional signal encoding FS1; message 3 focluding €3 and an
additional signal encoding FS2; message 4 mcluding €4 and an additional signal encoding
FS3; and message 5 including an additional signal encoding ¥S4. Many other examples of
future statuses are possible as well,

180868  Upon receipt of a cormomand, a remotely-operable device can also calculate the
future status of the command. Then, if the future siatus calculated by the remotely-operable
device is within a permitted range of error as the received future status, then the command can
be considered to be transmitied accurately. Continuing the example above, if remotely-
operable device 122a is headed in a direction of 93° and receives a command to change its
heading by +30°, then a calculated future status of a heading of remotely-operable device
122a is 123°, which would be 3° different than a received future status of 120° as discussed
above. If the permitied range of error was £ 5°, then the command can be counsidered to be
have been transmitted accurately.

8861} A command whose received future status matches a calculated future status can be
considered « priori 0 be reasonable. In some embediments, a remotely-operable device can
determine a reasconableness of the command as well. Figure 1A shows each remotely-operable
device 122a, 122b...122mi and 1244, 124b...124m2 with a respective reality-rules database
(RRDB) 122¢, 122d...122¢ and/or 124¢, 1244d...124¢. Each reality-rules database can siore

one or more reality rules fo

[

the remotely-operable device, where each reality rule relates fo a

constraint on the remotely-operable device.
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180621  In some scenarios, the reahity-rules database 1s not transmitted, even in part, during
operation of a remotely-operable device. Rather, while the remotely-operable device is
operating, the reality-rules database is treated as a secret; i.e., a codebook about the remotely-
operabie device and its operating environment. As such, no information o the secret reality-
rules database s transmitted during operation. In some embodiments, the remotely-operable
device can be configured to ensure secrecy of the reality-rules database; eg, by use of
encrypiion, tamperproof devices for storage of the reality-rules database, and/or other security
mechanisms.

18063}  Example reality rules include, but are not limited to, roles about: range(s) of motion
of part or all of the remotely-operable device, range(s) of speeds and/or velocities of part or
£

all of the remotely-operable device, range(s) of aceelerations for part or all of the remotely-

operable device, a rule about a location for operating the remotely-operable device,

~

location{s) for operating part or all of the remotely-operable device, location(s) for not

operating part or all of the remotely-operable device a rule about a stress on the component,
range(s} of stresses on part or all of the remotely-operable device, distances between
components of the remotely-operable device, and distances between remotely-operable
devices. Many other example reality rules, include other example reality rules disclosed
herein, are possible as well.

[8864] For example, if remotely-operable device 122a 18 designed to move at speeds
between 0 and 5 mwy/s then a reality rule in reahity-rules database 122¢ can include a rule
specifying that the speed of remotely-operable device 1222 is consirained 1o be between 0 and
5 m/s. Reality rules can also include rules about future statuses; e.g., a reality-rule can specify
that a difference between a caleulated future status for a heading and a received future status
for a heading must be between -3 and +5° 1o be reasonable.

{B065]  In some cases, a threshold can be used to determine reasonableness. For example, if
remotely-operable device 122a is designed to move at speeds between O and 5 m/s, then a
reality rule in reality-rules database 122¢ can inchide a rule specifying that the speed of
remotely-operable device 122a is constrained less than a threshold of 5 m/s. Continuing this
example, at time t0, let remotely-operable device 1272a be moving at 2 m/s. If a command Cs]
is received by remotely-operable device 122a at 0 to speed up by 4 m/s, then a future status
FSsi would be that remotely-operable device 122a would be moving at 6 my/s, and so based

5
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on the S m/s threshold of the reality-rule, then remotely-operable device 122a can deternmune

that Csl is unreasonable.
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{80661 In some cases, a command can be reasonable if partially execuied. Agan let
remotely-operable device 122a move at 2 wy/s. If a command Cs2 is received by remotely-
operabie device 122a at t0 to speed up by 1 m/s for each of four scconds, then remotely-
operable device 122a can partially execute the coromand by speeding up by 1 nv/s until
reaching S ny/s, at which point, remotely-operable device 122a can determine the remamder of
command Cs2 13 unreasonable based on the above-mentioned 5 m/s threshold {(or 0 1o 5 m/s
range) and stop executing Cs2. Similarly for previously-mentioned command Csl to speed up
by 4 /s, remotely-operable device 122a can partially execute Cs! by speeding up from 2 n/s
to 5 /s, reach the threshold, and stop executing command Csi.
16867]  As avother example, while operating in remoicly-operable device 122a in remote
environment 120, remotely-operable device 122a can be permitied to move in certain
headings and not in other headings depending on a carrent location of the device. For
example, supposc that remotely-operable device 122a is not permitied to head south from its
current location, where south is defined based on a range of headings [HS1, HS2]. Then, let
remotely-operable device 122a receive a command Cs3 to change its heading by X°, where
changing its heading by (X/2)° would put the device within the [HS1, HSZ] range of
headings. Remotely operable device 122a can determine the future status of command Cs3
and either reject Cs3 as being unreasonable as Ce3 would have the deviee head south or
partially exccute the command by changing the heading of the device by shghtly less than
(X/2}°. The partially executed command can be determined to be reasonable but only partially
exccuted, partially (urjreasonable, or unreasonable but partially executable. Many other
examples of using threshelds to determine reasonability of commands and/or partial execution
of commands are possible as well.
[6068]  Multiple reality rules can apply to one command. Continuing the heading exarople,
once a difference in calculated and received futures statuses for a heading is determined 1o be
reasonable, then the heading and/or the future status of the heading can be checked for
reasonableness as well. As another cxample, suppose a command was received o move a
component of a remotely-operable device by 5 units i an X direction and 3 units ina ¥
direction, then reality rules apphicable to movement of the component in the X direction,
movement of the component in the Y direction, and perhaps, for the net movement of the
component in the XY direction, can be used to determine reasonableness of the movement

cormrmand.
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[806%] A reasonablencss value for a command can be transmitted from a remotely-
operabic device to an operalor via response stream 126; e.g., encoded in a feedback message
that is sent in response stream 126 1o the operator. The reasconableness value can be expressed
as a binary value {e.g., | = reasonable, 0 = unreasonable), a numeric value, an alphabetic
vahlue, an alphanumeric value, and/or otherwise expressed. Then, upon receipt by the operator,
the reascnableness value can be used as feedback on the command stream fo indicate the
cotrectness, or lack thereof, of commands in command stream 118 and/or of the security of
command stream 118,

{8678  In some embodiments, the feedback message and/or additional signals can also
mchide information about command(s) determined to be unreasonable; e.g., message
dentifiers, command identifiers, time(s) of reception of unreasonable commands,
mdication(s} of reason{s) for finding command(s} to be unreasonable, reality-rule identifier(s)
used to find the command(s} unreasonable, and combinations thercof. Fecdback about an
unreasonable command can be provided in response fo receplion of an unreasonable
command and/or as part of a report, log, or other record of unreasonable command(s). In
some embodiments, the operator can request that the remotely-operable device provide part or
all of a record of unrcasonable conmmand{(s); e.g., during system roaintenance; in 1esponse to
finding a speecific command unrcasonable where the remotely-operable device does not
otherwise provide feedback on unreasonable commands, The requested record can be
provided by the remaotely-operable device as additional signal(s) encoded into feedback 126,
16071} In other embodiments, an operator device can determine teasonablencss of
cedback. One technique to determine reasonableness of feedback can be based on previously-
provided commands. For examaple, suppose a command was sent by an operator device 1o
move a component of a rerotely-operable device by 5 units in an X divection and 3 voits o &
Y direction. Some tiroe after completion of the command, the operator device can received
feedback from the remotely-operable device indicating that the command was carried out.
180721 In this example, the fecdback information that the remotely-operable device moved
4.95 units in the X divection and 3 units 1o the Y divection. The operator device can determine
if the feedback matches, or nearly matches the action specified i the command — in this
example, the remotely-operable device missed performing the specified command by 0.05
units in the X direction.

{8073} In some embodiments; e.g., driving a bulldozer, this 0.05 umt difference may be

reasonable; while in other embodiments; e.g., operating a surgical manipulator or an electron
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microscope, this 0.03 unit difference may be unreasonable. The operator device can determine
the reasonableness of differences between commands and feedback based on threshold values;
e.g., a threshold difference 1o unit values, a threshold percentage difference, or a threshold
based on some other value. In other erobodiments, the operator device can be configured with
its own reality rules and/or reality-roles data base for determining reasonableness of feedback;
e.g., tules specifying the thresholds of differences between conmmands and feedback
mentioned just above.

180674]  In still other embodiments, the operalor device can be configured with a copy of the
RRDB provided io the remotely-operable device and can independently calculate the
casonableness of previously-provided commands using the technigues discussed above. In
even other embodiments, the operator device can deternine that feedback is unveasonable and
generate a notification to the operator that feedback is (potentially} uvnreasonable. The
operator can then review the notification, the feedback, and/or other information to decide
whether any action need be taken based on the (possibly} unreasonable feedback. In still even
other embodiments, the operator device can be configured to take action afier determining
feedback is unreasonable; e.p., gencraie comamands to correct differences between previously-
provided command(s) and corresponding feedback. Continuing the example above, the
operator device can determine that the sbove-mentioned 0.05 unit differcnce m the X

dimension is unreasonable based on its own reality nides and/or thresholds, generate a
command to a remotely-operable device to move .05 units in the X dimension, and then send
the generated conmumand to the remotely-operable device.

{80751 A backop command can be encoded as an additional signal of command stream
118, If a command is determined to be unreasonable, the backup command can be executed.
For example, if a remotely-operable device receives a conmmand CM1 to move along &
designated heading, a backup command can be to stop the remotely-operable device, as the
likely reason command CMI is unreasonable is that the remotely-operable device is being
directed to a restricted area or region where the device is not supposed to operate.

16076} A remolely-operable device can, when presented with an unreasonable command,
enter into a (semijautonomous mode. While in the (semi)autonomous mode, the remotely-
operable device can utilize some or all of the functionality of the remotely-operable device.
For example, while in the {semijautonomous mode, the remotely-operable device may be able
to move 1iself, but can perform all other functions of the remotely-operable device. As another

example, suppose a particular component of the remotely-operable device s potentially
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dangerous to operate without human control. Then, the remotely-operable device may be
instructed not to use the particular component while in {semijautonomous mode. Many other
examples of operation of the remotely-operable device in an autonomous or semiautonomous
mode are possible as weil.

86777 In some embodiments, one or more reality rules can control {semijastonomous
mode operation. For exanple, suppose reality rule(s) specified that the remotely-operable
device can reasonably move at speeds between 0 and 5 w/s, while in a controlled (normal
operating) mode, and move at speeds between § and 2 wy/s while in a (semijautonomous
mode. As another example, suppose reality rule(s) specified that the remotely-operabic device
can reasonably move within 1 meter of a restricted region of remote environment 120 while in
the controlled mode, and move within 5 meters of the rvestricted region while in the
(serm jautonomous mode.

100781  Asa further exanple, the remaotely-operabie device can be configured to operate in
the {sermujautonomous mode until the remotely-operable device is at a safe stop position when
benign failures and malicious activates are detected. The safe stop position, and other
positions, can be determined using virtual fixtures; eg., specifications of dimensiong of
forbidden region(s) and/or allowable (not forbidden) regions. Then, operating until reaching a
safe stop position can mvolve moving the remotely-operable device autonomously unti the
remotely-operable device is n an allowable region as defined by the virteal fixtures. Onee in
the aflowable region, the remotely-operable device can partially or completely shut down;
e.g., come 1o a safe stop.

{80781 In some embodiments, the remotely-operable device can receive fecdback about
classifying commands as reasonable and/or unrcasonable. A reality-rules database and/or
other aspects of the remotely-operable device can be modified based on this feedback. For
example, if commands instructing a remotely-operable device to operate safely are
determined to be unreasonable by the remotely-operable device, then the reality-rules
database can be modified to enable the remotely-operabie device to determine the comnmands
arc reasonable.

{60881  In some scenarios, the remotely-operable device may be knowingly commanded to
operate in an unveasonable fashion; e g, during an emergency. As such, the remotely-operable
device can be configured to operate in an emergency mode. During the emergency mode,

some or all reasonableness checks can be disabled to permit the operator{s) of the remotely-

operable device to command as necessary without bemng overridden by the remotely-operable
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device. For example, suppose a remotely-operable device was configured with a temperature
sensor and a reality-rule database with a role RT indicating the remotely-operable device can
operate in temperatures in a | -40°F, +160°F] range. ¥ the remotely-operable device then
eceives a command to enter mto a bumning building during an emergency, the temperature
sensor can indicate that the remotely-operable device is being commanded to move inlo a
region where the lfemperature is greater than +160°F, and so determuine the command is
unreasonable based on rule RT. However, if the remotely-operable device is operating in an
emergency meode, the commands may not be subject to reasonableness checks and/or rule RT
can be ignored, and so the remotely-operable device can carry out the cormand to move into
the burning building.

{BO81]  In some embodiments, the emergency mode can be entered only after a series of

signals and/or commands are received to make eniry into the emergency mode difficult to be

entered mto cither accidentally or maliciously. For example, entry in to the emergency mode
can be rejected as unreasonable when for a mumber N of requests, eg, N = 2 or 4, before
entering into the emergency mode upon the N+ 1’st request. Rejecting a number of requesis
beiore evertual acceptance can discourage malicious emergency-mode eniry and reduce the
likelihood of accidental eroergency-mode eniry. As another example, a single-use emergency-
mode secret can be transmitted from the operator as part of a command requesting
emergency-mode eniry. Upon receipt of the command, the remotely-operable device can
compare the ransmitied secret (o an emergency-mode secret stored on the remotely-operable
device; e.g., stored fu a reality-rules database treated as a secret. Then, #f the received secret
matches the transmutted sccret, then the remotely-operable device can enter mto the
emergency mode.

{60821 1o other embodiments, the fransmitted secret can itself be encrypted; eg., using
public-kev encryption. Then, upon reception of the encrypted transmitied secret, the remotely-
operable device can decrypt the received secret and then compare the received and decoded
secret with the stored secret. Other key-exchange technigues can be used instead or as well {o
share a seeret, such as but not imited to the emergency-mode seeret, between the operator and
the remotely-operable device.

180831  In sull other ermbodiments, single-use secrets can be used {o enable other normally
protecied operations for the remotely-operable device. As one exarple, a single-use RRDB-
download secret can be transmitted from the operator device as part of a command requesting

that the remotely-operated device download a copy of the RRDB to the operator device. A
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related example can include a single-use RRDB-upload secret can be transmitted from the
operator device as part of a command requesting that the remotely-operated device accept
uploading of a copy of a RRDB frowm the operator device; e.g., to correct the REDB. In some
embodiments, the RRDB-upload secret can be sent by the remotely-operable device 1o the
operalor device to request a copy of the RRDB; e.g., the remotely-operable device determines
the REDB has become corrupted, vet requires the RRDB for continued operation, and so the
remotely-operable device sends the RRDB-upload secret as part of a request {or a fresh copy
of the RRDB.

{80847  As another example, a single-use RRDB-modification secret can be transmitted
from the operator device as part of a command requesting one or more modifications to the
RRDB. If the RRDB-modification mode secret s accepted by the remotely-operable devicee,
then the remotely-operable device can send 2 RRDB-modification notification to the operator
device that the RRDB can be modified. After recciving the RRDB-modification notification,
the operator device can send database commands to review, update, delete, and/or msert
reality-rule(s} in the RRDB. In particular embodimenis, acceptance of the RRDB-
maodification mode secret enables an editing session to make multipiec updates to the RRDB —
once the editing session is completed, modifications are no longer permitted. In other
embodiments, acceptance of the RRDB-medification mode secret enables making a
predetermined maximom number MaxMaods of modifications to the RRDB; e.g., MaxMods =
1, 5, 10, or some other nuraber.

16085} In even other embodiments, an operation, such as but not limited to, RRIDB upload,
RRDB download, and/or RRDBE modification, can be proposed by one device (e.g., the
operator device), and verified by the other device {e.g., the remotely-operable device) one or
more times before finding the request to be reasonable. Finding the operation to be reasonable
can mvolve one or more exchanges of messages between the remotely-operable device and
the operator device; these exchanges can allow negotiation of the request {e.g., download or
upload only a portion of the RRDB, seiting the above-mentioned MaxMods value) and/or
verification of the proposed request. For cxample, an operation can be rejected as
unreasonable for a number N of requests, eg, N = 2 or 4, before finding the operation as
validated upon the N-+17st request.

{8086f Rules within a reality-rule datsbase for a remotely-operable device can be
configured with one or rore indicators that indicate applicability of the rule based on a mode

of the remotely-operable device. For example, the above-mentioned rale RT can have
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mdicators that role RT is apphicable while the remotely-operable device is operating in a
controlied maode or a {semilautonomous moede, but not while the remotcly-operable device is
operating in an cmergency toode. Many other examples of operating modes and
corresponding mdicators are possible as well.
{88871  Figure | B llustrates operating environment 130 with offices 130, 134, 138 making
up the operator enviromment 110 connected to remote hospital 144 using network 116, For
example, operators 132, 136, and 140 (e.g., surgeons and/or other medical personnel) can
remotely operate on patient 150 in hospital 144 using surgical manipulators 146, 148 as
remotely-operable devices. Figure 1B shows two types of surgical manipulators: type A 146,
and type B 148, In some examples, one type of surgical manipulator can be used in a remote
operation; in other examples, more than two types of surgical manipulators can be used in a
remote operation; and in even other examples, remotely-operable devices other than surgical
manipulators can be used i a remote operation; e.g., highting devices, anesthetic equipment,
diagnostic equipment, ete. In still other examples, medical procedures other than operations
can be performed remotely; e.g., diagnoses, examinations, ohservations.
{8088}  Each respective office 130, 134, 138 has a respective operator 132, 136, 140 having
one or more operator devices for controlling manipulators 146, 148 in hospital 144, Each
operator device can send surgical comumands in surgical command stream 142 via network
116 and security device 114 in hospital 144 to mantpulators 146 and/or 148. In response to
surgical commands in surgical command stream 142, manipulators 146, 148 can send
Tesponses in response siream 152 to operators 132, 136, and/or 140 via security device 114
and network 116, Responses in response strearn 152 can mclude, but are not hmited to
feedback to operators 132, 136, and/or 140; eg., visual feedback, auditory feedback, haptic
{touch-based) feedback, and/or combinations of visual, auditory, and haptic feedback.
{6089  Asshown in Figure 1B, surgical command stream 142 s accompanied by additional
command signals 142a. In some embodiments, surgical command stream 142 can be
transmtted separately from comamand signals 142a; e.g., additional coramand signals 142a are
transniitted out-of-band with respect to surgical command stream 142. As also shown in
Figure 1B, response streamn 152 is accompanied by additional response signals 1524; e.g,,
additional response signals [52a are transmitted out-of-band with respect to response stream
152, Signals in additional commmand signals 14Za and additional response signals 15Z2a can
melude some or all of the (pseudojrandom signals and additional signals discussed above in

the conlext of at least Figure 1A,
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{80981 Figure 1B illustrates that each manipulator 146, 148 is configured with a respective
reality-rulcs database 146a, 148a. Reality-rules databases and reality roles are discussed above
m more detail in the context of at least Figure 1A, Manipulator 146 and/or manipulator 148
can be configured to perform some or all of the features of a remotely-operable device
discussed above in the context of at least Figure 1A, Also, some or all of operators 132, 136,
and 140 can be configured to porforio some or all of the features of an operator as discussed
above in the context of Figure 1A,

180911 Figure 1C illustrates operating environment 160 with office 162 acting as the
operator environment connected to remote devastated arca 174, road 176, and disposal site
178 using network 172, Office 162 has four operators controlhing respective remotely-
operabie devices: bulldozer {dozer, for short) operator 164 for operating remote bulldozer
184, tnuck operators 166a, 166b for operating respective remote trucks 182a, 182h, and crane
operator 168 for operating crane 180,

{66921  The four operators and associated operator devices can restore devastated area 174
by providing commands for loading materials into trucks 182a, 182b using crane 180 and
carrying the materials away from devastated area 174 on road 176 to disposal site 178, In
some examples, one or two types of equipment can be used n congtruction operation, such as,
bui not himited to, restoring a devastated area, hazardous waste cleanup, landmine detection
and removal, undersea building, remote constroction, eic. In other examples, more than three
types of equipment can be used in a remote construction operation; and in even other
examples, remotely-operable devices other than construction equipment, such as crancs,
irucks, and bulldozers, can be used in an remote construction operation; e.g., demeolition
equipment, welding, fabrication and assembly cquipment, test equipment, etc.

[6093]  Each operator device operated in office 162 can send operating commmands 170 via
secure network 172, Secure network 172 can inchude one or more security devices 114
configured for securing communications between office 162, devastated area 174, road 176,
and disposal site 178, such as but not himited to communications including operating
commmands 170 and/or responses 186. For example, suppose bulldozer oporator 164 13
utthizing an operating device configured for voice communications o disposal site 178, In this
example, secure network 172 and/or security device 114 can be configured to encrypt or
otherwise secure voice communications between office 162 and disposal site 178,

{8094} In response to operating commands 170, crane 180, trucks 18Za, 182b, andior

bulldozer 184 can send responses 186. Responses 186 can include, butl are not Hmited to
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feedback to operators 164, 166a, 166b, and/or 168; e.g., visual feedback, auditory {eedback,
haptic (touch-based) feedback, and/or combinations of visual, auditory, and haptic feedback.
[60895]  As shown in Figure 1C, operating comuoands 170 are accompanied by additional
signals, such as the additional signals transmitted in-band with command stream 118 of
Figare 1A, As also shown in Figure 1C, responses 186 are accompanied by additional signals,
such as the additional signals transmitted in-band with response stream 126 of Figure 1A,
Additional signals in operating commands 170 and responses 186 can inclade some or all of
the {pscudojrandom signals and additional signals discussed above in the context of at least
Figure LA,

{8096}  Figure 1C illusirates that each of crane 180, trucks 182a, 182h, and bulldozer 184 is
configured with a respective reality-rules database 180a, 182¢, 182d, and 184a. Reahity-rules
databases and reality rules are discussed above in more detail in the context of at least Figure
1A, Crane 180, trucks 182a, 182b, and bulldozer 184 can be configured fo perform some or
all of the features of a remotely-operable device discussed above in the context of at least
Figure 1A. Also, some or all of operators 164, 166a, 166b, and 168 can be configured to
perform some or all of the features of an operator as discussed above in the context of Figure
1A,

[8897F  Figure 1D illustrates operating environroent 190 with home 192 as the operator
environment connecied to remote laboratory 194 asing network 116, For example, technician
(tech for shorty 192a can remotely perform experiments on samples 196 i laboratory 194
using remote devices 194a, 194b, 196¢. In some examples, more or fewer than three devices
can be used for remote laboratory experimenis. In other examples, other procedures and
experiments can be performed remotely; e.g., testing, obscrvation, etc.

{6098 Home 192 includes technician 192a with one or more operator devices for
controlling devices 194a, 194b, and 194c. Each operator device can send sample-related
commands 198a via security device 1 14a in home 192, network 116, and security device 114b
in laboratory 194 1o devices 194a, 194b, and/or 194c. In response o sample-related
commands 1983, devices 194a, 194b, 194¢, can send responses 198b to an operating device
utthzed by technician 1923 via security device 114b, network 116, and security device 1i4a.
Responses 198b can mclade, but are not Hmited o feedback to technician 192a; e.g., visual
feedback, auditory feedback, haptic {touch-based) feedback, and/or combinations of visual,

auditory, and haptic feedback.
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180991  As shown in Figare 1D, sample-related commands 198a are accompanied by
additional signals, such as the additional signals transmitted in-band with command stream
118 of Figure 1 A. As also shown in Figure 11, responses 198b are accompanied by additional
signals, such as the additional signals transmitted ju-band with response stream 126 of Figure
LA, Additional signals in sample-related commands 198a and responses 198b can include
some or all of the (pseudoyrandom signals and additional sigoals discussed above i the
context of at least Figure 1A.
[80106¢] Figure 1D illustrates that each device 194a, 194b, 194¢ is configured with a
respective reality-rules database 1944, 194¢, 1941 Reality-rules databases and reality rules are
discussed above in moore detail in the context of at feast Figure 1A, Some or all of devices
194a, 194b, and 194¢ can be configured to perform some or all of the features of a remotely-
operable device discussed above in the context of at least Figure 1AL Also, tech 192a can be
counfigured 1o perform some or all of the features of an operator as discussed above in the
context of Figare 1A,

Example Constraints on Remotely-Operable Devices
{86181} Figure 2A illusirates remotely-operable device 200 operating in region 210, which
n tumn includes a smaller region 212, in accordance with an embodiment. Remotely operable
device is configured with sensor 224 and can roove at joints 230 and 240 to manipulate
msirument 220. Sensor 222 can be configured to provide information about mstrument 220.
For example, sensor 222 and/or 224 can be or include a camera. Many other examples of
sensors 222 and/or 224 are possible as well, In some scenarios, remotely-operable device 200
can mclude reality-rules database 226. Reality-rules database 226 can include rules about
constraints on remotely operable device.
[60162] Features of the environment and of remoiely-operable device 200 can place
constraints on operating the device. Example constratnts from features of the environment
mclade a constraint to remain within region 210, a constraint not to enter region 212, or a
constraint to maintain a tip of mstrument 220 above region 212, Many other constraints from
features of the environment are possible as well,

~
e

{86383} In some embodiments, constramts from features of the environment can be
observed using sensors configured for observing the environment; e.g., sensors 222, 224,
Based on information from the sensors configured for observing the environment, remotely-
operable device 200 and/or an operator (not shown in Figures 2A and 2B} can deternune

whaether constraints from {eatures of the environment are being enforced.
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{80184} Figure 2B illustrates example consiraints on components of remotely-operable
device 200, in accordance with an embodiment. One cxample constraint is that joint 230 of
emotely-operable device 200 operate with one degree of freedorn (IDOF) within a range 234
of approximately 180%.
{88185} Three example constraints for joint 230 of remotely-operable device 200 are
Hustrated in Figure 2B. One constraint is range 244 of moverment about a Y axis (shown as a
dashed line for range 244) in an XZ plane for rotations within a 360° range; e.g., remotely-
operable device 200 can rotate freely about the Y axis. A second constraint is range 246 of
movement about a Z axis {(shown as a dashed line for range 246} in an XY piane within an
approximately 160° range permiiting movement within approxiraately 80° on either side of
the Y axis. A third constraint 15 range 248 of movement about an X axis (shown as a dashed
line for range 248) m a YZ planc to rotations within an approximately 180° range with
movement permitted within from about -20° to about 160° with respect to the Y axis.
[60186] Fach of these example constramts on jomts 230 and 240 can be observed using
sensors configured for observing remotely-operable device. For example, sensor 232 can be
configured to observe motion of joint 230 and sensor 242 can be configured to observe
motion of joint 240, In some embodiments, sensor 232 and/or sensor 242 can he configured to
cbserve rates of motion {e.g., velocitics, aceclerations), siresses, terperatures, and/or other
conditions related to jomts 230 and/or 240. Based on these observations, additional
constraints can be determined for remotely-operable device. Some or all of the constraints for
remotely-operable device 200 can be stored as reality nude(s) in reality-rule database 226, such
as discussed above in the context of at least Figure 1A,

Example Security Bevice Operating Scenario
{B0187] Figore 3 illusirates example scenario 300 for operating security device 114 in
operating environment 160 shown in Figure 1C, in accordance with an embodiment. Scenario

1
i

300 begins with at security device 114 receiving at least two inputs — command stream 170

and response stream 186, Figure 3 shows two example commands in command stream 170:
command 310 for an operating session “1” 1o perform an operation of “X” at position "(a,
T

b,....Y" with force “f1” and command 312 for an operating session “2” to perform an

93

operation of “Y” at position “(a2,b2,....)" with force “f27.
{80188] Command 312 also has two additional signsals encoded in fields of the command:
additional signal “AS1a” encoded within 4 session field of the command and additional signal

“ASIb” encoded within a force field of the command. Encoding additional signals within
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fields of messages is discussed in more detail in the context of at least Figure 4. In other
scenarios, more, different and/or fewer commands can be part of conunand stream 170 and/or
more, different, and/or fewer data tterns can be provided as part of a comnmand o command
stream 170.

[8818%] In scenario 300, operating session | is between crane operator 168 and crane 180
and operating session 2 is between iruck operator 166a and truck 182a. Specification of onc or
more operator identifiers and one or more remotely-operable device identifiers can be
determined from the operator(s) and remotely-operable device(s) associated with the session
pumber. In other scenarios, operator identifien(s) and/or remotely-operable device identifiers

o
7
I

can be specified directly as part of conunands in command strearn 170 and/or responses
esponse streary 186,

{88110} Sccority device 114 can be configured to be associated with a remotely-operable
device. In some embodiments, security device 114 can be configured to generate additional
signals based on input {rom the associated remotely-operable device and from reality rules
related to the remoiely-operable device stored in reality-rules database 334a. In particular
embodiments, security device 114 can be configured to encode the additional signals into
response streamn 186 sent by or on behalf of the remotely-operable device. In other
embodiments, security device 114 can be configured to decode command stream 170 {o
obtain additional signals from command stream 170 and convey the obtained additional
signals to the associated remotely-operable device. In siill other embodiments, security device
114 can be a component of the associated remotely-operable device.

{80111} Security device 114 can be configured 1o be associated with an operator and/or an
operator device. In some embodiments, security device 114 can be configured to generate
additional signals based on input from the associated operator and/or operator device and
from reality rules related to the associated operator and/or the operator device stored in
reality-rules database 334a. In particular embodiments, security device 114 can be configured
to encode the additional signals into comvmand stream 170 sent by or on behalf of the
associated operator and/or operator device. ki other embodiments, security device 114 can be
configurad to decode response stream 186 to obtam additional signals from command stream
170 and convey the obtained additional signals to the associated operator and/or operator
device. In still other embodiments, security device 114 can be a component of the associated

operator device.
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1806112} Figure 3 shows two example responses in response stream 186: responses 320 and
322. Response 320 to commmand 310 in operating session 17 includes a force feedback with a
force “137, related imagery provided on a video stream “vsirl” for secssion 1 (“sessl” as
shown in Figure 3}, and related audio provided on an audio stream “asty3” for session |.
Figure 3 also shows thal the video stream “vatrl” of the related imagery also includes an
additional signal “AS2” encoded within the video stream.

[801131 Response 322 to command 312 in operating session "2 includes a force feedback
with a force “f47, related imagery as a file entitled “image237.jpg”, and related aodio
provided on as a file “aud443.mp3”. Figure 3 also shows that the file “aud443.mp3” of the
related audio also jncludes an encoded additional signal “AS3”, Encoding additional signals
within audio and video data is discussed m more detail in the context of at least Figure 4. In
other scenarios, more, different and/or fewer responses can be part of response stream 186
and/or more, different, and/or fewer data itens can be provided as part of a response in
response stream 186,

{80114} In scenario 300, cach of command stream 170 and response stream 186 conveys
additional signals, such as discussed above in the context of at least Figure 1A, In some
embodiments, security device 114 can be configured to encode additional signals iunto
commmand sirearn 170 and/or response stream 186 and/or decode additional signals from
command sireams 170 and/or response stream 186, such as, but not limited to additional
signals ASla, ASlh, ASZ, and AS3.

160115] In scenario 300, commands from command stream 170 and responses from
response stream 186 can be provided as mputs to security device 114, Security device 114 can
inchude secure coprocessor 330 to provide processor{(s} {e.g., central processing units {CPUs),
graphics processing units {GPUs), math coprocessors, cic.}, security-specific hardware {e.g

application-specific integrated circuits {ASICs), other circuits including other integrated
circuils), memory, interconnection devices {e.g., buses}), firmware, and/or software for
security-related processing.

[60116] Examples of security-related processing melude, but are not limited to, signature
generator 332 and encryption/decryption device 336, Signature generator 332 can determine
or generate a signature for an operator of a remotely-operable device based on commands
input from command stream 170, responses mpwt from response stream 186, and/or other
mputs (e.g., timing data, remotely-operable device schedules, ete). Signature generation is

described in more detail in at least Figure 3 below,
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1806117} Signatures and associated identities (1Ds} can be stored in signature/ID database
334. For example, signature/ID database 334 can receive a query with a given ID, retrieve a
stored signature associated with the given 1D, and provide a query response with the given 1D,
As another example, signature/1D database 334 can receive ancther query with a given
signature, retrieve a stored ID associated with the given signature, and provide a query
response with the stored 1D, If] in afier receiving a particular query for an I or signature, o
matching signature or 1D, the query response can mndicate that no matching data is available.
In some scenarios, signature/ID database 334 can receive other queries, reirieve other data
based on the other queries, and provide query reports based on the retrieved other data.
{60118} in combination, signature generator 332 can generate a signature from commands,
esponse, and other mputs as discussed tmmediately above, form a query with the generated
signature to signature / ID database 334, and receive a guery response from signature / 1D
database 334 with an 1D associated with the generated signature.

{66119} Then, security device 114 can generate reports and/or take action(s) based on the
mformation in command stream 170 and response stream 186 as well as signature
information, such as, but not limited to, 1D reports (1DRs), anomaly reports (ARs), security
reports {SRs), sccurity anomalics {SAs), and action reporis {Acts) as shown in Figure 3.
[60126] 1D reports and anomaly reports can be based on signature information. Example 1D
report 340, as shown in Figore 3, indicales that a signature of “Operator 737 has been
generated and matched with an D for operating remoiely-operable device “Crane 1807
Example anomaly report 350, shown in Figure 3, indicates that a signature has been generated
for remotely-operable device “Crane 1807 that does not match the signature of “Operator
1687, and so anomaly report 350 indicates that operator 73 is no longer associated with crane
180,

{88121} Sccurity reports and security anomalies can based on additional signals conveyed
with command stream 170 and/or response stream 186, Example security report 342, shown
in Figure 3, indicates that no securily issues have been detected regarding “Session 27 for the
last 10 moinutes. Such periedic reports can indicate that additional signals are being processed
successfully and so indicate that command stream 170 and/or response stream 136 are hikely
not be subject to attack. Security report 344 mdicates that “Security Data”; e.g., some or all
additional signals, are “Missing” regarding message (msg} “127 of “Session 17, indicating a
possible attack, as expected additional signals were not received. Example anomaly report

350, shown m Figure 3, indicates that a signature has been generated for remotely-operable
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device “Crane 1807 that does not match the signature of “Operator 1687, and so anomaly
report 350 indicates that operator 73 1s no longer associated with crane 180,
{60122] Example actions that can be taken ijnclude, but are not limited to, instructing a
emotely-operable device to use a backup command, mstnicting a remotely-operable device to
reach a safe stop posilion, instructing a remotely-operable device to enter or exat a mode of
operation, inhibiting fransmission of one or more commands from one or more operator
devices and/or to one or more specified remotely-operable devices, enabling transmission of
one or more commands from one or more operator devices and/or to the one or more specified
remotely-operable devices, inhibiting {ransmission of onc or more responses from one o
more specified remotely-operable devices and/or to one or more operator devices, enabling
transmission of one or more responses from one or more specified remotely-operable devices
and/or to one or more operator devices, requesting additional information about an operator
{e.g., request the operator generate a command with a name, personal 1D number (PIN),
biometric information, etc.), request retransmission of comvpands and/or responses, send
command(s} to start or stop one or more specified remotely-operable devices, and send
command(s} to start or stop one or more specified operator devices. In some cases, action
reports can fnclude information about actions taken by a remotely-operable device other than
actions taken in response to an unencoded conmmand in command stream 170; e.g., actions {o
reach a safe stop position, ose of backup instructions, actions laken while i a
(serijautonomous mode, and other actions taken by the remotely-operable device.
160123} Figure 3 shows threc example action reporis — action report 360 for "Mov[ing]
Actuator D of Crane 182 to position X7 and “stop{ping] Actuator D7 as actions taken to reach
a safc stop position for crane 182, action report 362 where “Truck 182a” was “Slow[ed]” to
“10 MPH” while 1 a (semijautonomous mode “SAM”, and action report 364 indicating a
“Backup instraction {was} used”. Mauny other reports and actions are possible as well,
Example Message Lavouts for Encoded Messages
{88124} Figure 4 depicts example layouts of part or all of message 400, in accordance with
an erabodiment. Message 400 can be a coramand message; e.g., patt of a command message
siream, a feedback message, e.g., part of a fecdback message stream, or some other type of
message. Figare 4A shows a top layout of message 400 labeled “Message Layouot” with seven
fields. The seven fields are shown, from left to right, being respectively configured to store
four, one, one, two, four, four, and eight units of data for message 400 for a total of 24 units

of data. Units of data can be bits, bytes, or some other unit of data storage.
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[80125] Ficld 402 is shown in Figure 4 using a grey color to indicate that the four units of
data for field 402 are intended to be encoded units of data; e.g.. configured for carrying the
additional signals discussed above in the context of Figures 1A through 3. The top layout of
Figure 4 also shows the six fields other than field 402 using a white color to mdicate that the
20 units of data for the six fields of data are mtended to be unencoded. Each of the seven
layouts shown in Figure 4 are configured with the same seven fields shown in the “Message

o

Layout” (top) layout of Figure 4, and so are configured to hold four units of encoded data and
20 onits of unencoded data, for a total of 24 units of data.

180126} The “Whole Field” layout, shown second from top in Figure 4, shows that three
entire, or whole, ficlds 410, 412, 414 are used o encode data for message 400, The unencoded
data that would otherwise be stored in fields 410, 412, and 414 can be stored in the otherwise
unused fifth field from the right {corresponding to field 402} in the Whole Field layout. As
such, message 400 using the Whole Field layout, and the other layouis in shown in Figure 4,
can melude four units of encoded data (depicted in Figure 4 using grey) and 20 units of
mmencoded data (depicted in Figure 4 using white),

{86127} In some protocols, most-significant bits (MSBs) and/or least-significant bits (LSBs)
of fields are rescrved, designated for cxpaunsion, or otherwise indicated as rarely or never
used. As such, MSBs and/or LSBs of felds of data can be used to encode additional signals,
such as shown in respective layouts labeled “MSBs” (third layout from top) and “LSBs”
(fourth layout from top) in Figure 4. Combinations of MSHs and LSBs can be used as well,
such as shown 1 the layout labeled “MSB/LSBs” (ifth layout from top) in Figure 4. Further,
data can be encoded in arbitrary or random positions of message 400 in Figure 4, such as
shown in layouts respectively labeled “Arbitrary Positions” (sixth layvout from top} and
“Random Positions” (seventh layout from top). The unencoded data that would otherwise be
stored in fields of these layouts can be stored in the otherwise unused units of data in the fifth
field from the right in the respective layout {corresponding to field 402 in the top layout of
Figure 4), as the {ifth field is originally designated for storing encoded data.

[60328] The layouts depicted n Figure 4 and other layouis can be varied to cnable changing
locations of encoded data around between messages, and so increase the difficulty of
determining the presence of encoded data i a message stream inchiding several copies of
message 400,

[60129]  In examples not shown in Figure 4, other types of data can be encoded to convey

additional signals, such as, but not limited to audio, video, binary and/or other types of data
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that are conveyed in command, foedback, and/or other messages. For example,
steganographic technigues can be used to encode additional signals info image and/or video
data, and strailar techniques to steganography can be used to encode additional sigoals into
binary data. As another example, modulation of pre-determimned frequencies and/or addition of
data carried on pre-determined frequencies of audio data can be used to encode additional
signals wto audio data. Many other examples of encoding additional signals into data into
command, feedback, and/or other messages.

An Example Computing MNetwork

{80138 Figure 5A is a block diagram of example computing network 500 in accordance

ot

with an cxample embodiment. ¥n Figure 5A, servers 508 and 510 are counfigured to

communicate, via a setwork 546, with client devices 504a, 504b, and 504¢. As shown i

ot

i
Figare 5A, client devices can include a personal computer S04a, a laptop computer 504b, and
a smart-phone 504c. More geonerally, chent devices 504a-504c¢ (or any additional chient
devices) can be any sort of computing device, such as a workstation, network terminal,
desktop computer, laptop compuier, wircless commumication device {e.g., a cell phone or
smart phone), and so on.

801314 The network 506 can correspound 1o a local area network, a wide area network, a
corporate intranet, the public Internet, combimations thereof, or any other type of network(s)
configured to provide commumnication between networked computing devices. In some
embodiments, part or all of the communication between networked computing devices can be
secured.

160332} For example, network 116 and/or secure network 172 can be embodiments of
network 506. As such, network 306 can be used to connect remotely-operable devices in one
Ot More rerote environments with operator devices i one Or more operator environments,
such as, but not Hmited to, the remote environments and operator enviromments shown in
Figures 1A-1D.

166133] Servers 508 and 510 can share content and/or provide content to client devices
504a-504¢. As shown o Figure SA, servers 508 and 510 are not physically at the same
location. Alternatively, recipe servers 508 and 510 can be co-located, and/or can be accessible
via a network separate from network 506. Although Figure SA shows three client devices and
two servers, neiwork 306 can service more or fewer than three client devices and/or more or

fewer than two servers.
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An Example Computing Bevice
[80134] Figure 5B is a block diagram of an example computing device 520 including
user interface module 521, network-comnmnication interface module 522, one or more
processors 523, and data storage 524, m accordance with emmbodiments of the invention.
{80135 In particular, computing device 520 shown in Figure SA can be configured to
perform one or more functions of chient devices 504a-504¢, network 506, and/or servers 508,
510, Computing device 520 may include a user interface module 521, a wvetwork-
communication interface module 522, one or more processors 523, and data siorage 524, ol
of which may be linked together via a system bus, network, or other connection mechanism
525.
{60136 Computing device 520 can be a deskiop computer, laptop or notebook
computer, personal data assistant (PDIA}, mobile phone, embedded processor, or any similar
device that is equipped with at least one processing unif capable of exccuting machine-
language mstructions that implement at least part of the herein-described techniques and
methods, including but not himited to metheds 600 and 650 described below with respect to
Figures 6A and 6B.
160137} User interface 521 can receive input and/or provide output, perhaps to 2 user.
User mterface 521 can be configured to send and/or receive data fo and/or from user input
from mput device(s), such as a keyboard, a keypad, a touch screen, a computer mouse, a track
ball, a joystick, and/or other similar devices configured to receive input from a user of the
computing device 520, User mterface 521 can be configured to provide output to output
display devices, such as one or more cathode ray tubes (CRTs), hquid crystal displays
{LCDsy, light cmitting dindes (LEDs), displays using digital light processing (DLP)
technology, printers, light bulbs, and/or other similar devices capable of displaving graphical,
textual, and/or numerical nformation to a user of computing device 5320, User mterface
moditde 521 can also be configured to generate audible cutput(s), such as a speaker, speaker
jack, audic output port, audio outpul device, carphones, and/or other similar devices
configured to convey sound and/or andible tnformation to a user of computing device 520. As
shown in Figure 58, user interface can be configured with hapltic interface 521a that can
recetve nputs related to a Haptic Interface Point, a remote device configared to be controlled
by haptic interface 521a, and/or other inputs, and provide haptic outputs such as tactile

eedback, vibrations, forces, motions, and/or other touch-related outputs,
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180138} Network-communication interface module 522 can be configured to send and
reccive data over wireless interfaces 527 and/or wired interfaces 528 via a network, such as
network 506. Wired interface(s) 528, if present, can conyprise a wire, cable, fiber-optic link
and/or similar physical connection to a data network, such as a wide area network (WAN), 4
local area network (LAN), one or more public data networks, such as the Internet, one or
1ote private data networks, or any cornbiation of such networks. Wireless interface(s) 527 if
present, can ufithize an air interface, such as a ZigBee, Wi-Fi, and/or WiMAX interface 1o a
data network, such as a WAN, a LAN, one or more public data networks {e.g., the Internet),
one or more private data networks, or any combination of public and private data networks.
{80139 In some embodiments, network-conumunication interface module 522 can be
configured to provide reliable, sccured, and/or authenticated communications. For each
communication described herein, information for ensuring reliable commumications (ie.,
guaranteed message delivery) can be provided, perhaps as part of a message header and/or
footer {e.g., packet/message sequencing mformation, encapsulation header(s) and/or focter(s),
size/time information, and transmussion verification mformation such as CRC and/or parity
check values). Commumnications can be made secure {(e.g., be encrypied) and/or decrvpted
using one or more crypiographic protocols and/or algorithms, such as, but not Hmited to,
DES, AES, RSA, Diffie-Hellman, and/or DSA. Other coryptographic protocols and/or
algorithms can be used as well as or in addition to those listed herein to secure {and then
decrypt) communications,
1601406 Processor(s) 523 can mclude one or more central processing unils, computer
processors, mobile processors, digital signal processors (DSPs), microprocessors, computer
chips, and/or other processing units configured to execute maching-language insiructions and
process data. Processor(s) 523 can be configured fo execute computer-readable progra
msiructions 526 that are contained in data storage 524 and/or other instructions as described
herein.
160141} Data storage 524 can include one or more physical and/or non-transitory storage
devices, such as read-only memory {ROM), random access memory (RAM), removable-disk-
drive memory, hard-disk memory, magnetic-tape memory, {lash memory, and/or other storage
devices. Data storage 524 can include one or more physical and/or non-transitory storage
devices with at least enough cormbined storage capacity o contain computer-readable program

msiructions 526 and any associated/related data structures.
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{60142 In particular, data storage 524 can be configured to store reality-rules data base
529, which in turn can be configured o store one or more reality rules. The reality rules can
mclude constraints on computing device 520 in certain embodiments and scenarios; e,
where computing deviee 520 is configured as part or all of a remotely-operable device.
Reality-roles data bases, such as reality-rules data base 529, are discussed above m the
countext of at least Figures 1A through 3.
160143 Computer-readable program instructions 526 and any data structures contained
in data storage 526 include computer-readable program instructions executable by
processor{s) 523 and any storage required, respectively, to perform at least part of herein-
described methods, inchuding but not bimited to methods 600 and 650 described below with
espect to Figures 6A and 6B.

Example Methods of Operation
160344} Figure 6A is a flow chart of an example method 600. Method 600 can be carried out
by a remotely-operable device, such as discussed above in the context of at least Figares 1A-
5B.
{86145} Method 600 can begin at block 610, where a remotely-operable device can receive 8
coromand related to & component of the remotely-operable device operating i an
environment, such as discussed above at least in the context of Figures 1A through 3. The
remotely-operable device can include the component and a RRDB, such as discussed above at
lcast in the context of Figures 1A through 3. The RRDB can be configured to store a plurality
of reality rules, where cach reality rule can relates to a constraint on the remotely-operable
device, such as discussed above at least in the context of Figures 1A through 3.
{86146} In some embodiments, the plurality of reality rules can include at least one rule
sclected from the group of rules consisting of a rule about a range of motion of the
component, a range of motion of the remotely-operable device, a rule about maximum
veloeity of the component, a rule about a maximum velocity of the remotely-operable device,
a rule about a maximurm acceleration of the component, a rule about a2 maximum acceleration
of the remotely-operable device, a rule about & location for operating the remotely-operable
device, a rule about a location for not operating the remotely-operable device, a rule sbout a
siress on the component, a role about a stress on the remotely-operable device, a rule about a
distance between the component and another component of the remotely-operable device, and

arule about & minimurm distance between the remotely-operable device and another device.
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801471 At block 620, the remotely-operable device can determine a reasonableness value
for the command based on at least one constraint on the remotely-operable device, such as
discussed above at feast 1o the context of Figures 1A through 3. At least one constramt can be
determined based on at least one constraint related to at least one reality rule of the plurality
of reahity roles stored in the RRDB of the remotely-operable device, such as discussed above
at least in the context of Figures 1A through 3.
{60148} In some embodiments, such as discussed above at least in the context of Figure 3,
determining a reasonableness value for the command can include: determining a current status
of the component of the remotely-operable device; delermining a possible-future status of the
coroponent based on the current status, wherein the possible-future status indicates a status m
the event the command were executed; providing a guery to the RRDB related 1o the
component; in response {o the guery, receiving data regarding at least one constraint; and
deternuining the reasonableness value based on the future status and the data regarding at least
one constraint.
{80149 At block 630, the remotely-operable device can encode the reasonableness vahie for
the command in a feedback message, such as discussed above at least in the context of
Figures 1A through 4.
[B015¢] In some embodiments, such as discussed above at least in the context of Figure 4,
the feedback message can include a plurality of fields. Then, encoding the reasonableness
value for the command can include encoding at least one field of the plarality of fields of the
feedback message with the reasonableness value. In particudar of these eraboediments, such as
discussed above at least 1n the context of Figure 4, the reasonableness value for the command
can include one or more bits. Then, encoding the reasonableness value for the command can
mclude encoding at least one field of the plurality of fields with at least one bit of the one or
more bits of the reasonableness value.
[B0158] In other of these embodiments, the feedback message can include an image. Then,
encoding the reasonableness value for the cornmand can include encoding the image with the
reasonableness value. fn particular of these embodiments, the reasonableness value for the
command can include one or more bits. Then, encoding the image with the reasonableness
valoe can mclude encoding the image with the one or more bits of the reasonableness value
using a steganographic technigue.
{BO152] At block 640, the remotely-operable device can send the encoded feedback

message, such as discassed above at least in the context of Figures 1A through 3.
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[80153] In some embodiments, such as discussed above at least in the context of Figure 3,
method 600 can also include: determining whether the reasonableness value exceeds a
threshold reasonablencss value; and after determuning that the reasonableness value cxceeds
the threshold reasonableness value, at least partially executing the command at the remotely-
operable device.

160134} In some embodiments, such as discussed above at least in the context of Figure 3,
the command can include a backup command. In particular of these embodiments, method
600 can also inchide: determining whether the reasonableness vahie exceeds a threshold
reasonableness value; and after determining that the reasonableness value does not exceed the
threshold reasonableness value, defermining that the command is not feasible for at least
partial execution.

[B6155] In more particular of these embodiments, method 600 can also include: after
deternining that the comvmand 8 not feasible for at least partial execution, determining
whether the backup command is feasible for at least partial execution; and after determining
that the backup command is feasible for at least partial exccaotion, at least partially execuling
the backup command. In even more particular of these embodiments, method 600 can alse
mclude: after determining that the backup command 15 not feasible for at least partial
execution, performing a default operation for the remotely-operable device; and sending
mformation indicating that the default operation has been performed from the remotely-
operable device.

[603156] Figure 6B is a flow chart of an example roethod 650, Meothod 650 can be carried ow
by an operator device, such as discussed above 1n the context of at least Figures 1 A-5B.
1801571 Method 630 can begin at block 660, At block 660, an operator device can determineg
a first command for a remotely-operable device, such as discussed above in the context of at
least Figures 1A through 3.

[B0158] At block 670, the operator device can determine a future status and a backup
command of the remotely-operable device, such as discussed above in the context of at least
Figures 1A through 3. The future status can include a predicted status of the remotely-
operable device afier an associated command is at least partially executed by the remotely-
operable device. The backap command s configured to be carried out by the remotely-
operabic device after the remotely-operable device determines that the associated command is

not {easible for at least partial execution.
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{68159} In some embodiments, the associated command can be the first command. In other
embodiments, the associated command can be a command other than the first command. In
particular of these embodiments, the associated command can be a conunand sent to the prior
to the first command.
[88160] At block 680, the operator device can generate a command message that includes at
least the fivst commmand, the future status, and the backup cormomand, such as discussed above
in the context of at least Figures 1A through 3. In some embodiments, the cormmmand message
can include a phurality of fields with each field including one or more bits. Also, the fulure
status can be configured o be cncoded in a first set of bits. Then, generating the command
message can nclude encoding at least the first set of bits into one or more bits of at lcast one
ficld of the plurahity of fields. In other embodiments, the command message can inchide a
plurality of fields with each field including one or more bits. Also, the backop command can
be configured to be encoded as a second set of bits. Then, generating the command message
can include encoding at least the second set of bits fnto one or more bits of at least one field of
the plurality of fields.
{80168} At block 690, the operator device can send the command message, such as
discussed above in the context of at least Figures 1A through 3. In some embodiments,
method 650 can also include receiving a report that a defaull operation of the remotely-
operable device has been performed, where the defasht operation differs from both the first
command and the associated command.

Conclusion
{60162} Unless the context clearly requires otherwise, throughout the description and the
claims, the words ‘comprise’, ‘comprising’, and the like are 1o be construed in an inclusive
scuse as opposed to an exclusive or exhaustive sense; that is to say, in the sense of “including,
bui not Hmited to”. Words using the singular or ploral number also include the plural or
singular number, respectively. Additionally, the words “herein,” “above” and "below" and
words of similar import, when used in this application, shall refer to this application as a
whole and not 1o any particular portions of this application.

b

{66163} The above description provides specific details for a thorough understanding of,
and enabling description for, embodiments of the disclosure. However, one skilled in the art
will understand that the disclosure may be practiced without these details. In other instances,
well-known structures and functions bave not been shown or described to detail to avoid

unnecessarily obscuring the description of the embodiments of the disclosure. The description
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of embeodiments of the disclosure is not intended 1o be exhaustive or to bt the disclosure to
the precise form disclosed. While specific embodiments of, and examples for, the disclosure
are described herein for ilustrative purposes, various equivalent modifications are possible
within the scope of the disclosure, as those skilled in the relevant art will recognize.

{81647 All of the references cited herein are incorporated by reference. Aspects of the
disclosure can be modified, if necessary, to employ the systems, functions and concepts of the
above references and application to provide yet further embodiments of the disclosure. These
and other changes can be made to the disclosure in Hght of the detailed description.

{86165} Specific elements of any of the fwregoing embodiments can be combined or
substituted for clements i other embodiments. Furthermore, while advantages associated
with certam embodiments of the disclosure have been described mn the context of these

embodiments, other embodiments may also exhibit such advaniages, and not all embodiments

need necessarily exhibit such advantages to fall within the scope of the disclosure.

{80166] The above detaled description describes various features and functions of the
disclosed systems, devices, and methods with reference to the accompanying figures. In the
figures, similar symbols typically identify similar components, unless comtext dictates
otherwise. The illustrative embodiments described in the detailed description, figures, and
claims are not meant to be Hmiting. Other embodiments can be utihized, and other changes can
be made, without departing from the spirit or scope of the subject matter presented herein. It
will be readily undersiood that the aspects of the present disclosure, as generally described
herein, and flustrated in the figures, can be arranged, substituted, combined, separated, and
designed 1o a wide variety of different configurations, all of which are explicitly contemplated
herein.

160167]  With respect to any or ail of the ladder diagrams, scenarios, and flow charts in the
figures and as discussed herein, each block and/or communication may represent a processing
of mformation and/or a transmussion of mformation in accordance with example
embodiments. Aliernative embeodiments are included within the scope of these cxample
embodiments. In these aliernative embodiments, for example, functions described as blocks,
ransmissions, communications, requests, responses, and/or messages may be executed out of

order from that s

hown or discassed, incloding substantially concurrent or in reverse order,
depending on the finctionality involved. Further, more or fewer blocks and/or functions may

be used with any of the ladder diagrams, scenarios, and flow charts discussed herein, and
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these ladder diagrams, scenarios, and {flow charts may be combined with one another, in part
or in whole.

[60168] A block that represents a processing of inforraation may correspond to circuiiry that
can be configured to perform the specific logical fumctions of a herein-described method or
technigue. Alternatively or additionally, a block that represents a processing of information
may correspond to a module, a segment, or a portion of program code (including related data).
The program code may mclude one or more instructions executable by a processor for
implementing specific logical functions or actions in the method or technigue. The program
code and/or related data may be stored on any type of computer readable medium such as a
storage device including a disk ot hard drive or other storage medium.

[60816%] The computer readable medium may also include non-transitory computer readable
media such as compuler-readable media that stores data for short periods of time like register
memory, processor cache, and random access memory {(RAM). The computer readable media
may also melude non-transitory computer readable media that stores program code and/or
data for longer periods of time, such as secondary or persistent long ferm storage, like read
only memory (ROM), optical or magnetic disks, compaci-disc read onfy memory {CD-ROM]},
for example. The computer readable media may alse be any other volatile or non-volatile
storage systems. A computer readable medium may be considered a computer readable
storage medium, for example, or a tangible storage device.

18617¢] Moreover, a block that represents one or more information itransmissions may
correspond to information transmissions between software and/or hardware modules in the
samne physical device. However, other miormation transmissions may be between software
modules and/or hardware modules in different physical devices.

80171 Nomerous modifications and variations of the present disclosure are possible in

hght of the above teachings.
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CLAIMS

What s claimed:

[ A method, comprising:

receiving, at a remolely-operable device, a command related to a component of the
remotely-operable device operating in an environrmoent, the remotely-operable device
comprising the component and a reality-rules database (RRDB), wherein the RRDB 13
configured to store a plurality of reality rules, and wherein each reality rule relates to a
constraint on the remotely-operable device;

determining & reasonablencss value for the comroand based on at least one constraint
on the rerotely-operable device, wherein the at least one constraint is deterroined based on at
least one reahity rule of the plurality of reality rules stored in the RRDB of the remotely-
operable device;

encoding the reasonableness value for the command in a feedback message for the
remotely-operable device; and

sending the encoded feedback message from the remotely-operable device.

2. The method of claim 1, wherein determining a reasonableness value for the
comrmand comprises:

determining a current status of the component of the remotely-operable device;

determining a possible-future status of the component based on the current status,
wherein the possible-future status indicates a status in the event the command was executed;

providing a guery to the RRDB related to the component;

in response to the query, receiving data regarding the at least one counstraint on the
emotely-operable device; and

determining the reasonableness value based on the future status and the data regarding

the at least one constraint on the remotely-operable device,

3. The method of claim 1, further comprising:

determining whether the reasonableness value exceeds a threshold reasonableness
value: and

after determining that the reasonableness value exceeds the threshold reasonableness

vahie, at feast partially executing the commmand at the remotely-operable device.
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4. The method of claim 1, wherein the command comprises a backup conmmand.

5. The method of claim 4, further comprising:
determining whether the reasonableness value exceeds a threshold reasonableness

value; and
after determining that the reasonablencss value does not exceed the threshold
for at least partial

reasonableness value, determining that the command is not feasible

execution.
6. The method of claim §, further comprising:
after determining that the commnand is not feasible for at least partial execulion,
deternining whether the backup comamand is feasible for at least partial execution; and
for at least partial execution, at

¢ IOY

after determiming that the backup command is feasible
least partially executing the backup command.

for at least partial

7. The maethed of clatra 6, further coraprising:
after determining that the backup command is not feasible

execution, performing a default operation {or the remotely-operable device; and
sending information indicating that the default operation has been performed from the

remotely-operable device.
feedback message comprises a plurality of

£
i

8. The method of claim 1, wherein the
ficlds, and wherein encoding the reasonablencss value for the command comprises encoding

at least one field of the plurality of ficlds of the feedback message with the reasonableness

for the command

vahie.

+}
{
54

e reasonableness value

9. The method of claim 8, wherein
comprises one ot more bits, and wherem encoding the reasonableness value for the command
comprises encoding at least one field of the plurality of fields with at least one bit of the one

or more bits of the reasonableness value.
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i

10, The method of claim 1, wherein the feedback message comprises an image, and

o A

wherein encoding the reasonablencss vahie for the command comprisgs encoding the image

with the reasonableness value.

11. The method of claim 10, wherein the reasonableness value for the command
comprises one or more hits, and wherein encoding the irnage with the reasonableness value
comprises encoding the image with the one or more bits of the reasonableness valoe using a

steganographic techmigue.

12. The method of claim 1, wherein the plurality of reality rules comprise at lcast one
rule selecied from the group of rules consisting of: a rule about a range of motion of the
component, a range of motion of the remotely-operable device, a rule about maximum
velocity of the component, a rule about a maximum velocity of the remotely-operable device,
a rule about & maximum acceleration of the component, a rule about a2 maximum acceleration
of the remotely-operable device, a rule about a location for operating the remotely-operable
device, a rule about a location for not operating the remotely-operable device, a rule about a
stress on the component, a rule about a stress on the remotely-operabic device, a rule about a
distance between the component and another component of the remotely-operable device, and

a rule about a minimum distance between the remotely-operable device and another device.

13. A method, comprising:

determining a {ivst command for a remotely-operable device at an operator deviee;

determining a future status of the remotely-operable device and a backup command of
the remotely-operable device at the operator device, wherein the future status includes &
predicted status afler an associated command s at least partially executed by the remotely-
operable device, and wherein the backup command is configured to be camed out by the
remotely-operable device after the remotely-operable device determines that the associated
command is not feasible for at least partial execution;

generating a coromand message using the operator deviee, wherem the command
message includes the first command, the future status, and the backup command; and

sending the cornmand message from the operator device.

14. The method of claim 13, wherein the associated command is the first command.
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15. The method of claim 13, wherein the associated command is a command other

thao the first conumand.

16. The method of claim 15, wherein the associated command s a command sent prior
to the first command,

17. The method of claim 13, further comprising:

receiving a report that a default operation of the remoiely-operable device has been
performed, wherein the default operation differs from both the first comamand and the

associated coromand.

18. The method of claim 13, wherein the comand message comprises a phurality of
fields, each field comprising one or more bits, wherem the future status is configured to be
encoded as a first set of bits, and wherein generating the command message comprises
encoding at least the first set of bits into one or more bits of at fcast one ficld of the plurality

of fields.

19. The method of claim 13, wherein the feedback message comprises a plarality of
ficlds, each ficld comprising one or more bifs, wherein the backup command is configured to
be encoded as a second st of bits, and wherein genecrating the command roessage conprises
encoding at least the second set of bits info one or more bits of at least one leld of the

plurality of fields.

20. A remotely-operable device, comprising:

a component;

a processor; and

a non-transitory tangible computer readable medium configured to store at least a
reality-rules database (RRDB) and executable instructions, wherein the RRDB is configured
o store a pharality of reality niles, wherein each reality rule relates to a constraint on the
remotely-operable device, and wherein the executable mstructions, when exccuied by the
processor, cause the remotely-operable device to perform functions comprising:

receiving a command related to the component operaling in an environment;

. V..
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determining a reasonablencss value for the command based on at least one
constraint on the remotely-operable device, wherein the at least one consiraint is
determined based on at least one constraint related to at least one reality rule of the
plurality of reality rules stored in the RRDB;

encoding the reasonableness value for the command in a feedback message;
and

sending the encoded feedback message.
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