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(57) Abstract

The procedure according to the invention can be used both for granting authority verbally or electronically for the usage of a bank
card, or for performing the investigation of the authority of a money order, prior to its execution. The essence of the procedure is that, prior
to each intended transaction, in addition to the otherwise well known authorizing signal with a meaning of permitting the use of the card or
to issue a money order, the authorizing signal will be overwritten by an authorization override signal, deducted from a return message signal
obtained previously from the decision maker through a telecommunication network, preferably through a digital mobile telecommunication
network, in the form of an SMS message signal, as a reply to an authorization override request message, and the transaction is authorized
by means of the authorizing signal validated by and having the meaning of the override authorization signal.
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METHOD FOR CHECKING RIGHTFUL USE OF A DEBIT CARD OR SIMILAR MEANS GIVING RIGHT OF DISPOSING

OF A BANK ACCOUNT

Technical field

The present invention relates to a procedure to ensure the authority
of using a bank card or other means providing right of disposal of a bank
account, said procedure being applicable both in verbal or electronic way of
authorization to use a bank card, and during the investigationl of a
commission to perform a cash disbursement or money remittance prior to
its execution, being suitable also for preventing damages resulting from
unauthorized use of bank cards or other means. In the course of performing
the procedure according to the present invention, granting the authority to
use a bank card or other means is carried out in order to execute a
transaction which resuits in changing the balance of a given bank account,
and during the execution of the procedure of the present invention the
authority to use the card or other means is granted.

Background art

In the present description below the term "bank card" or "card" is
meant to include the terms "deposit card”, “credit card", "mixed card" and
"virtual bank card", ~énd further the definition "means providing right of
disposal of a bank account" refers+to the possibility available for a person
of disposing of a given bank account by means of a verbal or written order
or by way of using some other specified means such as, e.g. a written
money order or other commissions transmittable in written form; verbal
instructions given by word of mouth or transmitted through a
telecommunication network; instruction signals generated in a computer; e-

mail messages; SMS messages; a remote.input terminal, etc.
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It is known that when using a bank card to perform a transaction e.g.
to withdraw cash, to buy something, availing oneself of a service or
executing a purchase in a commercial unit, or in case of a purchase by
using the card number or the bank account number only in a virtual
warehouse, operated through the INTERNET or other networks, the unit
accepting the card, usually a commercial unit or post office, an automatic
teller machine (ATM) or a warehouse, etc., in order to get authorization to
execute the transaction, contacts the principal bank or banking institution
keeping the backing account of the card through reading the bank card
electronically by means of its POS terminal or by other means, provided if
said commercial unit has full or semi-on-line connection directly or through
its own principal bank with the principal banking institution keeping the
backing account of the card. |

The bank, in its procedure aimed at granting the authorization,
checks the existence and validity of the card and seeks whether sufficient
funds are available on the backing account to cover the requested
transaction. The authorization procedure is carried out in such a way that
the data signal, generated by composing the details of the transaction to be
carried out with the characteristic data of the card and that of the backing
account, is evaluated by means of comparing said data signal with the
respective set of data stored in the appropriate data file of its own computer
and, depending on 'the results of the evaluation, a signal permitting or
prohibiting the requested transaction is generated, which signal is then
returned to the site of usage.

If the result of the above authorization procedure is positive, then the
commercial unit, besides checking the right of disposing of the card e.g. by
identifying the person wusing the card, by his identification card or by
signature comparison, or by verifying the rightful use of the of card in some
other way as well, e.g. by asking for entering the PIN code, draws up the
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charge certificate, in case of a purchase makes out the bill and, in such
cases, the user of the card is usually asked to sign the bill and, depending
on the characteristics of the available connection, either immediately or at a
later time, in an accumulated form, withdraws the corresponding equivalent
sum from the specified account of the card holder.

Practically, a similar procedure is followed also in places having no
POS terminal. In such cases, permission for granting the use of the card at
the unit, e.g. a commercial unit, a post office, etc., is obtained from the
bank verbally through a telephone link, and in the possession of such a
permission the charge certificate is drawn up, and the bearer is asked to
sign it. The account of the card holder is charged on the basis of this signed
charge certificate.

Concern arises, however, when somebody tries to use a card
illegally, e.g. trying to pay with a stolen or found card, but the card itself is
not forged, and the required sum is available on the bank account serving
as backing of the card, either in the form of deposit or amount of credit
granted, and the unauthorized -user is capable of making pretense of
authorized usage of the bank card, €.g. by imitating the signature, or by
having unwarrantedly got to know the PIN code. It may also cause concern
when the identification number of somebody’'s card or bank account
becomes known to an unwarranted person, e.g. by having read off the
number either directly or in other way, e.g. from the INTERNET web and,
with that knowledge, he buys to the debit of the bank account of the card
holder or holder of the bank account, under an arrangement requiring no
other identification to receive the purchased goods, or the unwarranted
user has managed to become acquainted with the required second set of
identification data, name, address, etc.

Similarly, remittances initiated illegally from a terminal located at the
customer and linked up with the computer of the bank, permitting direct
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remittances requiring no further personal intervention, such as e.g.
remittances requested outside the office hours of the bank because the
working hours of the beneficiary lie in another time zone, as well as
remittances initiated in the possession of the illegally acquired identification
data through telephone will become known to the holder of the a'ccount only
when the charges have already appeared on his bank account, i.e. when
the holder has already suffered the loss.

In such cases, according to the present state of the art, unauthorized
use of the card or unlawful charging of a bank account cannot be prevented
in a satisfactory way, which imposes a loss on the bank as owner of the
card and/or on the holder of the card and on the holder of the bank account,
respectively.

It is also true that the holder of a card, in the case of loosing, theft or
unauthorized use of his card, or after becoming aware of unauthorized
charging of his bank account is entitied to stop the validity of the card, i.e.
to freeze his account or other arrangement serving as coverage of his card
at the issuing bank, or to stop payments from his bank account in the case
of an unauthorized remittance, or to issue a coverage verification or
garnishment of payments, but this is usually done only after the card holder
has become aware of the appearance of cost of purchases made to the
debit of his account but not performed by him or with his consent, or when
the holder of the bank account has noticed the remittances charged on the
account or, very often, only after having received notice on the exhaustion
of his account, and this way only after the owner suffered the loss.

The main periods of using the bank card as cash substituting means
usually fall outside the working hours of the bank, and in some cases the
card usage takes place.in another time-zone and, generally, the sum spent
is not too much, the purchased goods serving the requirements of a single

person or a family. Considering the present state of the art and the usual
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volume of such purchases, obtaining previous approvals of the holder of
the account to eliminate unauthorized use of the bank card would render
such shopping too cumbersome, causing unnecessary delays and, due to
the possible inaccessibility of the holder of the account, a high proportion of
purchases would fail and the operating costs and the closing ﬁmes would
considerably increase. It is an established practice of banks for preventing
undesirable uncovered shopping to which, sooner or later, an unauthorized
use of the card would lead, to limit the number of such purchases to one
card/day, and to restrict the maximum sum/day that can be withdrawn from
a card-backing account, yet this practice offers advantages for the banks
only and does not protect the account holder against unauthorized usage
of, or remittance through, a bank card.

The damage imposed on card owners and/or card holders, as well as
on the bank account holders, as well the annoyance of holders of bank
accounts, affecting many things, has rendered necessary to find an
arrangement offering the possibility of introducing a procedure more
efficient than those known so far to ensure the authorization to use of a
bank card or other means providing right of disposing of a bank account for
performing transactions effecting a change in the balance of a bank
account, particularly such as shopping through the INTERNET, withdrawing
cash, paying with a bank card, performing remittances from a bank account
etc., in order to.prevent unauthorized payments and unauthorized
remittances, thereby successfully averting the occurrence of damages.

Disclosure of the invention

The present invention is based on the recognition that any
unauthorized use of bank cards and illegal remittances can effectively be
prevented only if, in the case of natural persons, the card owner or bank

account holder and, in the case of legal entities, the person named as
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decision maker is drawn into the approval of each transaction. Another
recognition is the fact that, at the present state of art of the communication
means, involving the owner of the card or the account holder can be done
without causing any concern or hindrance to the cash flow. Further
connected to this is the recognition that the extra authorization should be
carried out in such a way, that excludes the possibility of performing it by
an unwarranted person. Further, there is the recognition too, that by cutting
the authorization procedure into two levels, besides it makes the
unwarranted use of a card even more difficult, it also makes the
authorization itself faster. |

Thus, in the procedure proposed by the present invention to ensure
the authority of using a bank card or some other means providing right of
disposal of a bank account to perform a transaction resuiting in a change of
balance of the bank éccount and checking the authority of an involvement

_into the authorization procedure, the usage will be authorized and,

depending on the result of this authorization procedure, the use of the card
or other means will either be permitted or prohibited. The essence of the
procedure is that an authorization override request signal, preferably an
authorization override request signal carrying certain information about the
transaction and/or the bank account to be charged by the transaction and/or
the expected change in the balance of the bank account involved, is
generated, the authorization override request signal is converted into a
message signal that can be sent through a telecommunication network,
preferably through a digital mobile telecommunication network, preferably
in SMS mode of operation, and this message signal is transmitted through
the telecommunication network, preferably in SMS mode of operation, to a
telecommunication device, preferably a mobile telephone set, which is
capable of sending a return signal, and having a call number given by the
person having the right of disposal of the bank account to be charged by
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the transaction, then from the return signal received through the
telecommunication network, preferably in SMS or DTFM mode of
operation, or from the return signal received in the form of a tone, or in
case such a return signal is not received within a predetermined period of
time, a return signal, that can be evaluated by the combuter, is deducted,
an authorization overriding signal with a meaning of either permission or
prohibition, corresponding to the information content of the received signal
is generated, by means of which authorization overriding signal the usage
is either permitted or prohibited.

During the execution of the procedure according to the present
invention, within the framework of the authorization the data signal,
generated with the characteristics of the intended transaction and with the
Characteristics of the bank card or other means and/or with the
characteristics of the bank account to be charged, is evaluated by way of
comparison, in the known way, with the set of data stored in the computer
in the respective data file and, depending on the result of this evaluation, a
signal with the meaning of either permission or prohibition is generated.
This signal is then transmitted to the site of usage.

In a second preferred embodiment of the present invention the
authorization override request signal is generated prior to the authorization.

In a third preferred embodiment of the present invention the
authorization override request signal is generated after the authorization.

In a fourth preferred embodiment of the present invention the
authorization override request signal is generated simultaneously with the
authorization.

In the second embodiment of the solution according to the present
invention, besides that during the procedure to ensure the authority of using
a bank card or some other means providing right of disposal of a bank

account to perform a transaction resulting in a change of balance of a bank
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account and checking the authority of an involvement into the authorization
procedure, the usage will be authorized and, depending on the result of this
authorization procedure, the use of the card or other means will either be
permitted or prohibited, the procedure is carried out in such a way that an
authorization override message signal, preferable an authorization override
message signal carrying certain information about the transaction and/or
the bank account to be charged by the transaction and/or the expected
change in the balance of the bank account involved, is generated, the
authorization override message signal is transferred to the bank keeping
the account through a telecommunication network, preferably in SMS mode
of operation or in DTFM mode of operation or in tonal form, thére an
authorization override signal that cah be evaluated by a computer is
deducted from the authorization override message signal, by means of
which authorization overriding signal the usage is either permitted or
prohibited.

In the third embodiment of the solution according to the present
invention, where during the procedure for ensuring the authorization of
using a ban card or some other means providing right of disposal of a bank
account to perform a transaction resulting in a change of balance of a bank
account and ensuring the authority of an involvement into the authorization
procedure, the usage will be authorized and, within the framework of the
authorization procedure a data signal generated with the characteristics of
the intended transaction and with the characteristics of the bank card
and/or the bank account to be charged is evaluated by way of comparison
in the known way with the set of data stored in the computer in the
respective data file and, depending on the result of this evaluation, a signal
with the meaning of either permission or prohibition is generated, which
signal is used then as a proof of authority, which signal will, in certain
cases, be transmitted to the site of usage, the procedure is carried out in
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such a way, that an authorization override request signal carrying certain
characteristic data of the transaction and, in certain cases, that of the bank
card and/or the bank account to be charged by the transaction, is
generated, the authorization override request signal is converted into g
message signal that can be transmitted through a digital mobile
telecommunication network in SMS mode of operation, the message signal
is transmitted through the telecommunication network to, and written into
the message storing memory of the mobile telephone set, the call number
of which is given by the person having the right of disposal of the bank
account to be charged by the transaction, at the same time the message is
displayed on the display unit of the mobile phone, then the return signal
received through the telecommunication network, preferably in SMS mode
of operation, or the lack of such a return signal within a predetermined
period of time, is converted into a return signal that can be evaluated by a
computer, this return signal is then evaluated by the computer, and an
authorization overriding signal, with a meaning -of either permission or
prohibition corresponding to the information contents of the received signal,
is generated, by means of which authorization overriding signal the
permissive authorization signal will be overwritten,

Brief description of the drawings

Figure 1 is a flowchart of a first embodiment of the first version of the
procedure according to the present invention, where the bank requesting
the authorization and the principal bank of the account holder is the same;

Figure 2 is a flowchart of a second embodiment of the first version of
the procedure according to the present invention where the account holder

is registered in the bank requesting the authorization, but his account is
kept by another bank; -
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Figure 3 is a flowchart of the second version of the procedure
according to the present invention, where the principal bank of the
authorization requester and the principal bank of the account holder are
different, and the account holder gives his authorization override to his
principal bank in advance;

Figure 4 is a flowchart of a such an embodiment of the first version of
the procedure according to the present invention, where the principal bank
keeping the account of the authorization requester and the principal bank of
the account holder are different, and the account holder is in contact only
with his principal bank;

Figure 5 is a flowchart of such an embodiment of the first version of
the procedure according to the present invention where, the authorization
override through the authorization network precedes the authorization: and -

Figure 6 is a flowchart of such an embodiment of the first version of
the procedure according to the present invention, where an authorization

override procedure through a network, e.g. through the INTERNET
network, precedes the authorization.

Best mode of carrying out the invention

Figure 1 is a flowchart of an embodiment, given as an example, of
the first version of the procedure according to the present invention to
ensure authorization, where there are three participants in the procedure,
the first one of them being the person who has the right of disposing of a
bank account, which is to be charged by a given transaction, and the
payment is to be done by using a bank card, virtual bank card or other
means, for sake of simplicity hereinafter called bank card, this person
hereinafter is called an account holder 10; the second participant is a
person or organization, 'e‘.g. a warehouse, a POS terminal, etc., which sells

goods or provides services or other values, e.g. dispenses money, and at
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which participant payment is possible by using a bank card, and which
participant would like to obtain the payment through a ‘remittance to his
bank account, for sake of simplicity this participant hereinafter is called a
requester of authorization 20; and finally the third participant is a bank 30
which keeps, on the one hand, a certain account 36 of the requester of
authorization and, on the other hand, a covering account 35 of the bank
card of the account holder 10, where, among others, the data required for
establishing a quick connection to the account holder 10 through a
telecommunication network are also stored. In the course of purchasing,
account holder 10, preferably by establishing a computer linkage, either
personally or through a telephone or computer network, e.g. through the
INTERNET network 100, submits his order and, at the same time, his bank
card or his initiative 11 including the identification data of his bank card
together with other data referring to the mode of payment to the requester
of authorization 20, who requests an authorization permitting the use of the
bank card by issuing, through his appropriate terminal, a request of
authorization signal 21 to the bank 30. Qut of the appropriate data of the
authorization requesting signal 21, an authorization override request signal
s produced by the bank 30 using electronic data processing, and from this
authorization override request signal a message signal 31 is deducted,
again by using electronic data processing, which message signal 31 is
transmitted, preferably in SMS format, through an appropriate terminal and
usually through the center of a mobile telephone network, to the mobile
telephone set of account holder 10. Depending on the information content
of message signal 31, received by his mobile telephone set, either a
permitting or a prohibiting return message signal 12 is produced by the
account holder 10, which will then be retumed to the bank 30 through the
telecommunication netwokk, preferably in SMS or DTFM mode of operation

or in the form of a tone signal. From this return message signal 12 or from
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the lack of it within a predetermined period of time, a return signal
understandable by a computer is produced at the bank 30, and an
authorization override signal with a meaning of either permission or
prohibition is generated, depending on the information'!éontent of the return
signal. Besides this, bank 30 checks whether enough funds are available
on a backing account 35 of the account holder 10 to cover the particular
transaction, and accordingly, produces an authorizing signal with the
appropriate meaning. In case of an authorization override signal with an
affrmative meaning for the authorization requester 20, the bank 30
authorizes the use of the card by sending an authorizing signal 32
generated from the corresponding authorization signal with the appropriate
meaning, then, at the occurrence of the use of the card, it also charges the
backing account 35 of the account holder 10 with the consideration sum,
which, together with a remittance 34, it also will credit to an account 36 of
the authorization requester 20. The acceptance of the order will be signaled
back to the account holder 10 by the authorization requester 20 by sending
an acknowledgement 22 with the appropriate meaning.

In the case, when a return message signal 12 with a meaning of
prohibition has been received by the bank 30, it issues an authorizing
signal 32 with a meaning of prohibiting the use of the card to the
authorization requester 20.

Figure 2 is a flowchart of a second embodiment, given as an
example, of the first version of the procedure according to the present
invention to ensure authority where, besides account holder 110 and an
authorization requester 120, shown in connection with Fig. 1 and having the
functions described there, there are further participants, i.e. a bank 130
keeping an account 136 of the authorization requester 120, a bank 150
keeping an account 156 of the account holder 110, and an authorization
network 140 connecting the two banks. Account holder 110 is registered at
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the bank 130, and; among his registered data 135, the appropriate data
required for establishing a quick connection with the account holder 110
through a telecommunication network are also stored. In the course of a
purchase, similarly to the procedure described in connection with Fig. 1,
account holder 110, preferably by establishing a computer connection,
either personally or through a telephone or computer network, e.g. through
the INTERNET network 100, submits his order and, at the same time, his
bank card or his initiative 11 including the identification data of his bank
card together with other data referring to the mode of payment to the
requester of authorization 120, who requests an authorization permitting the
use of the bank card by issuing, through his appropriate terminal, a request
of authorization signal 121 to the bank 130. Out of the appropriate data of
the authorization requesting signal 121, an authorization override request
signal is produced by the bank 130 using electronic data processing, and
from this signal a message signal 131, transmittable through a
telecommunication network, is deducted, again by using electronic data
processing, which message signal 131 is transmitted, preferably in SMS
format, through an appropriate terminal and usually through the center of a
mobile telephone network to the mobile telephone set of account holder
110. Using the data, recorded in the register 135 of the bank 130, message
signal 31 is transmitted, preferably in SMS format, usually through the
center of a mobile,teléphone network to the mobile telephone set of
account holder 110. Depending on the information contents of message
signal 131 received by his mobile"telephone set, either a permitting or a
prohibiting return message signal 112 is produced by the account holder
110, which will then be returned to the bank 130 in the way described in
connection with Fig. 1. At the same time, in order to authorize the given
usage of the bank card, a signal 132 and an authorizing signal 141
deducted from signal 132 is sent through the authorization network 140 by
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the bank 130 to the principal bank 150 of account holder 110 keeping his
card backing account 156, to which a return signal 151 with a meaning of
permission or prohibition and an authorization signal 142 deducted from
signal 151 will be received, also through the authorization network 140.
From the return message signal 112, received through the
telecommunication network or from the lack of this return message signal
112 within a predetermined period of time, a return signal understandable
by a computer is produced, and an authorization override signal with a
meaning of either permission or prohibition is generated, depending on the
information content of the return signal. With the exception of a return
message signal 112 of prohibition, the use of the card is permitted by
sending an authorizing signal 133 with a meaning which corresponds to the
meaning of the authorizing signal 142 to the authorization requester 120.

The acceptance of the order will be signaled back to the account
holder 110 by the authorization requester 120, by sending an
acknowledgement 122 with the appropriate meaning.

At the occurrence of the card usage, its backing account 156 of
account holder 110 kept at the bank 150 will be charged with the
consideration sum, which will also be credited to fhe account 136 of the
authorization requester 120 at the bank 130.

If a return message signal 112 with a meaning of prohibition has
been received by the bank 130, then it issues an authorizing signal 133
with a meaning of prohibiting the use of the card to the authorization
requester 120.

Figure 3. is a flowchart of an embodiment, given as an example, of
the second version of the procedure according to the present invention to
ensure authority where, besides account holder 210 and an authorization
requester 220 shown in connection with Fig. 1 and having the functions
described there, there are furthér participants, i.e. a bank 230 keeping an
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account of authorization requester 220, a bank 250 keeping an account of
account holder 210, and an authorization network 140 connecting the two
banks. At the bank 250 data are also stored that are necessary for
establishing quick connection with account holder 210. In the course of a
purchaée, similarly to the procedure described in connection with Fig. 1,
account holder 210, preferably by establishing a computer connection,
either personally or through a telephone or computer network, e.g. through
the INTERNET network 100, submits his order and, at the same time, his
bank card or his initiative 211 including the identification data of hi's bank
card together with other data, referring to the mode of payment, to the
requester of authorization 220, who requests an authorization permitting the
use of the bank card by issuing, through his appropriate terminal, a request

of authorization signal 221 to the bank 230. At the same time, account

holder 210 sends an authorization override message signal 212 to his own
principal bank 250 with an information content that enables the intended
simultaneous purchase with the card, limiting its location and sum. Bank
230 sends a signal 231 and an authorizing signal 241 déducted from signal
231 through the authorizing network 240 to the account holder's 210
principal bank 250 keeping his card backing account, in order to authorize
the use of the card, to which a return signal 251, overridden by the
authorization override message signal 212, and a usage authorization
signal 231, deducted:from éignal 251, will be received, also through the
authorization network 240, at the bank 230 which also sends an

authorization signal 232 with a corresponding meaning to authorization
requester 220.

The acceptance of the order will be signaled back to the account
holder 210 by the .authorization requester 220, by sending an
acknowledgement 222 with the appropriate meaning.
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At the occurrence of the card usage, payment of the consideration
sum will be carried out in the known way, by charging the backing account
of account holder 210 kept at his principal bank 250.

Figure 4 is a flowchart of a third embodiment, given as an example,
of the first version of the procedure according to the present invention to
ensure authority, where connections'exist among account holder 310,
authorization requester 320, the principal bank 330 keeping the account of
authorization requester 320, the principal bank 350 keeping the card
backing account of account holder 310 and the authorization network 340
connecting the two banks, already shown in connection with Fig. 3 and
each participant has the functions described there, with the addition that the
data, required for establishing a quick connection with account holder 310
through a telecommunication network, are also stored in bank 350.

The purchase, the authorization of the card usage, the payment of
the consideration sum and the acknowledgement of the purchase are
carried out in a way described in connection with Fig. 3. The difference is in
the authorization overriding of the card usage which, in case of this
example, is initiated by the bank 350 at receiving the authorization request
341, and it is carried out in the way explained above in connection with Fig.
1 or Fig. 2, preferably by transmitting in SMS mode of operation through a
digital mobile telecommunication network, and the authorization checking is
carried out at the time chosen accordingly, and the card usage authorizing
signal 352, already overwritten with authorization override signal 312, is
transmitted to bank 330 through the authorization network, and the
corresponding authorizing signal 332 is transmitted to the authorization
requester 320. ,‘

The flowchart shown in Fig. 5 illustrates such an embodiment of the
procedure according to the present invention to ensure authority where
connections exist among account holder 410, authorization requester 420,
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the principal bank 430 keeping the account of authorization requester 420,
the principal bank 450 keeping the card backing account of a¢count holder
410 and the authorization network 440 connecti'ng the two banks, already
shown in connection with Fig. 3 and 4 and each participant has the
functions described there. Data, required for establishing a quick
connection with account holder 410 through a telecommunication network,
are also stored in bank 450.

In the course of the purchase, account holder 410 submits his order
and, simultaneously, his card or his initiative 411 including the identification
data of his card, together with other data referring to the mode of payment,
by establishing a computer connection or in any other way described in
more detail above, to the requester of authorization 420, which is usually a
virtual warehouse or a certain kind of business partner. Based on the card
identification data provided by account holder 410, authorization requester
420 sends an authorization override procedure initiating signal 421 to his
own bank 430 through his own banking connection. Using the information
contents of the authorization override procedure initiating signal 421,
received through the authorization netWork 440, or that of signal 431 or
signal 441 deducted from signal 421, bank 430 generates a message
signal 451 and transmits this signal, e.g. by meané of a mobile telephone
network and preferably in SMS format, to the mobile telephone set of
account holder 410. Through his mobile telephone set, account holder 410
sends a return signal 412 to the bank 450 which, by processing and
retLlrning it to bank 430, in the form of signal 452 or 442, sends an
authorization procedure initiating signal 432 to the authorization requester
420. In case of a signal 432 with a meaning of enablmg the initiation of the
authorization procedure, authorization requester 420 sends an authonzatlon
requesting signal 422 to his principal bank 430. In order to issue the

authorization, by using the procedure described above in more detail,
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principal bank 430 turns to principal bank 450 of account holder 410 with
an authorization requesting message 423 or 443, through the clearing
network 440. In possession of and in accordance with the rheaning of the
return message signal 412, received from account holder 410, bank 450
transmits usage authorizing signals 453 and 444 and, through the clearing
network 440 and bank 430, an authorizing signal 434, too, with a meaning
of corresponding to signal 412, to authorization requester 420.

The flowchart shown in Fig. 6 illustrates such an embodiment of the
procedure according to the present invention to ensure authority where
connections exist among account holder 510, a"uthorization requester 520,
the principal bank 530 keeping the account of authorization requester 520,
the principal bank 550 keeping the card backing account of account holder
510 and the authorization network 540 ensuring the clearing connection
between the two banks, already shown in connection with Fig. 3 and 4 and
each participant has the functions described there. Data required for
establishing a quick connection with account holder 510 through a
telecommunication network are also stored in bank 550. ,

In the course of the purchase, account holder 510 submits his order
and, simultaneously, his card or his initiative 511 including the identification
data of his card together with other data referring to the mode of payment,
by establishing a computer connection through the INTERNET 100 or any
other network with similar functions, to the requester of authorization 520
which is usually a virtual warehouse or a certain kind of business partner.
Based on the card identification data provided by account holder 510,
authorization requester 520 sends an authorization override procedure
initiating signal 521 to the principal bank 550 of account holder 510 through
the INTERNET network 100. Using the information contents of the
authorization override pl;bcedure initiating signal 521, bank 550 generates a

message signal 551 and transmits this signal, e.g. by means of a mobile
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telephone network and preferably in SMS format, to the mobile telephone

'set of account holder 510. Through his mobile telephone set, account

holder 510 sends a return signal 512 to bank 550 which, by processing it,
sends an authorization procedure initiating signal 552 by means of a
computer link through the INTERNET network 100. In case of a signal 552
with a meaning of enabling the initiation of the authorizing procedure,
authorization requester 520 sends an authorization requesting signal 522 to
the principal bank 530. In order to issue the authorization, by using the
procedure described above in more detail, principal bank 530 turns to the
principal bank 550 of account holder 510 with an authorization requesting
message 531 or 541, through the clearing network 540. In possession of
and in accordance with the meaning of the return message signal 512
received from account holder 510 bank 550 transmits usage authorizing
signals 553 and 542 and, through the clearing network 540 and bank 530,
the authorizing signal 532, with a meaning of corresponding to signal 512,
to authorization requester 520.

Acknowledging the order is done by means of acknowledgement
523 and, at the occurrence of the card usage, balancing off the
consideration will be done, in a way known by itself, through the clearing
network.

By making the use of a bank card or the execution of a money order
dependent on not only an authorization but on an override authorization,
too, the procedure according to the invention provides a possibility to
completely exclude an unauthorized use. The card holder or the user of the
device or the person having the right of disposal of the bank account
always carries his telecommunication device, which can be a pager, a
pager made suitable to reply, a télephone set in a coupled network or a
mobile telephone set, or a telecommunication device developed
specifically for this purpose, with him and operates it, and therefore, in case
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of proper use, there is a very slight chance of loosing or being stolen of his

“bank card or his other means providing a right of disposal of his bank

account and his mobile telephone set at the same time. Furthermore, even
such a person cannot use a bank card or other means, eg. the
identification number of a bank card, in itself, who happens also to be in the
possession of the mobile telephone set, or who gets to possess the
telephone set only, because even if such a person detects the incoming
authorization override request signal, he does not know the proper way of
reply or possibilities of giving the authorization instructions, and therefore,
lacking the override authorization, even if the requester can provide all the
necessary data or all data are available for him, the use of the card or other
means or the execution of the remittance will be denied of him. A further
advantage of the procedure is that the authorization overriding can be used
efficiently not only in case of authorization requests or remittance orders
received from POS terminals, but also in cases of authorization requests
arriving, e.g. through a telecommunication network, from fax machines or
from the remote terminal of a computer, too. The procedure according to
the present invention increases the length of time of the authorization

process slightly only, and its extra costs are negligible compared to the
increase of its security.
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CLAIMS

1. Procedure for ensuring the authorization of using a bank card or
some other means providing right of disposal of a bank'account, said
usage being aimed at performing a transaction resulting in a change of
balance of a bank account, in the course of which the usage is subject to an
authorization, and depending on the result of such an authorization the use
of the bank card or other means is either granted or rejected, charac-
terized in that an authorization override request signal, preferably
an authorization override request signal carrying information about the
transaction and/or the bank account to be charged and/or the expected
change in the balance of said bank account, the authorization override
request signal is converted into a message signal (31, 131, 351, 451, 551)
transmittable through a telecommunication network, preferably through a
digital mobile telecommunication network, preferably in SMS mode of
operation, the a message signal (31, 131, 351, 451, 551) is transmitted to a
telecommunication device, preferably a mobile telephone set, with a call
number specified by the person having the right of disposal over the bank
account fo be charged and suitable to send a return message signal, the
transmission is carried out preferably in SMS mode of operation, then from
the return message signal (12, ‘112, 312, 412, 512) received through the
telecommunication network, preferably in SMS mode of operation or DTFM
mode of operation or in the form of a tone or from the lack of such a return
message signal within a predetermined period of time, a return signal that
can be evaluated by a computer is deducted, an override authorization
signal with a meaning of either permission or rejection according to the
information content of the return signal is generated, which override

authorization signal is then used to either permit or reject the authorization
of the usage.
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2. Procedure accordingtoclaim1 characterized in
that the authorization override request signal is generated prior to the
authorization. |

3. Procedure accordingtoclaim1 characterized in
that the authorization override request signal is generated after the
authorization. |

4. Procedure accordingtoclaim1 characterized in

that the authorization override request signal is generated simultaneously
with the authorization.

5. Procedure for ensuring the authorization of using a bank card or
some other means providing right of disposal of a bank account, said
usage being aimed at performing a transaction resulting in a change of
balance of a bank account, in the course of which the usage is subject to an

authorization and, depending on the result of such an authorization, the use

of the bank card or other means is either granted orrejected, charact
erized in thatan authorization override request signal, preferably an
authorization override message signal (212) carrying information about the
transaction and/or the bank account to be charged and/or the expected
change in the balance of said .bank account, the authorization override
message signal (212) is transmitted through a telecommunication network,
preferably through a digital mobile telecommunication network, preferably
in SMS mode of operation or in DFTM mode of operation or in the form of a
tone, to the principal bank keepin:ng the account, then an authorization
override signal, that can be evaluated by a computer, is deducted from the
received authorization override message signal at the bank, which
authorization override signal is used to enable the usage authorization.

6. Procedure for ensuring the authorization of using a bank card or
some other means providing right of disposal of a bank account, said
usage being aimed at performing a transaction resulting in a change of
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balance of a bank account, in the course of which the usage is subject to an
authorization, where in the course of the authorization a data signal
generated with the characteristics of the intended transactibn and that of
the bank card and the bank account to be charged is evaluated by means
of comparison with the corresponding data set of a data file stored in a
computer and, depending on the result of such a comparison, an
authorizing signal (32, 133, 332, 434, 532) with a meaning of either
granting or rejecting the usage or the transaction is generated, which signal
will be used as a signal checking the authority and, in certain cases it is
transferred to the site of usage, characterize d in thatan
authorization override request signal, containing the characteristic data of
the transaction and, in certain cases, the identification data of the bank card
and/or the bank account to be charged, is generated, the authorization
override request signal is converted into a message signal (31, 131, 351,
451, 551) transmittable through a digital mobile telecommunication network
in SMS mode of operation, the message signal (31, 131, 351, 451, 551) is
transmitted through a digital mobile telecommunication network to the
message storing memory of a mobile telephone set the call number of
which has been specified by the person having the right of disposal of the
bank account to be charged and, at the same time, the arrival of the
message is displayed on the display unit of the same telephone set, then
the return message;.sighal (12, 112, 312, 412, 912) received through the
telecommunication network, preferably a return message signal received in
SMS mode of operation, or the lack of such a return message signal is
converted into a return signal that can be evaluated by a computer, the
return signal is evaluated by a computer, and an overriding authorization
signal with an information contenté corresponding to the evaluation is
generated, which overriding authorization signal will be used to overwrite
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5 the authorizing signal (32, 133, 332, 434, 532) having a meaning of
permission. ‘
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