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Description

Title of Invention: MACHINE LEARNING ON A BLOCKCHAIN

[1]

[2]

[3]

[4]

[10]

Technical Field
Embodiments herein relate to processing information, and more particularly to
processing information for Internet of Things (IoT) devices by using a distributed

ledger network.

Background Art

In general, an IoT device generates streams of data that need to be processed to learn
a user's behavioral patterns or routines by using a machine learning (ML) procedure.
However, it is difficult to use the ML procedure on devices such as IoT sensors,
because such sensors do not have enough memory and processing capability to run the
ML procedure thereon. To work around this problem, data may be sent to a centralized
server having an ML model as illustrated in FIGS. 1 and 2, but it is expensive to
maintain the server, and may compromise the user's privacy. If the ML model is

compressed to run on the 10T sensors, accuracy of prediction may decrease.
Disclosure of Invention
Solution to Problem

According to an embodiment, there is provided an electronic device comprising: a
memory storing instructions; and at least one processor configured to execute the in-
structions to: in response to an input, identify a dataset to be processed for responding
to the input; divide the dataset into a plurality of sub-datasets; identify at least one
electronic device which processes at least one sub-dataset; assign the at least one sub-
dataset to the at least one electronic device to process the at least one sub-dataset; and
receive from the at least one electronic device at least one output of the processed at

least one sub-dataset to generate a response to the input.

Brief Description of Drawings

The above and other advantages of embodiments will be better understood from the
following description with reference to the accompanying drawings, in which:

FIG. 1 is a diagram for explaining a machine learning (ML) model with a centralized
server;

FIG. 2 is a diagram illustrating communications between a server and IoT devices;

FIG. 3 is a schematic view illustrating IoT devices according to an embodiment;

FIG. 4a is a block diagram of an IoT device according to an embodiment;

FIG. 4b is a block diagram of a processor included in the IoT device according to an
embodiment;

FIG. 5a is a flowchart illustrating a method of processing the ML data on the dis-
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tributed ledger network according to an embodiment;
FIG. 5b is a flowchart illustrating a method of processing the ML data by using a

smart contract according to an embodiment;

FIG. 5c is a flowchart illustrating a method according to an embodiment;

FIG. 6a is a diagram for explaining washing machine personalization according to an
embodiment;

FIG. 6b is a diagram for explaining the use of a smart contract according to an em-
bodiment;

FIG. 7 is a diagram for explaining a navigation system according to an embodiment;

FIG. 8 is a diagram for explaining a virtual assistance application using a server;

FIG. 9 is a diagram for explaining an example scenario of the virtual assistance ap-
plication according to an embodiment;

FIG. 10 is a diagram for explaining a guest verification procedure;

FIG. 11 is a diagram for explaining a guest verification procedure according to an
embodiment;

FIG. 12 is a diagram for explaining a guest verification procedure according to an
embodiment;

FIG. 13 is a diagram for explaining smart garbage collection according to an em-
bodiment;

FIG. 14 is a diagram for explaining a smart home according to an embodiment;

FIG. 15 is a diagram for explaining smart fuel saving in a car according to an em-
bodiment;

FIG. 16 is a diagram for explaining division of a machine learning model via forking
according to an embodiment;

FIG. 17 is a diagram for explaining an ML prediction using a blockchain according
to an embodiment;

FIG. 18 is a diagram for explaining a random forest on a blockchain according to an
embodiment;

FIG. 19 is a diagram for explaining a decision tree trained model working as a smart
contract on a node in the blockchain according to an embodiment;and

FIG. 20 is a diagram for explaining a deep neural network (DNN) on blockchain
according to an embodiment.
Best Mode for Carrying out the Invention

Aspects of the disclosure are to address at least the above-mentioned problems and/or
disadvantages and to provide at least the advantages described below.

According to an embodiment, there is provided an electronic device comprising: a

memory storing instructions; and at least one processor configured to execute the in-



WO 2019/209059 PCT/KR2019/005034

[31]

[32]

[33]

[34]

[35]

structions to: in response to an input, identify a dataset to be processed for responding
to the input; divide the dataset into a plurality of sub-datasets; identify at least one
electronic device which processes at least one sub-dataset; assign the at least one sub-
dataset to the at least one electronic device to process the at least one sub-dataset; and
receive from the at least one electronic device at least one output of the processed at
least one sub-dataset to generate a response to the input.

According to an embodiment, there is provided an electronic device comprising: a
memory storing instructions; and at least one processor configured to execute the in-
structions to: receve from another electronic device a sub-dataset divided from a
dataset which is identifed, at the other electronic device, for responding to an input;
process the sub-dataset to produce an output; and transmit to the other electronic
device the output of the processed sub-dataset to generate a response to the input.

According to an embodiment, there is provided a method comprising: in response to
an input, identifying a dataset to be processed for responding to the input; dividing the
data into a plurality of sub-datasets; identifying at least one electronic device which
processes at least one sub-dataset; assigning the at least one sub-dataset to the at least
one electronic device to process the at least one sub-dataset; and receiving from the at
least one electronic device an output of the processed at least one sub-dataset to
generate a response to the input.

According to an embodiment, there is provided a method comprising: receving from
another electronic device a sub-dataset divided from a dataset which is identifed, at the
other electronic device, for responding to an input; processing the sub-dataset to
produce an output; and transmitting to the other electronic device the output of the
processed sub-dataset to generate a response to the input.

According to an embodiment, there is provided a computer program comprising in-
structions which, when the computer program is executed by at least one processor,
cause the at least one processor to carry out one of the above methods.

Accordingly, an embodiment provides a method for IoT devices to process data as-
sistively in a distributed ledger network. The method includes receiving, by a first IoT
device in the distributed ledger network, a query from a user. Further, the method
includes identifying, by the first IoT device, the ML data to process the query. Further,
the method includes dividing, by the first [oT device, the ML data into a plurality of
sub-models. Further, the method includes identifying, by the first IoT device, a
plurality of second IoT devices having capacity to process at least one sub-models of
the ML data. Further, the method includes executing, by the first IoT device, a smart
contract between the first IoT device and the second IoT devices from the plurality of
second IoT devices for processing the at least one sub-models of the plurality of the

sub-models. Further, the method includes assigning, by the first IoT device, at least
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one sub-models from the plurality of sub-models to at least one second loT device in
the blockchain-based IoT network based on the smart contract. Further, the method
includes obtaining, by the first IoT device, an output data of the remaining sub-models
of the ML data from each of the second IoT devices. Further, the method includes
generating, by the first IoT device, a response for the query by processing an output
data of the at least one sub-models processed by the first IoT device and the output of
the remaining sub-models processed by the at least one second IoT device.

In an embodiment, assigning the remaining sub-models to the at least one second IoT
device in the blockchain-based IoT network includes identifying the at least one
second IoT device for processing the remaining sub-models based on at least one of
capacity, a neighbor IoT device of the first IoT device, and a priority set by a user,
executing at least one smart contract between the first IoT device and the at least one
identified second 10T devices for processing the remaining sub-models, and assigning
the remaining sub-models to the at least one second IoT device for processing the
remaining sub-models.

In an embodiment, generating the response for the query by processing the output
data of the at least one sub-model processed by the first [oT device and the output of
the remaining sub-models processed by the at least one second 1oT device includes ag-
gregating each of the output data of the at least one sub-models processed by the at
least one second IoT device and the output of the at least one sub-model processed by
the first IoT device to generate a trained machine learning model, and generating the
response for the query by applying the trained machine learning model on the query.

In an embodiment, the output data of the first [oT device and the at least one second
IoT device added as individual blocks in the distributed ledger network.

In an embodiment, the at least one second IoT device processes the remaining sub-
models according to terms and specifications of at least one smart contract.

In an embodiment, the first IoT device links at least one smart contract to a
blockchain infrastructure, where a private ledger and a public ledger of the blockchain
infrastructure are used to verify the processing of the sub-models on the at least one
second IoT device according to the smart contract.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT
devices having capacity to process at least one sub-models of the ML data comprises
detecting, by the first IoT device, a user presence in the distributed ledger network,
obtaining, by the first IoT device, a profile of the user, and identifying, by the first [oT
device, the plurality of second IoT devices having capacity to process at least one sub-
models of the ML data based on the profile.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT

devices having capacity to process at least one sub-models of the sub-models
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comprises detecting, by the first IoT device, context associated with the ML data in the
distributed ledger network, and identifying, by the first IoT device, the plurality of
second IoT devices having capacity to process at least one sub-models of the ML data
based on the context.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT
devices having capacity to process at least one sub-models of the ML data comprises
detecting, by the first IoT device, at least two user's presence in the distributed ledger
network, determining, by the first IoT device, a conflict to identify the plurality of
second IoT devices having capacity to process at least one sub-models of the ML data
in response at least two users presence in the distributed ledger network, and
identifying, by the first IoT device, the plurality of second IoT devices having capacity
to process at least one sub-models of the ML data based on a setting.

In an embodiment, the setting comprises at least one of a First come first serve
(FCFS) setting, a Last come first serve (LCFS), and a voting based setting.

In an embodiment, the trained machine learning model is generated by receiving the
query from the first IoT device, selecting the at least one second IoT device from the
plurality of IoT devices to process the received query based on capability of each of
the IoT devices, dividing the query into a label data and a non-label data, identifying at
least one of second IoT devices to process the label data and the non-label data, and
aggregating each divided data result to generate the trained machine learning model.

Accordingly, the embodiment herein provides a method for IoT devices to process
data assistively in a distributed ledger network. The method includes receiving, by a
first IoT device in the distributed ledger network, a query from a user. Further, the
method includes identifying, by the first IoT device, non-machine learning (ML) data
for processing the query. Further, the method includes dividing, by the first IoT device,
the non-ML data into a plurality of sub-models. Further, the method includes
identifying, by the first IoT device, a plurality of second IoT devices having capacity to
process at least one sub-models of the non-ML data. Further, the method includes
executing, by the first IoT device, a smart contract between the first IoT device and the
second IoT devices from the plurality of second IoT devices for processing the at least
one sub-models of the plurality of the sub-models. Further, the method includes
assigning, by the first IoT device, at least one sub-models from the plurality of sub-
models to the at least one second IoT devices from the plurality of second IoT devices
based on the smart contract. Further, the method includes obtaining, by the first IoT
device, an output data of the processed sub-models of the non-ML data from each of
the second IoT devices. Further, the method includes generating, by the first IoT
device, a response for the query by processing the output data of the at least one sub-

models processed by the first [oT device and the output of the remaining sub-models
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processed by the at least one second 10T device.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT
devices having capacity to process at least one sub-models of the non-ML data
comprises detecting, by the first IoT device, a user presence in the distributed ledger
network, obtaining, by the first IoT device, a profile of the user, and identifying, by the
first IoT device, the plurality of second IoT devices having capacity to process at least
one sub-models of the non-ML data based on the profile.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT
devices having capacity to process at least one sub-models of the sub-models
comprises detecting, by the first IoT device, context associated with the non-ML data
in the distributed ledger network, and identifying, by the first IoT device, the plurality
of second IoT devices having capacity to process at least one sub-models of the non-
ML data based on the context.

In an embodiment, identifying, by the first [oT device, the plurality of second IoT
devices having capacity to process at least one sub-models of the non-ML data
comprises detecting, by the first IoT device, at least two user's presence in the dis-
tributed ledger network, determining, by the first IoT device, a conflict to identify the
plurality of second IoT devices having capacity to process at least one sub-models of
the non-ML data in response at least two users presence in the distributed ledger
network, and identifying, by the first IoT device, the plurality of second loT devices
having capacity to process at least one sub-models of the non-ML data based on a
setting.

In an embodiment, the trained machine learning model is generated by receiving the
query from the first IoT device, selecting the at least one second IoT device from the
plurality of IoT devices to process the received query based on capability of each of
the IoT devices, dividing the query into a label data and a non-label data, identifying at
least one of second IoT devices to process the label data and the non-label data, and
aggregating each divided data result to generate the trained machine learning model.

Accordingly, the embodiment herein provides an IoT device for processing data as-
sitively in a distributed ledger network. The IoT device includes a processor coupled to
a memory. The processor may receive a query from a user and determine a ML data to
process the query. Further, the processor may divide the ML data into a plurality of
sub-models. Further, the processor may identify a plurality of second IoT devices
having capacity to process at least one sub-models of the ML data. Further, the
processor may execute a smart contract between the first IoT device and the second
IoT devices from the plurality of second IoT devices for processing the at least one
sub-models of the plurality of the sub-models. Further, the processor may assign

remaining sub-models from the plurality of sub-models to at least one another IoT
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device in the blockchain-based IoT network and obtain an output data of the remaining
sub-models processed by the at least one another IoT device. Further, the processor
may generate a response for the query by processing an output data of the at least one
sub-models processed by the processor included in the IoT device and the output of the

sub-models processed by the at least one another IoT device.
Accordingly, the embodiment herein provides a first [oT device for processing data

assistively in a distributed ledger network. The first IoT device comprises a processor
coupled with a memory. The processor may receive a query from a user and identify
non-machine learning (ML) data for processing the query. The processor may divide
the non-ML data into a plurality of sub-models. The processor may identify a plurality
of second IoT devices having capacity to process at least one sub-models of the non-
ML data. The processor may execute a smart contract between the first IoT device and
the second IoT devices from the plurality of second IoT devices for processing the at
least one sub-models of the plurality of the sub-models. The processor may assign at
least one sub-models from the plurality of sub-models to the at least one second IoT
devices from the plurality of second IoT devices based on the smart contract. The
processor may obtain an output data of the processed sub-models of the non-ML data
from each of the second loT devices. The processor may generate a response for the
query by processing the output data of the at least one sub-models processed by the
first IoT device and the output of the remaining sub-models processed by the at least
one second loT device.

Mode for the Invention

The following description with reference to the accompanying drawings is provided
to assist in a comprehensive understanding of various embodiments of the disclosure as
defined by the claims and their equivalents. The following description includes various
specific details to assist in that understanding but these are to be regarded as merely
exemplary. Accordingly, those of ordinary skill in the art will recognize that various
changes and modifications of the various embodiments described herein may be made
without departing from the scope and spirit of the disclosure as defined in the
appended claims. In addition, descriptions of well-known functions and constructions
may be omitted for clarity and conciseness.

It may be noted that to the extent possible, like reference numerals have been used to
represent like elements in the drawings. Further, those of ordinary skill in the art will
appreciate that elements in the drawings are illustrated for simplicity and may not have
been necessarily drawn to scale. For example, the dimensions of some of the elements
in the drawings may be exaggerated relative to other elements to help to improve un-

derstanding of aspects of the embodiments. Furthermore, the one or more elements
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may have been represented in the drawings by various symbols, and the drawings may
show only those specific details that are pertinent to understanding the embodiments of
the disclosure so as not to obscure the drawings with details that will be readily
apparent to those of ordinary skill in the art having benefit of the description herein.

The terms and words used in the following description and claims are not limited to
the bibliographical meanings, but, are merely used by the inventors to enable a clear
and consistent understanding of the disclosure. Accordingly, it should be apparent to
those skilled in the art that the following description of various embodiments of the
disclosure is provided for illustration purpose only and not for the purpose of limiting
the disclosure as defined by the appended claims and their equivalents.

"o

It is to be understood that the singular forms "a,"” "an," and "the" include plural
referents unless the context clearly dictates otherwise. Thus, for example, reference to
"a component surface” includes reference to one or more of such surfaces. Addi-
tionally, expressions such as "at least one of," when preceding a list of elements,
modify the entire list of elements and do not modify the individual elements of the list.
For example, the expression, "at least one of a, b, and c," should be understood as
including only a, only b, only c, both a and b, both a and ¢, both b and c, or all of a, b,
and c.

The terms "include" and "comprise," as well as derivatives thereof, mean inclusion
without limitation. The term "or," is inclusive, meaning and/or. The phrases "as-
sociated with" and "associated therewith," as well as derivatives thereof, may mean to
include, be included within, interconnect with, contain, be contained within, connect to
or with, couple to or with, be communicable with, cooperate with, interleave,
juxtapose, be proximate to, be bound to or with, have, have a property of, or the like.

Moreover, various functions described below may be implemented or supported by
one or more computer programs, each of which may be formed from computer
readable program code and embodied in a computer readable medium. The terms "ap-
plication" and "program" refer to one or more computer programs, software
components, sets of instructions, procedures, functions, objects, classes, instances,
related data, or a portion thereof adapted for implementation in a suitable computer
readable program code. The phrase "computer readable program code" includes any
type of computer code, including source code, object code, and executable code. The
phrase "computer readable medium" includes any type of medium capable of being
accessed by a computer, such as read only memory (ROM), random access memory
(RAM), a hard disk drive, a compact disc (CD), a digital video disc (DVD), or any
other type of memory. A "non-transitory" computer readable medium excludes wired,
wireless, optical, or other communication links that transport transitory electrical or

other signals. A non-transitory computer readable medium includes media where data



WO 2019/209059 PCT/KR2019/005034

[59]

[60]

[61]

[62]

may be permanently stored and media where data may be stored and later overwritten,
such as a rewritable optical disc or an erasable memory device.

The term "unit", "manager"”, "engine", or "device" may refer to a unit which
processes at least one function or operation and may be implemented by hardware,
software, or a combination of hardware and software.

Accordingly, embodiments disclose a method for processing data on. The data may
include ML data and non-ML data. The data may be processed in a distributed ledger
network. The method may include receiving, by a first device in the distributed ledger
network, a query from a user. The first device may be a first IoT device. Further, the
method may include determining, by the first IoT device, data (e.g., ML data) to
process the query. Further, the method may include dividing, by the first IoT device,
the ML data into a plurality of sub-models. The sub-models may be ML sub-models.
Further, the method may include identifying, by the first IoT device, a plurality of
second devices having capacity to process at least one sub-models of the ML data. The
second devices may be second IoT devices. Further, the method may include
executing, by the first IoT device, a smart contract between the first IoT device and the
second IoT devices from the plurality of second IoT devices for processing the at least
one sub-models of the plurality of the sub-models. Further, the method may include
assigning, by the first IoT device, sub-models from the plurality of sub-models to at
least one second loT device in the blockchain-based IoT network. The sub-models
assigned to the at least one second IoT device may be ones remained after assigning at
least one sub-model to the first IoT device. Further, the method may include obtaining,
by the first IoT device, an output data of the sub-models processed by the at least one
second IoT device. Further, the method may include generating, by the first IoT
device, a response for the query by processing an output data of the at least one sub-
model processed by the first IoT device and the output of the sub-models processed by
the at least one second IoT device.

According to an embodiment, each 10T device may automatically divide the ML
model into smaller parts to send the divided parts to surrounding IoT devices for com-
putation as per their capabilities, and merge results of the computations. The division
of the ML model may be performed by forking of smart contracts. Distributed and
secure Blockchain storage may be used to store the ML, model and the results of the
computation. This results in processing the ML data on the distributed ledger network
in a cost effective, secure and accurate manner.

According to an embodiment, a secure system for personalization of the IoT devices
in a smart home may be provided to a user based on using the blockchain. The dis-
tributed ledger network may store the device profiles of individual users in the shared

household. According to an embodiment, automatic personalization of each device
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may be accomplished in response to detecting a particular user entering the room
where the device is located, in a secure and cost effective manner. In an example, when
first user has a preferred brightness or luminescence value for a smart bulb, and the
first user enters a room, then the smart bulb may detect the first user presence in the
home, obtain the first user's luminescence setting preference from the blockchain, and
automatically set its brightness value based on the first user's luminescence setting.
When a different user (i.e., second user) is detected in the same room prior to the first
user, then an appropriate conflict resolution strategy such as computing the average or
First Come First Serve (FCFS) may be applied.

FIG. 3 is a schematic view illustrating IoT devices according to an embodiment. IoT
devices may process data based on their capability.

The distributed ledger network 1000 includes a first IoT device 100a and a set of IoT
devices 100b-100n. The first IoT device 100a may communicate with the set of IoT
devices 100b-100n. The IoT devices 100a-100n may be, for example but not limited to
a smart TV, a smart bulb, a smart phone, a smart Air conditioner (AC), a smart fridge,
a door sensor or the like. The 10T devices 100a-100n may communicate with each
other. The IoT devices 100a-100n may be in the same home network, but is not limited
thereto. The distributed ledger network may be, for example, but not limited to a
blockchain-based Internet of Things (I0T) network, a graph-based distributed ledger
system such as the IOTA (based on Tangle), Hashgraph (based on gossip protocol) or
the like.

In an embodiment, the first IoT device 100a may receive a query of a user and
determine a ML data or non-ML to process the query. The query of the user may be
receved from the user's personal device. The ML data may include components of a
core machine learning model, for example weights learnt by the model/procedure. The
ML Data may not be provided to the user externally but generated in the procedure of
running its core logic. Data other than the ML Data may be referred to as non-ML data.
The non-ML Data may be, for example, input data like device logs, images, text, etc.
The non-ML data may be given as inputs for the machine learning model, e.g., an
image having a cat/dog , an image not having a cat/dog, the labels 'cat'/'dog' along with
the images may be categorized into the non-ML data.

In an example, the weights and hyperparamaters may be learnt by processing the
Decision Trees, Random Forests, Neural Network, etc The non-ML Datamay be fed as
inputs for the ML Model (even labels for ML task may fall under the Non-ML data).
The non-ML data may include images, text, news articles, app category, app metadata,
and app usage data, but is not limited thereto.Further, the first IoT device 100a may
divide the ML data/non-ML data into a plurality of sub-models. The ML data may
include a ML model or components of the ML, model. Further, the first IoT device
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100a may identify a plurality of IoT devices 100b-100n. The first IoT device 100a may
identify the plurality of IoT devices 100b-100n based on capacity of the plurality of
IoT devices 100b-100n to process at least one sub-models of the ML data/non-ML
data. Further, the first IoT device 100a may generate a smart contract between the first
IoT device 100a and the second IoT device 100b from the plurality of IoT devices
100b-100n for processing the at least one sub-models of the plurality of the sub-
models. The smart contract may be executed.

Further, the first IoT device 100a may assign sub-models from the plurality of sub-
models to at least one of the 10T devices 100b-100n. The sub-models assigned to the at
least one IoT device may be ones remained after assigning at least one sub-model to
the first IoT device. The assignment may be performed based on the smart contract
betweeh the first IoT device 100a and the IoT devices 100b-100n. The first IoT device
100a may obtain an output data of the sub-models processed by the at least one of the
IoT devices 100b-100n. Further, the first IoT device 100a may generate a response to
the query by processing an output data of the at least one sub-models processed by the
IoT device 100a and the output of the sub-models processed by the at least one of the
IoT devices 100b-100n.

In an embodiment, the first IoT device 100a may assign the sub-models to the at least
one of the IoT devices 100b-100n in the distributed ledger network by identifying the
at least one of the IoT devices 100b-100n based on capacity of the IoT devices
100b-100n. In an embodiment, the at least one of the IoT devices 100b-100n may be
identified based on a neighbor IoT device 100b-100n of the IoT device 100a. In an em-
bodiment, the at least one of the IoT devices 100b-100n may be identified based on a
priority set by a user. In an embodiment, at least one smart contract between the IoT
device 100a and the identified at least one of the IoT devices 100b-100n may be
executed for processing the sub-models.

In an embodiment, the first IoT device 100a may aggregate each output of the sub-
models processed by the at least one of the IoT devices 100b-100n and the output of
the at least one sub-model processed by the IoT device 100a to generate a trained
machine learning model. The trained ML model may be used to generate the response
to the query of the user.

In an embodiment, the trained machine learning model may be generated by
receiving the query from the first IoT device 100a, identifying the at least one IoT
device from the plurality of IoT devices 100b-100n to process the received query based
on capability of each of the 10T devices, dividing the query into a label data and a non-
label data, causing the at least one IoT device to process the label data and the non-
label data, and aggregating each output from each divided data.

The labelled data may include a set of input data that is mapped to one or more



12

WO 2019/209059 PCT/KR2019/005034

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

labels. For example, when predicting whether an image has dog or cat or both, each
image may be labelled with 'dog', ‘cat’, 'none' or 'both'.

The unlabeled data may include a set of input data which is not mapped to one or
more labels. In order to find out similar devices in a smart home environment without
explicitly labeling each device, an ML models may be built to find similar devices
based on users' usage of each device, which may be helpful to replace a device with
another one. In this case, "labels" for a device, for example, 'refrigerator’, is not
provided, but a corresponding device may be found by the ML models based on the
users' usage of devices.

Further, the first IoT device 100a may generate the response for the query by
processing the output data of the at least one sub-model processed by the IoT device
100a and the output of the sub-models processed by the at least one of IoT devices
100b-100n.

In an embodiment, the output data of the IoT device 100a and the at least one of the
IoT devices 100b-100n may be added as individual blocks in the distributed ledger
network. In an embodiment, the at least one of the IoT devices 100b-100n may process
the sub-models according to terms and specifications of at least one smart contract
between the first IoT device 100a and the at least one of the IoT devices 100b-100n.

In an embodiment, the IoT device 100a may link the at least one smart contract to a
blockchain infrastructure, and a private ledger or a public ledger of the blockchain in-
frastructure may be used to verify the processing of the sub-models on the at least one
of the IoT devices 100b-100n according to the smart contract.

1. In an embodiment, the IoT device 100a may identify the plurality of IoT devices
100b-100n to process at least one sub-models of the ML data or non-ML data based on
detecting a user. The user may be detected in the distributed ledger network 1000. A
profile of the user may be used to identify the plurality of IoT devices 100b-100n to
process at least one sub-models of the ML data or non-ML data.

In an embodiment, the IoT device 100a may identify the plurality of IoT devices
100b-100n to process at least one sub-models of the ML data or non-ML data based on
detecting context associated with the ML data or non-ML in the distributed ledger
network 100.

In an embodiment the first IoT device 100a may identify the plurality of IoT devices
100b-100n to process at least one sub-models of the ML data or non-ML data based on
a setting when at least two users are detected. The at least two users may be detected in
the distributed ledger network 1000. The first IoT device 100a,

In an embodiment, the setting may include at least one of a first come first serve
(FCFS) setting, a last come first serve (LCFS), and a voting based setting.

In an embodiment, the first IoT device 100a may store a user data on a blockchain
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with an Interplanetary file system (IPFS), and the ML models may be stored on the the
blockchain with IPFS. The IPFS may be implemented on multiple IoT devices
100a-100n consisting of the blockchain. The IPFS may be treated as one distributed
file system used in the blockchain. The hash of the address of the IPFS file may be
stored on the blockchain's of the IoT devices 100a-100n. The machine learning
procedure of prediction/training (implemented by blockchain smart contracts) may be
divided into sub-procedures, and distributed to nearby devices, results of the ML
procedures may be aggregated. The sub-procedures may be referred to as sub-
contracts.

In an example, the blockchain may be a public blockchain system (e.g., Ethereum or
the like). The blockchain may store the data in the IPFS. In another example, the
blockchain may be a private blockchain system and the blockchain may store the data
in an IoT hub or IoT devices on a network.

Using Ethereum: In an example, the first step may be computing the IoT device
profile on the smart hub for each user and each device. The device profile may be
updated periodically, for example monthly. The user preferences may be assumed to
change not too often. The IoT devices 100a-100n may send the usage data to the IoT
hub which analyses the data and computes the device profile. An example of the IoT
hub may be SmartThings, but is not limited thereto. The person ordinary skill in the
art, they may use other tool (e.g., Truffle, Ganache, or the like) to perform the same
operation.

The computed profile may be stored on the blockchain using the IPFS, which in turns
generates a hash. This generated hash may be stored on the Ethereum network. The
transaction hash may be stored securely on the IoT hub.

2. Using the private blockchain system and store data in the hub: In another example,
a block mining calculation (with a reduced difficulty level) may be performed in the
IoT hub (e.g., SmartThings) consisting of an IoT environment, rather than in a remote
server. In this architecture, the IoT hub may compute the device profiles and store
them in a private blockchain system. According to an embodiment, protection of
privacy may be strengthened, because the preferences of the users for different device
settings are not stored on any external server, and the preferences of the users are
stored on the IoT hub.

Using IOTA: In another example, the IOTA may be used. Using IOTA, each IoT
device 100a-100n or the IoT hub may function as parts of the blockchain itself, and
may have the capability of mining data. Each device computes and stores its own user
device profile for each of the users, rather than store the profiles for all the IoT devices
100a-100n in the smart house.

The IOTA has a distributed ledger based on Tangle, which consists of nodes
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connected in a web form instead of blockchain. The Tangle uses a Directed Acyclic
Graph (DAG) for storing transactions. Any transaction is verified by two other closer
nodes in the web, unlike blockchain where only miners verify the transaction. In
Tangle, the transaction may be confirmed when the transaction acquires enough cu-
mulative weight. Thus, technological resources may be shared locally in real time
between IoT devices in a distributed network. The verification of transactions may be
completed by the nearest nodes. The IOTA utilizes a hash function called Curl, which
is quantum- immune. JOTA may be used to trade exact amounts of resources on
demand as well as store data from sensor and data loggers securely after verification.

FIG. 4a is a block diagram of an IoT device according to an embodiment, and FIG.
4b is a block diagram of a processor included in the IoT device according to an em-
bodiment. In an embodiment, the IoT device 100 includes a processor 110, a com-
municator 120, and a memory 130. The processor 110 may receive the query from the
user and determine the ML data to process the query. Further, the processor 110 may
divide the ML data into the plurality of sub-models and process at least one sub-model
from the plurality of sub-models based on the capability of the first IoT device 100a.

Further, the processor 110 may assign remaining sub-models from the plurality of
sub-models to at least one another IoT device 100b-100n in the blockchain-based 10T
network and obtain the output data of the remaining sub-models processed by the at
least one another IoT device 100b-100n. Further, the processor 110 may generate the
response for the query by processing the output data of the at least one sub-models
processed by the processor 110 included in the IoT device 100a and the output of the
remaining sub-models processed by the at least one another IoT device 100b-100n.

In an embodiment, the processor 110 may assign the remaining sub-models to the at
least one another IoT device 100b-100n in the blockchain-based IoT network by
identifying the at least one another IoT device 100b-100n for processing the remaining
sub-models based on at least one of capacity, the neighbor IoT device 100b-100n of
the IoT device 100a, and the priority set by the user, and executing at least one smart
contract between the IoT device 100a and the at least one identified another IoT
devices 100b-100n for processing the remaining sub-models.

In an embodiment, the processor 110 may aggregate each of the output data of the at
least one sub-models processed by the at least one another IoT device 100b-100n and
the output of the at least one sub-model processed by the IoT device 100a to generate
the trained machine learning model. Further, the processor 110 may generate the
response for the query by processing the output data of the at least one sub-model
processed by the processor 110 included in the IoT device 100a and the output of the
remaining sub-models processed by the at least one another IoT device 100b-100n.

In an embodiment, the processor 110 includes a ML data dividing unit, a ML-
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sub-model processing unit, a ML-sub-model process assigning unit, and a response
generation unit used for processing the ML model on the block -chain based IoT
network.

The communicator 120 is configured for communicating with the processor 110 to
process the ML data on the blockchain-based IoT) network.

The memory 130 also stores instructions to be executed by the processor 110. The
memory 130 may include non-volatile storage elements. Examples of such non-volatile
storage elements may include magnetic hard discs, optical discs, floppy discs, flash
memories, or forms of electrically programmable memories (EPROM) or electrically
erasable and programmable (EEPROM) memories. In addition, the memory 130 may,
in some examples, be considered a non-transitory storage medium. The term "non-
transitory" may indicate that the storage medium is not embodied in a carrier wave or a
propagated signal. However, the term "non-transitory"” should not be interpreted that
the memory 130 is non-movable. In some examples, the memory 130 may be
configured to store larger amounts of information than the memory. In certain
examples, a non-transitory storage medium may store data that can, over time, change
(e.g., in Random Access Memory (RAM) or cache).

Although the FIG. 4a shows various hardware components of the IoT device
100a-100n but it is to be understood that other embodiments are not limited thereon. In
another embodiment, the IoT device 100a-100n may include less or more number of
components. Further, the labels or names of the components are used only for il-
lustrative purpose and does not limit the scope of the invention. One or more
components may be combined together to perform same or substantially similar
function for IoT devices to process data assitively based on capability of the IoT
devices in the distributed ledger network 1000.

FIG. 4b shows various hardware components of the processor included in the IoT
devices 100a-100n, according to an embodiment as disclosed herein. In an em-
bodiment, the processor 110 includes a query analyser 110a, a data divider 110b, a ca-
pability identifier 110c, a data aggregator 110d, a smart contract executor 110e and a
block-chain based response modeller 110e.

The query analyser 110a may receive the query from the user and determine the ML
data or non-ML to process the query. Further, the data divider 110b may divide the ML
data or non-ML into the plurality of sub-models. Further, the capability identifier 110c
may identify the plurality of IoT devices 100b-100n having capacity to process at least
one sub-models of the ML data or non-ML data. A smart contract executor 100e may
execute the smart contract between the first IoT device 100a and the at least one lIoT
device from the plurality of IoT devices 100b-100n for processing the at least one sub-

models of the plurality of the sub-models.
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Further, the block-chain based response modeller 110f may assign remaining sub-
models from the plurality of sub-models to at least one another IoT device 100b-100n
and obtain the output data of the remaining sub-models processed by the at least one
another IoT device 100b-100n. Further, the block-chain based response modeller 110f
may generate the response for the query by processing the output data of the at least
one sub-models processed by the processor 110 included in the IoT device 100a and
the output of the remaining sub-models processed by the at least one another IoT
device 100b-100n.

In an embodiment, the block-chain based response modeller 110f may assign the
remaining sub-models to the at least one another IoT device 100b-100n in the
blockchain-based IoT network by identifying the at least one another IoT device
100b-100n for processing the remaining sub-models based on at least one of capacity,
the neighbor IoT device 100b-100n of the IoT device 100a, and the priority set by the
user, and executing at least one smart contract between the IoT device 100a and the at
least one identified another 10T devices 100b-100n for processing the remaining sub-
models.

4. In an embodiment, the block-chain based response modeller 110f may aggregate
each of the output data of the at least one sub-models processed by the at least one
another IoT device 100b-100n and the output of the at least one sub-model processed
by the IoT device 100a to generate the trained machine learning model. Further, the
block-chain based response modeller 110f may generate the response for the query by
processing the output data of the at least one sub-model processed by the processor 110
included in the IoT device 100a and the output of the remaining sub-models processed
by the at least one another IoT device 100b-100n.

Although the FIG. 4b shows various hardware components of the processor 110 but
it is to be understood that other embodiments are not limited thereon. In another em-
bodiment, the processor 110 may include less or more number of components. Further,
the labels or names of the components are used only for illustrative purpose and does
not limit the scope of the invention. One or more components may be combined
together to perform same or substantially similar function for IoT devices to process
data in the distributed ledger network 1000.

5. FIG. 5a is a flowchart illustrating a method of processing the ML data on the dis-
tributed ledger network according to an embodiment, and FIG. 5b is a flowchart il-
lustrating a method of processing the ML data by using a smart contract according to
an embodiment.Steps 502a-514a may be processed by the processor 110.

At 502a, the method includes receiving, by the first IoT device 100a in the dis-
tributed ledger network, the query from the user. At 504a, the method includes de-
termining the ML data to process the query. At 506a, the method includes dividing the
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ML data into the plurality of sub-models. At 508a, the method includes identifying the
plurality of IoT devices having capacity to process at least one sub-models of the ML.
data. At 510a, the method includes executing the smart contract between the first IoT
device 100a and the at least one IoT device from the plurality of IoT devices
100b-100n for processing the at least one sub-models of the plurality of the sub-
models.

At 512a, the method includes assigning the sub-models from the plurality of sub-
models to at least one IoT device of the IoT devices 100b-100n in the blockchain-
based IoT network. At 514a, the method includes obtaining the output data of the
remaining sub-models processed by the at least one 10T device. At 516a, the method
includes generating the response for the query by processing the output data of the at
least one sub-models processed by the first IoT device 100a and the output of the
remaining sub-models processed by the at least one 10T device.

Steps 502b-516b may be processed by the processor 110. At 502b, the method
includes receiving the query from the user. At 504b, the method identifying non- ML
data for processing the query. At 506b, the method dividing the non-ML data into the
plurality of sub-models.

At 508b, the method identifying the plurality of IoT devices 100b-100n having
capacity to process at least one sub-models of the non-ML data. At 510b, the method
executing the smart contract between the first IoT device 100a and the at least one IoT
device from the plurality of IoT devices 100b-100n for processing the at least one sub-
models of the plurality of the sub-models.

At 512b, the method assigning at least one sub-models from the plurality of sub-
models to the at least one 10T device from the plurality of IoT devices 100b-100n
based on the smart contract.At 514b, the method obtaining the output data of the
processed sub-models of the non-ML data from each of the IoT devices. At 516b, the
method generating the response for the query by processing the output data of the at
least one sub-models processed by the first IoT device 100a and the output of the sub-
models processed by the at least one 10T device.

The various actions, acts, blocks, steps, or the like in the flowcharts 500a and
500bmay be performed in the order presented, in a different order or simultaneously.
Further, in some embodiments, some of the actions, acts, blocks, steps, or the like may
be omitted, added, modified, skipped, or the like without departing from the scope of
the invention.

FIG. 5c is a flowchart illustrating a method performed at an electronic device
according to an embodiment.

At 502c, a dataset may be identified at an electronic device. The electronic device

may be the first IoT device 100a. The dataset may be identified in response to an input.



18

WO 2019/209059 PCT/KR2019/005034

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

The input may be a query. The input may be input by a user or received from the user.
In an embodiment, the dataset may include ML data. The dataset may include non-
ML data. The dataset may include both of the ML data and the non-ML data, but is not

limited thereto. The ML data may be an ML model.

At 504c, the dataset may be divided into sub-datasets. When the dataset is or include
ML data, the divided sub-datasets may be or include ML sub-models.

At 506c, at least one electronic device may be identified. The identified at least one
electronic device may be at least one of the IoT devices 100b-100n. The identified at
least one electronic device may process at least one sub-datasets.

At 508c, the at least one sub-dataset may be assigned to the at least one electronic
device. The at least one electronic device may process the assigned at least one sub-
dataset. Each of the at least one electronic device may process each of the at least one
sub-dataset.

At 510c, at least one output of the processed at least one sub-dataset may be received
from the at least one electronic device. The received at least one output may be used to
generate a response to the input. In an embodiment, the electronic device may also
process a sub-dataset. The sub-datasets processed at the at least one electronic device
and the electronic device are different and divided from the dataset.

In an embodiment, the at least one output may be added as a block in a distributed
ledger network, and consisting of a blockchain. The at least one output may be ag-
gregated to generate a ML model. The generated ML model may be used to generate
the response to the input. When the input includes a label input and a non-label input,
each output for each input may be aggregated.

In an embodiment, a smart contract between the electronic device and the at least one
electronic device may be generated to process the sub-dataset. The sub-dataset may be
assigned based on the generated smart contract. The output of the processed sub-
dataset may be verified based on the smart contract on a distributed ledger network.

In an embodiment, the electronic device may identify the at least one electronic
device based on processing capability of the at least one electronic device. The at least
one electronic device that has processing capability to process the sub-dataset may be
identified among a plurality of electronic devices. The identified at least one electronic
device may process the sub-dataset.

In an embodiment, the electronic device may identify the at least one electronic
device based on information of a user. The information of the user may be the user's
profile information, the user's preference information, the user's behavior pattern in-
formation, the users' routine information, the user's calendar information, but is not
limited thereto. The identified at least one electronic device may process the sub-

dataset.
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[119] In an embodiment, the electronic device may identify the at least one electronic
device based on a context associated with the dataset.

[120] In an embodiment, the electronic device may identify the at least one electronic
device based on a predetermined crieteria when at least two users are detected. FIG. 6a
is a diagram for explaining washing machine personalization according to an em-
bodiment, and FIG. 6b is a diagram for explaining the use of a smart contract
according to an embodiment.

[121] The washing machine personalization may be performed according to an em-
bodiment. For example, the table 1 indicates various devices and corresponding device
profile data. Further, the device logs for the users (i.e., User 1, washing machine,
Wednesday 7 am (morning), Colored, Regular, Warm; User 2, washing machine,
Wednesday 10 am (morning), Whites, Regular, Warm; User 1, washing machine,
Sunday 5 pm (evening), Delicates, Cold; and User 2, washing machine, Wednesday 8
am (morning), Colored, Regular, Warm). According to an embodiment, the IoT device
100a may create a distributed association rule mining information and association
rules. The ML data may include the distributed association rule mining information
and the association rules. In an example, based on the association rules, the washing
machine personalization for the user 2 may be determined as frequent time of day:
morning, frequent days of week: Wednesday, Fabric Type: Whites/Colored, Cycle:
Regular, temperature: Warm, and the washing machine personalization for the user 1
may be determined as frequent time of day: morning, frequent days of week:
Wednesday, Sunday, Fabric Type: Colored, Cycle: Regular, temperature: Warm.

[122] [Table 1]

Device Type Device Profile Data

Washing Machine Day of the week, Time, Type of fabric, Cycle,

Water temperature

Fridge Average Temperature, Time of Use, Duration, No.

of times in a day door opened

Microwave Use Frequency, Temperature Set, Average time of
use

Lightbulb Brightness / Luminescence

AC Temperature setting

TV Number of times used each day, what time of use,

how long used

[123] The washing machine, the smart TV, and the smart bulb link at least one smart
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contract to the blockchain infrastructure. In order to process the ML data, according to
an embodiment, the processor 110 included in the washing machine may divide the
ML data into the plurality of sub-models and process at least one sub-model from the
plurality of sub-models based on the capability of the smart washing machine. Further,
the processor 110 may assign remaining sub-models from the plurality of sub-models
to the smart bulb and smart TV in the blockchain-based IoT network.

The processor 110 included in the washing machine may obtain the output data of the
remaining sub-models processed by the smart bulb and smart TV. Further, the
processor 110 included in the washing machine may generate the response for the
query by processing the output data of the at least one sub-models processed by the
processor 110 included in the washing machine and the output of the remaining sub-
models processed by the smart bulb and smart TV. The output data of the at least one
sub-models processed by the washing machine and the output of the remaining sub-
models processed by the smart bulb and smart TV may be aggregated to generate the
response to the input or the query.

1. In an example, in the blockchain-based IoT network, the association rules of the
transaction may be defined in terms of contracts. For example, the contract is defined
as follows:

Call_profile_for_user (username, device_type)

Hence, if the device type is DEVICE_LIGHTBULB and username is USER_A, the
following contract may be executed:

Call_profile_for_user (USER_A, DEVICE_LIGHTBULB)

In another example, the 10T device 100a may analyze personalization information for
each user with respec to each device type, and generate device user profile for each
user with resepect to each device type. The generated device user profile may be stored
in the blockchain. The personalization procedure may use device logs for each device
as inputs and produce outputs of the user device profile for each user for the given
device. The generation of the IoT user profile for each device type may be performed
on an IoT hub and other IoT devices 100b-100n on the IoT network. The IoT device
100a may be the IoT hub.

In another example, in case of multiple users in the same home, the minimum and
maximum setting values used by the users may be used to determine a mutually ac-
ceptable value for the device setting of the IoT devices 100a-100n connected to the
hub. According to an embodiment, predefined rules may be used to create the device
user profile on the hub. In an embodiment, the predefined rules may be defined by
each user.

For example, the following may be extracted from the usage log for the smart

washing machine:
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[132] a) 20 minutes on Wednesday 7 am (morning) by the first user,

[133] b) 30 minutes on Wednesday 10 am (morning) by the second user,

[134] ¢) 20 minutes on Sunday 5 pm (evening) by the first user, and

[135] d) 10 minutes on Wednesday 8 am (morning) by user 1.

[136] An example rule is as follows:

[137] Within the last month, if the smart washing machine is used for more than 5 minutes
continuously and the same pattern is observed for at least 2 times, then the smart
washing machine may update the user device profile for the user and device with the
most frequent time of day and 2 most frequent days of week.

[138] The rules may be programmed and applied on the smart hub and devices connected
to the hub. The profile information for all users and for all connected devices may be
analyzed once a month and stored on the Interplanetary File System (IPFS). The IPFS
is a protocol to store and share distributed content, and is frequently used on the
blockchain.

[139] By applying this rule, the updated user device profile is as follows:

[140] a) (Second User, Washing machine, frequent time of day: morning, frequent days of
week: Wednesday)

[141] b) (First User, Washing machine, frequent time of day: morning, frequent days of
week: Wednesday, Sunday)

[142] This created device user profile for the washing machine may be stored in the IPFS.
Below is sample of an JSON code for the user device profiles, which is prepared by the
hub and stored in the IPFS.

[143] {

[144] "user_id":"user 1"

[145] "Washing machine":

[146] {

[147] "frequent time of day": "morning",

[148] "frequent days of week": "Wednesday"

[149] },

[150] "TV™

[151] {

[152] "frequent time of day": ["evening", "night"],

[153] "frequent days of week": "Wednesday"

[154] }

[155] }

[156] In another example, whenever the user enters the smart home, the following actions
may take place according to an embodiment.

[157] The smart sensor may identify the user by associating his mobile phone or by using
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sensors. Presence of the user may be determined in either of the following ways:

a) Implicitly, by inferring a person from their activity profile, and

b) Explicitly, by asking a person's smartphone to identify the person when he enters a
room, use a new device, or log in to the hub using his smartphone.

After identifying the user, the stored user device profile may be fetched from the
blockchain in the following way: the smart hub may use the stored hash to obtain the
transaction message from the blockchain (e.g., Ethereum). This first hash may be used
to read the user profile information from the IPFS, which is then used to determine the
settings to be applied on the smart device. Finally, the fetched profile parameters/
settings may be applied to the smart device.

In another example, according to an embodiment, if there are multiple users present
in aroom, the IoT device 100 may resolve conflicts based on its settings which is any
of the following:

a. First come first serve (FCFS): The settings of the user who first enters the room are
applied, until the user leaves the room,

b. Last come first serve (LCFS): The settings of the user who enters the room in the
last are applied, and

c. Mean or Median: In case the setting value is numerical (such as AC temperature),
the mean or median of the settings is taken. In case it is categorical, a voting system
may be used and the setting with the most votes may be applied.

FIG. 7 is a diagram for explaining a navigation system according to an embodiment.
According to an embodiment, the navigation system in the smart car may provide a
recommendation to the user based on the ML data. The ML data is trained by using the
real time traffic data, the user data from the electronic device, a car data using on board

display (OBD) and user personal calendar data. An output of the ML data may be
obtained by processing an output data of the at least one sub-models processed by the
processor 110 included in the smart car and the output of the remaining sub-models
processed by another device, so that the navigation system provides a personalized rec-
ommendation to the user based on the ML data. The other device may be included in
the smart car, but is not limited thereto.

FIG. 8 is a diagram for explaining a virtual assistance application using a server. . In
this method, the user may speak out a command of “Turn backlights ON” to a virtual
assistance application. The virtual assistance application may send the command to a
cloud server, and the machine learning model is used to find a response corresponding
to the command. The cloud server may send the response to the virtual assistance ap-
plication. The virtual assistance application may forward the response to the corre-
sponding device (e.g., smart bulb, smart TV, smart washing machine or the like) to

cause the corresponding device to perform a function corresponding to the command.
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[168] FIG. 9 is a diagram for explaining an example scenario of the virtual assistance ap-
plication according to an embodiment. According to an embodiment, the user may
speak out a command of “Turn backlights ON” to the virtual assistance application.
The virtual assistance application processes the command in the IoT environment
without connecting to the cloud server. Further, the machine learning model may be
used to find a response corresponding to the command of the user. A corresponding
function may be executed on the corresponding IoT device (e.g., smart bulb).

[169] FIG. 10 is a diagram for explaining a guest verification procedure. According to this
method, the security person needs to call the home owner to ask if the home owner is
expecting a visitor. Based on the response, the guest verification procedure is
completed manually.

[170] FIG. 11 is a diagram for explaining a guest verification procedure according to an
embodiment, and FIG. 12 is a diagram for explaining a guest verification procedure
according to an embodiment.

[171] As shown in the FIG. 11, according to an embodiment, the guest verification may be
performed by a security guard's capturing photo of the visitor and processing the photo
in the IoT environment. Based on the processing, when the visitor is identified
correctly in any of the IoT devices then the gate will be opened. According to an em-
bodiment, the photo may not be sent to any external device out of the IoT environment,
which may enhance the security and privacy in an effective manner.

[172] As shown in the FIG. 12, the guest verification may be performed by the security
guard's capturing the photo of the visitor and processing the photo in the IoT en-
vironment using the ML model. Based on the processing, when the visitor is identified
correctly in any of the IoT devices then the gate will be opened. According to an em-
bodiment, the photo is not shared with any external device out of the IoT enviornment,
which may enhance the security and privacy in an effective manner.

[173] FIG. 13 is a diagram for explaining smart garbage collection according to an em-
bodiment. . For example of smart garbage collection, when a container has an IoT
sensor, the distributed ML may be used to calculate an optimized garbage collection
route by using outputs from the IoT fill sensor. Further, the container may inform a
truck where to go. This results in reducing the work load and allowing the garbage to
be collected effectively.

[174] FIG. 14 is a diagram for explaining a smart home according to an embodiment.

[175] When different people living in shared house/office have different IoT device
preferences (i.e., a first user wants air conditioner (AC) to be set as 20 degrees and a
second user wants 30 degrees). According to an embodiment, when a person enters a
smart home, a door sensor may be triggered based on the person walking past toward

the smart home, and the user identification may be identified from user's phone.
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[176]

[177]

[178]

[179]

[180]

[181]

[182]

Further, the door sensor may send event data to a smart TV to apply predicted user
preferences of the identified person by using the ML model. The smart TV may obtain
stored predictions for preferences for the person and apply the preferences for the
person to its setting.

FIG. 15 is a diagram for explaining smart fuel saving in a car according to an em-
bodiment.

In an example, an [oT mirror may predict fuel saving by using a mirror data ML
model. An IoT light may predict fuel saving by using light data ML model, IoT door
predicts fuel saving, Tablet/phone predicts fuel saving using engine speed data ML
model, and IoT wheel may predict fuel saving by using wheel pressure data ML model,
the fuel saving prediction may be performed based on the mirror data ML model, the
light data ML model, the engine speed data ML model, and the wheel pressure data
ML model.

In another example, the proposed method may be used to provide equitable sharing
of resources in a shared household, which may be used to split the electricity bill based
on actual usage of devices, or as per some other arrangement (such as where the owner
and renters live in same house and the owner does not need to pay but renters do).
Here, once each user is identified for each device, the length of time may be billed in
virtual currency to each user. At the end of each month, the virtual currency usage for
each person is logged and the total bill for the shared household may be divided based
on the actual usage of the devices by each user.

In another example, the proposed method may be used to provide a water distribution
management in a smart building. Here the water usage for each flat in the building may
be determined with help of sensors fitted to water pipelines or taps, and accordingly
the water distribution and water bill may be inferred for each flat.

FIG. 16 is a diagram for explaining division of a machine learning model via forking
according to an embodiment.

The IoT device (e.g., smart bulb) may receive the input data and passes it to the smart
hub. The smart hub may create the smart contracts and fork it to other nodes (i.e., other
IoT devices). The smart contract may be defined to compute error gradients using a
stochastic gradient descent (SGD) procedure. The other nodes may send the aggregated
updated weight matrix to the smart hub. The updated weight matrix may be stored on
the IPFS. The IPFS may send the transaction message to a blockchain platform (e.g.,
Ethereum). The hash of weight matrix may be stored on a blockchain in the smart hub.
Ethereum may send another transaction message to the smart hub.

In general, the hash of the device user profile information stored on the IPFS may be
stored in Ethereum blockchain as a transaction message. The Ethereum network

computes a second hash based on the transaction message which is stored in the smart
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[183]

[184]

[185]

[186]

[187]

[188]

[189]

[190]

[191]

hub.

FIG. 17 is a diagram for explaining an ML prediction using a blockchain according
to an embodiment.

The IoT device (e.g., smart bulb) may receive the input data and pass it to the smart
hub. The smart hub may create and fork the smart contracts to other nodes (i.e., other
IoT devices). The smart hub may store the hash value of weight matrix and send the
hash value of weight matrix to a blockchain (e.g., Ethereum). Ethereum may send
another transaction message in the form of the hash value to the distributed storage.
The distributed storage may send the weight matrix to the smart hub.

FIG. 18 is a diagram for explaining a random forest on a blockchain according to an
embodiment, and FIG. 19 is a diagram for explaining a decision tree trained model
working as a smart contract on a node in the blockchain according to an embodiment.

As shown in the FIG. 18 and FIG. 19, the IoT device may implements each decision
tree trained model computation as the smart contract on the node which is stored on the
IPES. The hash of each block may be stored on the blockchain. The decision tree smart
contract in the nodes may be used to predict class given an input and to fork the com-
putation to next node. The final block smart contract (running on the smart hub) may
be for majority voting. The smart contract in the majority voting block is to perform
the voting and get final prediction.

In the random forest model, there is an ensemble of decision tree models and the
majority of votes is taken as the predicted class.

FIG. 20 is a diagram for explaining a deep neural network (DNN) on blockchain
according to an embodiment.

In the DNN model, there may be multiple nodes in the input, hidden, output layers,
and each node may perform a nonlinear computation (such as Sigmoid or RELU).
According to an embodiment, the IoT device may use the weight matrix of each layer
(input layer, hidden layer, and output layer) as a smart contract computation in the
node in the blockchain. The smart contract in each node is to (a) Forward phase:
compute product of weight matrix with the input vector in the forward pass (b)
Backward phase: modify weights after back propagating the errors in the forward
phase. Each block performs its computation or forks it to a neighboring node

The various actions, acts, blocks, steps, or the like in the flowchart may be performed
in the order presented, in a different order or simultaneously. Further, in some em-
bodiments, some of the actions, acts, blocks, steps, or the like may be omitted, added,
modified, skipped, or the like without departing from the scope of the invention.

The embodiments disclosed herein may be implemented using at least one software
program running on at least one hardware device and performing network management

functions to control the elements.
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[192]

The foregoing description of the specific embodiments will so fully reveal the
general nature of the embodiments herein that others can, by applying current
knowledge, readily modify and/or adapt for various applications such specific em-
bodiments without departing from the generic concept, and, therefore, such adaptations
and modifications should and are intended to be comprehended within the meaning and
range of equivalents of the disclosed embodiments. It is to be understood that the
phraseology or terminology employed herein is for the purpose of description and not
of limitation. Therefore, while the embodiments herein have been described in terms of
preferred embodiments, those skilled in the art will recognize that the embodiments
herein may be practiced with modification within the spirit and scope of the em-

bodiments as described herein.
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Claims

An electronic device comprising:

a memory storing instructions; and

at least one processor configured to execute the instructions to:

in response to an input, identify a dataset to be processed for re-
sponding to the input;

divide the dataset into a plurality of sub-datasets;

identify at least one electronic device which processes at least one sub-
dataset;

assign the at least one sub-dataset to the at least one electronic device to
process the at least one sub-dataset; and

receive from the at least one electronic device at least one output of the
processed at least one sub-dataset to generate a response to the input.
The electronic device of claim 1, wherein the at least one output of the
processed at least one sub-dataset is added as a block in a distributed
ledger network.

The electronic device of claim 1, wherein the at least one processor is
further configured to execute the instructions to:

generate a smart contract with the at least one electronic device to
process the at least one sub-dataset; and

assign the at least one sub-dataset to the at least one electronic device
based on the smart contract,

wherein the at least one output of the processed at least one sub-dataset
is verified on a distributed ledger network based on the smart contract.
The electronic device of claim 1, wherein the dataset comprises a
machine learning (ML) model, and the plurality of sub-datasets
comprises a plurality of sub-models.

The electronic device of claim 1, wherein the at least one processor is
further configured to execute the instructions to:

process a sub-dataset to produce an output; and

aggregate the output of the processed sub-dataset, and the at least one
output of the processed at least one sub-dataset to generate the response
to the input.

The electronic device of claim 5, wherein the at least one processor is
further configured to execute the instructions to:

generate a ML model based on the aggregation of outputs to generate

the response to the input by using the generated ML model.
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The electronic device of claim 5, wherein the input is divided into a
label input and a non-label input, and each output for each divided
input are aggregated to generate the response to the input.

The electronic device of claim 1, wherein the at least one electronic
device is identified based on processing capability of the at least one
electronic device.

The electronic device of claim 1, wherein the at least one electronic
device is identified based on information of a user.

The electronic device of claim 1, wherein the at least one processor is
further configured to execute the instructions to detect a context as-
sociated with the dataset, wherein the at least one electronic device is
identified based on the context associated with the dataset.

The electronic device of claim 1, wherein the at least one electronic
device is identified based on a predetermined criteria when at least two
users are detected by the electronic device.

An electronic device comprising:

a memory storing instructions; and

at least one processor configured to execute the instructions to:

receve from another electronic device a sub-dataset divided from a
dataset which is identifed, at the other electronic device, for responding
to an input;

process the sub-dataset to produce an output; and

transmit to the other electronic device the output of the processed sub-
dataset to generate a response to the input.

A method comprising:

in response to an input, identifying a dataset to be processed for re-
sponding to the input;

dividing the data into a plurality of sub-datasets;

identifying at least one electronic device which processes at least one
sub-dataset;

assigning the at least one sub-dataset to the at least one electronic
device to process the at least one sub-dataset; and

receiving from the at least one electronic device an output of the
processed at least one sub-dataset to generate a response to the input.
A method comprising:

receving from another electronic device a sub-dataset divided from a
dataset which is identifed, at the other electronic device, for responding

to an input;
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processing the sub-dataset to produce an output; and

transmitting to the other electronic device the output of the processed
sub-dataset to generate a response to the input.

A computer program comprising instructions which, when the
computer program is executed by at least one processor, cause the at

least one processor to carry out the method of one of claims 13 or 14.



1/18

WO 2019/209059 PCT/KR2019/005034

[Fig. 1]
Server
(with ML model)

Training Prediction
Step Step

Generated
Predictions

Historical Trained

Data Model




2/18

WO 2019/209059 PCT/KR2019/005034

[Fig. 2]
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[Fig. 5b]
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[Fig. 5c]
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DEVICE LOGS
User 1, washing machine, Wednesday 7 am (morming), Colored, Regular, Warm.
User 2, washing machine, Wednesday 10 am (morning), Whites, Regular, Warm.
User 1, washing machine, Sunday 5 pm (evening), Delicates, Delicates, Cold.

User 2, washing machine, Wednesday 8 am (morning), Colored, Regular, Warm.

a

Device Type | Device Profile Data Distributed Association Rule Mining
Washing  [Day of the week, Time, Type of fabric, Cycle, (Slg)[r)]%gn_cg fg(égjwq X)
Machine Water temperature
Fridge Average Temperature, Time of Use, Duration,

No. of times in a day door opened
Microwave |Use Frequency, Temperature Set, Average

time of use
Lightbulo | Brightness / Luminescence
AC Temperature setting
v Number of times used each day, what time

of use, how long used SMART WASHING

ACHINE

ASSOCIATION RULES

(User 2, Washing machine, frequent time of day: moming, frequent days of week: Wednesday,
Fabric Type: Whites/Calored, Cycle: Regular, temperature: Warm)

(User 1, Washing machine, frequent time of day: moming, frequent days of week: Wednesday,
Sunday, Fabric Type: Colored, Cycle: Regular, temperature: Warm)
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[Fig. 6b]

DEVICE LOGS + ASSOCIATION RULES

User 1, washing machine, Wednesday 7 am (morning), Colored, Regular,Warm.
(User 1, Washing machine, frequent time of day: morning, frequent days of week:
Wednesday, Sunday, Fabric Type: Colored, Cycle: Regular, temperature: Warm)
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[Fig. 7]
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[Fig. 13]
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[Fig. 15]
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