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METHODS AND SYSTEMS FOR HIGH-DATA~RATE QUANTUM CRYPTOGRAPHY

BACKGROUND OF THE INVENTION
This invention relates generally to a system and method
for key delivery using quantum cryptography, and, more
particularly to a system and method for high data rate key

delivery using quantum cryptography.

The transmission of information over a secure channel is
an important component of many of the present commercial
data exchanges. However, many of the present methods for
providing secure information, usually referred to as
crypto systems, rely on either the difficulty of computing

certain characteristics or in securely distributing

.protected information, often referred to as a key, to each

user. The logistics of the second approach are staggering
and, therefore, most present systems use the first

approach, often referred to as a public key system.

Another method of providing a secure channel between two
parties, referred to as quantum cryptography (QC) or
quantum key distribution (QKD), has been recently
described. OKD relies on the fact that any measurements
of quantities, such as phase or polarization of a photon,
uniquely defines for the receiving and transmitting

parties the state of the entity being measured.

Quantum cryptographic key distribution (QKD) systems
transmit cryptographic key data encoded in the quantum
states of individual optical photons. The benefits of such
a system are that it allows secure transmission of key
data over unsecured optical links with security guaranteed
by the fundamental quantum properties of light rather than

by computational complexity or barriers to interception.
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This is possible because single photons cannot be split
into smaller pieces‘(intercepted or diverted photons
simply won't arrive at the intended destination), nor can
they be intercepted and consistently regenerated in
identical states since their states cannot be fully
characterized by single measurements, leading inevitably
to errors in the states of the replacement photons.
Practical systems for distribution of cryptographic keys
using quantum cryptography protocols require transmission
of single-photon optical signals through some medium, such

as optical fiber or free space.

In a system described by C. H. Bennet and G. Brassard

faint pulses of polarized light, assuring the light pulses

are substantially single-photon pulses, are used to

distribute key information via a low-attenuating (10-20
dB), non-depolarizing optical channel, called the "quantum
channel”. By utilizing the "quantum channel", two users
can agree on a secret key in an impromptu manner, just
before it is needed, but with provable security based on
the uncertainty principle of quantum physics. To do so,
the users may not exchange any material medium, but they
do require a communication channel of a particular
physical form, whose transmissions, owing to the
uncertainty principle, cannot be eavesdropped on without

disturbance.

In a system described by A. K., Ekert et al., a short-
wavelength laser illuminates a suitably cut non-linear
crystal. Two apertures select photon pair beams which are
launched into single-mode fibers by lenses. Identical
Mach-Zehnder interferometers are placed in the signal and

idler arms of the apparatus. The interferometer outputs
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are viewed by signals and single-photon counting

detectors.

In quantum cryptography, after the quantum transmission
has been sent and received, the sender and receiver
exchange further messages through a second channel, -called
the "public channel", which may be of any physical form
such as an optical, microwave, or radio channel. These
messages, which need not be kept secret from the
eavesdropper, allow the legitimate sender and receiver to
assess the extent of the disturbance of the quantum
transmission by eavesdropping by another and noise sources
such as photomultiplier dark current, and, if the
disturbance of the quantum transmission has not been too
great, to distill from the sent and received versions of
the quantum transmission a smaller body of random key
information which with high probability is known to the

sender and receiver but to no one else.

However, the bit rate obtainable in QKD systems based on
present state-of-the-art technology is limited to
approximately 1000 bits/second for short transmission
distances and to a significantly lower bit rate for longer
transmission distances. The gating technology controlling
the bit rate of existing systems is the detector

technology.

Table 1: Estimation of QKD delivered key rate.

Detector max clock rate: 0.1-10 MHz.
Detector quantum efficiency: 10 dB
Optical receiver loss: 3dB

Fiber Span optical losses: 10 dB
“u<0.17: 10 dB

Basis guessing for BB84 protocol: 3 dB
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Information leakage for Error Correction and Privacy <1dB
Amplification

Total bit losses: 37 dB loss

Delivered Quantum Key Rate: 20-2000 Hz

As shown in Table I, QKD systems operating at near
infrared wavelengths are compatible with standard
telecommunications optical fiber and typically have a
maximum key generation rate in the range of 10 bits/sec to
1000 bits/sec, depending on the total optical fiber span
length.

There is a need for enhanced bit-rate QKD architectures.

SUMMARY OF THE INVENTION
The methods and systems of this invention enable enhanced

bit-rate QKD fiber-based key delivery.

In one embodiment, a secure communications network of this
invention includes a number of communication nodes, each
of the communication nodes being connected to a quantum
channel. At least one of the communication nodes (a
sending node) includes a photon supplying system capable
of supplying a succession of substantially single photons
spaced a part in time, a modulator system capable of
modulating a characteristic property of each one of the
substantially single photons, a multiplexing system
capable of assembling the succession of substantially
single photons in a predetermined order, and a
transmission/coupling system capable of
transmitting/coupling the assembled succession of
substantially single photons over the quantum channel. At
least another of the communication nodes (a receiving
node) includes a receiving system capable of receiving at

least some of the assembled succession of substantially
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single photons, an analyzing system capable of analyzing
the characteristic property of the received assembled
succession of substantially single photons, a
demultiplexing system capable of separating the received
assembled succession of substantially single photons into
a number of separated successions of substantially single
photons, and, a number of detector systems, each one of
the detector systems being capable of detecting one
separated succession of the successions of substantially

single photons.

For a better understanding of the present invention,
together with other and further objects thereof, reference
is made to the accompanying drawings and detailed
description and its scope will be pointed out in the

appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS
Figures la, 1lb, lc, 1ld are schematic graphical
representations of a QKD systems of the prior art;
Figures 2 is a schematic graphical representations of
another QKD system of the prior art;
Figure 3 is a schematic graphical representation of an
embodiment of a QKD system of this invention;
Figure 4 is a schematic graphical representation of an
embodiment of a QKD architecture of this invention; and
Figure 5 represents a schematic graphical representation

of time division multiplexing as used in this invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
Methods and systems that enable enhanced bit-rate QKD

fiber-based key delivery are disclosed hereinbelow.
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In order to better understand this invention an embodiment
of a system of this invention,shown in Fig. 3, is compared
to QKD systems of the prior art, shown in Figures la, 1lb,

lc and 1d, and Figure 2.

Prior Art

Referring to Fig. la, two nodes 75 and 85 of a prior art
communication network 50 are connected to a quantum
channel 5. At a sending node 75, labeled Alice, a photon
supplying system 55 supplies substantially single photons
that are phase modulated by a modulator system 60 (a Mach-
Zender interferometer with unequal path lengths in Fig.
la) and provided to the quantum channel 5. At the
Receiving node 85, labeled Bob, a receiving/analyzing
system 65 can receive and analyze the photons sent by
Alice. The detector systems 72, 74 can detect the photons
sent by Alice. Photons are detected at detector system 72
or/and detector system 74 depending on the length of the
path traveled by the photon supplied by the photon
supplying system 55. (Figures la-1d were disclosed in N.
Gisin et al, Quantum cryptography, Rev. Mod. Phys., Vol.
74, No. 1, pp. 145-96, January 2002,which is incorporated

by reference herein.)

Figure 1bshows two nodes 25 and 45 of another prior art
communication network 10 connected to the quantum channel
5. Referring to Figure 1lb, photon are supplied by the
laser source 20 and the Faraday mirror 15.In the
configuration of Fig. 1lb, the Faraday mirror 15 is
considered part of thephoton supplying system at node 25,
labeled Alice. At the Receiving node 45, labeled Bob, the
receiving and analyzing systems are combined and the

combined system 35 includes a polarization beamsplitter
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and a phase modulator. The detector systems 40 can detect

the photons sent by Alice.

Fig. lc shows two nodes 110 and 120 of yet another prior
art communication network 100 connected to the quantum
channel 5. At one node 110, labeled Alice, four laser
diodes 105,115, 125, 130 each emitting a short photon
pulse of different polarization-for example, - 45 degrees,
0 degrees, + 45 degrees, and 90 degrees-constitute part of
the photon supplying system. A triggering system that
triggers a single laser diode constitutes the modulation
system. An attenuator 130 that attenuates the photon pulse
completes the photon supplying system. At the other node
120, labeled Bob, a set of waveplates 140 constitute the
receiving system. A symmetric beamsplitter 145 and two
polarizing beamsplitters 150, 155 constitute the analyzing
system. The detector systems 160 can detect the photons
sent by Alice. In the network of Fig. lc encodes "quantum
bit" using the polarization of the photons, while in the
networks of Figs. lc, 1d the information is encoded in the

phase.

Fig. 1d shows two nodes 210 and 220 of still another prior
art communication network 200 connected to two quantum
channels 205, 215. A two-photon source 225 emits pairs of
entangled photons, one photon towards each of the nodes
210, 220, labeled Alice and Bob. Each photon is analyzed
with a polarizing beamsplitter 230. The photon whose
orientation can be changed rapidly by a polarization
rotator 240. The receiving/analyzing system in each of the
nodes is similar to that used for polarization coding in
Fig. lc. The detector systems 250 can detect the entangled
photons at each node 210, 220. It should be noted that the
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system of this invention is not limited to only these four

embodiments.

In order to facilitate comparison and understanding of the
present invention, a schematic representation of prior
art systems such as the prior art systems of Figs. la and
1b is shown in Fig. 2. Referring to Fig. 2, the two nodes
265 and 275 of the prior art communication network 260 are
connected to the quantum channel 285. At one node 265,
labeled Alice, a transmission system 270, including a
photon supplying system, a modulator system and a
transmission/coupling system and, is capable of
transmitting/coupling a succession of substantially single
photons over the quantum channel 285. At the receiving
node 275, labeled Bob, a receiving/analyzing system 280
can receive and analyze the photons sent by Alice. The
detectors 285, 290 can detect the photons sent by Alice.
Photons are detected at one detector 285 or/and the other
detector 290 depending on the length of the path traveled
by the photon supplied by the photon supplying system at
the sending node 265, Alice. The detectors 285, 290
perform substantially the same function as the detectors

72 and 74 in Fig. 1la.

In principle, the above systems would require the use of
single photon states. Since these states are difficult to
realize experimentally, these states are sometimes
approximated by coherent states with an ultra-low mean
photon number, which can easily be realized using standard
semi~-conductor lasers and calibrated attenuators. However,
this approximation suffers from a small, but non-zero,
probability of generating more than one photon. Therefore,
there is great interest in single photon sources (also

called "photon guns"), although single photon sources are
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not readily available. Hereinafter, both coherent states
with an ultra-low mean photon number and single photon
sources are referred to as sources of substantially single

photons.

The detectors in all the above examples are typically
avalanche photodiodes (APDs). The detector technology

limits the achievable bit rate of existing systems.

Embodiments of systems of this invention

In oné embodiment of the system of this invention, a node
of the communication network includes, in addition to the
conventional components described above, a multiplexing
system capable of temporally and/or spectrally
multiplexing information, which is then transmitted over
the quantum channel (in one embodiment, a fiber optic
transmission line). (The temporal and/or spectral
multiplexing can also be described as assembling a stream
of substantially single photons in a predetermined order.)
Another node (the receiving node) includes, in addition to
the conventional components described above, a
demultiplexing system capable of demultiplexing the
information (separating the received assembled stream of
substantially single photons into a number of separated
streams of substantially single photons). Each separated
(demultiplexed) stream of information is provided to one
detector of a group of detectors. Figure 3 schematically
shows an embodiment of a system of this invention in
which, at the receiving node, the two detectors (in one
embodiment APDs) of Fig. 2 are replaced by 2 sets of four
multiplexed detectors (in one embodiment APDs). Referring
to Fig. 3, two nodes 310 and 320 of a communication
network 300 of this invention connected to the quantum

channel 305. The receiving node 320, labeled Bob, includes
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a receiving/analyzing system 330, a demultiplexing system
340 capable of separating a succession of substantially
single photons into a number of separated succession of
substantially single photons, and a number of detectors in
two groups of detectors 350, 360. Photons are detected at
one detector group 350 or/and the other detector group 360
depending on the length of the path traveled by the
photon supplied by the photon supplying system at the
sending node 210, labeled Alice. The data rate (key
delivery rate) of the system of Fig. 3 is substantially

four times faster than the rate of the system of Fig. 2.

Fig. 4 is a schematic graphical representation of an
embodiment of a QKD architecture of this invention. Shown
in Fig. 4 are two nodes 410 and 420 of an embodiment 400
of the communication network of this invention connected
to the gquantum channel 405, (A prior art system having
only the conventional components shown of Figure 3 is
described in Elliott, Pearson, Troxel, Quantum
Cryptography in Practice, Invited paper, ACM SIGCOMM 2003,
available at
http://quantum.bbn.com/dscgi/ds.py/View/Collection-109,
which is hereby incorporated by reference.) In this
embodiment, the transmitting node 410 includes a photon
supplying system 430 capable of supplying a succession of
substantially single photons spaced a part in time, a
modulator system 440 capable of modulating a
characteristic property (a Mach-Zender interferometer with
unequal path lengths), the phase in this embodiment, of
each one of the substantially single photons, a
multiplexing system (not shown) capable of assembling the
succession of substantially single photons in a
predetermined order and a transmission/coupling system 450

capable of transmitting/coupling the assembled succession

10
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of substantially single photons over the quantum channel
405. The receiving node 420 includes a receiving system
460 capable of receiving at least some of the assembled
succession of substantially single photons, an analyzing
system 470 (a Mach-Zender interferometer with unequal path
lengths) capable of analyzing the characteristic property
of the received assembled succession of substantially
single photons, a demultiplexing 480 system capable of
separating the received assembled plurality of
substantially single photons into a number of separated
successions of substantially single photons; and, two

detector systems 492, 494.

In the embodiment shown in Fig. 4, the succession of
substantially single photons can be multiplexed spectrally
(in wavelength) or/and in time. Multiplexing in wavelength
can be achieved, in one embodiment, but not limited to,
using a comb laser source (for example, but not limited
to, the comb laser source described in C. F. C. Silva, O.
P. Gough, S. Bennett, L. N. Langley and A. J. Seeds, "A
Dense WDM Source Using Optical Frequency Comb Generation
and Widely Tunable Injection-Locked Laser Filtering
Techniques," IEE PREP 2000 Conference on Postgraduate
Research in Electronics, Photonics and Related Fields, pp.
497-500, Nottingham, UK, April 200 and references
therein). In one embodiment, individual wavelengths are
selected by switches or by direct modulation of the

individual sources.

Multiplexing through temporal division (time
multiplexing), shown schematically in Figure 5, can be
achieved, in one embodiment, but not limited to, by

clocking the photon source (laser) at a higher rate.

11
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Conventional laser diodes exist at rates of 2.5 GHz, 10

GHz, and 40 GHz.

If the succession of substantially single photons is
multiplexed spectrally, at the receiving node (for
example, node 420 in Fig. 4), demultiplexing the received
assembled succession of substantially single photons
comprises, in one embodiment, separating the received
assembled succession of substantially single photons
spatially. Optical filters (conventional optical telecom
components such as thin-film filters or arrayed waveguides
(AWGs)) can be used, in one embodiment, but not limited
to, for passive demultiplexing of the wavelength
multiplexed received assembled succession of substantially

single photons.

If the succession of substantially single photons is
temporally multiplexed, at the receiving node, the
temporally multiplexed succession of substantially single
photons can be separated, in one embodiment, but not
limited to, by a series of optical switches. An embodiment
of the separation in time is shown in Fig. 5. In one
embodiment, the active demultiplexing can be accomplished
with an optical switch operating to deliver photons to the
detectors (APDs, in one embodiment) in consecutive order.
In that embodiment, optical switches operating with 10-100

MHz clock speeds are utilized.

In another embodiment of the system of this invention, the
succession of substantially single photons is multiplexed
both spectrally and temporally. In that embodiment, the
received assembled succession of substantially single

photons is separated both spatially and in time.

12
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In one detailed embodiment of the QKD system of this
invention shown in Fig. 4, each detector system 492, 494
has an array of 4000 detectors, corresponding to frequency
multiplexing of 80 separate wavelengths, with each

wavelength temporally multiplexed with 50 pulses.

While, in the embodiment shown in Fig. 4, the information
is encoded in the phase relationship of the substantially
single photons, the conventional components of the system
of this invention could, in another embodiment, be similar
to those of Fig. lc, in which the information is encoded
in the polarization of the substantially single photons.
In the system of this invention utilizing polarization
encoding of the substantially single photons, each
detector in Fig. lc would be replaced by a group of

detectors.

Similarly, while in the embodiment shown in Fig. 4, the
information is encoded in the phase relationship of the
substantially single photons, the conventional components
of the system of this invention could, in another
embodiment, be similar to those of Fig. 1ld, in which the
information is encoded in polarization entangled
substantially single photon pairs. In the system of this
invention utilizing polarization entangled substantially
single photon pairs, each detector in Fig. 1ld would be

replaced by a group of detectors.

Operation of an embodiment of the system of this invention
in which the succession of substantially single photons is
multiplexed spectrally includes the following steps..A
succession of substantially single photons is transmitted
over the gquantum channel, where each substantially single

photon has a predetermined wavelength, each predetermined

13
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wavelength is located in a band of wavelengths from a
number of bands of wavelength, and, each band of
wavelengths is located in the bandwidth of the quantum
channel. At least some of the substantially single photons
from the succession of substantially single photons are
received at a receiving node. The received succession of

substantially single photons is spatially separated into a

number of spatially separated successions of substantially

single photons, each spatially separated succession of
substantially single photons including substantially
single photons having a wavelength located in one band of
wavelengths from the number of bands of wavelength. Each
spatially separated succession of substantially single

photons is detected by one detector.

Operation of an embodiment of the system of this invention
in which the succession of substantially single photons is
temporally multiplexed includes the following steps. A
succession of substantially single photons, the
substantially single photons being spaced apart in time,
is transmitted over the gquantum channel. At least some of
the substantially single photons from the succession of
substantially single photons are received at a receiving
node. The received substantially single photons are
separated in time into a number of temporally separated
successions of substantially single photons. Each
temporally separated succession of substantially single

photons is detected by one detector.

Operation of an embodiment of the system of this invention
in which the succession of substantially single photons is
temporally and spectrally multiplexed includes a
combination of the above described methods. The received

succession of substantially single photons is spatially

14
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separated into a number of spatially separated successions
of substantially single photons, each spatially separated
succession of substantially single photons including
substantially single photons having a wavelength located
in one band of wavelengths from the number of bands of
wavelength. Each spatially separated succession of
substantially single photons is separated in time into a
number of temporally separated successions of
substantially single photons. Each of the temporally
separéted and spatially separated successions of

substantially single photons is detected by one detector.

It should be noted that, although the above disclosed
embodiments and above reviewed prior art utilize several
methods for encoding the key information (sometimes called
the "qubits"), other encoding methods are possible and are
within the scope of this invention. It should also be
noted that, although the above disclosed embodiments are
shown utilizing APDs, the methods and systems of this

invention do not depend on any one detector technology.

Although the invention has been described with respect to
various embodiments, it should be realized this invention
is also capable of a wide variety of further and other
embodiments within the spirit and scope of the appended

claims.

What is claimed is:

15
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CLAIMS

1. A secure communications network comprising:
a plurality of communication nodes, each of said
communication nodes being connected to a quantum channel;
at least one of said communication nodes comprising:
a photon supplying system capable of supplying a plurality
of substantially single photons spaced a part in time;
a modulator system capable of modulating a characteristic
property of each one of the substantially single photons;
a multiplexing system capable of assembling the plurality
of substantially single photons in a predetermined order;
a transmission/coupling system capable of
transmitting/coupling the assembled plurality of
substantially single photons over the quantum channel;
and,
at least another of said communication nodes comprising:
a receiving system capable of receiving at least some of
the assembled plurality of substantially single photons;
an analyzing system capable of analyzing the
characteristic property of the received assembled
plurality of substantially single photons;
a demultiplexing system capable of separating the received
assembled plurality of substantially single photons into a
number of separated pluralities of substantially single
photons; and,
a plurality of detector systems, each one of said detector
systems being capable of detecting one separated plurality

of said pluralities of substantially single photons.
2. The secure network of claim 1 wherein the characteristic

property is a phase of each one of the substantially

single photons.

16
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3.

7.

The secure network of claim 1 wherein the characteristic
property is a polarization state of each one of the

substantially single photons.

. The secure network of claim 1 wherein each plurality from

number of pluralities of substantially single photons has

substantially one wavelength.

The secure network of claim 4 wherein each plurality from
number of pluralities of substantially single photons is

separated with respect to time of arrival.

. The secure network of claim 5 wherein said demultiplexing

system comprises an optical switch operating at

substantially 10 to 100 Mhz.

An apparatus for distributing cryptographic key
information, the apparatus comprising:

a photon supplying system capable of supplying a plurality
of substantially single photons spaced a part in time,
each one all the substantially single photons having
substantially one wavelength;

a modulator system capable of modulating a characteristic
property of each one of the substantially single photons;
a multiplexing system capable of assembling the plurality
of substantially single photons in a predetermined order;
and,

a transmission/coupling system capable of
transmitting/coupling the assembled plurality of
substantially single photons over the quantum channel;
wherein the plurality of substantially single photons

comprise the source of the cryptographic key information.

17
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8. The apparatus of claim 7 wherein the characteristic
property is a phase of each one of the substantially

single photons.

9. The apparatus of claim 7 wherein the characteristic
property is a polarization state of each one of the

substantially single photons.

10. An apparatus for receiving cryptographic key
information, the apparatus comprising:
a receiving system capable of receiving a first plurality
of substantially single photons;
an analyzing system capable of analyzing a characteristic
property of the first plurality of substantially single
photons;
a demultiplexing system capable of separating the first
plurality of substantially single photons into a number of
second pluralities of substantially single photons; and,
a plurality of detector systems, each one of said detector
systems being capable of detecting one plurality of said
second pluralities of substantially single photons;
wherein the plurality of substantially single photons

comprises the source of the cryptographic key information.

11. The apparatus of claim 10 wherein the characteristic
property is a phase of each one of the substantially

single photons.
12. The apparatus of claim 10 wherein the characteristic

property is a polarization state of each one of the

substantially single photons.

18
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13. The apparatus of claim 10 wherein each plurality from
number of the second pluralities of substantially single

photons has substantially one wavelength.

14. The apparatus of claim 13 wherein each plurality from
number of the second pluralities of substantially single

photons is separated with respect to time of arrival.

15.The apparatus of claim 14 wherein said demultiplexing
system comprises an optical switch operating at
substantially 10 to 100 Mhz.

16. A method for obtaining a high data rate in quantum key
distribution, the method comprising the steps of:
transmitting, over a quantum channel, a first plurality of
substantially single photons in a predetermined pattern;
receiving, at a receiving node, at least some of the first
plurality of substantially single photons;
separating the received plurality of substantially single
photons into a number of second pluralities of
substantially single photons;
detecting each plurality from the number of second

pluralities of substantially single photons.

17. A method for obtaining a high data rate in quantum key
distribution, the method comprising the steps of:
transmitting, over a predetermined channel, a first
plurality of substantially single photons spaced apart in
time, each substantially single photon having a
predetermined wavelength, each predetermined wavelength
located in a band of wavelengths from a plurality of bands

of wavelength, each band of

19



WO 2004/105289 PCT/US2004/014934

wavelengths located in a bandwidth of the predetermined

channel;

receiving, at a receiving node, at least some of the
substantially single photons from the plurality of

substantially single photons;

spatially separating the received plurality of
substantially single photons into a number of second
pluralities of substantially single photons, each second
plurality of substantially single photons including
substantially single photons having a wavelength located
in one band of wavelengths from the plurality of bands of

wavelength;

separating in time each second plurality of substantially
single photons, constituting a number of separated in time

third pluralities of substantially single photons;

detecting each third plurality of substantially single
photons.

18. A method for obtaining a high data rate in quantum key
distribution, the method comprising the steps of:
transmitting, over a predetermined channel, a first
plurality of substantially single photons, each
substantially single photon having a predetermined
wavelength, each predetermined wavelength located in a
band of wavelengths from a plurality of bands of
wavelength, each band of wavelengths located in a

bandwidth of the predetermined channel;
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receiving, at a receiving node, at least some of the
substantially single photons from the plurality of

substantially single photons;

spatially separating the received plurality of
substantially single photons into a number of second
pluralities of substantially single photons, each second
plurality of substantially single photons including
substantially single photons having a wavelength located
in one band of wavelengths from the plurality of bands of

wavelength;

detecting each spatially separated second plurality of

substantially single photons.

19. A method for obtaining a high data rate in quantum key
distribution, the method comprising the steps of:
transmitting, over a predetermined channel, a plurality of

substantially single photons spaced apart in time;

receiving, at a receiving node, at least some of the
substantially single photons from the plurality of

substantially single photons;

separating in time the received substantially single

photons;

detecting the separated in time substantially single

photons.
20. A secure communications network comprising:

a plurality of communication nodes, each of said

communication nodes being connected to a quantum channel;
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at least one photon supplying system capable of supplying
a pair of pluralities of substantially single photons
spaced a part in time;

at least one multiplexing system capable of assembling
each one plurality of the pair of pluralities of
substantially single photons in a predetermined order;

at least one pair of said communication nodes, each
communication nodes from the pair comprising:

a receiving/analyzing system capable of receiving at least
some of one plurality of the pair of assembled pluralities
of substantially single photons and capable of analyzing
the characteristic property of the received assembled
plurality of substantially single photons;

a demultiplexing system capable of separating the received
assembled plurality of substantially single photons into a
number of pluralities of substantially single photons;
and,

a plurality of detector systems, each one of said detector
systems being capable of detecting one plurality of said

pluralities of substantially single photons.
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