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METHODS, SYSTEMS AND COMPUTER 
PROGRAMI PRODUCTS FOR DETECTING 

MEMORY LEAKS 

BACKGROUND OF THE INVENTION 

0001. The present invention relates to data processing in 
general and, more particularly, to methods, systems, and 
computer program products for monitoring program code 
memory usage. 

0002) Object oriented programming is a well-known soft 
ware application development technique that employs col 
lections of objects or discrete modular data structures that 
are identified by so called references. More than one refer 
ence can identify the same object. The references can be 
stored in the application variables and within the objects, 
forming a network of objects and references, known as the 
reference graph. The objects are created dynamically during 
the application execution, and are contained in a memory 
structure referred to as a heap. 
0003. Many object oriented programming languages, 
such as JAVAR, Eiffel, and C sharp Cit), employ automatic 
memory management, popularly known as garbage collec 
tion. Automatic memory management is an active compo 
nent of the runtime system associated with the implemen 
tation of the object oriented language, which removes 
unneeded objects from the heap during the application 
execution. An object is unneeded if the application will no 
longer use it during its execution. A common way of 
determining at least Substantial Subset of the unneeded 
objects is to determine so called “liveness” of all objects in 
the heap. An object is defined as “live' if there exists a path 
of references starting from one of the application variables, 
and ending at the reference to the given object. A path of 
references is defined as a sequence of references in which 
each reference with the exception of the first reference in the 
sequence is contained within the object identified by the 
previous reference in the sequence. 
0004. A frequent problem appearing in object oriented 
applications written in languages with automatic memory 
management is that some objects due to the design or coding 
errors remain live, contrary to the programmer's intentions. 
Such objects are called lingering objects. Lingering objects 
tend to accumulate over time, clogging the heap and causing 
multiple performance problems, eventually leading to the 
application crash. 
0005 To detect the lingering objects, programmers in the 
development phase of the application life-cycle employ 
memory debugging or memory profiling tools. In one widely 
practiced debugging methodology, the tool produces a heap 
dump which serves as a baseline Snapshot that illustrates the 
objects residing in the heap at the given time. A set of test 
inputs is then run through the program and the tool produces 
a second snapshot of the heap which illustrates the objects 
residing in the heap at the second time. The programmer 
then compares the two Snapshots to determine which objects 
are accumulating over time. By analyzing the reference 
graphs contained in the heap dumps, and using his/her skills 
and the knowledge of the program logic, the programmer 
can determine which objects are lingering, and, what is even 
more important, why they stay alive. Then the programmer 
can proceed with fixing the application program in Such a 
way that no more reference paths to the lingering objects can 
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be found by the garbage collector. Despite the acceptance of 
existing approaches to finding lingering objects, they may be 
tedious to use, and may not easily scale in a production 
environment, where heap sizes can be of order of gigabytes. 
0006 U.S. Patent Publication No. 2004/0181782 dis 
cusses a system and method for optimizing memory usage 
by locating lingering objects. U.S. Pat. No. 6,167,535 dis 
cusses object heap analysis techniques for discovering 
memory leaks and other run time information. U.S. Pat. No. 
6,694.507 discusses a method and apparatus for analyzing 
performance of object oriented programming code. U.S. Pat. 
No. 6,434.575 discusses a method of instrumenting garbage 
collection generating a trace file making a single pass 
analysis of object heap. The disclosures of U.S. Patent 
Publication No. 2004/0181782, U.S. Pat. No. 6,176,535, 
U.S. Pat. No. 6,694,507, and U.S. Pat. No. 6,434,575 are 
hereby incorporated herein in their entirety by reference. 
0007. Notwithstanding the systems and methods dis 
cussed above, there continues to exist a need for methods, 
systems, and computer program products providing moni 
toring of object oriented program code memory usage. 

SUMMARY OF THE INVENTION 

0008 According to embodiments of the present inven 
tion, methods detecting a memory leak may include identi 
fying a largest ChildNode of a ParentNode, and comparing 
a total size of the ParentNode to a total size of the largest 
ChildNode of the ParentNode. If the total size of the 
ParentNode is significantly larger than the total size of the 
largest ChildNode of the ParentNode, a possible memory 
leak area may be identified. 
0009 For example, comparing a total size of the Parent 
Node to a total size of the largest ChildNode may include 
calculating a difference between the total size of the Parent 
Node and the total size of the largest ChildNode. Accord 
ingly, identifying a possible memory leak area may include 
identifying a possible memory leak area if the difference 
between the total size of the Parent Node and the total size 
of the largest ChildNode exceeds a difference threshold. 
0010. In an alternative, comparing a total size of the 
ParentNode to a total size of the largest ChildNode may 
include calculating a ratio of the total size of the largest 
ChildNode with respect to the total size of the ParentNode. 
Accordingly, identifying a possible memory leak area may 
include identifying a possible memory leak area if the ratio 
of the total size of the largest ChildNode with respect to the 
total size of the ParentNode is less than a ratio threshold. 

0011. In addition, if the total size of the ParentNode is not 
significantly larger than the total size of the largest Child 
Node, a largest GrandChildNode may be identified. After 
identifying the largest GrandChildNode, a total size of the 
ChildNode may be compared to a total size of the largest 
GrandChildNode. If the total size of the ChildNode is 
significantly larger than the total size of the largest Grand 
ChildNode, a possible memory leak area may be identified. 
0012 Moreover, if the total size of the ParentNode is not 
significantly larger than the total size of the largest Child 
Node of the ParentNode, the total size of the ChildNode may 
be compared to a size threshold. If the total size of the 
ChildNode is less than the size threshold, a no memory leak 
detected result may be returned. If the total size of the 
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ChildNode is greater than the size threshold, a largest 
GrandChildNode may be identified. After identifying the 
largest GrandChildNode, a total size of the ChildNode may 
be compared to a total size of the largest GrandChildNode, 
and if the total size of the ChildNode is significantly larger 
than the total size of the largest GrandChildNode, a possible 
memory leak area may be identified. 

0013 If the total size of the ParentNode is not signifi 
cantly larger than the total size of the largest ChildNode, a 
determination may be made if the largest ChildNode is a 
terminal node. If the largest ChildNode is a terminal node, 
a no memory leak detected result may be returned. If the 
largest ChildNode is not a terminal node, a largest Grand 
ChildNode may be identified. After identifying the largest 
GrandChildNode, a total size of the ChildNode may be 
compared to a total size of the largest GrandChildNode. If 
the total size of the ChildNode is significantly larger than the 
total size of the largest GrandChildNode, a possible memory 
leak area may be identified. 

0014 If the total size of the ParentNode is not signifi 
cantly larger than the total size of the largest ChildNode, a 
determination may be made if the largest ChildNode is a 
terminal node. If the largest ChildNode is a terminal node, 
a no memory leak detected result may be returned. If the 
total size of the ParentNode is not significantly larger than 
the total size of the largest ChildNode, the total size of the 
ChildNode may be compared to a size threshold. If the total 
size of the ChildNode is less than the size threshold, a no 
memory leak detected result may be returned. If the Child 
Node is not a terminal node and if the total size of the 
ChildNode is greater than the size threshold, a largest 
GrandChildNode may be identified. After identifying the 
largest GrandChildNode, a total size of the ChildNode may 
be compared to a total size of the largest GrandChildNode. 
If the total size of the ChildNode is significantly larger than 
the total size of the largest GrandChildNode, a possible 
memory leak area may be identified. 

0.015 According to other embodiments of the present 
invention, a computer program product may be provided for 
detecting a memory leak. The computer program product 
may include a computer readable medium having computer 
readable program code embodied therein. More particularly, 
the computer readable program code may include computer 
readable program code configured to identify a largest 
ChildNode of a ParentNode, and computer readable pro 
gram code configured to compare a total size of the Parent 
Node to a total size of the largest ChildNode of the Parent 
Node. Additional computer readable program code may be 
configured to identify a possible memory leak area if the 
total size of the ParentNode is significantly larger than the 
total size of the largest ChildNode of the ParentNode. 

0016. According to still other embodiments of the present 
invention, a system may be provided for detecting a memory 
leak. The system may include a processor configured to 
identify a largest ChildNode of a ParentNode, and to com 
pare a total size of the ParentNode to a total size of the 
largest ChildNode of the ParentNode. The processor may be 
further configured to identify a possible memory leak area if 
the total size of the ParentNode is significantly larger than 
the total size of the largest ChildNode of the ParentNode. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a block diagram of data processing 
systems according to some embodiments of the present 
invention. 

0018 FIG. 2 is a more detailed block diagram of systems 
providing memory leak detection according to some 
embodiments of the present invention. 
0019 FIG. 3 is a is a flowchart illustrating operations for 
detecting memory leaks according to some embodiments of 
the present invention. 
0020 FIG. 4 is a is a flowchart illustrating operations for 
detecting memory leaks according to further embodiments 
of the present invention. 
0021 FIG. 5 is a memory tree according to some 
embodiments of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

0022. The invention now will be described more fully 
hereinafter with reference to the accompanying drawings, in 
which illustrative embodiments of the invention are shown. 
This invention may, however, be embodied in many different 
forms and should not be construed as limited to the embodi 
ments set forth herein; rather, these embodiments are pro 
vided so that this disclosure will be thorough and complete, 
and will fully convey the scope of the invention to those 
skilled in the art. Like numbers refer to like elements 
throughout. As used herein, the term “and/or” includes any 
and all combinations of one or more of the associated listed 
items. 

0023 The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended 
to be limiting of the invention. As used herein, the singular 
forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises' 
and/or "comprising,” when used in this specification, specify 
the presence of Stated features, integers, steps, operations, 
elements, and/or components, but do not preclude the pres 
ence or addition of one or more other features, integers, 
steps, operations, elements, components, and/or groups 
thereof. 

0024. Unless otherwise defined, all terms (including tech 
nical and scientific terms) used herein have the same mean 
ing as commonly understood by one of ordinary skill in the 
art to which this invention belongs. It will be further 
understood that terms, such as those defined in commonly 
used dictionaries, should be interpreted as having a meaning 
that is consistent with their meaning in the context of the 
relevant art and will not be interpreted in an idealized or 
overly formal sense unless expressly so defined herein. 
0025. As will be appreciated by one of skill in the art, the 
invention may be embodied as methods, data processing 
systems, and/or computer program products. Accordingly, 
the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment or 
an embodiment combining Software and hardware aspects. 
Furthermore, the present invention may take the form of a 
computer program product on a computer-usable storage 
medium having computer-usable program code embodied in 
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the medium. Any suitable computer readable medium may 
be utilized including hard disks, CD-ROMs, optical storage 
devices, a transmission media Such as those Supporting the 
Internet or an intranet, or magnetic storage devices. 
0026 Computer program code for carrying out opera 
tions of the present invention may be written in an object 
oriented programming language such as JAVAR, Smalltalk 
or C++. However, the computer program code for carrying 
out operations of the present invention may also be written 
in conventional procedural programming languages. Such as 
the “C” programming language or in a visually oriented 
programming environment, such as VisualBasic. 
0027. The program code may execute entirely on the 
user's computer, partly on the user's computer, as a stand 
alone software package, partly on the user's computer and 
partly on a remote computer or entirely on the remote 
computer. In the latter scenario, the remote computer may be 
connected to the user's computer through a local area 
network (LAN) or a wide area network (WAN), or the 
connection may be made to an external computer (for 
example, through the Internet using an Internet Service 
Provider). 
0028. The invention is described in part below with 
reference to flowchart illustrations and/or block diagrams of 
methods, systems and/or computer program products 
according to embodiments of the invention: It will be 
understood that each block of the illustrations, and combi 
nations of blocks, can be implemented by computer program 
instructions. These computer program instructions may be 
provided to a processor of a general purpose computer, 
special purpose computer, or other programmable data pro 
cessing apparatus to produce a machine, Such that the 
instructions, which execute via the processor of the com 
puter or other programmable data processing apparatus, 
create means for implementing the functions/acts specified 
in the block or blocks. 

0029. These computer program instructions may also be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory produce an article 
of manufacture including instruction means which imple 
ment the function/act specified in the block or blocks. 
0030 The computer program instructions may also be 
loaded onto a computer or other programmable data pro 
cessing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable appara 
tus to produce a computer implemented process Such that the 
instructions which execute on the computer or other pro 
grammable apparatus provide steps for implementing the 
functions/acts specified in the block or blocks. 
0031 Embodiments of the present invention will now be 
discussed with respect to FIGS. 1 through 5. As described 
herein, Some embodiments of the present invention provide 
methods of detecting a memory leak in an object oriented 
programming language code (such as JAVAR) code) memory 
Heap Dump by identifying a largest ChildNode of a Parent 
Node in the memory Heap Dump, and comparing a size of 
the ParentNode to a size of the largest ChildNode of the 
ParentNode. If the size of the ParentNode is significantly 
larger than the size of the largest ChildNode, the ParentNode 
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may be identified as a possible memory leak area. Other 
wise, a largest GrandChildNode of the ChildNode may be 
identified, and a size of the ChildNode may be compared to 
a size of the largest GrandChildNode. If the size of the 
ChildNode is significantly larger than the size of the largest 
GrandChildNode, the ChildNode may be identified at a 
possible memory leak area. The analysis may continue 
through successive levels of the memory Heap Dump until 
either an object node is identified as a possible memory leak 
area, a size of Subsequent object node is less than a thresh 
old, or a terminal object node (also referred to as a leaf node) 
is reached. 

0032. As used herein, the term Node may refer to a 
memory object of a memory heap generated by an object 
oriented programming language such as JAVAR). More 
generally, the term node may also refer to a file or Subdi 
rectory. As used herein, a total size of a node/object may 
refer to a sum of a size of the node/object and sizes of all 
children of the node/object (i.e., a sum of a size of the 
node/object and a size of its sub-tree). 
0033 Referring now to FIG. 1, a block diagram of data 
processing systems Suitable for use in Systems according to 
some embodiments of the present invention will be dis 
cussed. As illustrated in FIG. 1, an exemplary embodiment 
of a data processing system 30 typically includes input 
device(s) 32 Such as a keyboard or keypad, a display 34, and 
a memory 36 that communicate with a processor 38. The 
data processing system 30 may further include a speaker 44, 
and an I/O data port(s) 46 that also communicates with the 
processor 38. The I/O data ports 46 can be used to transfer 
information between the data processing system 30 and 
another computer system or a network. These components 
may be conventional components, such as those used in 
many conventional data processing systems, which may be 
configured to operate as described herein. 

0034 FIG. 2 is a block diagram of data processing 
systems that illustrate systems, methods, and/or computer 
program products in accordance with embodiments of the 
present invention. The processor 38 communicates with the 
memory 36 via an address/data bus 48. The processor 38 can 
be any commercially available or custom processor, Such as 
a microprocessor. The memory 36 is representative of the 
overall hierarchy of memory devices containing the software 
and data used to implement the functionality of the data 
processing system 30. The memory 36 can include, but is not 
limited to, the following types of devices: cache, ROM, 
PROM, EPROM, EEPROM, flash memory, SRAM and/or 
DRAM. Moreover, the processor 38 of FIG. 2 may be 
coupled to I/O data ports 46, display 34, input devices 32, 
and/or speaker 44 as discussed above with respect to FIG. 
1. 

0035. As shown in FIG. 2, the memory 36 may include 
several categories of Software and data used in the data 
processing system 30: an operating system 52; application 
programs 54; input/output (I/O) device drivers 58; and data 
67. As will be appreciated by those of skill in the art, the 
operating system 52 may be any operating system Suitable 
for use with a data processing system, Such as OS/2, AIX or 
System 390 from International Business Machines Corpo 
ration, Armonk, N.Y., Windows95, Windows98, Win 
dows2000 or WindowsXP from Microsoft Corporation, 
Redmond, Wash., Unix or Linux. The I/O device drivers 58 
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typically include Software routines accessed through the 
operating system 52 by the application programs 54 to 
communicate with devices such as the I/O data port(s) 46 
and certain memory 36 components. The application pro 
grams 54 are illustrative of the programs that implement the 
various features of the data processing system 30. Finally, 
the data 67 represents the static and dynamic data used by 
the application programs 54, the operating system 52, the 
I/O device drivers 58, and other software programs that may 
reside in the memory 36. 
0036) As is further seen in FIG. 2, the application pro 
grams 54 may include at least one memory leak detection 
application 62 which may be provided as a part of and/or in 
addition to a memory management application 64. As used 
herein, the term memory leak detection application refers to 
any application that may provide detection of memory leak 
areas, for example, in a memory heap dump. Such as a 
JAVAR memory heap dump. Such applications may include, 
for example, web pages, servlets, applets or the like. In 
particular embodiments of the present invention, the lan 
guage independent application may be a JAVAR application. 
The memory management application 64, for example, may 
read a memory heap dump 63 file generated by object 
oriented programming application (such as a JAVAR appli 
cation), parse each object of the memory heap dump; create 
graphs defining parent/chile relationships based on the 
parsed information; and then create memory trees 65 based 
on the parsed information and the graphs. An example of a 
memory tree view according to embodiments of the present 
invention is illustrated in FIG. 5. The memory leak detection 
application 62 may then analyze the resulting memory 
tree(s) to locate possible memory leak locations. 
0037. While embodiments of the present invention are 
illustrated in FIGS. 1 and 2 with reference to particular 
divisions between application programs, data and the like, 
the present invention should not be construed as limited to 
configurations of FIGS. 1 and 2 but is intended to encom 
pass any configuration capable of carrying out operations 
described herein. 

0038 According to embodiments of the present inven 
tion, a memory management application 64 may read a 
memory heap dump 63 file generated by another application 
program, and the memory heap dump file may include a list 
of all objects in the memory heap. The memory management 
application 64 may then parse information for each object of 
the memory heap dump file and create graphs defining 
parent/child relationships for objects of the memory heap 
dump file. The graphs may then be used to generate memory 
tree(s) 65. 
0039. An example of a memory tree 65 according to 
embodiments of the present invention is illustrated in FIG. 
5. As shown in FIG. 5, a memory tree may identify a 
plurality of memory nodes 501a-x (also referred to as 
objects) arranged according to parent/child relationships. A 
ParentNode (also referred to as a parent object) is a node that 
holds at least one reference to at least one different node, and 
a child node (also referred to as a child object) is a node for 
which at least one different node holds a reference. A 
RootNode (also referred to as a root object) is a node for 
which no different node holds a reference. 

0040. In the example of FIG. 5, object 501a is a Root 
Node (root object), and node 501a is also a ParentNode 

Sep. 21, 2006 

(parentNode) with respect to object 501b. Object 501a may 
also be a ParentNode (parent object) with respect to other 
ChildNodes not shown in FIG. 5. Node 501b is a ChildNode 
with respect to node 501a and a ParentNode with respect to 
node 501c. Node 501c is a ChildNode with respect to node 
501b and a ParentNode with respect to node 501d. Node 
501d is a ChildNode with respect to node 501c and a 
ParentNode with respect to node 501e. Node 501e is a 
ChildNode with respect to node 501d and a ParentNode with 
respect to node 501 fix. Each of nodes 501 fix is a ChildNode 
with respect to node 501e, and each of nodes 501 fix may be 
a ParentNode with respect to one or more nodes not shown 
in FIG. 5. 

0041. In the tree view of FIG. 5, the second field for each 
node identifies a size of that node with a size of an node 
being defined as an amount of memory that is used to store 
that node in memory. The first field for each node identifies 
a total size of the node with the total size being defined as 
a sum of a size of the node and all child nodes of that node. 
The third field for each node identifies a number of child 
nodes of that node, and the fourth field for each node 
identifies a name address for that node. By way of example, 
node 501a has a size of 96, a total size of 115,472,544, and 
6 child nodes. Of the six child nodes of node 501a of FIG. 
5, only one child node (node 501b) is illustrated in FIG. 5. 
Similarly, node 501e has a size of 48, a total size of 
114,724.256, and 48 child nodes (nodes 501 fix). 

0.042 Moreover, an node may have more ChildNodes 
than are illustrated in the tree view of FIG. 5. For example, 
node 501a has 6 child nodes of which only ChildNode 501b 
is shown; node 501b has 3 child nodes of which only 
ChildNode 501c is shown; and node 501c has 2 child nodes 
of which only ChildNode 501d is shown. In the tree view of 
FIG. 5, the nodes are sorted by total size with at least the 
largest ChildNode of each ParentNode being shown. Child 
nodes of less than a predetermined size may be omitted from 
the tree view of FIG. 5. While the tree view of FIG. 5 is 
provided for the sake of illustration, generation of such a tree 
view is not required according to embodiments of the 
present invention. 

0043. According to embodiments of the present inven 
tion, a method of detecting a memory leak may include 
identifying a largest ChildNode of a ParentNode, and com 
paring a total size of the ParentNode to a total size of the 
largest ChildNode of the ParentNode. If the total size of the 
ParentNode is significantly larger than the total size of the 
largest ChildNode of the ParentNode, the ParentNode may 
be identified as a possible memory leak area. 

0044 According to some embodiments, comparing total 
sizes of the ParentNode to the ChildNode may include 
calculating a difference between the size of the ParentNode 
and the size of the largest ChildNode. The ParentNode may 
be identified as a possible memory leak area if the difference 
between the size of the Parent Node and the size of the 
largest ChildNode exceeds a predetermined threshold. In the 
example of FIG. 5, a threshold difference of 10,000,000 
between a ParentNode and a largest ChildNode could be 
used to determine if the ParentNode should be identified as 
a possible memory leak area. In alternatives, a threshold 
difference as low as 1,000,000 or as high as 100,000,000 
could be used to determine if the ParentNode should be 
identified as a possible memory leak area. 
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0045 According to other embodiments of the present 
invention comparing total sizes of the ParentNode and the 
ChildNode may include a calculating ratio of the largest 
ChildNode with respect to the ParentNode. The ParentNode 
may be identified as a possible memory leak area if the ratio 
of the largest ChildNode with respect to the ParentNode is 
less than a ratio threshold. In the example of FIG. 5, ratio 
threshold of 0.9 (i.e. largest ChildNode/ParentNode-0.9) 
could be used to determine if the ParentNode should be 
identified as a possible memory leak area. In alternatives, a 
ratio threshold as low as 0.1 (i.e. largest ChildNode/Parent 
Node<0.1) or as high as 0.99 (i.e. largest ChildNode/Parent 
Node-0.99) could be used to determine if the ParentNode 
should be identified as a possible memory leak area. As will 
be understood, an equivalent determination could be made 
using a ratio of the ParentNode with respect to the largest 
ChildNode (i.e. ParentNode/largestChildNode), such that 
the ParentNode is determined as a possible memory leak 
area if the ParentNode/largestChildNode ratio is greater than 
a ratio threshold (which is the inverse of the ratio thresholds 
discussed above, for example, 1.01, 1.11, or 10). 
0046) The comparisons may begin with a RootNode of a 
memory heap, such as RootNode 501a of FIG. 5, and 
proceed with a largest ChildNode in each Successive gen 
eration until: (1) a largest Child Node of a next generation 
has a total size less than a predetermined threshold; (2) a 
largest ChildNode in a successive generation is a leaf Node 
(i.e. a terminal node with no ChildNodes); or (3) a Parent 
Node is identified as a possible memory leak area. Particular 
embodiments of the present invention will now be discussed 
in greater detail below with respect to flow charts of FIGS. 
3 and 4 with reference to the tree view of FIG. 5. 

0047. In embodiments of the present invention illustrated 
in the flow chart of FIG. 3, a RootNode (such as node 501a 
of FIG. 5) may be identified as a ParentNode at block 301 
in a first iteration, and a largest ChildNode of the Parent 
Node (such as node 501b of FIG. 5) may be identified as a 
comparison node at block 303. At blocks 305 and 307, total 
sizes of the ParentNode and the comparison node (e.g. the 
largest ChildNode of the ParentNode) may be compared to 
determine if the ParentNode should be identified as a 
possible memory leak area. 

0.048 More particularly, a difference between the total 
size of the ParentNode and the total size of the comparison 
node (e.g. the largest ChildNode) may be calculated (e.g. 
totalsizeParentNode-totalsize(ComparisonNode=difference) 
at block 305. If the difference between the total size of the 
ParentNode and the total size of the comparison node is 
greater than a difference threshold at block 307, the Parent 
Node may be identified as a possible memory leak area at 
block 309. As discussed above, the difference threshold in 
the example of FIG. 5 may be a predetermined memory 
value in the range of 100,000 to 10,000,000 such as 1,000, 
000. Other difference thresholds, however, may be used 
depending on the particular application. If the difference is 
not greater than the difference threshold at block 307, 
Subsequent generations of the memory heap may be tested 
for possible memory leaks. 

0049 More particularly, if the ParentNode is not identi 
fied as a possible memory leak area, the total size of the 
comparison node (e.g. the largest ChildNode of the Parent 
Node) may be compared to a size threshold at block 311. If 
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the total size of the comparison node is less than the size 
threshold at block 311, further memory leak detection opera 
tions may not be warranted, and memory leak operations 
may thus be terminated. Moreover, a no memory leak 
detected result may be returned. According to embodiments 
of the present invention illustrated in FIG. 3, the difference 
threshold of block 307 and the size threshold of block 311 
may be the same or approximately the same because a 
difference between total sizes of the comparison node and a 
smaller node cannot exceed the difference threshold if a total 
size of the comparison node is less than the difference 
threshold. 

0050. If the total size of the comparison node is not less 
than the size threshold at block 311 and the comparison node 
is not a leaf node (also referred to as a terminal node) at 
block 315, the comparison node may be identified as a new 
ParentNode at block 317 and a next iteration of memory leak 
detection may proceed at blocks 303,305, and 307 for a next 
generation of memory objects. In other words, a next 
iteration of memory leak detection may be performed with 
respect to the largest ChildNode (the new ParentNode) of the 
original ParentNode and a GrandChildNode of the original 
ParentNode. Accordingly, memory leak detection may be 
performed at each generation of nodes of a memory heap 
until: a possible memory leak area is identified; a ChildNode 
having a total size less than size threshold is reached; or a 
leaf node is reached. 

0051. With reference to FIGS. 3 and 5, a RootNode 
(such as node 501a) may be identified as a ParentNode at 
block 301, and a largest ChildNode (such as node 501b) of 
the ParentNode may be identified as a comparison node at 
block 303 during a first iteration of memory leak detection. 
A difference of total sizes of the ParentNode (node 501a) 
and the comparison node (node 501b) may be calculated 
(e.g. 115,472,544–114,724,600-747,944) at block 305, and 
the difference (e.g. 747,944) may be compared to a differ 
ence threshold (e.g. 1,000,000). With a difference (e.g. 
747,944) less than a difference threshold (e.g. 1,000,000) at 
block 307, the ParentNode (e.g. the RootNode or node 501a) 
is not identified as a possible memory leak area. The 
comparison node (node 501b) also exceeds the size thresh 
old at block 311, and the comparison node (node 501b) is not 
a leaf node at block 315. Accordingly, the comparison node 
(node 501b) is identified as a Parent Node for a second 
iteration of memory leak detection. 
0052. During the second iteration of memory leak detec 
tion, the node 501b may be identified as the ParentNode, and 
a largest ChildNode (such as node 501c) of the ParentNode 
may be identified as a comparison node at block 303. In 
other words, a largest ChildNode (node 501b) and Grand 
ChildNode (node 501c) of the RootNode (the original 
ParentNode) may be respectively designated as the Parent 
Node and comparison node during the second iteration of 
memory leak detection. A difference of total sizes of the 
ParentNode (node 501b) and the comparison node (node 
501c) may be calculated (e.g. 114,724,600-114,724.296= 
304) at block 305, and the difference (e.g. 304) may be 
compared to the difference threshold (e.g. 1,000,000). With 
a difference (e.g. 304) less than the difference threshold (e.g. 
1,000,000) at block 307, the ParentNode (e.g. the node 
501b) is not identified as a possible memory leak area. The 
comparison node (node 501c) also exceeds the size thresh 
old at block 311, and the comparison node (node 501c) is not 
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a leaf node at block 315. Accordingly, the comparison node 
(node 501c) is identified as a Parent Node for a third 
iteration of memory leak detection. 
0053 During the third iteration of memory leak detec 
tion, the node 501c may be identified as the ParentNode, and 
a largest ChildNode (such as node 501d) of the ParentNode 
may be identified as a comparison node at block 303. In 
other words, a largest ChildNode (node 501c) and Grand 
ChildNode (node 501d) of the previous ParentNode (node 
501b) may be respectively designated as the ParentNode and 
comparison node during the third iteration of memory leak 
detection. A difference of total sizes of the ParentNode (node 
501c) and the comparison node (node 501d) may be calcu 
lated (e.g. 114,724.296-114,724.256=40) at block 305, and 
the difference (e.g. 40) may be compared to the difference 
threshold (e.g. 1,000,000). With a difference (e.g. 40) less 
than the difference threshold (e.g. 1,000,000) at block 307, 
the ParentNode (node 501c) is not identified as a possible 
memory leak area. The comparison node (node 501 d) also 
exceeds the size threshold at block 311, and the comparison 
node (node 501d) is not a leaf node at block 315. Accord 
ingly, the comparison node (node 501d) is identified as a 
Parent Node for a fourth iteration of memory leak detection. 
0054 During the fourth iteration of memory leak detec 
tion, the node 501d may be identified as the ParentNode, and 
a largest ChildNode (such as node 501e) of the ParentNode 
may be identified as a comparison node at block 303. In 
other words, a largest ChildNode (node 501d) and Grand 
ChildNode (node 501e) of the previous ParentNode (node 
501c) may be respectively designated as the ParentNode and 
comparison node during the fourth iteration of memory leak 
detection. A difference of total-sizes of the ParentNode 
(node 501d) and the comparison node (node 501e) may be 
calculated (e.g. 114,724.256-114,724.208=48) at block 305, 
and the difference (e.g. 48) may be compared to the differ 
ence threshold (e.g. 1,000,000). With a difference (e.g. 48) 
less than the difference threshold (e.g. 1,000,000) at block 
307, the ParentNode (node 501d) is not identified as a 
possible memory leak area. The comparison node (node 
501e) also exceeds the size threshold at block 311, and the 
comparison node (node 501e) is not a leaf node at block 315. 
Accordingly, the comparison node (node 501e) is identified 
as a Parent Node for a fifth iteration of memory leak 
detection. 

0055. During the fifth iteration of memory leak detection, 
the node 501e may be identified as the ParentNode, and a 
largest ChildNode (such as node 501f) of the ParentNode 
may be identified as a comparison node at block 303. In 
other words, a largest ChildNode (node 501e) and Grand 
ChildNode (node 501f) of the previous ParentNode (node 
501d) may be respectively designated as the ParentNode and 
comparison node during the fifth iteration of memory leak 
detection. A difference of total sizes of the ParentNode (node 
501e) and the comparison node (node 501f) may be calcu 
lated (e.g. 114,724.208-1,626.704=113,097.504) at block 
305, and the difference (e.g. 113,097.504) may be compared 
to the difference threshold (e.g. 1,000,000). With a differ 
ence (e.g. 113,097.504) greater than the difference threshold 
(e.g. 1,000,000) at block 307, the ParentNode (node 501e) 
may be identified as a possible memory leak area. Memory 
leak detection operations may then be terminated with the 
result that node 501e is identified as a possible memory leak 
aca. 
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0056. In additional embodiments of the present inven 
tion, multiple largest ChildNodes of the ParentNode may be 
identified as ComparisonNodes at block 303. More particu 
larly, each ChildNode having a total size greater than a size 
threshold may be identified as a Comparison Node. At block 
307, a difference between a total size of each Comparison 
Node and a total size of the ParentNode may be compared 
with the difference threshold. If a difference between a total 
size of any of the ComparisonNodes and the Parent Node is 
greater than the difference threshold, the ParentNode may be 
identified as a possible memory leak area at block 309. If 
none of differences exceed the difference threshold at block 
307, then each of the ComparisonNodes may be compared 
to the threshold of block 311 and a determination may be 
made if any of the ComparisonNodes is a leaf node at block 
315. A plurality of ComparisonNodes may thus be identified 
as ParentNodes at block 317, and operations of blocks 303, 
305, and 307 may thus be performed with respect to a 
plurality of ComparisonNodes of the previous iteration. 
0057 Accordingly, memory leak detection operations 
may proceed in serial and/or parallel with respect to multiple 
ChildNodes at one or more generations of a memory heap 
dump. Moreover, operations of block 311 may be omitted if 
a suitable size threshold is used to identify Comparison 
Nodes at block 303. 

0058. In embodiments of the present invention illustrated 
in the flow chart of FIG. 4, a RootNode (such as node 501a 
of FIG. 5) may be identified as a ParentNode at block 401 
in a first iteration, and a largest ChildNode of the Parent 
Node (such as node 501b of FIG. 5) may be identified as a 
comparison node at block 403. At blocks 405 and 407, total 
sizes of the ParentNode and the comparison node (e.g. the 
largest ChildNode of the ParentNode) may be compared to 
determine if the ParentNode should be identified as a 
possible memory leak area. 
0059) More particularly, a ratio of the total sizes of the 
ParentNode and the comparison node (e.g. the largest Child 
Node) may be calculated (e.g. totalsizeParentNode/totalsize 
ComparisonNode=ratio) at block 405. If the ratio of the total 
sizes of the ParentNode and the comparison node is less than 
a ratio threshold at block 407, the ParentNode may be 
identified as a possible memory leak area at block 409. As 
discussed above, the ratio threshold in the example of FIG. 
5 may be a predetermined ratio value in the range of 0.1 to 
0.99 such as 0.9. Other ratio thresholds, however, may be 
used depending on the particular application. If the ratio is 
not greater than the ratio threshold at block 407, Subsequent 
generations of the memory heap may be tested for possible 
memory leaks. 
0060 More particularly, if the ParentNode is not identi 
fied as a possible memory leak area, the total size of the 
comparison node (e.g. the largest ChildNode of the Parent 
Node) may be compared to a size threshold at block 411. By 
way of example, the size threshold may be a predetermined 
threshold in the range of 100,000 to 10,000,000. If the total 
size of the comparison node is less than the size threshold at 
block 411, further memory leak detection operations may 
not be warranted, and memory leak operations may thus be 
terminated. Moreover, a no memory leak detected result may 
be returned. 

0061. If the total size of the comparison node is not less 
than the size threshold at block 411 and the comparison node 
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is not a leaf node (also referred to as a terminal node) at 
block 415, the comparison node may be identified as a new 
ParentNode at block 417 and a next iteration of memory leak 
detection may proceed at blocks 403, 405, and 407 for a next 
generation of memory objects. In other words, a next 
iteration of memory leak detection may be performed with 
respect to the largest ChildNode (the new ParentNode) of the 
original ParentNode and a GrandChildNode of the original 
ParentNode. Accordingly, memory leak detection may be 
performed at each generation of nodes of a memory heap 
until: a possible memory leak area is identified; a ChildNode 
having a total size less than size threshold is reached; or a 
leaf node is reached. 

0062). With reference to FIGS. 4 and 5, a RootNode 
(such as node 501a) may be identified as a ParentNode at 
block 401, and a largest ChildNode (such as node 501b) of 
the ParentNode may be identified as a comparison node at 
block 403 during a first iteration of memory leak detection. 
A ratio of total sizes of the comparison node (node 501b) 
with respect to the ParentNode (node 501a) may be calcu 
lated (e.g. 114,724,600+115,472,544=0.999) at block 405, 
and the ratio (e.g. 0.999) may be compared to a ratio 
threshold (e.g. 0.90). With a ratio (e.g. 0.999) greater than a 
ratio threshold (e.g. 0.90) at block 407, the ParentNode (e.g. 
the RootNode or node 501a) is not identified as a possible 
memory leak area. The comparison node (node 501b) also 
exceeds the size threshold at block 411, and the comparison 
node (node 501b) is not a leaf node at block 415. Accord 
ingly, the comparison node (node 501b) is identified as a 
ParentNode for a second iteration of memory leak detection. 
0063. During the second iteration of memory leak detec 
tion, the node 501b may be identified as the ParentNode, and 
a largest ChildNode (such as node 501c) of the ParentNode 
may be identified as a comparison node at block 403. In 
other words, a largest ChildNode (node 501b) and Grand 
ChildNode (node 501c) of the RootNode (the original 
ParentNode) may be respectively designated as the Parent 
Node and comparison node during the second iteration of 
memory leak detection. A ratio of total sizes of the com 
parison node (node 501c) with respect to the ParentNode 
(node 501b) may be calculated (e.g. 114,724.296-114,724, 
600-0.999) at block 405, and the ratio (e.g. 0.999) may be 
compared to the ratio threshold (e.g. 0.90). With a ratio (e.g. 
0.999) greater than the ratio threshold (e.g. 0.90) at block 
407, the ParentNode (e.g. the node 501b) is not identified as 
a possible memory leak area. The comparison node (node 
501c) also exceeds the size threshold at block 411, and the 
comparison node (node 501c) is not a leaf node at block 415. 
Accordingly, the comparison node (node 501c) is identified 
as a Parent Node for a third iteration of memory leak 
detection. 

0064. During the third iteration of memory leak detec 
tion, the node 501c may be identified as the ParentNode, and 
a largest ChildNode (such as node 501d) of the ParentNode 
may be identified as a comparison node at block 403. In 
other words, a largest ChildNode (node 501c) and Grand 
ChildNode (node 501d) of the previous ParentNode (node 
501b) may be respectively designated as the ParentNode and 
comparison node during the third iteration of memory leak 
detection. A ratio of total sizes of the comparison node (node 
501d) with respect to the Parent Node (node 501c) may be 
calculated (e.g. 114,724.256+114,724.296=0.999) at block 
405, and the ratio (e.g. 0.999) may be compared to the ratio 
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threshold (e.g. 0.90). With a ratio (e.g. 0.999) greater than 
the ratio threshold (e.g. 0.90) at block 407, the ParentNode 
(node 501c) is not identified as a possible memory leak area. 
The comparison node (node 501 d) also exceeds the size 
threshold at block 411, and the comparison node (node 
501d) is not a leaf node at block 415. Accordingly, the 
comparison node (node 501d) is identified as a Parent Node 
for a fourth iteration of memory leak detection. 
0065 During the fourth iteration of memory leak detec 
tion, the node 501d may be identified as the ParentNode, and 
a largest ChildNode (such as node 501e) of the ParentNode 
may be identified as a comparison node at block 403. In 
other words, a largest ChildNode (node 501 d) and Grand 
ChildNode (node 501e) of the previous ParentNode (node 
501c) may be respectively designated as the ParentNode and 
comparison node during the fourth iteration of memory leak 
detection. A ratio of total sizes of the comparison node (node 
501e) with respect to the ParentNode (node 501d) may be 
calculated (e.g. 114,724.208+114,724.256=0.999) at block 
405, and the ratio (e.g. 0.999) may be compared to the ratio 
threshold (e.g. 0.90). With a ratio (e.g. 0.999) greater than 
the ratio threshold (e.g. 0.90) at block 407, the ParentNode 
(node 501d) is not identified as a possible memory leak area. 
The comparison node (node 501e) also exceeds the size 
threshold at block 411, and the comparison node (node 501e) 
is not a leaf node at block 415. Accordingly, the comparison 
node (node 501e) is identified as a Parent Node for a fifth 
iteration of memory leak detection. 
0066. During the fifth iteration of memory leak detection, 
the node 501e may be identified as the ParentNode, and a 
largest ChildNode (such as node 501f) of the ParentNode 
may be identified as a comparison node at block 403. In 
other words, a largest ChildNode (node 501e) and Grand 
ChildNode (node 501f) of the previous ParentNode (node 
501d) may be respectively designated as the ParentNode and 
comparison node during the fifth iteration of memory leak 
detection. A ratio of total sizes of the comparison node (node 
501f) with respect to the ParentNode (node 501e) may be 
calculated (e.g. 1,626.704-114,724.208=0.014) at block 
405, and the ratio (e.g. 0.014) may be compared to the ratio 
threshold (e.g. 0.90). With a ratio (e.g. 0.014) less than the 
ratio threshold (e.g. 0.90) at block 407, the ParentNode 
(node 501e) may be identified as a possible memory leak 
area at block 409. Memory leak detection operations may 
then be terminated with the result that node 501e is identified 
as a possible memory leak area. 

0067. In additional embodiments of the present inven 
tion, multiple largest ChildNodes of the ParentNode may be 
identified as ComparisonNodes at block 403. More particu 
larly, each ChildNode having a total size greater than a size 
threshold may be identified as a Comparison Node. At block 
407, a ratio of a total size of each ComparisonNode with 
respect to a total size of the ParentNode may be compared 
with the ratio threshold. If a ratio of a total size of any of the 
ComparisonNodes with respect to the Parent Node is greater 
than the ratio threshold, the ParentNode may be identified as 
a possible memory leak area at block 409. If none of ratios 
exceed the ratio threshold at block 407, then each of the 
ComparisonNodes may be compared to the threshold of 
block 411 and a determination may be made if any of the 
ComparisonNodes is a leaf node at block 415. A plurality of 
ComparisonNodes may thus be identified as ParentNodes at 
block 417 for a next iteration, and operations of blocks 403, 
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405, and 407 may thus be performed with respect to a 
plurality of ComparisonNodes of the previous iteration. 
0068 Accordingly, memory leak detection operations 
may proceed in serial and/or parallel with respect to multiple 
ChildNodes at one or more generations of a memory heap 
dump. Moreover, operations of block 411 may be omitted if 
a suitable size threshold is used to identify Comparison 
Nodes at block 403. 

0069. Many alterations and modifications may be made 
by those having ordinary skill in the art, given the benefit of 
present disclosure, without departing from the spirit and 
scope of the invention. Therefore, it must be understood that 
the illustrated embodiments have been set forth only for the 
purposes of example, and that it should not be taken as 
limiting the invention as defined by the following claims. 
The following claims are, therefore, to be read to include not 
only the combination of elements which are literally set 
forth but all equivalent elements for performing substan 
tially the same function in Substantially the same way to 
obtain substantially the same result. The claims are thus to 
be understood to include what is specifically illustrated and 
described above, what is conceptually equivalent, and also 
what incorporates the essential idea of the invention. 
That which is claimed is: 

1. A method of detecting a memory leak, the method 
comprising: 

identifying a largest ChildNode of a ParentNode: 
comparing a total size of the ParentNode to a total size of 

the largest ChildNode of the ParentNode; and 
if the total size of the ParentNode is significantly larger 

than the total size of the largest ChildNode of the 
ParentNode, identifying a possible memory leak area. 

2. A method according to claim 1 wherein comparing a 
total size of the ParentNode to a total size of the largest 
ChildNode comprises calculating a difference between the 
total size of the ParentNode and the total size of the largest 
ChildNode, and wherein identifying a possible memory leak 
area comprises identifying a possible memory leak area if 
the difference between the total size of the Parent Node and 
the total size of the largest ChildNode exceeds a difference 
threshold. 

3. A method according to claim 1 wherein comparing a 
total size of the ParentNode to a total size of the largest 
ChildNode comprises calculating a ratio of the total size of 
the largest ChildNode with respect to the total size of the 
ParentNode, and wherein identifying a possible memory 
leak area comprises identifying a possible memory leak area 
if the ratio of the total size of the largest ChildNode with 
respect to the total size of the ParentNode is less than a ratio 
threshold. 

4. A method according to claim 1 further comprising: 
if the total size of the ParentNode is not significantly 

larger than the total size of the largest ChildNode, 
identifying a largest GrandChildNode: 

after identifying the largest GrandChildNode, comparing 
a total size of the ChildNode to a total size of the largest 
GrandChildNode; and 

if the total size of the ChildNode is significantly larger 
than the total size of the largest GrandChildNode, 
identifying a possible memory leak area. 
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5. A method according to claim 1 further comprising: 
if the total size of the ParentNode is not significantly 

larger than the total size of the largest ChildNode of the 
ParentNode, comparing the total size of the ChildNode 
to a size threshold; 

if the total size of the ChildNode is less than the size 
threshold, returning a no memory leak detected result; 

if the total size of the ChildNode is greater than the size 
threshold, identifying a largest GrandChildNode: 

after identifying the largest GrandChildNode, comparing 
a total size of the ChildNode to a total size of the largest 
GrandChildNode; and 

if the total size of the ChildNode is significantly larger 
than the total size of the largest GrandChildNode, 
identifying a possible memory leak area. 

6. A method according to claim 1 further comprising: 
if the total size of the ParentNode is not significantly 

larger than the total size of the largest ChildNode, 
determining if the largest ChildNode is a terminal node: 

if the largest ChildNode is a terminal node, returning a no 
memory leak detected result; 

if the largest ChildNode is not a terminal node, identifying 
a largest GrandChildNode: 

after identifying the largest GrandChildNode, comparing 
a total size of the ChildNode to a total size of the largest 
GrandChildNode; and 

if the total size of the ChildNode is significantly larger 
than the total size of the largest GrandChildNode, 
identifying a possible memory leak area. 

7. A method according to claim 1 further comprising: 
if the total size of the ParentNode is not significantly 

larger than the total size of the largest ChildNode, 
determining if the largest ChildNode is a terminal node: 

if the largest ChildNode is a terminal node, returning a no 
memory leak detected result; 

if the total size of the ParentNode is not significantly 
larger than the total size of the largest ChildNode, 
comparing the total size of the ChildNode to a size 
threshold; 

if the total size of the ChildNode is less than the size 
threshold, returning a no memory leak detected result; 

if the ChildNode is not a terminal node and if the total size 
of the ChildNode is greater than the size threshold, 
identifying a largest GrandChildNode: 

after identifying the largest GrandChildNode, comparing 
a total size of the ChildNode to a total size of the largest 
GrandChildNode; and 

if the total size of the ChildNode is significantly larger 
than the total size of the largest GrandChildNode, 
identifying a possible memory leak area. 

8. A computer program product for detecting a memory 
leak, the computer program product comprising a computer 
readable medium having computer readable program code 
embodied therein, the computer readable program code 
comprising: 
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computer readable program code configured to identify a 
largest ChildNode of a ParentNode: 

computer readable program code configured to compare a 
total size of the ParentNode to a total size of the largest 
ChildNode of the ParentNode; and 

computer readable program code configured to identify a 
possible memory leak area when the total size of the 
ParentNode is significantly larger than the total size of 
the largest ChildNode of the ParentNode. 

9. A computer program product according to claim 8 
wherein comparing a total size of the ParentNode to a total 
size of the largest ChildNode comprises calculating a dif 
ference between the total size of the ParentNode and the 
total size of the largest ChildNode, and wherein identifying 
a possible memory leak area comprises identifying a pos 
sible memory leak area when the difference between the 
total size of the Parent Node and the total size of the largest 
ChildNode exceeds a difference threshold. 

10. A computer program product according to claim 8 
wherein comparing a total size of the ParentNode to a total 
size of the largest ChildNode comprises calculating a ratio 
of the total size of the largest ChildNode with respect to the 
total size of the ParentNode, and wherein identifying a 
possible memory leak area comprises identifying a possible 
memory leak area when the ratio of the total size of the 
largest ChildNode with respect to the total size of the 
ParentNode is less than a ratio threshold. 

11. A computer program product according to claim 8 
further comprising: 

computer readable program code configured to identify a 
largest GrandChildNode when the total size of the 
ParentNode is not significantly larger than the total size 
of the largest ChildNode: 

computer readable program code configured to compare a 
total size of the ChildNode to a total size of the largest 
GrandChildNode after identifying the largest Grand 
ChildNode; and 

computer readable program code configured to identify a 
possible memory leak area when the total size of the 
ChildNode is significantly larger than the total size of 
the largest GrandChildNode. 

12. A computer program product according to claim 8 
further comprising: 

computer readable program code configured to compare 
the total size of the ChildNode to a size threshold when 
the total size of the ParentNode is not significantly 
larger than the total size of the largest ChildNode of the 
ParentNode: 

computer readable program code configured to return a no 
memory leak detected result when the total size of the 
ChildNode is less than the size threshold; 

computer readable program code configured to identify a 
largest GrandChildNode when the total size of the 
ChildNode is greater than the size threshold; 

computer readable program code configured to compare a 
total size of the ChildNode to a total size of the largest 
GrandChildNode after identifying the largest Grand 
ChildNode of the ChildNode; and 
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computer readable program code configured to identify a 
possible memory leak area when the total size of the 
ChildNode is significantly larger than the total size of 
the largest GrandChildNode. 

13. A computer program product according to claim 8 
further comprising: 

computer readable program code configured to determine 
if the largest ChildNode is a terminal node when the 
total size of the ParentNode is not significantly larger 
than the total size of the largest ChildNode: 

computer readable program code configured to return a no 
memory leak detected result when the largest ChildN 
ode is a terminal node; 

computer readable program code configured to identify a 
largest GrandChildNode when the largest ChildNode is 
not a terminal node: 

computer readable program code configured to compare a 
total size of the ChildNode to a total size of the largest 
GrandChildNode after identifying the largest Grand 
ChildNode; and 

computer readable program code configured to identify a 
possible memory leak area when the total size of the 
ChildNode is significantly larger than the total size of 
the largest GrandChildNode. 

14. A computer program product according to claim 8 
further comprising: 

computer readable program code configured to determine 
if the largest ChildNode is a terminal node when the 
total size of the ParentNode is not significantly larger 
than the total size of the largest ChildNode: 

computer readable program code configured to return a no 
memory leak detected result when the largest ChildN 
ode is a terminal node; 

computer readable program code configured to compare 
the total size of the ChildNode to a size threshold when 
the total size of the ParentNode is not significantly 
larger than the total size of the largest ChildNode: 

computer readable program code configured to return a no 
memory leak detected result when the total size of the 
ChildNode is less than the size threshold; 

computer readable program code configured to identify a 
largest GrandChildNode when the ChildNode is not a 
terminal node and when the total size of the ChildNode 
is greater than the size threshold; 

computer readable program code configured to compare a 
total size of the ChildNode to a total size of the largest 
GrandChildNode after identifying the largest Grand 
ChildNode; and 

computer readable program code configured to identify a 
possible memory leak area when the total size of the 
ChildNode is significantly larger than the total size of 
the largest GrandChildNode. 

15. A system for detecting a memory leak, the system 
comprising: 

a processor configured to identify a largest ChildNode of 
a ParentNode, to compare a total size of the ParentNode 
to a total size of the largest ChildNode of the Parent 
Node, and to identify a possible memory leak area if the 
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total size of the ParentNode is significantly larger than 
the total size of the largest ChildNode of the Parent 
Node. 

16. A system according to claim 15 wherein comparing a 
total size of the ParentNode to a total size of the largest 
ChildNode comprises calculating a difference between the 
total size of the ParentNode and the total size of the largest 
ChildNode, and wherein identifying a possible memory leak 
area comprises identifying a possible memory leak area if 
the difference between the total size of the Parent Node and 
the total size of the largest ChildNode exceeds a difference 
threshold. 

17. A system according to claim 15 wherein comparing a 
total size of the ParentNode to a total size of the largest 
ChildNode comprises calculating a ratio of the total size of 
the largest ChildNode with respect to the total size of the 
ParentNode, and wherein identifying a possible memory 
leak area comprises identifying a possible memory leak area 
if the ratio of the total size of the largest ChildNode with 
respect to the total size of the ParentNode is less than a ratio 
threshold. 

18. A system according to claim 15 wherein the processor 
is further configured to identify a largest GrandChildNode if 
the total size of the ParentNode is not significantly larger 
than the total size of the largest ChildNode, to compare a 
total size of the ChildNode to a total size of the largest 
GrandChildNode after identifying the largest GrandChild 
Node, and to identify a possible memory leak area if the total 
size of the ChildNode is significantly larger than the total 
size of the largest GrandChildNode. 
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19. A system according to claim 15 wherein the processor 
is further configured to compare the total size of the Child 
Node to a size threshold if the total size of the ParentNode 
is not significantly larger than the total size of the largest 
ChildNode of the ParentNode, to return a no memory leak 
detected result if the total size of the ChildNode is less than 
the size threshold, to identify a largest GrandChildNode if 
the total size of the ChildNode is greater than the size 
threshold, to compare a total size of the ChildNode to a total 
size of the largest GrandChildNode after identifying the 
largest GrandChildNode, and to identify a possible memory 
leak area if the total size of the ChildNode is significantly 
larger than the total size of the largest GrandChildNode. 

20. A system according to claim 15 wherein the processor 
is further configured to determine if the largest ChildNode is 
a terminal node if the total size of the ParentNode is not 
significantly larger than the total size of the largest Child 
Node, to return a no memory leak detected result if the 
largest ChildNode is a terminal node, to identify a largest 
GrandChildNode of the ChildNode if the largest ChildNode 
is not a terminal node, to compare a total size of the 
ChildNode to a total size of the largest GrandChildNode 
after identifying the largest GrandChildNode, and to identify 
a possible memory leak area if the total size of the Child 
Node is significantly larger than the total size of the largest 
GrandChildNode. 


