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ABSTRACT OF THE DISCLOSURE

A method is disclosed for diagnosing faults in a network. The network has a
plurality of nodes through which switched virtual connections can be established. First, all
attempts at establishing routes through the network are recorded. Then, the location of a

failure is determined by analyzing the attempted routes.
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SWITCHED CONNECTIONS DIAGNOSTICS IN A SIGNALLING NETWORK

This invention relates to the field of digital ne;txvorks, for example, asynchronous transter
mode networks, and more particularly to a method and apparatus for diagnosing switched
connections in a signaling network. This application is divided from and comprises the
disclosure of Canadian Patent Application 2,195,893, filed January 24, 1997.

Consequently the expression “the invention”, and the like, as used herein is not restricted
to the subject matter specifically claimed in this divided application, but may encompass

subject matter also described but not claimed.

Network switches controlled by signaling software dynamically set up end to end

connections across the network via SVCs (Switched Virtual connections or SPVCs
Switched Permanent Virtual connections). Sometimes these connections fail to route
successfully. Today's signaling software provides very simple cause and diagnostics
information to aid in trouble shooting failed call attempts. Often, the cause and
di'agnostics are inadequate to trouble shoot the root cause of the.problem as only a single
reason 1s provided-as to fhe failure. Much manual work, often involving more than one
operations person, must be done, to actually locate the root cause of the problem. This
beéomes very costly in terms of network resources and time. More detailed connection

diagnostics are required to aid in troubleshooting in these situations.
An object of the present invention is to alleviate this problem.

According to the present invention there is provided a method of detecting and
diagnosing faults in a network having a plurality of nodes through which switched virtual
connections can be established, comprising the steps of entering a diagnostics mode for a
given user when a suspected fault is detected; attempting to establish a virtual connection
originating at said given user through a plurality of said nodes on the network to a
destination user via a plurality of alternate routes by exchanging call set-up messages
through the network; collecting diagnostics data from each node identifying at least the
node and physical trunk group visited on each attempted route through the network to
said destination user and returning said diagnostics data in said call set-up messages; and

analyzing the said diagnostics data to identify the source of a failure.
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Switched connection diagnostics in a signaling network collect details for each switch and
physical trunk visited plus rejection causes for every attempted route during the call setup
phase and presents this informatton to the operator. These details enable network

5 operators to easily 1solate and troubleshoot problems.

This invention enables signaling software to gather detailed information for a switched
connection for every leg of a call rather than simply providing one reason as to routing

failure, thus allowing quick problem resolutions with minimal effort.

The invention will now be described in more detail, by way of example, only with reference

to the accompanying drawings, in which:-

la
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Figure 1 is a diagram of a network capable of establishing switched virtual

connections; and
Figure 2 shows the Diagnostics Points of Failure;
Figure 3 illustrates the Call Trace Of a Successful Call
Figure 4 illustrates a Call Trace Of a Successful Call With One Node Failure; and
Figure 5 illustrates a Call Trace Of an Unsuccesstul Call.

In Figure 1, tgXY represents a trunk group from node X to node Y, A, B, E are
network switches and uX represents a user for UNI (user network interface) at node X. The

nodes are typically Newbridge Networks Corporation 36170 switches.

A switched connection can be setup from CPE-1 to CPE-2 using Users uA and uD
for the calling and called addresses, respectively. Alternatively, an SPVC path can be setup
from the port on A where CPE-1 is attached at uA to the port on D where CPE-2 is
attached at uD. If a routing problems occurs with the switched connection (SVC or SPVC
path), then the following steps should be taken to diagnose the problem depending on the

type of connection.

SVC Case:

A customer at CPE-1 complains his application 1s not working. The Service
Provider turns on switched connection diagnostics for user uA and instructs the customer
to try his application again. When the SVC is retried, switched connection diagnostics are
collected. The results are analyzed and routing reject points can then be further

investigated to locate the problem. The service provider locates source of problem and

fixes it. The Customer retries his application and is once again happy.

SPVC Path Case#1: Path 1s Waiting For Resources

The Service Provider configures an SPVC path from uA to uD and connects it.
The path goes into the Waiting For Resources mode. The Service Provider turns on
switched connection diagnostics for the specific problematic SPVC path to initiate a
SPVC path diagnostics operation. The SPVC path 1s retried; switched connection

diagnostics are collected. The results are analyzed and routing reject points can then be
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further investigated to locate the problem. The service provider locates source ot problem

and fixes it. The SPVC path 1s retried and goes Connected

SPVC Path Case#2: Path 1s Connected

The Service Provider configures an SPVC path from uA to uD and connects it. The
path goes Connected. The Service Provider wants to know why the path took the route that
it did.

A Bridge&Roll Optimise operation 1s performed on the path so that switched
connection diagnostics can be gathered for the path. This operation may be atfect service.
However, if done close to the time the path was first connected, then there 1s a good

chance that there is not a more optimal route. The results are analyzed and routing reject

points can then be further investigated to discern why the path routed the way 1t did.

For a specific example of an application of the signaling diagnostics, assume each
switch has static routing tables allowing uA to route an SVC to uD, and assume tgCD has
no remaining bandwidth for the SVC. The SVC would start from A, use tgAB (assume
primary) to get to B, then proceed to use tgBC to get to C. Once at C, routing determines
that tgCD 1s ﬁill and cranks back to B. B then cranks back to A as there are no other routes
from B to D. A crankback occurs when a node passes a call back to a previous node
because it is unable to establish an onward connection. From A, the alternate, 1.e.. tgAE 1s
used. From E, tgEC is used, and again at C, routing determines tgCD 1s full and cranks
back to E. E then cranks back to A as there are no other routes from E to D. Now A has

exhausted 1ts routes so the SVC i1s released back to CPE 1.

Switched connection diagnostics record all routes attempted, 1.e.. A, tgAB, B,
teBC, C, reject reasons (cause + diagnostics), A, tgAE, E, tgEC, C, reject reasons. If this
list 1s followed, i1t can be determined that all roads lead to C, but there 1s NO usable route
from C to D. The next step in the procedure 1s to focus diagnostics etforts at C to

determine why tgCD 1s not usable.

For SVC Switched Connection Diagnostics, SVCs are setup from user terminal to
user terminal across the network. The point of attachment into the network from the user

terminal defines the entry and exit points for the SVC. The point of attachment 1s detined
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by a Call Processing User and its physical access i.e.. its Trunk Group and the controlling
signalling link. The switch routes a SVC from the User at the entry point to the User at
thé exit point. Routing tables, either static or dynamic, present in each node steer SVC
setup messages from the source User to the destination User. When routing chooses a
route, i.e.. a trunk group, the signalling message is sent out the signalling link controlling

the trunk group.

Switched connection diagnostics are provided on a per User basis.
Valid Values: Switched connection diagnostics ON/OFF

Default Value: OFF

Conditions:  Every calling User that originates a SVC when switched
connection diagnostics 1s turned ON will gather diagnostics information
during call setup. This enables an end-user application to startup, allowing
it to signal potentially more than one SVC, and diagnostics will gather

information on all SVCs originated from the application.

If diagnostics 1s not turned OFF for a User after a SVC routing problem
has been diagnosed, then call setup performance for the User will be
degraded as unwanted diagnostic information 1s collected for every call on
~ the User. To guard against inadvertently leaving switched connection
diagnostics ON, diagnostics are gathered for the first 10 SVCs/SPVC paths
setup for the User. After 10 calls for the User, the switched connection

diagnostics turns itself OFF.

[f Switched connection diagnostics 1s ON for a User, and that User 1s the
destination of a call, there 1s no effect. Switched connection diagnostics

applies only to calls originated by a User.

In the case of SPVC Path Switched Connection Diagnostics, an SPVC path
definition contains the source, destination and administrative information for path setup.
The SPVC path setup procedure imtiates an SVC from the source endpoint towards the

destination endpoint and therefore uses the same routing procedures as SVCs. In one
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reference model, the SPVC path endpoints are the ports on the switch where the CPEs
(Customer Premise Equipments) are attached. The Users 1.e.. uA and uD plus port and
endpoint information define the endpoints for the SPVC path. Again, routing uses routing
tables, either static or dynamic, present in each node steer SPVC setup messages from the

source User to the destination User.

Switched connection diagnostics are provided on a per SPVC path basis.

Valid Values: Switched connection diagnostics ON/OFF for the next
SPVC path setup attempt..

Default Value: OFF

Conditions:  Once switched connection diagnostics has been turned ON

for the SPVC path, the next time the SPVC path 1s setup, diagnostics information
1s collected for the SPVC path.

When an SVC or SPVC path 1s setup, routing attempts to route the call from
source to destination. It uses loop detection and crankback optimizations to route the call.
In this process, many different routes may be attempted. For every route tried, each
switch and trunk group traversed 1s recorded. When a route 1s rejected, the reason 1s also
recorded. NMTI (Node Management Terminal Interface) or network management can

interpret this information to illustrate the routing points of failure.

Routing tables are regenerated and distributed to all nodes running PNNI (Private

Network-Network Interface). If a node becomes i1solated because the physical access to it
fails, then all routes to the 1solated node are removed from all routing tables. If node D
coes off-line, then the routing table will not have an entry for the Users on node D.
Therefore, the routing of an SVC or SPVC path from uA to uD will fail at A and never
lea\}e the node. The switched connection diagnostics information will contain node A,

and a cause indicating that the destination 1s unreachable.

If the routing tables are static, much more diagnostic information 1s gathered as
routing attempts to use all configured routes that lead to D. All cause codes recorded at C

will indicate that resources are unavailable.
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When routing chooses a trunk group, an SVC/SPVC setup request 1s forwarded
out the signalling link that controls the trunk group. Figure 2 depicts the scenarios that

can result between two Newbridge 36170 switches:
1 Call control forwards the setup message to the local signalling stack.

2 The local signalling stack rejects the message and returns failure to local

call control.

3 The local signalling stack forwards the setup message to the remote
signalling stack. The remote signalling rejects the setup message and informs the
local signalling stack of the rejection. The remote Call Control engine 1s not

informed whatsoever.

4 Remote call control software in the switch on the remote side of the

signalling link receives the SVC/SPVC setup message and processes it.

The first and forth points are processed by call control. It logs diagnostics at this
level. However, if scenarios two or three occur, then the diagnostic information must
reflect this. If the local end rejects the call, then perhaps the Service Card servicing the
signalling link is overburdened. If the remote end rejects the call, then perhaps the
Service card at the remote end is overburdened. This information pin-points perhaps a

troubled Service card.

Diagnostics 1s collected on a per Service card basis. The Service card, that
manages the SVC User and SPVC path, collects switched connection diagnostics
information when diagnostics is enabled. The service card can store switched connection
diagnostics information for only 50 SVC or SPVC path setup attempts. The 50 most
recent setup attempts are stored. This should be sufficient to allow several external

network management requests to initiate switched connection diagnostics requests, then

subsequently collect the results.

The Enhanced signalling used to carry the diagnostics information will now be
described in more detail. Enhanced signalling 1s achieved by using information elements

defined to be in codeset 6, information elements specific to the local network.
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[TU-T standardised coding of these information elements is tollowed. Therefore

all information elements contain an information element identifier, a length and an

instruction field as shown below .

§ 3 2 | Octet
I lnformatlon E]ement Identifier J ]
‘ 1 2
ext _ Codmg Std J Res ]' IE actionInd |

Length 3
I Length (continued) l

The contents of the IE instruction field are always coded with a tlag of 'follow

explicit instructions' and an IE action indicator of 'discard information Element and

proceed’.

New information element identifiers are allocated so as to not collide with codeset

O 1dentifiers.

Codeset 6 information elements are preceded 1in a message by the broadband

locking shift information element. Non locking shift procedures are not supported.

The purpose of the locking shift information element is to indicate the new active
codeset of the succeeding information elements. The specified codeset remains active

- until another locking shift 1s encountered indicating the new active codeset.

8 7 6 S 4 3 2 ! Octet

el = S A —

0 1 i 0 0 0 0 ] i
Broadband Non Locking Shift Information Element Identlf ier

} 0 0 1 0 0 0 1 2
ext J Coding Std Flag | Res l IE action Ind

Length of Broadband Non Lockmg Shift IE | 3

A4

5

Length of Broadband Non Locking Shift IE (contmued)
I 0 0 0 0 ] ] 0
ext ~__Spare codeset identifier

Coding Standard (octet 2) 1s coded to indicate I'TU-T standardized coding.

Flag (octet 2) indicates Follow explicit instructions of the action indicator

[E action indicator (octet 2) indicates discard information element and proceed

-7 -
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codeset Identifier (octet 5) 1dentifies codeset 6

The following Table summarizes the messages used for enhanced signalling procedures.

Message Reference
i Connect 2.1.1
Setup 2.1.2 |
Release 2.1.3 |
| Release Complete 2.1.4

Coding Rules as specified by the I['TU-T and ATM Forum are followed. The
following Table specifies information elements used for enhanced signalling. Max length

and max number of occurrences are given for each information element.

Bits Information Element Max Length Max no of
8765 4321 - o e Occurrences
0000 0011 CallTrace *

0110 0001 Broadband locking shift 5 ]

The messages that are affected by the call trace feature will now be described.
Message functional definition and information contents are provided. Message content

~ highlights only the information elements required for this feature.

Connect This message 1s used to return call trace information to the originating

node on Successful call completion.

Information Element Refe T;/-p-)e Leng
L ] rence - th
Broadband locking shift 2.2 O 7
Call Trace 2.3 O 23 -
*
Release This message 1s used to transfer the reason for a routing failure.

Information about the routing fatlure can be carried 1n either the cause information



CA 02510097 1997-01-24

element or optionally the call trace information element. The cause of the routing failure

is carried in the cause whereas call trace carries complete information.

Information Element Refe | Type l Leng
l rence | th
Broadband locking shift | 2.2 ) O | 7
Call Trace ; 2.3 O 23 -
' %

Release Complete  This message is used to transfer the reason for a routing tailure.
Information about the routing failure can be carried in either the cause information
element or optionally the call trace information element. The cause of the routing failure

is carried in the cause whereas call trace carries complete information.

I ) Information E_]f:mgnt - Reference Type Length
Broadband locking/ shift ' 2.2 O 7
Call Trace - ] 2.3 O 23 - *

Setup This message is used to collect call tracing information inside the call trace IE as

the message traverses the network.

| ) Information E[emen-t_— | Length
| Broadband locking shift - 7
| Call Trace ) . ) 23 - *
Call Trace Information Element The purpose of the Call Trace information element

1s used to trace progress of a call as it traverses the network. Information relating to the

node address, port and rejection causes 1s collected, as well as extra diagnostic

information.
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8 7 6 5 4 3 2 ] Octet
0 0 0 0 0 0 o 1 | !
Call Trace Information Element Identifier 2
1 | o 0 1 0 0 0 P 3
ext | Coding Std Flag | Res |E action Ind 4
Length of Call Trace IE _ S
Length of Call Trace IE (continued) j 6
0 0 0 0 0 0 0 l 7* (note 2)
Call Transited Indication (note 3)
N Call Transited Information 7.1% etc
0 0 0 s 0 0O 1 0 8* (note 2)
Call Blocked Indication (note 3)
i Call Blocked Information | 8.1% etc
0 0 0 0 0 0 I I 9* (note 2)
Call blocked after Transit Indication (note 3)
) Call blocked after Transit Information 9.1* etc
0 0 0 0 0 l 0 0 10* (note 2)
Call Success Indication (note 3)
Call Success Information 10.1* etc

Call Trace Information Element contents form an ordered list representing node

traversal information in chronological order

The Call Transited Indication (octet group 7) indication notifies the successtul
traversal of a single node in the network. It includes node and port information, the tormat

of which is shown below.

8 7 -6 5 4 3 2 ] Octet
0 0 0 0 0 0 0 ]
L Call Transited Indication 7.1
o __length L 7.2
0 0 0 0 0 0 0 l 7.3
- reserved J __address 1dentifier (note 1)
B Domain o 7.4
Domain (continued) 7.5
Major Node Number 7.6
B Major Node Number (continued) 7.7
) Slot Number 7.8
o Slot Number (continued) 7.9
o ~_port number 7.10
- Inbound sub-port 7.11
- Inbound sub-port (continued) _ 7.12
0 0 0 0 selection 0/1 7.13
~_reserved j type flag
’_ 1 Slot Number 7.14
Slot Number (continued) 7.15
port number 7.16
Outbound sub-port 7.17
IL Outbound sub-port (continued) 7.18

- 10 -
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If the address Identifier indicates a point code follows, then domain and major

node number are replaced by a 22 octet binary number to identity the point code.
The Call Transited Indication (octet 7.1) 1dentifies a route success indicator.
The length (octet 7.2) identifies the length of opcode contents excluding length

The reserved (octet 7.3 and 7.13) is coded as zero for inbound and 1gnored for

outbound.

The address Identifier (octet 7.3) ildentifies the type of node address that follows

as specified by the following table.

Bits Meaning

3 2 1 ) 3
O O 1 |CPSS Address

O 1 (|Pointcode

The Domain (octets 7.4 -7.5) defines the domain part of the CPSS address

The Major Node Number (octets 7.6 - 7.7) define the major node number of the
CPSS address.

The first octet pair of the Slot Number (octets 7.8 - 7.9 and 7.14 - 7.15) defines the

ingress slot number of the call and the second defines the egress slot number of the call.

The Port number (octets 7.10 and 7.16) identifies the ingress and egress port

number of the call.

The Sub-port number (octets 7.11 - 7.12 and 7.17 - 7.18) identifies the inbound
and outbound sub-ports. The interpretation of this field is protocol dependent. For cell
relay based protocols it defines the Virtual Path Identifier. The first octet pair detines the
ingress virtual path of the call and the second octet pair defines the egress virtual path of

the call.

The Selection Type (octet 7.13) identifies outbound port/sub-port selection type as

specified by the following table.

_11 -
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Bits Meaning
4 3 2

O 0 1 pretferred
O 1 O alternate |

The Flag (octet 7.13) indicates Assigning/Non assigning interface as spectfied in

the following table

Bit | Meaning

l | Assigning
() | Non Assigning

The Call blocked Indication (octet Group 8) notifies a failure of the call to traverse
a single node 1n the network. It includes node and port information. ingress port/sub-port

as well as the reason for call blockage.

Octet
0 0 o 0 0 0 0 0
. ~Call Blocked Indication 8.1
B length 8.2
0 0 0 0 0 0 0 ] 8.3
~reserved ~ | address identifier (note 1)

o ‘Domain 8.4
____Domain (continued) o 8.5

- Major Node Number 8.6

- Major Node Number (continued) 8.7
~_______Slot Number _ 8.8

Slot Number (continued) 8.9
. port number 3.10

~_______Sub-port 8.11
sub-port (continued) 8.12
L _ Cause Value 8.13
diagnostics Newbridge cause value 8.14
diagnostics Newbridge cause value (continued) 8.15
length of diagnostics 8.16
diagnostics 8.17 etc

[f the address Identifier indicates a point code follows then domain and major

node number are replaced by a 22 octet binary number to 1dentify the code point.

- 12 -
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The Call Blocked Indication (octet 8.1) identifies call blocked opcode

The length (octet 8.2) 1dentifies the length of opcode contents excluding length

and 1dentifier
Reserved (octet 8.3) i1s coded as zero on egress and 1ignored on ingress.

Address Identifier (octet 8.3) 1dentifies the type of node address that follows as

specified 1n the following table.

Bits Meaning
3 2 1

O (O 1 |CPSS Address
() 1 () |Pomtcode

The Domain (octets 8.4 - 8.5) Defines the domain part of the CPSS address

The Major Node Number (octets 8.6 - 8.7) defines the major node number of the
CPSS address.

The Slot Number (octets 8.8 - 8.9) defines the slot number of the call
Inbound/outbound i1dentifier refers to this slot. Slot number 1s defined to be an 11 bit shelt

number and a 5 bit slot number.

The Port Number (octet 8.10) 1identifies the ingress and egress port number of the

call.

The Sub-port (octets 8.11 - 8.12) defines the inbound sub-port. The interpretation

of this field 1s protocol dependent. For cell relay based protocols 1t defines the Virtual

Path Identifier.

The Cause Value (octet 8.13) defines the reason for Routing failure. The cause

value is associated with the port most recently traversed.

The Diagnostics Newbridge Cause Value (octets 8.14-8.15) defines cause values

to aid network diagnostics.

The length of Diagnostics (octet 8.16) defines the length of diagnostics excluding
length

- 13 -
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The Diagnostics (octets 8.17 etc) defines diagnostic information added to aid the

tault finding process.

The Call blocked After Transit Indication (octet Group 9) notifies a failure of the
call to traverse a single node in the network. It includes node and port information.
Incoming and outgoing port /VPI information may be present. There 1s always cause

information included to indicate what caused the route failure at this point.

8 7 6 5 4 3 2 I Octet
0 0 0 0 0 0 | l
Call Blocked After Transit Indication 9.1
length 9.2
0 0 0 0 0 0 0 l 9.3
reserved - address 1dentifier ' (note 1)
Domamn [ 9.4
Domain (continued) 9.5
Major Node Number 9.6
- Major Node Number (continued) 9.7
___Slot Number . 9.8
Slot Number (continued) 8.9
B - port number 9.10
__sub-port 9.11
sub-port (continued) 9.12
Outbound Slot Number 9.13
Outbound Slot Number (continued) - - 8.14
Outbound port number 9.15
~ Outbound sub-port o 9.16
o Outbound sub-port (continued) 9.17
o o Cause Value o 9.18
B diagnostics Newbridge cause value 9.19
diagnostics Newbridge cause value (continued) 9.20
o length of diagnostics 921
N diagnostics 9.22 etc

[f the address Identifier indicates a point code tollows then domain and major

node number are replaced by a 22 octet binary number to identity the point code.

The Call Blocked After Transit Indication (octet 9.1) identifies call blocked after

transit opcode.

The length (octet 9.2) 1dentifies the length of opcode contents excluding length

and 1dentifier

The reserved (octet 9.3) is coded as zero for egress and 1gnored for ingress.

- 14 -
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The address Identifier (octet 9.3) identifies the type of node address that follows as

specified the following table.

Bits Meaning

32 1]
0 0 1 CPSS Address
01 O

Point code

The Domain (octets 9.4 - 9.5) detines the domain part of the CPSS address. The
Major Node Number (octets 9.6 - 9.7) define the major node number of the CPSS address.
Slot Number (octets 9.8 - 9.9 and 9.13 - 9.14) define the slot number of the call (octet
9.10 and 9.15). Port number (octets 9.10 and 9.16) identifies the ingress and egress port
number of the call. Sub-port (octets 9.11 - 9.12 and 9.16 - 9.17) defines the inbound sub-
port. The interpretation of this field is protocol dependent. For cell relay based protocols it
defines the Virtual Path Identifier. .

Cause Value (octet 9.18) defines standard cause values as defined in Q2610.
Defines the reason for Routing failure. The cause value 1s associated with the port most
recently traversed. The length of Diagnostics (octet 9.11) defines the lehgth of diagnostics
excluding length. The Diagnostics (octets 9.22 define information added to aid the fault

finding process.

The Call Completed Indication (octet group 7) notifies the successful traversal of a

single node 1n the network. It includes node and port information, the format of which 1s

shown below.

- 15 -



CA 02510097 1997-01-24

8 7 6 5 4 3 2 ] Octet
0 0 0 0 0 0 0 1

~__Call Completed Indication o 10.1

] length - N 10.2

0 0 0 0 0 0 0 ] 10.3

reserved address 1dentifier (note 1)

B Domain o 10.4

Domain (continued) 10.5

- ] Major Node Number 10.6

Major Node Number (continued) 10.7

Slot Number 10.8

Slot Number (continued) 10.9

port number L 10.10

~___Inbound sub-port ) 10.11

Inbound sub-port (continued) 10.12

0 0 0 0 selection 10.13

reserved type

~___Slot Number 10.14

~Slot Number (continued) 10.15

o port number 10.16

. ~___Outbound sub-port 10.17

- Outbound sub-port (continued) 10.18

If the address Identifier indicates a point code follows then domain and major

node ﬁumber are replaced by a 22 octet binary number to 1dentify the point code. The Call

Completed Indication (octet 10.1) 1dentifies a call completed opcode. The length (octet
10.2) 1dentifies the length of opcode contents excluding length and 1dentifier. The
reserved (octet 10.3 and 10.13) 1s coded as zero for egress and 1gnored for ingress. The

address Identifier (octet 10.3) identifies the type of node address that follows as specified

by the following table.
Bits Meaning
3 2 1

0 O | CPSS Address
01 O Point code

The Domain (octets 10.4 -10.5) defines the domain part of the CPSS address. The
Major Node Number (octets 10.6 - 10.7) defines the major node number of the CPSS
address. The SlotNumber (octets 10.8 - 10.9 and 10.14 - 10.15). The first octet pair
defines the ingress slot number of the call and the second defines the egress slot number

of the call. The Port number (octets 10.10 and 10.16) 1dentifies the ingress and egress

216 -
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port number of the call. The Sub-port number (octets 10.11 - 10.12 and 10.17 - 10.18)
1dentifies the ingress and egress sub-ports. The interpretation of this field 1s protocol
dependent. For cell relay based protocols i1t defines the Virtual Path Identifier. The first
octet pair defines the ingress virtual path of the call and the second octet pair defines the

egress virtual path of the call.

The Selection Type (octet 10.13) 1dentifies outbound port/sub-port selection type

as specified by the following table.

Bits Meaning
4 3 21

O O 1 |preterred
O 1 0 alternate |}

The Flag (octet 10.13) indicates Assigning/Non assigning interface as specified in

the following table

Bit Meaning

] | Assigning
() | Non Assigning

Call tracing will now be described. Call tracing is established at the exchange
originating the call to be traced At this point a call trace IE 1s inserted into all calls to be
traced. It 1s only explicitly enabled at the point of origin in the network and is implicitly
defined to be active by all other nodes 1n the network 1f the call trace IE 1s found to be

present.
a) Initiating Call Trace

When a new call 1s initiated, an empty call trace IE 1s added to the setup message

at the originating exchange.

When an outgoing slot/port/sub-port 1s selected, the call trace IE 1s modified

before the setup message 1s forwarded. A 'call transited' opcode, containing node address,
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ingress slot/port/sub-port and egress slot/port/sub-port 1s appended to the end of the IE

Hence the setup message departs the exchange having traced the point of origin.

A copy of the call trace IE with call transited opcode 1s saved by the originating

exchange.
b) Successful Call Completion

The originating exchange checks for the presence of the call trace IE 1n the
connect message. If found, the contents of the call trace IE contains a completé trace of
the successful call across the network. It can be used by the management layer for
diagnostic information at this point The IE 1s not forwarded to the originating interface 1f

1t does not support enhanced signalling.
Actions Required at a Transit Exchange
a) Receipt of a Setup Message

- Upon successful route selection the setup message 1s checked tor the presence of a
call trace IE. If present, a 'call transited' opcode, containing node address, ingress
slot/port/sub-port and egress slot/port/sub-port 1s appended before the message 1s

forwarded to the next exchange, a copy of the call trace IE 1s saved.
b) Receipt of a Connect Message

The connect message 1s checked for the presence of a call trace IE. If present, the

message 1s forwarded to the preceding exchange without modification to the call trace IE.

If the call trace IE 1s absent, the exchange checks for a saved copy. If a copy exists
1t 1s added, without modification, to the connect message before the connect message i1s
sent to the preceding exchange. In this case we do not have a complete end-to-end call

frace.

Actions Required at the Destination Exchange
a) Receipt of a Setup Message

Upon successful route selection the setup message 1s checked for the presence of a

call trace IE. If present a 'call completed’ opcode 1s appended to the call trace IE. A copy
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of the call trace IE 1s saved. The setup message is then forwarded to the destination. Call

trace IE 1s removed 1f enhanced signalling 1s not enabled at the destination interface.
b) Receipt of a Connect Message

The connect message 1s checked for the presence of a call trace IE. If present, the

message 1s forwarded to the preceding exchange without modification to the call trace IE.

If the call trace IE 1s absent, the exchange checks for a saved copy. If a copy exists
it 1s added to the connect message before the connect message 1s sent to the preceding

exchange.
Call Trace For Unsuccessful Call Establishment

Three levels of information can be provided by a node at the point of failure
. A cause value only

* A cause value and Newbridge diagnostics

« A call trace IE

When a failure occurs a release or release complete message 1s generated by the
exchange at the point of failure. The exchange will incorporate one of the three levels of
failure information above into the message. It 1s therefore the preceding node

responsibility to process the failure information correctly.
Actions Required at the Originating Exchange
a) Detection of a call failure at the originating exchange

A call trace IE 1s inserted into the setup message. When the originating exchange
detects that it cannot proceed with the call, a 'call blocked' opcode 1s appended to the call
trace IE. The call trace IE is copied to the call rejection message sent to the originating

user when enhanced signalling 1s enabled to the user.

b) Receipt of a Release or Release Complete Message with a call trace IE

The call trace IE 1s copied, without modification, to the call clearance message to
be sent to the originating user. The call trace IE contains a complete trace of the call and

can be used by the management layer for diagnostics at this point.
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c) Receipt of a Release or Release Complete message without a call trace IE

The originating exchange checks to see if a call trace IE has been saved for this
call. If available, a 'call blocked after transit is appended. It 1s then copied to the call

clearance message to be sent to the originating user.
d) Call Fatlure on receipt of Connect

If a call trace IE is present 1n the connect message, a 'call blocked’ opcode 1s
appended. It is then copied to the call trace IE to be sent to the originating user, 1f

enhanced signalling 1s enabled.

Otherwise the call trace IE that has been saved 1s copied to the release message. A

'call blocked' opcode 1s appended to the call trace 1E.

If the originating exchange is unable to include a copy of the call trace IE, normal

call clearance procedures should be followed.
Actions Required at a Transit Exchange

a) Detection of a call failure at the transit Exchange

When the transit exchange detects that i1t cannot proceed with the call, then 1f
possible, a copy of the call trace IE included in the setup message should be copied to the

call clearance message. A 'call blocked' opcode 1s then appended to the call trace IE.

If the transit exchange 1s unable to include a copy of the call trace IE, normal call

clearance procedures should be followed.

b) Receipt of a Release or Release Complete Message with a call trace IE

The call trace IE 1s copied to the call clearance message to be sent to the preceding

exchange without modification.
c) Receipt of a Release or Release Complete message without a call trace IE

The transit exchange copies call trace IE that has been saved to the call clearance

message to be sent to the preceding exchange. A 'call blocked after transit 1s appended to

the call trace IE.

d) Call Failure after receipt of Connect
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If a call trace IE is present in the connect message, 1t 1s copied to the call trace IE

to be sent to the preceding exchange. A 'call blocked' opcode 1s appended.

Otherwise the call trace IE that has been saved 1s copied to the release message. A

'call blocked' opcode 1s appended to the call trace IE.
Actions Required at the Destination Exchange
a) Detection of a call fatlure at the Destination Exchange

When the destination exchange detects that it cannot proceed with the call, then it

possible, a copy of the call trace IE included in the setup message should be copied to the

call clearance message. A 'call blocked' opcode 1s then appended to the call trace IE.

b) Receipt of a Release or Release Complete Message with a call trace [E

The call trace IE from the release/release complete is 1gnored as the call has been
successfully completed by the destination exchange. A copy of the saved call trace IE 1s

copied to the call clearance message to be sent to the preceding node.
c) Receipt of a Release or Release Complete message without a call trace 1E

The destination exchange copies call trace IE that has been saved to the call
clearance message being sent to the preceding exchange. A 'call blocked after transit is
appended to the call trace IE. This implies that the final call trace IE will comntain a call

completed opcode followed by a call trace opcode

d) Call Failure after receipt of Connect

If a call trace IE is present in the connect message, it 1s copied to the call clearance

message to be sent to the preceding exchange. A 'call blocked' opcode 1s appended.

Otherwise the call trace IE that has been saved 1s copied to the release message. A

'call blocked' opcode 1s appended.

[f the destination exchange 1s unable to include a copy of the call trace IE, normal

call clearance procedures should be tollowed.

Call Trace On Crankback

Actions Required at the Originating Exchange
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a) Receipt of Release or Release Complete containing crankback and Call Trace

E

[f an alternate route 1s available, the call trace IE 1s copied to the outgoing setup

message and a 'call transited’ opcode 1s appended.

If no alternate route is available, the call trace IE 1s copied to the release message

to be sent to the originating user.
b) Receipt of Release or Release Complete containing crankback only

If an alternate route is available, the call trace IE that was saved 1s copied to
outgoing setup message. A 'call blocked after transit’ opcode 1s appended. When the

alternate route is successfully selected, a 'call transited’ opcode 1s then appended.

[f no alternate route 1s available, the call trace IE 1s copied to the call clearance
message to be sent to the originating user and a 'call blocked after transit' opcode 1s

appended.
Actions Required at a Transit Exchange

a) Receipt of Release or Release Complete containing crankback and Call Trace

IE

If an alternate route 1s available, the call trace IE 1s copied to the outgoing setup

message and a 'call transited' opcode 1s appended.

[f no alternate route 1s available, the call trace IE 1s copied to the call clearance

message to be sent to the preceding exchange.
b) Receipt of Release or Release Complete containing crankback only

If an alternate route is available, the call trace IE that was saved, is copied to
outgoing setup message. A 'call blocked after transit' opcode is appended. When the

alternate route 1s successfully selected, a 'call transited’ opcode 1s then appended.

If no alternate route 1s available, the call trace IE 1s copied to the call clearance

message to be sent to the preceding exchange and a 'call blocked after transit' opcode 1s

appended.
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The following contains message flow diagrams for various call trace scenarios.

Symbols in the diagram are detfined

[l User

()  Network Node

¢t  Call Trace IE

#  Call Transited Indication

$ Call Blocked Indication

@  Call Blocked After Transit Indicatio

1 Call Completed Indication

() 'Contains'

Call Trace of a Successful Call

The Figure 4 shows the call trace feature activated for a successtul call. Not all
signalling messages are shown. Only messages relevant to the call trace teature are

shown.

The setup message is originated at user a and progresses through the network
along nodes A,B,E before arriving at user b who responds with a connect to indicate

successful call completion.

The Figure 4 shows the call trace feature activated for a successtul call with one

routing failure at a node. Not all signalling messages are shown. Only messages relevant

to the call trace teature are shown.

The setup message 1s originated by user a and traverses a path along nodes A,C,B.
At node B a routing failure occurs. The setup message then transverses a path from B

through nodes C,D and E till successful call completion is reached to user b. A connect

message 1s then sent back through nodes E,D,C A to user a.

Figure 5 illustrates a call failure caused by multiple node failures.
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The following scenario assumes for example that route D-E 1s OOS and cannot be

used to route the call.

The call 1s initiated from user a through node A. It then progresses to node B as
the preferred route. Node B rejects due to a resource problem, but does not include a call
trace IE. An alternate route of A-D is selected and the call 1s then progressed to node D,

who also rejects the call. The final call trace IE in the release message from node D

contains tnformation of the 2 node fatlures.
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The embodiments of the present invention in which an exclusive property or

privilege 1s claimed are defined as tollows:

I. A method of collecting routing information when attempting to set-up a virtual
connection through a network comprising the steps of:

a) attempting to establish a virtual connection from a source to a destination through a
plurality of nodes in the network providing alternate routes to said destination by
exchanging set-up messages;

b) collecting routing information from each node identifying at least the node and trunk
group visited on each attempted route through the network; and

¢) returning the routing information to the source in the set-up messages.

2. The method as defined in claim I, wherein said set-up messages includes an

indicator responsive to which each node appends routing information.

3. The method as defined in claim 2, wherein said indicator is a call trace

information element.

4. The method as defined in claim 3, wherein contents of the call trace information
clement form an ordered list representing the node traversal information in chronological

order.

5. A system for collecting routing information when attempting to set-up a virtual
connection through a network comprising:

a) means to establish a virtual connection from a source to a destination through a
plurality of nodes in the network providing alternate routes to said destination by
exchanging set-up messages;

b) means to collect routing information from each node identifying at least the node and
trunk group visited on each attempted route through the network; and

c) means to return the routing information to the source in the set-up messages.
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