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SYSTEM AND METHOD FOR SCALING BLOCKCHAIN NETWORKS WITH
SECURE OFF-CHAIN PAYMENT HUBS

CROSS-REFERENCE TO RELATED APPLICATIONS
[1] This application claims priority to U.S. Provisional Patent Application No. 62/582,830,

filed on November 7, 2017, which is herein incorporated by reference in its entirety.

FIELD OF INVENTION
[2] The present invention relates to a system, method, method for manufacturing, apparatus,
and computer-readable and executable product and program code having an off-chain payment

hub.

RELATED INFORMATION

[3] Early payment systems involving two or more parties, often included at least one trusted
intermediary to handle the exchange of goods and or money between the two or more parties.
Blockchain systems arrived, effective providing an electronic payment solution that solved the
double-spending problem. The double-spending problem is essentially the duplication of
currency. While duplication of a paper U.S. bill is possible, it is not altogether easy to effect. In
the digital world, making a digital copy of a digital currency can be all too easy; hence, the
advent of digital systems which allow a system to verify whether a digital coin has already been
spent by a peer. Thus, blockchain systems such as Ethereum or Bitcoin provide an append-only
ledger that records the history of all transactions exchanged among the peers.

[4] Permissionless blockchains such as Ethereum or Bitcoin, allow for any participant to join
and/or leave the network at any time. Such permissionless blockchains provide a decentralized
system that exists between all permitted parties, thus eliminating the need for a trusted third party
such as a bank (i.e., a middleman), and provide a fast, cheap, and secure system for transfer of
monetary value, or even the execution of smart contracts. Such permissionless blockchain is a

decentralized database represented as a chain of blocks or records where each block points to its
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predecessor in the chain. In practice, the Ethereum extended the Bitcoin transaction language to
a Turing complete programming language in order to ease the development of smart contracts.
[5] The Ethereum blockchain systems, for example, are also used for the execution of smart
contracts — which provides an easier way to understand how this blockchain functions. Smart
contracts, or self-executing contracts, are converted to computer code, stored and replicated on
the blockchain system, supervised only by the network of computers running that blockchain.
Essentially, an asset or currency is transferred into program code, and when the program runs
that code and validates a condition, then according to what the code states, and asset is
automatically provided to an entity. For example, a contract states that upon payment of $1000
by entity Y, then product X will be shipped by entity Z to entity Y. Creating a smart contract
means that this contract and its conditions are converted to computer code, and upon the system
seeing a cryptocurrency payment of $1000 or other type of payment, then the product X is
ordered shipped as contracted. In order to keep the automation, it helps if the assets and
monetary values are codable. Whether for monetary purposes or smart contracts, blockchain
provides a secure, accessible digital version for all parties involved in the chain and automates
many of the previously manual tasks.

[6] Significant problems with the Ethereum and Bitcoin decentralized permissionless
blockchains include performance and scalability. For example, Bitcoin supports only up to 7
transactions per second, which in not sufficient for a scalable payment system. Other systems
have attempted alleviate this restriction by conducting a simple re-parameterization of
permissionless blockchains, supporting only up to approximately 100 transactions per second.
Such re-parameterization of key blockchain parameters such as block interval or block size, has
been shown to not allow a transaction load beyond 100 transactions per second. Other systems
have found ways to support beyond the 100 transactions per second, but require different or
additional trust assumptions or improving the underlying consensus algorithm to support more
transactions or provide second layer payment channels. Another alternative for improving
scalability may be to develop off-chain solutions, thus oftentimes avoiding needing the scarce
resources of the blockchain. The existing systems also suffer the problem that every peer needs

to be aware of all transactions of other peers to not be vulnerable to double-spending.
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[7] For example, Bitcoin provided an open and decentralized blockchain, and many
alternative follow up blockchains such as Ethereum have emerged since then allowing for
improved transactions through smart contracts. Other alternatives such as zcash and Monero,
based upon Bitcoin, attempt to enhance transaction privacy. However, with the emergence of
smart contracts and more expressive transaction languages, it has been demonstrated that smart
contracts have severe security vulnerabilities causing smart contract developers to consider
security enhancements of having developers verify their code. It is contemplated that one can
add Schnorr signatures to the Bitcoin system, to allow for the possible aggregation of multiple
signatures into one which is verifiable against an aggregate of the relevant public keys in a single
step.

[8] For example, several off-chain payment solutions have been proposed. These off-chain
payment solutions can be divided into two categories: (1) those that rely on blockchain based
time locks, where the channel starts with a commitment transaction which, for example, lasts for
10 days; and, the subsequent commitment transaction then lasts 9 days, and can thus be spent
before the first transaction; and (2) those payment channels that rely on punishment, i.e. if one
party misbehaves, the other party can claim all funds of the channel. Such payment channels are
still in early development, and include such proposals as minimizing the worst-case collateral
costs of indirect off-chain payments; optimizing the search process of finding a payment route;
providing different constructions that allow for privacy preserving off-chain payment channels;
and a Bitcoin-based system that supports micropayment channels.

[9] Payment channels allow establishment of direct peer-to-peer payment channels between
two parties. Those two parties can privately maintain and update a two-party ledger. In such a
system, the individual transactions are not required to be written to the blockchain, and at the
same time, the payment channel guarantees that the participants can only spend their rightful
amounts and that the payment channel state can be written to the global blockchain ledger at any
time. Because payment channels avoid transacting on the blockchain, the payment channels in
practice can significantly improve the transaction throughput. The transaction rate is effectively
only limited by the network bandwidth because the participating peers. Payment channels also

do not require the direct service of the blockchain miners and the payment channels can therefore
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perform transactions with lower transaction fees and consequently allow to economically
perform micropayments.

[10] The use of payment channels has some limitations, but overall still improves the
transaction throughput of a decentralized ledger to a network bandwidth of the two peers
participating in the payment channel.

[11] Inindustry, digital ledgers such as blockchain have been used to provide a secure method
of making and recording transactions, agreements, and contracts. That is, blockchain can be
used to secure anything that needs to be recorded and verified as having occurred. Blockchain
simply described is a database shared across a network of servers/computers, and the ledger itself
is a list of transactions that have occurred since its inception. A blockchain database consists of
blocks and transactions. The blocks include batches of transactions which are hashed and
encoded, each block including the hash of the block preceding it in the chain. This process
essentially validates each block and provides database security. When a transaction occurs, the
details of the transaction are encrypted and a unique multiple-character transaction number is
generated. This unique multiple-character transaction number generated is recorded in the
digital ledger as a placeholder. Users of a network can see that the transaction has occurred, but
only the actual participants involved in the transaction can access and view the details of the
transaction. Advantageously, this structure necessitates that an external malicious user would
need to have simultaneous access to every computer/server that holds a copy of the blockchain
database in order to tamper with the blockchain database.

[12] In atradition blockchain system, e.g., as shown in FIG. 1A, a block 100 includes data 101
(e.g., information regarding sender, receiver, number of coins, et al.), a hash 102 (i.e., fingerprint
identifying the block and contents), and the hash of the previous block 103 in the chain. As
shown in FIG. 1B, each block 111, 112, 113 is cryptographically linked to the previous block in
the blockchain 110, effectively forming a chain of blocks 110. If the block is changed (e.g., data
is updated for a new sender), then the hash changes and this has a ripple effect or chain reaction
on all of the following blocks thereafter since the hash of this block is no longer the hash stored
in the following block. However, because computers are fast, some used the computer to
immediately regenerate new hashes for the following blocks in order to have a working

blockchain, in spite of the change. Accordingly, Proof of Work was developed to prevent users
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from circumventing the system. The Proof of Work solution implemented an automatic delay in
processing for the blocks and provided a distributed system in which all users involved in the
specific blockchain are sent the new block and all must approve before it is entered.

[13] For example, any Ethereum user can write and publish a smart contract, then other users
can execute the smart contract that is recorded in a block which is appended to the blockchain.
Note that all information in the blockchain is publicly available. To execute a contract, a user
submits an Ethereum transaction containing all information required to process the contract. A
miner can process the user transaction and commit it by writing this transaction to a new block
(possibly along with other transactions). A valid block needs to be appended to the latest block
of the blockchain, for example. A transaction is considered completed, when it has been added in
a block. For security purposes, users should wait for several block confirmations (i.e., several
additional blocks after the block containing the transaction), before considering a transaction to
be final.

[14] For example, Bitcoin transactions are sent from an address to another address. An
address is a unique identifier (hash) of a public key, and, only the owner of the corresponding
private key is eligible to sign a transaction involving transfer of monetary funds. Bitcoin
transactions are evaluated with a stack-based programming language (i.e., Script). However,
Script only supports a limited instruction set. This lack of a high-level programming language
encouraged the development of more intuitive and expressible languages, such as Ethereum
whose cryptocurrency is called ether, and supports two kinds of addresses: (1) externally owned
addresses (e.g., owned by a user) and (ii) contract owned addresses.

[15] To avoid denial-of-service attacks, transactions are required to pay a fee for their
execution. In Bitcoin, each transaction can pay a transaction fee, while in Ethereum, a transaction
pays gas (also to execute contracts).

[16] The majority of existing blockchains rely on the Proof of Work mechanism, but it is
unfortunately a computationally-expensive puzzle that is solved by miners to find a block. Each
block is cryptographically liked to the previous block in the blockchain, forming a chain of
blocks. It has been shown that as long as the majority of the blockchain miners are honest, an

attacker is very unlikely to alter the blockchain history. The Bitcoin system provides for the
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ability to trade monetary value, and enables to provide an electronic solution to trade other
commodities, such as physical products or domain names.

[17] Payment channel networks also allow performance of payments between parties that are
not immediately connected by a payment channel. These linked payments utilize a chain of
payment channels as intermediate links between two parties that wish to transact with each other
off-chain, without having to open a new payment channel or conduct an on-chain transaction.
Various systems have provided performance improvements for payment networks, including by
addressing the worst-case completion time of an off-chain linked-transaction, routing strategies
that optimize the amount of time taken on average to find a payment route, and a rebalancing of
payment channel funds without on-chain transactions.

[18] Payment channel networks have at least four fundamental flaws, including: 1) they rely on
complex routing topologies which need to be set up and maintained; ii) funds allocated to a
payment channel are typically bound between two parties and can only be transferred further
over fee contingent routes, iii) current linked payment channels provide limited privacy
guarantees, and 1v) current payment channels require always-online observers to deter potential
misbehavior of the involved parties.

[19] Accordingly, there exists a need for a more scalable, improved performance blockchain
network for payments. In addition, there exists a need for increased privacy, confidentiality, and
audibility of the transaction. Accordingly, embodiments of the present invention provide a
system, method, and computer-readable and executable product, which can allow thousands of
participants to securely transact over a single payment hub, the allocated funds of the participants
being useable freely among the members of the single payment hub. Accordingly, embodiments
of the present invention provide for an off-chain solution which allows an alleviation of the

burden of the underlying blockchain.

SUMMARY

[20] Embodiments of the present invention provide for a system, method, and computer-
readable and executable product and program code having an off-chain payment hub,
embodiments of which are herein referred to sometimes as “Liquidity Network” branded system.

In an embodiment, a payment hub construction for off-chain payments that scales from two-party
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to n-party off-chain payment channels, without requiring additional locked up funds per
additional user, is provided. Embodiments of the present invention provide a novel commitment
scheme to account for one or more entities’ or users’ respective balances. Entity and user are
used interchangeably in the various embodiments herein.

[21] Embodiments of the present invention provide for allocated funds of a user within a
payment hub can be used to pay any other member of the payment hub. This can significantly
reduce the routing and network complexity of existing payment channel designs. In an
embodiment, several participants can securely transact over a single payment hub, and allocated
funds can be used freely among the members of the hub. A user of a payment hub can request
withdrawal of his/her funds instantly and securely.

[22] Embodiments of the present invention provide for a hub structure which alleviates the
burden on the network to route payments, which multiple hubs can be interconnected over
traditional payment channels. A payment hub provides better privacy guarantees than traditional
payment channels because payments done through the hub are effectively anonymized among
the set of members of the payment hub. The user of a payment hub does not require an always-
online observer to deter potential hub misbehavior. This significantly reduces the operating costs
of hub payment channels. In embodiments, the system of the present invention is built by both
interlinking multiple payment hubs that can rebalance their funds off-chain with the REVIVE
protocol and by interlinking multiple hubs directly which allows to exponentially grow the
scalability properties of the Liquidity-Network™ brand system. In the embodiment where
multiple payment hubs are interconnected directly, one hub essentially becomes a user of another
hub. Further, the interconnection between the payment hubs is assisted with the support of off-
chain rebalancing.

[23] Embodiments of the present invention provide for an increased resilience of a payment
hub operation, the hub operating within a trusted execution environment.

[24] Embodiments of the present invention provide for an off-chain payment hub. In
practical applications, to establish a payment channel between two entities, initial deposits
representing the total amounts that can be transacted in this channel are put on the blockchain in
escrow. The security lies in the assurance that in case of a dispute of payment or a need to

withdraw deposits, the latest state of the ledger that the parties have agreed upon can be
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submitted to the blockchain and each party can claim its rightful balance of the deposits. For a
payment network, instead of having to open payment channels between every pair of individuals
that wish to make off-chain payments to each other, a linked-payment which utilized a network
of payment channels to find an indirect path from the sender to the receiver can be used. Such
payment networks are envisioned to improve the usability and practicality of payment channels.
[25] Finding routes over a payment network can be considered similar to Internet packet
routing. Certain specific routing restrictions apply in this case. Intermediate nodes that route the
linked payment need to have a sufficient balance in the payment channel that will act as the
outgoing edge for the payment. A routed payment either automatically succeeds or fails. The
individual payments along each channel need to all be bound together, such that they all succeed
or fail, and no one loses any money. Because intermediate nodes are typically not involved in
the payment between the sender and the receiver, they need to be incentivized to forward a
payment. Current designs allow for intermediate hops to collect fees for forwarding a payment.
[26] Existing designs for payment networks include systems which support routed payments
that can be confirmed without any block-confirmation delay, systems which provide the ability
to make off-chain transactions with any token that follows the standard token API, and systems
in which when performing a linked payment, the amount of money that is to be transacted has to
be frozen across the entire chain of payment channels involved until the transaction completes or
terminates. Other systems allow for probabilistic micropayments where the recipient does not
necessarily need to have deposited funds in escrow. These existing designs have several
fundamental disadvantages, including that payment channels require collateral to be locked up
for every channel, existing payment channels may not be refilled off-chain, and routing
complexity. For example, for traditional payment channels which require that collateral is
locked up for every channel, this effectively locks up a substantial amount of funds that cannot
be used directly with other nodes in the network. Routing payments can alleviate this, but still
limits the available funds to a particular set of routes.

[27] In contrast, embodiments of the present invention allow for any member of a payment
hub to pay any other member of a payment hub with the allocated funds, instead of limited the
available funds to a particular set of routes. Further, existing payment channels do not provide

for refilling off-chain. Embodiments of the present invention allow for implementation of
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REVIVE opensource to allow refunding payment channels off-chain, avoiding degradation of
payment channels without costly on-chain transactions and increasing scalability. Routing
complexity is one of the biggest hurdles of present-day off-chain scaling solutions such as
Lightning and Raiden systems. In embodiments of the present invention, due to its hub network
structure, embodiments of the present invention requires significantly less routing, while still
benefitting from a decentralized nature. In embodiments of the present invention, multiple hubs
can be interconnected with efficient routes for decentralization and redundancy purposes.

[28] Several off-chain payment solutions have been previously proposed and are essentially
either the type that relies on blockchain based time locks or on punishment. Time locks are
when a channel starts with a commitment transaction which lasts, e.g., for 10 days. The
subsequent commitment transaction will then last 9 days, and can thus be spent before the first
transaction. Punishment is when one party misbehaves, then the other party can claim all funds
of the payment channel.

[29] In embodiments of the present invention, a method, system, and/or programmable
instructions provide for secure off-chain digital transactions, including: deploying a smart
contract from an originating source to a first off-chain ledger associated with a first payment hub
server, authorizing at least one user to interact with the first payment hub server; and
synchronizing periodically a balance sheet of the first off-chain ledger with the smart contract
using a cryptographic commitment structure, wherein the smart contact is used to authorize a
withdrawal from the first off-chain ledger. In embodiments of the present invention, an off-chain
transaction is enacted, the transaction authorization is signed and sent to the payment hub server
directly. In embodiments of the present invention, a blockchain payment address is authorized
for a deposit. In embodiments of the present invention, if interacting directly with the payment
hub server, the blockchain payment address is obtained and info submitted to the smart contract
to commence a withdrawal, wherein info is proof of sufficient balance to cover the amount
indicated in the transaction. In embodiments of the present invention, the deploying of the smart
contract is effected as a broadcast. In embodiments of the present invention, the smart contract
includes a signature of the originator. In embodiments of the present invention, upon completion
of the transaction, all signatures obtained are provided on the smart document. In embodiments

of the present invention, a cryptographic commitment structure is employed to provide secure
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proofs of correct transaction enactment and balance updates. In embodiments of the present
invention, the transcripts that provide efficient proof to the system that the hub is operating
correctly. In embodiments of the present invention, the user(s)’ device(s) require access to their
account(s)’ proofs to verify them. Thus, both the user(s) and the internal system are required to
see the proofs. In embodiments of the present invention, allowing open access to all data and

proofs, or user(s) selectively allowing access by third parties, can occur.

BRIEF DESCRIPTION OF THE DRAWINGS

[30] FIG. 1A shows an example embodiment of a block according to the state of the art.

[31] FIG. 1B shows an example embodiment of a blockchain according to the state of the art.
[32] FIG. 2 shows an example embodiment of a payment hub architecture according to the
present invention.

[33] FIG. 3 shows an example embodiment of a system according to the present invention.
[34] FIG. 4 shows an example embodiment of a system according to the present invention.
[35] FIG. 5 shows an example embodiment of a system according to the present invention.
[36] FIG. 6 shows an example embodiment of a system according to the present invention.
[37] FIG. 7 shows an example embodiment of a system involving a deposit without a proof of
stake according to the present invention.

[38] FIG. 8 shows an example embodiment of a system involving a deposit without a previous
proof of stake and a challenge of the payment hub according to the present invention.

[39] FIG. 9 shows an example embodiment of a system involving a deposit with a previous
proof of stake and a challenge of the payment hub according to the present invention.

[40] FIG. 10 shows an example embodiment of a system involving a deposit with a previous
proof of stake and a challenge of the payment hub according to the present invention.

[41] FIG. 11 shows an example embodiment of a system involving a withdrawal from the
payment hub according to the present invention.

[42] FIG. 12 shows an example embodiment of a system involving a withdrawal from the

payment hub and a client is challenged according to the present invention.
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[43] FIG. 13 shows an example embodiment of a system involving a withdrawal from the
payment hub with server collusion according to the present invention.
[44] FIG. 14 shows an example embodiment of a system involving a withdrawal from the

payment hub and targeted rollback according to the present invention.

DETAILED DESCRIPTION

[45] In embodiments of the present invention, blockchain is generally considered as a
protected and immutable root of trust that comprises a decentralized database including a global
view of accounts, their balances and transactions, and extra associated data. Each account in the
ledger is controlled by its own private key, that only the owner of the account should know. A
transaction from any account cannot be authorized without possession of its respective private
key. Authorized modifications to the ledger are considered to be globally available after a block
is generated, on average every predetermined block time T. Due to the characteristic of
providing an average block time T, a blockchain can also be viewed as a timestamping service.
In the following sections, we denote as an era, the time that corresponds to one average block
time.

[46] In addition to ledger transactions that transfer balance from one account to another,
embodiments of the present invention include a smart contract execution environment such as
that found in Ethereum. As discussed herein, Ethereum’s smart contracts are allowed to hold a
balance in the ledger, and control it according to their code. In an embodiment, once a smart
contract is published, it cannot be modified, nor can a result outside the bounds of its correct
execution be accepted on the global ledger.

[47] In embodiments of the present invention, a system and method are adapted to pre-existing
off-chain payment network solutions, extending those same solutions with a safe rebalancing
approach. An embodiment of the present invention includes an off-chain payment solution that
allows a pair of peers to keep track of their own two-way ledgers off-chain. This off-chain
ledger is assumed to be pegged to an on-chain smart contract that requires an initial funding from
the two peers. The contract is assumed to only allow peers to withdraw balances that they have
bother agreed on using their signatures. The sum of the two off-chain balances may not exceed

the total deposit in the o-chain contract at any given time.
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[48] In embodiments of the present invention, for purposes of the rebalancing embodiment, an
underlying communication network is assumed, where all participants can communicate directly
oft-chain (e.g., via TCP (Transmission Control Protocol) connection). Given that the
participants had previously established off-chain payment channels, prior to needing to rebalance
them, we assume that the line of communication that was used for channel establishment can be
reused by our protocol.

[49] In embodiments of the present invention, the payment hub A is comprised of two
fundamental building blocks: a smart contract SCx (referred to as payment hub smart contract)
and an online server Sy (referred to as payment hub server). The smart contract operates on any
Turing-complete enabled blockchain B, while the online server is any Internet-reachable server.
Multiple hubs A can be interconnected in embodiments of the present invention.

[50] FIG. 2 shows an example embodiment of a payment hub architecture 200 having a
blockchain 205-based smart contract and an online server. The online server and the smart
contract communicate and the users communicate with both the server and the smart contract.
FIG. 2 provides a view of the overall system having a first entity 201 and a second entity 202
which communicate with a payment hub server 203, payment hub smart contract 204, and
blockchain 205. A first entity and a second entity can be one or more persons, computer
processors, et al. Embodiments of the present invention can be executed involving a person user
or it can be essentially an automated system, including an artificial intelligence component, that
continues to improve and learn based on data stored in the system regarding a specific entity.
[51] In an embodiment, there can be a high level of intuition behind the payment hub protocol;
that is, behind the steps performed to transfer a payment off-chain through a payment hub
between at least one entity to at least one other entity.

[S2] For example, in an embodiment shown in FIG. 3, a series of steps are executed by Entity-
B 301 of a payment hub to transfer a payment off-chain to an Entity-A 302. In this embodiment,
it is assumed that both Entity-A 302 and Entity-B 301 each have or own one unit of
cryptocurrency (e.g., Ether) on the blockchain B. For example, cryptocurrency can be Ether as
in the Ethereum system. This embodiment involves one payment hub 304, but the system can

have multiple payment hubs or a network of payment hubs. The following steps then occur:
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[53] Entity-B 301 and Entity-A 302 choose to work with the payment hub H 304. Both
entities deposit one Ether each in the smart contract SCu 304. This enables each of the entities to
send or cause to send a total of one Ether to another entity participant of the payment hub H 304.
This assumes that there are no “gas” costs and no fees paid to the payment hub. That is, these
administrative costs are required to combat denial of service attacks in blockchains. In
embodiments of the present invention, such administrative costs are not a security requirement
for off-chain payments. That is, administrative or operational costs can be made optional, and
thus not required for “correct” system operation.
[54] In embodiments of the present invention, such administrative costs can be enforced by
the payment hub in order to cover operational costs. In embodiments of the present invention,
administrative or operational costs can be made required for “correct” system operation.
[S5]  Entity-B 301 then creates an IOU (“I owe you”) 312 from Entity-B 301 to Entity-A 302,
providing, for example, 0.1 Ether:

(Entity-B, Entity-A, 0.1).
[56] Entity-B 301 then sends the IOU 312 to the online server Sy 303. The online server Sy
303 then cryptographically signs the IOU 312 and forwards the IOU 312 to Entity-A 302:

IOU(Entity-B, Entity-A, 0.1)sig(tub).
[S7] The IOU received by Entity-A is enforceable on-chain if need be. In order to incentivize
the online server Sy to forward the IOU, Entity-B provides an additional IOU to the online server
SH, paying for example, 0.001 Ether:

IOU(Entity-B, Hub, 0.001), the “0.001” corresponding to a 1% fee.
[58] In embodiments, the IOU can be structured or organized in different ways and still be
usable in the present embodiments. In an embodiment, the contents of the IOU described above
and herein can be encoded differently, and still be usable by the present embodiments. For
example, the contents can be separated into smaller commitment pieces that can be later
combined to commit an original set of details. This separating or dividing of the contents can be
done in various available methods, and be usable in the present embodiments. In an
embodiment, the organization or representation of the contents of an IOU can differ from that

described herein and still be usable in the present embodiments. In embodiments, portions of the
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information are accessed or committed to separately, and then pulled into the same vehicle or
system.

[59] At the end of the periodic eon, the online server Sy broadcasts a checkpoint Cyx*" 313,
309, 310 which aggregates all of the account balances of all of the users which have transacted
over the payment hub’s online server Su. The smart contract SCu receives, validates and applies
checkpoint Cu®" to the user balances on-chain. A periodic eon is a repeating time interval at
which the payment hub operates.

[60] In an embodiment, a payment hub composed of an online server Sy and a smart contract
SCrx is made. In order to account for the balances of each payment hub entity or user in a

®nis made. This tree is a Merkle tree, but the leaves

particular eon, a new Merkle interval tree Ty
are augmented with additional information to store the user balances in a precise, efficient, and
secure manner. The sum of all balances of the Merkleized interval tree must be equal to the
entire funds stored in the payment hub’s smart contract. The Merkleized interval tree is similar
to the augmented Merkle tree proposed by others in the field, but used differently and built for a
completely different purpose.

[61] The information encoded in the internal nodes and in the leaves is specialized to allow for
correct and provably integral operation. The merkle proofs from this tree can be provided to a
blockchain smart contract in order to prove the exclusive ownership of a balance allotment by a
user in the system, and subsequently prove the correctness of the accounting procedures followed
by the hub.

[62] In an embodiment, a human user of the system can see at least a single number displayed
showing the total balance, after the full proof has been verified by the user’s device. This
verification can be the same used presently in available banking apps. In an embodiment, the
administrator or entity having access and/or control on the backend or inside the system can have
a graphical user interface (GUI) displaying the exclusive allotments and their status, after being
machine verified. In an embodiment, manual verification of the allotments and status is not humanly
feasible since the proof validation includes complex actions. The system transcripts are coded for the
system to read, and not designed for direct human inspection. That is, a visualization of someone's
exclusive allotment in a pool can be portrayed as a portion of a pie chart, but that visualization would not

provide a transparent display of the underlying complex actions and system findings.

14



WO 2019/092508 PCT/IB2018/001494

[63] A Merkleized interval tree has a leaf | of Tg*™". The leaf is built as follows: each leaf is
an entry of an entity or user that has deposited funds in a smart contract SCx. The structure of
the leaf is represented by the following:

[64] 1(i) = < offset(i), information(1) + amount(i) >,

[65] where offset(0) s equal to O, offset(1) is equal to offset(0) + amount(0). Offset(2) is equal
to offset(0) + amount(0) + amount(1), etc. The offset corresponds to the sum of the balances of
all previous users up to user i:

[66] offset(0) =0

67
{68} Where information(i) includes a cryptographic hash of the blockchain address and the
Merkle root of the transaction history from the previous eon. For example, information(i) =
{address(i), signed Merkle root of outgoing log(1), signed Merkle root of incoming log(i)},
where log(i) represents the log of transactions of entity 1 or user i. The rightmost element of | is
the current offset plus the amount of stake that the user owns in the payment hub.

con
, for

[69] In an embodiment, abuse of the system might happen by an entity creating Ty
example, by merging two neighboring accounts into one account. In order to avoid such abuse.
The positions of each user or entity must be enforced.

[70] In an embodiment, a proof of stake of a single user or entity can be verified at any point

con

by requesting the unique path of interval tree Ty*" . For example, if a user identification or id is

7 (with the index starting at 0), and Tg**" has 8 participants, then user 7 only requires the

% to verify the user 7’s stake. The proof of each user is of the same size,

rightmost path of Ty
irrespective of the number of users in a payment hub. This ensures fairness among the
participants of the payment hub.

“m aggregates the off-chain transactions that have

[71] In an embodiment, a checkpoint Cy
been operated over Su. Checkpoints are created for each eon of the protocol. A checkpoint
Cu®" is defined as the root hash of the Merkleized interval tree Ta®" .

[72] In embodiments herein, era denotes the time interval for one block of blockchain B. An
eon is the time interval at which Sy operates and submits a Cg®" to SCu. An eon also

corresponds to the time interval at which Sy aggregates all the off-chain payments that have been
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performed over Su. An epoch is one quarter of an eon. Accordingly, throughout this application,
references may be made to the smart contract epochs, smart contract eons, and smart contracts
eras.

[73] In an embodiment, a payment hub user can challenge Sy anytime to claim fraudulent
behavior. This is called a challenge. A challenge is composed of on-chain and off-chain
elements, including: (i) the initial state round and balance (the balance which is already
confirmed on-chain), and (i1) the off-chain balance that has been agreed upon with off-chain
transactions.

[74] In an embodiment, a challenge may be initiated using at least one of the aforementioned
pieces of information, depending upon the state of the off-chain ledger. For example, if the user
held a balance in the previous eon, then the initial state round and balance is to be included. If
the user performed or received off-chain transfers in the previous eon, then the off-chain balance
that has been agreed upon with off-chain transactions is effected. If no interactions, or no
balance is held within the payment hub, then there is nothing to be challenged, and thus, no data
(e.g., no initial state balance and no off-chain balance agreed upon in an off-chain transaction)
present to initiate one.

[75] In an embodiment, other unique payment hub features are possible. For example, in an
embodiment, an instant withdrawal feature is provided which allows a payment hub user to
withdraw the funds of the SCx directly, that is, at the speed of at least one era. An embodiment
of an instant withdrawal by Entity-A, can include one or more of the following steps. First,
Entity-A creates an IOU, without signatures, and requests the current payment hub Sy’s signature
on the IOU. Next, Entity-A submits the IOU, with only online server Su’s signature on the IOU,
to a second smart contract with a separate collateral pool, which reserves the funds for
withdrawal until a certain timeout period. Entity-A then signs the IOU and submits the signature
to that second smart contract, effectively broadcasting both IOU signatures (i.e., the Entity-A
signature and the Su’s signature). Then the funds are released to Entity-A by the second smart
contract. Note, the smart contract effects the transfer of ownership once the conditions for the
IOU are satisfied. In embodiments of the present invention, the IOU functionality is
implementable as a while within the same smart contract as a payment hub or is splittable across

multiple smart contracts. The IOU is a signed message authorizing the update of a client’s off-chain
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ledger during one of the rounds to include one or more additional transfers. This message is structure to
contain the round number, the total sum received, the total sum sent, and a commitment to the set of
transfers performed during that round. The transfers committed to include a unique randomly generated
identifier, the amount, and the intended recipient information.

[76] In an embodiment, in the absence of incoming payments, the SCu’s behavior based on
the Sg’s input should be verified and second, in the event of incoming transactions, the user /
entity should request payment receipts from Su.

[771 To observe the SCx’s behavior, a user of H should only be online once in an eon. The
user can only request -- once per eon -- a proof of stake from Sg, and if disagreement occurs or
no response is provided or no valid response is given for any reason, challenge Sy . If an eon is
dimensioned to be one day, a user effectively only needs to be online once every 24 hours, and is
not required to constantly monitor the payment hub’s operation.

[78] In an embodiment, to receive transactions, a user or entity must maintain an active or
“on” online presence in order to sign transaction receipts, such that the sender can receive a
receipt from online server Sy .

[79] In an embodiment, by using trusted execution environments, the operations of the
payment hub can be further secured. For example, if SCx is scheduled to only accept checkpoint
Cu®" that are signed by an enclave whose public key is registered in SCx and whose code may
only output correct state updates.

[80] FIG. 3 shows an embodiment of the present invention in which there is an intuition
underlying the performed steps 300 for transferring a payment from one user to another off-chain
through the payment hub. Entity B 301 and Entity A 302 initially have a balance of 1 Ether
each. Entity B 301 first sends an IOU 312 to Entity A 302 having 0.1 Ether. Entity B also
provides the IOU 312 to pay for the transaction fee of 1% to the Liquidity. Network™ brand
server 303 or overall system server. Once Entity A 302 receives the IOU 312 which was signed
by the Liquidity. Network™ brand server or online server 303, Entity A 302 can effectively
enforce the IOU. After the end of the eon, the Liquidity. Network™ brand server 303 creates and
broadcasts a checkpoint 309, 313 which is validated and applied by the Liquidity. Network™
brand smart contract on-chain. Bob’s and Alice’s balances are then recomputed and available to

withdraw.
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[81] Note, in various example embodiments, a server of the system is referred to as a
Liquidity Network™ brand server, and the system is referred to as a Liquidity. Network™ brand
system. In embodiments, the Liquidity. Network™ brand server can be interchangeably a server.
In embodiments, the Liquidity. Network™ brand system can be interchangeably a system.

[82] FIG. 4 shows an embodiment of a payment hub architecture. A digital ledger 406, e.g., a
blockchain layer, that allows for the convenient deployment of tamper-proof smart contracts is
provided. This layer represents an underlying root of trust and acts as the intermediary in case of
disputes between the hub 403 and the user 401, 402.

[83] InFIG. 4, under normal operation, a user 401 or 402 communicates with the hub server
403 to perform transactions towards other users 402 or 401, respectively. Under adversarial
conditions, the user 401 or 402 resorts to the NOCUST™ brand smart contract 405 to perform a
dispute process.

[84] InFIG. 4, auser 401, 402 acts as a recipient and/or a payer of financial assets such as
cryptocurrency coins or tokens which are transferred in the form of IOUs. In an embodiment, a
user 401, 402 can convert assets between their on-chain and off-chain representation. As
custodian, a user securely stores a private key to manage its assets and can initialize disputes of
the NOCUST™ brand server 404 by communicating with the NOCUST™ brand smart contract
405. Such communicating can include issuing transactions to the NOCUST™ brand smart
contract 405.

[85] InFIG. 4, or other embodiments herein, a NOCUST™ brand payment hub 403 includes a
NOCUST™ brand online server 404 and a NOCUST™ brand smart contract 405. The online
server 404 acts as a communication intermediary between the users 401, 402. In an embodiment,
the online server 404 is required by the NOCUST™ brand system to commit at regular time
intervals a special digest of all off-chain accounts to the smart contract 405. The smart contract
405 acts as a supervisor of the NOCUST™ brand server and verifies its correct operation,
accepting dispute initializations from users, and halting the operation of the NOCUST™ brand
server in case of misbehavior.

[86] Embodiments of the present invention, such as that described in FIG. 4, provide a novel
centralized but untrusted hub, i.e., a “NOCUST™” branded payment hub, which acts as a non-

custodial 2"-layer scaling solution, providing a secure vehicle against adversaries attempting to
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double-spend off-chain assets and controlling a set of malicious users, the hub, or both. In an
embodiment, a NOCUST™ brand structure has an N-party payment hub construction, based on a
bimodal ledger commitment scheme to account for user balances. In using a NOCUST™ brand
structure, funds allocated by an entity within a payment hub can be used to directly pay any other
participant of that payment hub. This can significantly reduce the routing and network
complexity of existing payment channel designs and associated collateral costs. In an
embodiment, a centralized but untrusted hub can achieve instant finality by providing an
estimated transaction volume of a time period as collateral. In an embodiment, the NOCUST™
brand structure allows for the payment hub’s collateral to be managed efficiently within one on-
chain transaction for all of its users. And, users of the payment hub can securely maintain
custody of their funds, even in the absence of the payment hub’s availability or under adversarial
behavior by others. In contrast, a trusted payment hub either requires no locked up funds per
additional user or a progressive amount of collateral, capped at the respective transaction volume
of a disputable time window.

[87] A smart contract is deployed to an on-chain digital ledger, which then creates the off-
chain digital ledger. In an embodiment using a NOCUST™ brand structure, the underlying
smart contract effectively acts as a means of efficient dispute resolution. In an embodiment of
the off-chain payment hub structure of the present invention, a non-custodial financial
intermediary can operate and achieve the same transaction throughput as traditional custodians.
For example, a user or entity can open a payment channel directly with a NOCUST™ brand
payment hub off-chain, thus alleviating the need for a costly on-chain channel initialization
transaction. A NOCUST™ brand hub off-chain allows a set of participants/users to securely
transact over a single payment hub, so that the allocated funds of those participants/users can be
used freely among the participants of the single payment hub. Further, this structure of the
NOCUST™ brand hub off-chain alleviates the burden on the off-chain network to route
payments. In an embodiment, multiple NOCUST™ brand hubs can be interconnected, e.g., over
traditional two-party payment channels with fairly static and long-lived peering agreements. In
an embodiment, NOCUST™ brand hub off-chain allows for delayed finality after a determined
time window. In an embodiment, NOCUST™ brand hub off-chain allows for instant finality in

certain predetermined circumstances, e.g., if the NOCUST™ brand hub off-chain operator
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chooses to stake an amount of collateral. In an embodiment, the collateral can be an amount
between zero and the transaction volume during a disputable time window as a trust model
parameter, which can advantageously completely eliminate ephemeral counter-party risk.

[88] In an embodiment, a NOCUST™ brand hub operator is essentially a centralized operator
that coordinates and ratifies the execution of payments in a pool of collateral deposited into an
on-chain smart contract. The access to this collateral pool is moderated by the smart contract,
which operates expecting periodic receipt of commitment to the state of the off-chain digital
ledger from the NOCUST™ brand hub operator. In an embodiment, the state of the off-chain
digital ledger comprises each user’s account in the collateral pool. The commitment is
constructed to prove and verify that a user’s off-chain account was updated correctly by the
operator to the smart contract, such that withdrawals can be facilitated and deposits are secured.
[89] In an embodiment,a NOCUST™ brand hub operator is only a single point of failure for
availability. Such failure does not affect the custody of the funds or the integrity of the
operation. This provides a significant advantage in terms of communication cost between the
parties compared t decentralized ledger networks and payment channel networks. In an
embodiment, the complete disappearance of a hub operator, or malicious attempts by the hub
operator to double spend or to seize user funds, in a NOCUST™ brand system only leads to its
halt. That is, such does not affect the ability of users to exit using the smart contract with their
latest confirmed balance. And, despite adversarial or malfunctioning hub behavior, users do not
lose custody of their digital assets.

[90] FIG. 5 shows an example embodiment of converting on-chain towards off-chain assets,
transmitting a digital asset off-chain via an IOU from one user to another user, and committing
and validating the aggregated IOU to the underlying blockchain. In an embodiment, a
NOCUST™ brand hub operates in rounds, that is the operator server is required to submit
periodic checkpoints to the smart contract. The checkpoint aggregates, within a constant sized
message, all updated account states after applying the transactions that were performed off-chain.
[91] Atinitialization of the NOCUST™ brand hub or when a new user joins, the following
setup operations are performed: hub setup and user registration. In an embodiment, in hub setup,
a hub is initiated by deploying the smart contract on-chain and by having the operator’s server

initialize the first genesis checkpoint on-chain. In an embodiment, in user registration, given its
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private key, a user signs a registration message and sends this message to the operator server. In
an embodiment, a user registers off-chain with a NOCUST™ brand hub server, thus without an
on-chain transaction costs.

[92] In an embodiment, digital assets are converted between their on-chain and off-chain
representations with an on—chain transaction. The smart contract enforces that the value of one
unit of an on-chain asset is equal to one unit of the same off-chain asset. For example, in
converting from on-chain to off-chain deposit, a payer, e.g., Bob (payer) 501 in FIG. 5, with one
on-chain coin can convert that digital asset to an off-chain representation by depositing this
amount into the smart contract 505. For example, in converting from off-chain withdraw to on-
chain, a user initiates a withdrawal with the smart contract. The withdrawal request functions
without support of the NOCUST™ brand server, hence is non-collaborative.

[93] In an embodiment, off-chain assets are represented and managed within a bimodal ledger
structure which separates the individual user account balances in exclusive interval allotments.
Each account occupies an exclusive and non-intersecting interval. In FIG. 6, a bimodal ledger
structure representing the off-chain assets 600 is shown. In FIG. 6, there are six accounts with
their respective off-chain balance. The total amount of off-chain assets is 36 Ether worth of
cryptocurrency. In an embodiment, each account occupies an exclusive and non-intersecting
interval. Account 1, in FIG. 6, for example, owns the interval O to 10, representing 10 Ether.
The total amount of off-chain Ether that is managed by a NOCUST™ brand hub is the sum of all
intervals, i.e., 36 Ether. The bimodal ledger structure is compressed within an augmented
Merkle tree, and the Merkle root is committed at regular time intervals to the NOCUST™ brand
smart contract, together with the total amount of funds managed by the NOCUST™ brand hub.
Every internal node is annotated with the continuous interval is two children occupy. The data
structure allows for a straightforward verification that the sum of all accounts in the tree match
the actual on-chain balance of the smart contract. Therefore, double spends become obvious and
fractional reserve scenarios are effectively not possible.

[94] In FIG. 5, a high-level flow of operation of a NOCUST™ brand hub server is shown. In
this embodiment, the recipient 502 and the payer 501 are already connected to the NOCUST™
brand hub server 504. In FIG. 5, the payer 501 deposits on-chain 505 to create off-chain assets,

and then authorizes a debit from its account towards the intended recipient. The payer 501
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forwards the signed state update and IOU 503 to NOCUST™ brand server 504. The
NOCUST™ brand server 504 notifies the recipient 502 of the incoming transfer. The recipient
502 approves the state update to their account. The server 504 signs both updated states and
gives its respective signatures to both users 501, 502. The NOCUST™ brand server 504 submits
at regular checkpoint intervals the aggregated user off-chain balances to the NOCUST™ brand
smart contract 505 associated with the ledger 506. The users 501, 502 observe the checkpoint
submissions and verify once in every checkpoint interval the correct behavior of the NOCUST™
brand server 504. The users 501, 502 issue a dispute towards the smart contract 505 if
correctness was not provable.

[95] InFIG. 7, an example embodiment of a system is shown involving a deposit without a
previous Proof of Stake 700. Before being able to send funds in the Liquidity Network™ brand
system, a user is required to provide funds as a deposit to the smart contract SCx of a

Liquidity Network™ brand payment hub H, or receive funds from another user already in
possession of funds within the network, to attain a spendable balance. If a user interacts with
SCH for the first time, the user does not have access yet to any previous proof of stake for H.
Note, that throughout this application, user and entity are used interchangeably. The system can
function with computers and predefined parameters and/or learning algorithms and parameters.
[96] InFIG. 7, a user deposit funds and then receives a proof of stake. In FIG. 7, for example,
the user first initiates an on-chain transaction which targets the deposit function of SCx that the
user aims to deposit to. This transaction triggers a traditional on-chain event and SCy then waits
for X block confirmations/eras of the underlying blockchain. Once the deposit has been
confirmed, a deposit event is triggered to the corresponding server Sy of smart contract SCy, , or
the server recognizes the change in the smart contract balance manually by inspection of the on-
chain state data without a specialized event emission mechanism or otherwise.

[97] The online server Su then notifies the client about the new balance being available within
the payment hub H. In case of first deposit, the user may start off-chain transactions immediately
after hub confirmation. Effectively, there is no apparent delay in using a newly funded electronic

wallet.
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[98] In an embodiment, a user is not permitted to start transactions without proof when the
user has a proof from the previous eon and the system must first ensure that the state update in
the new eon is fair and appropriate before using it.

o which account for the

[99] In an embodiment, after the commitment of a new checking Cy
new deposit of the user, the user can query the server Sy to receive a proof of stake.

[100] In an embodiment, FIG. 7 assumed no payment hub misbehavior, and no challenges
towards the payment hub were issued. In FIG. 8, a case is described where the payment hub Sy
misbehaves and is challenged by the user.

[101] In FIG. 8, a user first calls the deposit function of the payment hub’s smart contract in
eon 1. The user effectively performs an on-chain transaction to store funds in smart contract SCh.
After Sy receives a notification of deposit, Su notifies the user of a new balance record (step 3).

con

[102] After a certain time passes, the Sy provides a malicious checkpoint Cx*" to the payment
hubs smart contract SCu. The user notices that the checkpoint does not account for the user’s
deposit in eon 1.

[103] At a later time within eon 2, the user provides another deposit. The second deposit is
credited in smart contract SCu and the user is notified about a new incoming balance from Su. In
step 7, the user challenges the hub due to the malicious checkpoint.

[104] The challenge would require Sy to prove that the stake from the user’s deposit of round 1
was properly accredited. It is assumed that Sy intentionally does not reply to the client within the
required timeout period (which is smaller than a eon time), with the hope to enforce the
malicious checkpoint.

[105] The third eon is triggered and Sy submits a new checkpoint in step 9, still ignoring the
challenge of the client. The client then can choose to deposit an additional deposit in round 3,
still waiting for Su to respond to the challenge.

[106] In step 11, the challenge times out and the payment hub’s smart contract SCx seizes
operation, because the payment hub server Sy misbehaved by not responding to the client’s
challenge. The challenge failure has severe implications for the hub and the users of the hub,
namely:

[107] Eon 1, 2 and 3 are rolled back. That means that all off-chain transactions that have

happened within those eons will be invalidated. In an embodiment, the hub is frozen at eon 2,
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meaning that only proof of stakes of eon 1 are allowed to withdraw funds. In an embodiment, all
deposits made in eon 1, 2 and 3 are refundable and can be claimed by the user through smart
contract SCh .

[108] In an embodiment, if a user submits multiple deposits in a particular eon, these deposits
are all aggregated into a single lump sum which is accredited in the next checkpoint. Such
aggregation provides better efficiency and does not constitute a security risk. In an embodiment,
if a user submits multiple deposits in a particular eon, these deposits are not aggregated into a
single lump sum, and instead are each individually accredited in the next checkpoint.

[109] In an embodiment where there is a deposit without an existing proof of stake, if a user
already previously performed a deposit, the user has access to a previous proof of stake and can
query Sy for such proof. FIG. 9 shows the case where the user previously acquired a proof of
stake and then performs a deposit with subsequent off-chain transactions over Sy . Similar to the
previous case, the user calls the deposit function of smart contract SCyx to provide additional
funds to be used in H. After X block confirmations/eras, the deposit event is triggered from smart
contract SCy to the online server Su. At that point, the user is notified about a new balance being
available within the payment hub H.

[110] The user can send allocated funds by sending a transaction to Su, which is relayed to the
recipient. Once the recipient signs the reception of the transaction towards Sy, Su notifies the
user about the success of the transaction.

[111] Once a new eon initiates (e.g., step 7 in FIG. 9), online server Sy provides a new Cy®"
accounting for the user’s previous deposit and balance updates due to performed transactions.
[112] In FIG. 8, an embodiment 800 of the present invention involving a deposit without
previous proof of stake and challenge the hub is shown. In this embodiment, a user queries Sy to
receive the current proof of stake. In FIG. 9, an embodiment 900 of the present invention
involving a deposit with a previous proof of stake is shown. In FIG. 10, an embodiment 1000 of
the present invention involving a deposit with an existing proof of stake and a challenge is
shown. In FIG. 10, the user previously acquired a proof of stake and then performs off-chain
transactions over the payment hub. In an embodiment, proofs of stake are acquired from the
users from the payment hub operator. This can be effected through direct off-chain

communication with the payment hub operator or in another manner. The verification of the
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correctness of a proof of stake is effected through verifying the proof of stake against the
submitted checkpoint according to the construction rules of the specialized merkle tree.

[113] In FIG. 10, an embodiment of the present invention is shown in which the payment hub
misbehaves, and the user challenges the hub successfully.

[114] In an embodiment, assuming a user has previously deposited funds within smart contract
SCu, the user has access to a proof of stake at H. The user can withdraw funds from the payment
hub (see, e.g., FIG. 11) by calling the withdraw function of the smart contract. With the
withdrawal call, the user is required to provide the latest proof of stake. In an embodiment, with
the withdrawal call, the user is required to provide the latest proof of stake and the highest
spendings of the previous eon. In an embodiment, the amount requested for withdrawal must not
exceed the current user balance.

[115] FIG. 11 shows an embodiment of the present invention of withdrawal of funds from the
smart contract payment hub. In an embodiment, after the call for withdrawal, and the current
eon elapsed, Su issues a new checkpoint. This checkpoint’s upper bound is required to cover
only funds which are currently not pending. The system can be set to require at least one full eon
to pass after this first checkpoint following the withdrawal call, such that it can be ensured that
everyone’s balances were consolidated correctly.

[116] In an embodiment 1100, two eons after the withdrawal request, the user is allowed to
confirm the withdraw call, but not before a slack period after the second eon started (after step
7). That is to ensure that no challenges related to the previous eon were successful. Specifically,
the user is spending allocated funds via off-chain transactions in step 2 of FIG. 11, which are
later consolidated within a checkpoint in step 4. In step 5, however, the user attempts to call the
withdrawal function while claiming that no spendings occurred (the user tries to double-spend).
The payment hub server Su can then slash the withdrawal of the client, because Su has access to
the signed off-chain transactions of the user.

[117] In FIG. 12, an embodiment 1200 of the present invention is provided where there is a
withdrawal of funds from the smart contract payment hub and the user is challenged. In this

case, it 1s assumed that the user attempts to withdraw funds to which the user is not entitled.
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[118] In FIG. 13, an embodiment 1300 of the present invention is provided where a user wishes
to withdraw and a server collusion occurs. FIG. 13 withdraw funds from the hub, server
collusion

[119] In FIG. 14, an embodiment 1400 of the present invention is provided where a user wishes
to withdraw and the payment hub tries to intentionally rollback by one round. In an
embodiment, a user can register and be notified of a time tick.

[120] In an embodiment, decentralized blockchain ledgers relying on miners to process
transactions incentivize those miners with a reward for their contributions towards advancing the
state of the global ledger. In an embodiment of the present invention, a protocol has been
developed to significantly increase the scalability and usability of off-chain payment networks.
See, e.g., the Drawings. Embodiments of the present invention can be adapted to any
decentralized ledger environment that allows the execution of Turing complete smart contracts
(or hard codes the present invention’s components into the respective blockchain).

[121] Embodiments of this invention include, but are not limited to, constructs that employ the
aforementioned commitment scheme to prove and verify the integrity of their operations. This
commitment scheme can be used to construct cryptographically verifiable data, referred to in this
document as “proof of stake” or “proof of exclusive allotment”, that ensure that the record of an
account’s balance is distinguishable from the balances of other records such that no two accounts
may claim to have been allocated the same set of funds in a pool of funds. The commitment
scheme may also be used to prove that all the transactions that were recorded to be performed in
an account were authorized by its owner, and that the corresponding updates, deductions or
credits, to the account’s balance were correctly applied per the authorization.

[122] Embodiments of this invention may leverage the introduced commitment scheme to
provide cryptographic proofs of the occurrence, or the authorization, of an operation or
transaction by an account holder, to provide additional functionalities that rely on the provability
of the occurrence or authorization of operations or transactions.

[123] Embodiments of this invention may include additional data pertaining to an account’s
record and also include it in the aforementioned commitment record to provide further

functionality.
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[124] The modifications listed herein and other modifications can be made by those in the art
without departing from the ambit of the invention. Although the invention has been described
above with reference to specific embodiments, the invention is not limited to the above
embodiments and the specific configurations shown in the drawings. For example, some
components shown can be combined with each other as one embodiment, and/or a component
can be divided into several subcomponents, and/or any other known or available component can
be added. The operation processes are also not limited to those shown in the examples. Those
skilled in the art will appreciate that the invention can be implemented in other ways without
departing from the substantive features of the invention. The present embodiments are therefore
to be considered in all respects as illustrative and not restrictive. Other embodiments can be
utilized and derived therefrom, such that structural and logical substitutions and changes can be
made without departing from the scope of this disclosure. This Specification, therefore, is not to
be taken in a limiting sense, along with the full range of equivalents to which such claims are
entitled.

[125] Such embodiments of the inventive subject matter can be referred to herein, individually
and/or collectively, by the term “invention” merely for convenience and without intending to
voluntarily limit the scope of this application to any single invention or inventive concept if more
than one is in fact disclosed. Thus, although specific embodiments have been illustrated and
described herein, it should be appreciated that any arrangement calculated to achieve the same
purpose can be substituted for the specific embodiments shown. This disclosure is intended to
cover any and all adaptations and/or variations of various embodiments. Combinations of the
above embodiments, and other embodiments not specifically described herein, will be apparent

to those of ordinary skill in the art upon reviewing the above description.
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1 INTRODUCTION

Permissionless blockchains such as Bitcoin and Ethereum, where
any participant can choose to join and leave at any moment, have
allowed to replace a trusted third party with a network of mutually
mistrusting peers. Besides the transfer of monetary value, Ethereum
supports the execution of smart contracts, Turing complete code
which is executed in consensus among all peers of the network.

One of the main costs of the decentralization of permissionless
blockchains is their performance. In its current state, Bitcoin for
example only supports up to 7 transactions per second — clearly
insufficient to grow to a mainstream payment system. Because the
simple re-parameterization of permissionless blockchains has shown
to not solve the scalability performance beyond 100 transactions
per second [1], and alternative consensus mechanisms typically
introduce different trust assumptions [2-5], second layer payment
channels [6-9] have been introduced.

Payment channels aim to establish direct peer-to-peer payment
channels that allow two parties to privately maintain and update a
two-party ledger. The benefit is that their individual transactions
are not required to be written to the blockchain, while keeping a
guarantee of being able to claim their rightful funds in the global
blockchain ledger at any given time. Payment channels have a few
limitations, but should improve the transaction throughput of a
decentralized ledger to the network bandwidth of the two peers
participating in a payment channel.

Payment channel networks [6; 8] allow to perform payments
between parties that are not immediately connected by a payment
channel. These linked payments utilize a chain of payment channels
as intermediate links between two parties that wish to transact with
each other off-chain, without having to open a new payment chan-
nel or conduct an on-chain transaction. Several contributions aim
to improve the performance characteristics of payment networks.
Sprites [7], for example, aims to address the worst-case completion
time of an off-chain linked-transaction. Flare [9] proposes routing
strategies that aim to optimize the amount of time taken on aver-
age to find a payment route. REVIVE [10] shows how to rebalance
payment channel funds without on-chain transactions.

Payment channel networks, however, have four fundamental
flaws: (i) they rely on complex routing topologies which need to be
setup and maintained, (ii) funds allocated to a payment channel are
typically bound between two parties and can only be transferred
further over fee-contigent routes, (iii) current linked payment chan-
nels provide limited privacy guarantees and (iv) current payment
channels require always-online observers to deter potentital misbe-
haviour of the involved parties.

Authors’ addresses: Rami Khalil, Liquidity.Network, rami@liquidity.network; Arthur
Gervais, Liquidity.Network, arthur@liquidity.network.
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This work. In this work, we propose to the best of our knowledge
the first off-chain payment hub, which allows us to build the Liq-
uidity.Network. Our solution allows thousands of participants to
securely transact over a single payment hub — their allocated funds
can therefore be used freely among the member of the hub. The hub
structure alleviates the burden on the network to route payments,
while multiple hubs can still be interconnected over traditional pay-
ment channels. A payment hub provides better privacy guarantees
than traditional payment channels, because payments done through
the hub, are effectively anonymized among the set of members of
the payment hub. We moreover show how a user of a payment hub
does not require an always-online observer to deter potential hub
misbehaviour. This significantly reduces the operating costs of hub
payment channels. We finally show how the Liquidity.Network is
built by both (i) interlinking multiple payment hubs that can rebal-
ance their funds off-chain with the REVIVE [10] protocol and by (ii)
interlinking multiple hubs directly which allows to exponentially
grow the scalability properties of the Liquidity.Network.

The main contributions of our work are as follows:

o To the best of our knowledge, we provide the first payment
hub construction for off-chain payments that scales from
2-party to n-party off-chain payment channels, without re-
quiring additional locked up funds per additional user. We
introduce a novel commitment scheme to account for user’s
balances.

o Allocated funds of a user within a payment hub can be used to
pay any other member of the payment hub. This significantly
reduces the routing and network complexity of existing pay-
ment channel designs.

o We show how a user of a payment hub, can request a with-
drawal of his funds instantly and securely.

o We show how multiple payment hubs can be interconnected
directly (e.g. one hub becomes a user of another hub) and
interconnected via the support of off-chain rebalancing [10].

e To increase the resilience of a payment hub operation, we
discuss the operation of a hub within a trusted execution
environment.

2 BACKGROUND

In this section, we provide the necessary background on permission-
less blockchains such as Bitcoin and Ethereum, and discuss existing
payment channel networks.

2.1

With the inception of Bitcoin [11] in the year 2008 by a pseudonym
Satoshi Nakamoto, for the first time in history, the era of decentral-

Decentralized Ledgers

ized banking began. Bitcoin allows mutually mistrusting peers to
trade, without relying on a traditional trusted third party, such as
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a bank. Inspired by Bitcoin, other blockchains such as Ethereum
surfaced. Similar to Bitcoin, Ethereum is a decentralized database
represented as a chain of blocks (i.e., records), where each block
points to its predecessor in the chain. Ethereum, however extended
Bitcoin’s transaction language to a Turing complete programming
language to ease the development of so-called smart contracts (cf.
Appendix 6.1 for more details).

The blockchain’s main intention is to provide an electronic pay-
ment solution that solves the double-spending problem. In the phys-
ical world, it is not trivial to copy a monetary bill, while it is trivial to
copy an electronic “coin”. The blockchain allows to verify whether a
coin has already been spent by a peer, and as such allows to solve the
double-spending problem. Therefore, a blockchain (such as Bitcoin
or Ethereum) is an append-only ledger that records the history of
all transactions exchanged among the peers.

The majority of the existing blockchains rely on a so-called Proof
of Work (PoW) [12; 13], which is a computationally expensive puzzle
that is solved by miners to find a block. Each block is cryptograph-
ically linked to the previous block in the blockchain, effectively
forming a chain of blocks. Nakamoto showed that as long as the
majority of the blockchain miners are honest, an attacker is very
unlikely to alter the blockchain history. Note that besides the ability
to trade monetary value, the Bitcoin system also enables to provide
an electronic solution to trade other commodities, such as physical
products or domain names.

2.1.1  Scalability. The main costs of decentralized blockchains
is the problem that every peer needs to be aware of all transaction
of all other peers to not be vulnerable to double-spending. Bitcoin
currently only supports up to 7 transactions per second [14] and
scaling proposal can be roughly divided into two categories: (i)
improving the underlying consensus algorithm to support more
transactions [2-5] or (ii) developing off-chain solutions [6-9] which
rarely requires the scarce resources of the blockchain.

The simple re-parameterization of key blockchain parameters
(such as the block interval or the block size), has been shown to
not allow a transaction load beyond 100 transactions per second [1].
Alternative consensus algorithms and constructions moreover cur-
rently rely on additional trust assumptions. In this work, we there-
fore focus on off-chain solutions, which allow to alleviate the burden
of the underlying blockchain.

2.2 Payment Channels

Payment channels allow to establish direct peer-to-peer payment
channels between two parties. Those two parties can privately main-
tain and update a two-party ledger, such that their individual trans-
actions are not required to be written to the blockchain. At the same
time, the payment channel guarantees that the participants can only
spend their rightful amounts and that the payment channel state
can be written to the global blockchain ledger at any time.
Because payment channels avoid transacting on the blockchain,
they can in practice significantly improve the transaction through-
put. The transaction rate is effectively only limited by the network
bandwidth between the participating peers. Another advantage of
payment channels is that they do not require the direct service
of the blockchain miners, and therefore can perform transactions
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with lower transaction fees and consequently allow to economically
perform micropayments.

For a channel to be established between two entities, initial de-
posits representing the total amounts that can be transacted in this
channel have to be put on the blockchain in escrow. The security
lies in the assurance that in case of a dispute of payment or a need
to withdraw deposits, the latest state of the ledger that the parties
have agreed upon can be submitted to the blockchain and each party
can claim its rightful balance.

2.2.1 Payment Networks. Instead of having to open payment
channels between every pair of individuals that wish to make off-
chain payments to each other, a linked-payment which utilizes a
network of payment channels to find an indirect path from the
sender to the receiver can be used. Such payment networks are
envisioned to improve the usability and practicality of payment
channels.

Finding routes over a payment network can be considered similar
to Internet packet routing. Certain specific routing restrictions apply.
Intermediate nodes that route the linked payment need to have
a sufficient balance in the payment channel that will act as the
outgoing edge for the payment. A routed payment moreover either
atomically succeeds or fails. The individual payments along each
channel need to all be bound together, such that they all succeed or
fail, and no one loses any money. Because intermediate nodes are
typically not involved in the payment between the sender and the
receiver, they need to be incentivised to forward a payment. Current
designs allow for intermediate hops to collect fees for forwarding a
payment.

2.3 Existing Payment Network Designs

In the following section, we discuss different existing designs for
payment networks.

2.3.1 Duplex Micropayment Channels. Decker et al. [15] first
proposed duplex payment channel networks which rely on the
timelock functionality of modern Bitcoin transactions (timelocked
transactions could for example only be included in the blockchain
10 days in the future). For Bitcoin in particular, the Script opcode
OP_CHECKSEQUENCEVERIFY as defined in the Bitcoin Improve-
ment Proposals BIP 68 [16] and BIP 112 [17] helps designing such
channels. Duplex Micropayment Channels support routed payments
that can be confirmed without any confirmation delay.

2.3.2  Lightning. Similar to duplex micropayment channels, the
Bitcoin Lightning Network [6] allows to perform off-chain pay-
ments between Bitcoin participants. Instead of timelocks, Lightning,
however, relies on the punishment to promote honest behaviour.
If an entity broadcasts a malicious transaction, an honest partici-
pant is able to claim all funds of the concerned channel. Lightning
is envisioned to support routing of payments among its payment
channels.

2.3.3 Raiden. The Raiden Network [8] is a work in progress
that aims to implement the same concepts proposed in the Light-
ning Network design, but on the Ethereum blockchain using smart
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contracts. Transaction costs are estimated to be 7 orders of magni-
tude lower using Raiden than natively on the Ethereum blockchain,
which would pave the way for efficient micropayments.

Because the Ethereum blockchain supports the creation of custom
exchangeable tokens, the Raiden protocol aims to deliver the ability
to make off-chain transactions with any token that follows the

standard token API [18].

2.3.4  Sprites. Sprites [7] are payment channels designed for
Ethereum. Their design is also inspired by Lightning and Raiden,
but they aim to minimize the worst-case collateral costs of indirect
off-chain payments. Collateral cost is calculated as the amount of
time funds are frozen, or held in escrow, instead of being utilized
or invested, multiplied by the amount of money that is suspended
from use.

When performing a linked payment, the amount of money that is
to be transacted has to be frozen across the entire chain of payment
channels involved, until the transaction completes or terminates.
This requirement is present in Lightning, Raiden and Sprites. The
achieved worst case time however, that a linked payment needs to
complete or cancel in Sprites is not proportional to the length of the
chain of intermediaries used to execute the payment, but is instead
constant, unlike in Lightning and Sprites.

Because the total funds held in escrow during a linked payment
using Sprites is proportional to the length of the transaction chain,
and the upper bound on the amount of time is constant, the worst
case collateral cost per payment that is only linearly, rather than
quadratically!, proportional to the length of the chain used. The use
of the Turing complete smart contracts model offered by Ethereum
to implement the payment channel concept, rather than the direct
migration of an architecture meant for Bitcoin’s limited UTXO?
model over to Ethereum, is what enables Sprites to provide its cost
optimization.

2.3.5 Orchid Network. The Orchid Network proposes probabilis-
tic micropayments, where the recipient does not necessarily need
to have deposited funds in escrow [19]. Probabilistic payments,
however are only more efficient than payment channels whenever
the service provided is continuous and granular enough for the
probabilistic variance to become negligible.

2.4 Fundamental drawbacks of existing designs

In the following we elaborate on the fundamental drawbacks of
existing payment channel designs.

24.1 Locked up collateral. Traditional payment channels require
collateral to be locked up for every channel. This locks up a sub-
stantial amount of funds that cannot be used directly with other
nodes in the network. Routing payments certainly alleviates this
issue, but still limits the available funds to a particular set of routes.

The Liquidity.Network allows any member of a payment hub, to
pay any other member of a payment hub with the allocated funds.

2.4.2 Rebalancing. Existing payment channels may not be re-
filled off-chain. The Liquidity.Network authors have previously

!as in Lightning and Raiden
“Unspent Transaction Output
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proposed REVIVE [10], a novel protocol that allows to refund pay-
ment channels off-chain therefore further increasing the Liquid-
ity.Network’s scalability. REVIVE’s implementatio is open-source
and allows to rebalance payment channels off-chain, avoiding the
degradation of payment channels without costly on-chain transac-
tions.

2.4.3 Routing requirements. Routing complexity is one of the
biggest hurdles of current off-chain scaling solutions such as Light-
ning and Raiden. Due to it’s hub network structure, the Liquid-
ity.Network requires significantly less routing, while still benefiting
from a decentralized nature. Multiple Liquidity.Network hubs can
be interconnected with efficient routes for decentralization and
redundancy purposes.

3 LIQUIDITY.NETWORK ARCHITECTURE

In the following section, we present the payment hub construction,
and show how multiple payment hubs can be combined to build the
Liquidity.Network.

3.1 System Model

In the following we outline the considered system model.

3.1.1 Blockchain. In our scheme, the blockchain 8 is considered
as an integrity protected and immutable root of trust that comprises
a decentralized database containing a global view of accounts, their
balances and transactions, and extra associated data. Each account
in the ledger is controlled by its own private key, that only the
owner of the account should know. A transaction from any account
cannot be authorized without possession of its respective private key.
Authorized modifications to the ledger are considered to be globally
available after a block is generated, on average every predetermined
block time T. Due to the characteristic of providing an average
block time T, a blockchain can also be viewed as a timestamping
service. In the following sections, we denote as an erg, the time that
corresponds to one average block time.

3.1.2  Smart Contracts. In addition to primitive ledger transac-
tions that transfer balance from one account to another, our scheme
also requires a smart contract execution environment, such as found
in Ethereum [18]. Recall that Ethereum’s smart contracts are allowed
to hold a balance in the ledger, and control it according to their code.
We assume that once a smart contract is published, it cannot be
modified, nor can a result outside the bounds of its correct execution
be accepted on the global ledger.

3.1.3  Off-chain Payment Network. Our work is meant to be
adapted to pre-existing off-chain payment network solutions to
extend them with a safe rebalancing approach. In our view of the
system, we require the existence of an off-chain payment solution
that allows a pair of peers to keep track of their own two-way
ledgers off-chain. This off-chain ledger is assumed to be pegged to
an on-chain smart contract that requires an initial funding from the
two peers. The contract is assumed to only allow peers to withdraw
balances that they have both agreed on using their signatures. Of
course, the sum of the two off-chain balances may not exceed the
total deposit in the on-chain contract at any given time.
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3.1.4 Communication Network. For the purpose of the rebal-
ancing scheme we assume an underlying communication network,
where all the participants can communicate directly off-chain (e.g.
via a TCP connection). Given that the participants had previously
established off-chain payment channels, prior to needing to rebal-
ance them, we assume that the line of communication that was used
for channel establishment can be reused by our protocol.

3.2 Payment Hub Architecture

The payment hub H is composed of two fundamental building
blocks: (i) a smart contract SCqy (referred to as payment hub smart
contract) and (ii) an online server S¢y (referred to as payment hub
server). The smart contract operates on any Turing-complete en-
abled blockchain 8, while the online server is any Internet-reachable
Server.

R

g—| |
\\\\\\\\\*

\\‘\\\\\\\\\\\\

| e |

Fig. 1. Payment hub architecture comprising a blockchain based smart con-
tract and an online server. The server and the smart contract communicate
and the users communicate with both, the server and the smart contract.

Note that multiple payment hubs # can be interconnected to
build the Liquidity.Network.

3.3

The following section explains the high level intuition behind the
payment hub protocol, which will be more detailed in the following
sections.

The following steps are being carried out by a user Bob of a
payment hub to transfer a payment off-chain to another user Alice
(cf. Figure 2). We assume that both Bob and Alice, own 1 unit of
cryptocurrency (e.g. Ether) on the blockchain 5.

¢ Bob and Alice choose to work with the payment hub . They
then both deposit each 1 Ether in the smart contract SCqy.
This enables each of the user to send a total of 1 Ether to
another participant of the payment hub 3.

e Bob then creates an 1ct from Bob to Alice, providing for
example 0.1 Ether: 16ii(Bob, Alice, 0.1). Bob sends the Iou
to S¢y.

e Sy then cryptographically signs the 1o and forwards the
1ot to Alice: 3} (Bob, Alice, 0.1)g;4(hyp)- At this stage, the
10U received by Alice is enforcable on-chain if need be.

Intuition of the Payment Execution

3 Assuming there are no gas costs, and also no fees paid to the payment hub.
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In order to incentivse S¢ to forward the 154, Bob provides an

additional 12t to S¢y, paying e.g. 0.001 Ether: T63(Bob, Hub, 0.001)

(corresponding to a 1% fee).

At the end of the periodic eon (the repeating time interval at

which the hub operates), S¢, broadcasts a checkpoint CZ7"

which aggregates all the account balances of all the users

which have transacted over the payment hub S4.

¢ SCqy receives, validates and applies CZ;™ to the user balances
on-chain.

Note that this example only takes into account one payment hub,
but we envision the Liquidity.Network to be a network of payment
hubs.

3.4 Payment Hub Components

In this section, we describe the fundamental elements that allows
to build a payment hub composed of S¢y and SC ¢y for the Liquid-
ity.Network.

3.4.1 Proof of Stake. To account for the balances of each pay-
ment hub user in a particular eon, we design a novel Merklelized
interval tree 7 £°™. This tree is a Merkle tree [20], but the leaves are
augmented with additional information to store the user balances
in a precise, efficient and secure manner. The sum of all balances of
the merkleized interval tree must be equal to the entire funds stored
in the payment hub’s smart contract. The Merkleized interval tree
is similar to the augmented merkle tree proposed by Luu et al. [21],
yet built for a completely different goal.

Merklelized Interval Tree. Aleafl of 7,5°™ is built as follows. Each
leaf is an entry of a user that has deposited funds in SCg¢y. The leaf
structure is outlined in Equation 1.

(1)

sffset(0) is equal to 0. cffset(1) is equal to offset(0) + amount (0).
offsen(2) is equal to offset(0) + amount(0) + amount (1), etc. The
sffset corresponds to the sum of the balances of all previous users
up to user i (cf. Equation 3).

(1) =< offset (i), information(i), offset (i) + amcunt(i) >

ot¥set(0) =0

Z anount(j)
Jjelo,i]
information(i) is composed of the cryptographic hash of the
blockchain address and the Merkle root of the transaction history
from the previous eon. More precisely, inforuation(i) = {address(i),
signed merkle root of outgoing log(i), signed merkle root of incom-
ing log(i)}, where log(i) represents the log of transactions of user i.
The rightmost element of [ is the current o£+set plus the amsunt of
stake that the user owns in the payment hub.
In order to avoid that the creator of 7'73"" can misbehave in the

()

(3)

offset(l) =

creation of 7,5°" (i.e. by merging two neighboring accounts into
one), the positions of each user is important to be enforced.

Verification of Proof of Stake. A proof of stake of a single user
can be verified at any point by requesting the unique path of 7,7°".
Suppose the user id is 7 (index starts at 0), and 7'73"" contains 8
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Fig. 2. Intuition behind steps performed to transfer a payment from one user to another off-chain through the payment hub. Bob and Alice initially have a

balance of 1Ether each. Bob first sends an 124 to Alice containing 0.1 Ether. He also provides the 12 to pay for the transaction fee of 1% to the Liquidity.Network

server. Once Alice receives the 0 which was signed by the Liquidity.Network server, Alice can effectively enforce the 1. After the end of the eon, the
Liquidity.Network server creates and broadcasts a checkpoint which is validated and applied by the Liquidity.Network smart contract on-chain. Bob’s and

Alice’s balances are then recomputed and available to withdraw.

participants, user 7 only requires the rightmost path of 7,7°" to
verify his stake.

The proof of each user is of the same size, irrespective of the
number of users in a payment hub. That ensures fairness among
the participants of the payment hub.

3.4.2 Checkpoints. A checkpoint C;; " aggregates the off-chain
transactions that have been operated over S¢y. Checkpoints are
created for each eon of the protocol (cf. Section 3.4.3) by S¢y. A
checkpoint C;;’ " is defined as the root hash of the Merkleized inter-
val tree 7'73"".

3.4.3  Smart Contract Epochs. We denote as era the time interval
for one block of blockchain $. An eon, is the time interval at which
Sgy operates and submit a Cz7" to SCgy. This also corresponds to
the time interval at which S¢y aggregates all the off-chain payments
that have been performed over S¢y. Finally, we denote as epoch one
quarter of an eon.

344 Challenges. Payment hub user can challenge S¢; anytime
to claim fraudulent behaviour, referred to as challenge in the follow-
ing. A challenge is composed of on-chain and off-chain elements:
(i) the initial state round and balance (the balance which is already
confirmed on-chain), and (ii) the off-chain balance that has been
agreed upon with off-chain transactions.

3.5 Further Hub Features

In the following we outline further unique payment hub features.

3.5.1 Instant Withdrawal. An instant withdrawal allows a pay-
ment hub user to withdraw the funds of SCqy directly, i.e. at the
speed of one era. The user A attempts in the following an instant
withdrawal.
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e A creates an 104, without signatures, and requests S¢¢’s sig-
nature on it.

* A submits the zou, with only S¢/’s signature on it, to a second
smart contract with a separate collateral pool, which reserves
the funds for withdrawal until a certain timeout period.

o A then signs the 10t and submits the signature to that second
contract, effectively broadcasting both 1ct signatures, and
then releasing the funds to A.

3.5.2  Online Presence Requirement. We distinguish among two
online presence requirements. First, in the absence of incoming
payments, the SCq¢;’s behaviour based on S¢/’s input should be
verified and second, in the event of incoming transactions, the user
should request payment receipts from Sqy.

To observe SCqy’s behaviour, a user of H should only be online
once in an eon. That is, because the user can once per eon request a
proof of stake from S¢y, and in case of disagreement challenge Sq¢y.
If an eon is dimensioned to be one day, a user effectively only needs
to be online once every 24 hours, and is not required to constantly
monitor the payment hub’s operation.

For the transaction reception, however, a user should maintain
an online presence in order to sign transaction receipts, such that
the sender can receive a receipt from Sqy.

3.5.3 Enhancing Resilience With Trusted Hardware. By using
trusted execution environments, the operations of the payment hub
can be further secured. One policy would be if SCq only accepts
C;; " that are signed by an enclave whose public key is registered
in SC4 and whose code may only output correct state updates.

3.6 Hub Actions

In the following section, we describe the different actions that can
be taken with the hub.
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3.6.1 Deposit without previous Proof of Stake. Before being able
to transact funds in the Liquidity.Network, a user is required to
provide funds as a deposit to the smart contract SCqy of a Liquid-
ity.Network payment hub H. If a user interacts with SCq for the
first time, the user has not yet access to any previous proof of stake
for H.

In the following, we describe the steps that a user entertains
to deposit funds and to then receive a proof of stake. In Figure 3,
the user first initiates an on-chain transaction which targets the
deposit function of SC¢y that the user aims to deposit to. This
transaction triggers a traditional on-chain event and SCq¢y then
waits for X block confirmations/eras of the underlying blockchain.
Once the deposit has been confirmed, a deposit event is triggered
to the corresponding server Sq¢y of SCy.

Sgy then notifies the client about the new balance being available
within the payment hub . In case of first deposit, the user may start
off-chain transactions immediately after hub confirmation. There’s
no delay to essentially using a newly funded wallet.

The cases where the user should not start transactions without
proof is when the user has a proof from the previous eon as to
ensure that the state update in the new eon is fair before using it.

After the commitment of a new checkpoint C%‘,’ " which accounts
for the new deposit of the user, the user can query the server Sqy
to receive a proof of stake.

interactionDeposit w/o proof )

Client Server

1 : call deposit -
The on-chain event is triggered,

and the hub waits X blocks until it
send funds to the deposit function of j

is confirmed.
the contract

2 : event deposit

spend their new balance

Lr 3 : balgnee B

4 :New Eon

The client is notified that they can lj J

5 : Checkpoint

8 : quety

7 : proof

Fig. 3. Deposit without previous proof of stake.

3.6.2 Challenging First Deposits. The previously laid out sce-
nario assumed no payment hub misbehaviour, and no challenges
towards the payment hub were issued. We now proceed to outline
a scenario where the payment hub 8¢y misbehaves and would be
challenged by the user. We outline how the user can ensure to keep
access to his deposited funds.

In Figure 4, the user first calls the deposit function of the payment
hub’s smart contract in eon 1. The user effectively performs an
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on-chain transaction to store funds in SCq¢y. After S¢; receives a
notification of deposit, S¢y notifies the user of a new balance record
(step 3).

After a certain time passed, the S¢; provides a malicious check-
point C;j " to the payment hub’s smart contract SCqy. The user
notices that the checkpoint does not account for the user’s deposit
in eon 1.

We assume that the user is patient with Sg¢y at this stage, and at
a later time within eon 2, the user provides another deposit. The
second deposit is credited in SCqy and the user is notified about a
new incoming balance from S¢y.

Now, in step 7, the user decides to challenge the hub due to the
malicious checkpoint. The challenge would require S¢; to prove that
the stake from the user’s deposit of round 1 was properly accredited.
We assume here now that S¢; intentionally does not reply to the
client within the required timeout period (which is smaller than a
eon time), with the hope to enforce the malicious checkpoint.

The third eon is triggered and S¢; submits a new checkpoint
in step 9, still ignoring the challenge of the client. The client then
chooses to deposit an additional deposit in round 3, still waiting for
Sgy to respond to the challenge.

In step 11, the challenge times out and the payment hub’s smart
contract SCqy seizes operation, because the payment hub server
Sg¢ misbehaved by not responding to the client’s challenge. The
challenge failure has severe implications for the hub and the users
of the hub, namely:

e Fon 1, 2 and 3 are rolled back. That means that all off-chain
transactions that have happened within those eons will be
invalidated.

o The hub is frozen at eon 2, meaning that only proof of stakes
of eon 1 are allowed to withdraw funds.

o All deposits made in eon 1, 2 and 3 are refundable and can be
claimed by the user through SCqy.

Multiple Deposits. Note that if a user submits multiple deposits
in a particular eon, these deposits are all aggregated into a single
deposit which is accredited in the next checkpoint.

3.6.3 Deposit With Existing Proof of Stake. If a user already pre-
viously performed a deposit, the user has access to a previous proof
of stake and can query S¢; for such proof. Figure 5 explains the
case where the user previously acquired a proof of stake and then
performs a deposit with subsequent off-chain transactions over S¢y.

Similar to the previous case, the user calls the deposit function
of SC¢y to provide additional funds to be used in H. After X block
confirmations/eras, the deposit event is triggered from SC¢y to
Sgy. At that point, the user is notified about a new balance being
available within the payment hub H.

The user the spend allocated funds by sending a transaction to
Sgy, which is relayed to the recipient. Once the recipient signs the
reception of the transaction towards S¢y, S¢y notifies the user about
the success of the transaction.

Once a new eon initiates (cf. step 7 in Figure 5), S¢; provides a
new C;j " accounting for the user’s previous deposit and balance
updates due to performed transactions.
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) interactionDeposit w/ proof - ¢ )

Server

interactionDeposit w/o proof- ¢

[ ]

1: call deposit @eon1 >

Server

2 : call deposit
3 :New Eon

2:New Eon
4 : event deposit

3 : event deposit

5 - Checkpoint o1

4 : Checkpoint :
7 : call deposit @eon2 6: f eon2

5 : call deposit @eon2 - 8 td it
: event deposi

8 : event deposit

7 : call challenge 9 : New Eon

8 :New Eon

10 : Checkpoint c2

12 : event deposit

11 : call deposit @eon3

9 : Checkpoint

10 : call deposit @eon3
Deposits made in eon1, eon2 and eormy should 13 : call challenge '

11 : call challenge failed
be refundable. We keep track of these .
on-chain and allow them to be 14 : New Eon
The challenge failure rolls back the eons claimed by a deposit refund function.
D

and freezes eon 2. It can be easily proven that they have
18 : call deposit @eond 15 : Checkpoint ¢3

not left the hub.
17 : call challenge failed

The challenge failure rolls back the eons
and freezes eon 3.

eposits made in eon2, eon3 and eord stould
be refundable. We keep track of these
on-chain and allow them to be

1| claimed by a deposit refund function.
+ | Itcan be easily proven that they have
i |not left the hub. Deposit made prior to
i | eon2 are withdrawable from ¢1.

Fig. 4. Deposit without previous proof of stake and challenge the hub. Fig. 6. Deposit with previous proof of stake and challenge the hub.

3.6.5 Withdrawal. Assuming a user has previously deposited
funds within SCqy, the user has access to a proof of stake at H.
The user can withdraw funds from the payment hub (cf. Figure 7)
- - . by calling the withdraw function of the smart contract. With the
interactionDeposit w/ proof ) . . . .

withdrawal call, the user is required to provide the latest proof of

Contract Server stake and the highest spendings of the previous eon.

The user finally can query S¢ to receive the current proof of
stake.

1 : proof
interactionWithdrawal )

2 : call deposit :
| The on-chain event is triggered, Client Contract Server
and the hub waits X blocks until it

send funds to the deposit function of j is confirmed.

the contract

3 : event deposit 1+ Prgof
The client is notified that they can .
spend their new balance BI 2 New Eon
4 : balance B }
4 : call withdraw 3 : Checkpoint
5 : spend tx
> The withdrawal must be called using the
proof and the highest spendings of the
N previous round. The next checkpoint will 5: New Eon
& :respdnse need to have an upperbound covering
only funds that are not pending
7 : New Eon withdrawal. a & : Checkpoint
One full eon must pass over the
_ N Checkpoint submitted after the withdrawal
8 : Checkpoint request in order to ensure that everyone's
balances were consolidated correctly. .
9 : quéry >U 7 :New Eon
10 : proof 8 : Checkpoint

9 : call confirm The withdrawer is able to confirm their

last withdrawal request two eons.

later. This confirmation must be

delayed by a slack period from the

Fig. 5. Deposit with previous proof of stake. start of ‘c“hzl?;’,?g'gs";;g{;g e
previous eon were successful.

3.6.4 Deposit With Existing Proof of Stake and Challenge. Fig-
ure 6 explains the case where the user previously acquired a proof

of stake and then performs off-chain transactions over the pay-
ment hub. In Figure 6, the payment hub misbehaves, and the user After the call for withdrawal, and the current eon elapsed, S¢y
challenges the hub successfully. issues a new checkpoint. This checkpoint’s upper bound is required

Fig. 7. Withdraw funds from the hub.
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to cover only funds which are currently not pending. We require
then one full eon to elapse after this first checkpoint following the
withdrawal call, such that it can be ensured that everyone’s balances
were consolidated correctly.

Two eons after the withdrawal request, the user is allowed to
confirm the withdraw call, but not before a slack period after the
second eon started (after step 7). That is to ensure that no challenges
related to the previous eon were successful.

3.6.6 Withdrawal - Client Challenged. In the following we con-
sider a case where the user attempts to withdraw funds he would
not be entitled to (cf. Figure 8).

Specifically, the user is spending allocated funds via off-chain
transactions in step 2 of Figure 8, which are later consolidated within
a checkpoint in step 4. In step 5, however, the user attempts to call
the withdrawal function while claiming that no spendings occured
(the user tries to double-spend). The payment hub server S¢; can
then slash the withdrawal of the client, because S¢; has access to
the signed off-chain transactions of the user.

PCT/IB2018/001494

interactionWithdrawal - server collusion )

Client

Contract

Server

interval while satisfying all participants.

8 : issue challenge

1: Prpof
2 : spend
3 :New Eon
5 : call withdraw(zero 4 : Checkpoint

The withdrawal must be called using the .
proof and the highest spendings of the 8 : New Eon
previous round. In case of over
withdrawing, the proceeding checkpoint A% "
will not be able to cover the correct 7 : Checkpoint

As the server will not be able to consolidate
wallets correctly, it will have to seize funds
from a client that will be denied a proof, or
given a faulty one.

In the first case, an availability challenge
will be issued, and in the second, a state
update challenge. In both cases,
challenges should succeed before the

: mark challenge successful

10 : New Eon

confirmation of the malicious
In cases where intersecting succinct

proofs are submitted, the intersection can
be directly proven and the hub shut down.

awal - client ¢ )

Client

Contract Server

2 : spend
i 3 :New Eon

4 : Checkpoint

5 : call withdraw(zero spendings;

The withdrawal must be called using the
proof and the highest spendings of the
previous round. In case the client lies 8

about the highest spendings, the server thProofOfHig
may slash the withdrawal using the
clients’ signed transactions.
7 :New Eon
LE
8 : Checkpoint

9 : New Eon

10 : Checkpoint

11 : Checkpoint

Fig. 9. Withdraw funds from the hub, server collusion.

interactionWithdrawal - targetted rollback )

Fig. 8. Withdraw funds from the hub, client challenged.

3.6.7 Withdrawal - Server Collusion. Figure 9 explains the case
where the user wishes to withdraw and a server collusion occurs.

3.6.8 Withdrawal - Targeted Rollback. Figure 10 explains the
case where the user wishes to withdraw and the payment hub tries
to intentionally rollback by one round.

3.7 ldeal Hub Realizations

In the following we formally define the ideal hub components, how
these interact and how the ideal hub is composed.

3 This functionality should describe an ideal source of
measurement of current eon and epoch, whereby
interested parties can register and be notified of a
time tick. This assumes access to a primitive era.

35

Client

1 : call withdraw

Contract

4 : issue challenge

2:New Eon

Server

3 : Checkpoint

7 : confirm withdrawal

5:New Eon

<
8 : Checkpoint

It's important to note that we may only
freeze the current eon, or the previous
one.

Awithdrawal confirmation made in the
current eon implies that it is not
possible to retum to the previous eon.

: mark challenge successful

N

Fig. 10. Withdraw funds from the hub, targeted rollback.

F_TIME(T_eon, T_epoch, D_era):
init:

counter = 0
registry = empty

on register(F, period):

insert (F, period) into registry

on unregister(F, period):

remove (F, period) from registry
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continuously:
t = sample{D_era)

wait for t time units

counter += 1

far all (F, period) in registry:
if period = era:
or if period = epoch and counter is a multiple of
T_epoch:
P or i¥ period = eon and counter is a multiple of T_eon:

catl F

Listing 1. Ideal Time.

3 This functionality should describe the ideal way a proof of
stake system should behave. Proofs of exclusive
ownership, and of transfer, of a stake should be
creatable and verifiable for a balance pool.

F_STAKE(H, P1, ..., Pn):
K on create_ownership_commitment(S1,
3 validator.pool_size = sum(S1,

., Sn, P1, ..., Pn):
., Sn)

g retyrn {proof_1, ., proof_n, validator)
3 where verify_ownership{proof_i, Pi, Si,
validator) holds fur all i

on verify ownership{proof, Pi, Si, validator)
raturn true iff the proof attests to Pi's_sole _ownership
_of_a_stake_of_size_Si_in_the_validator's pool

on create_transfer_commitment(Pi, T1, ., Tm):

2 return {proof_1, ., proof_m, validator)

i3 where verify_transfer{proof_j, Pj, validator)
holds for all j

on verify_transfer(proof, Pi, validator)
raturn true iff proof attests to a transaction observed

by

o o

the spender Pi

// TODO apply to real_hub
on create_stake_transition_commitment (
ownership_commitment,
incoming_transfer_commitments,
outgoing_transfer_commitments):
raturn single validator and proof set for destination
state and transition transfers

Listing 2. Ideal Stake.

3 This functionality should describe how an ideal commitment
to a continuous interval with painted subintervals
should behave.

3 F_PAINT{(C1, ..., Cn):

4 on verify{proof, left, right, C, validator)

R return true iff the proof attests that [left, right) is
labeled only with the color C according to the

validator
7 on create(C1, ., Cn, L1, ..., Ln, R1, ., Rn):
3 if the intervals are not continuous or have overlaps:

@ fail
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return {proof_1, ., proof_n, validator) where verify({
proof_i, Li, Ri, Ci, validator) holds for all i

Listing 3. ldeal Paint.

F_PAY{H, P1, ...,
init:

Pn):

balance{Pi) = empty for all Pi
credit(Pi) = empty ¥or all Pi
debit(Pi) = empty for all Pi
withdrawal(Pi) = empty +or all Pi

on deposit{$X) from Pi:
¥ rolled back:
discard

¥ H is honest:
credit(Pi) <- $X
in current epoch + 2:
credit(Pi) -> $X -> balance(
pi)
elgse i1f Pi is honest:
in current epoch + 2:
send $X to Pi

on withdraw{$X) from Pi:
¥ rolled back:
send balance(i) to Pi
balance(i) = none

returm

¥ a withdrawal for Pi is still pending:
discard

it balance{Pi) - debit{Pi) < $X:
before current epoch + 2:
discard
1f H is dishonest:
rollback to current
epoch

i H is dishonest:
before current epoch + 2:
rollback to current
epoch

withdrawal(Pi) = $X
after current epoch + 1:

withdrawal(Pi) =
none
balance{Pi) -> $X

send $X to Pi

on pay($X, Pj) from Pi:
if rolled back:
discard

if balance(Pi) + credit(Pi) < $X +
withdrawal(Pi) + debit(Pi)
i H is honest:
discard
=izz 1t some Pk is honest:
before current epoch + 2:
rollback to current
epoch
else if H does not allow the payment:
discard
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debit(Pi) <- $X

in current epoch + 2:
balance{Pi) -> $X
debit(Pi) -> $X

if H is honest:
credit(Pj) <- $X
in current epoch + 2:
balance{Pj) <- $X
credit(Pj) -> $X
elsa:
before current epoch + 2:
rollback to current epoch

Listing 4. Ideal Hub Set.

This functionality should describe the ideal way the hub
would behave in reaction to deposits, withdrawals and
payments. This ideal does not depend on the aggregate
cycles, and instead describes how each transaction
transitions from being temporary to permanent.

F_PAY(H, P1, ..., Pn):
init:
balance{Pi) = 0 for all Pi // confirmed amount owned by

Pi

credit(Pi) = 0 Tor all Pi // floating amount to be
credited to Pi

debit(Pi) = 0 for all Pi // floating amount to be
debited from Pi

withdrawal{Pi) = 0 ¥or all Pi // pending withdrawal to
be sent to Pi

on deposit{$X) from Pi:
if suspended:
discard request
if H is honest in current and next eons:
credit{Pi) += $X
after next eon:
credit(Pi) -= $X
balance(Pi) += $X
else i¥ Pi is honest:
in next eon:
suspend
after next eon:
send $X to Pi

on withdraw{$X) from Pi:
if suspended:
send balance{i) to Pi
balance(i) = 0

return

it withdrawal(Pi) is not 0:
discard request

withdrawal(Pi) = $X

if balance{Pi) - debit(Pi) < $X:
in current and next eons:

+¥ H remains dishonest:
dishonest wallets lose funds or suspend

withdrawal{Pi) = 0

a
it H is dishonest in current or next eons
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suspend

elsa:
withdrawal{Pi) = 0
balance(Pi) -= $X
send $X to Pi

on pay{$X, Pj) from Pi:
if suspended or H blocks the payment:

discard request

if H is honest:

88 if balance{Pi) + credit(Pi) < $X + withdrawal(Pi) +

debit(Pi):
discard request
deducted = min{$X, credit{Pi))
credit(Pi) -= deducted
debit(Pi) += $X - deducted

credit(Pj) += $X

after next eon:
balance(Pi) -= $X
debit(Pi) -= $X - deducted

balance{Pj) += $X
credit{Pj) -= $X
elge:
in next eon:
dishonest wallets lose funds or suspend

Listing 5. Ideal Hub.

L This functionality represents a challenge-response game
whereby the hub checkpoints a commitment every eon, and
a player with a stake in the previous eon's_checkpoint
_could_challenge_the_correctness_and/or_the_
availability_of_their_stake_information_in_the_current_
eon's checkpoint.

3 F_CHALLENGE(H, P1, ..., Pn):
i init:
&) commitment_confirmed = empty

commitment_pending = empty
challenge(Pi) = none ¥ar all Pi

on commit{new_commitment) from H:
if commitment_pending was submitted within the same eon
(too recent)
or if it was submitted in the eon before the previous
one (outdated)

3 discard

commitment_confirmed = commitment_pending
commitment_pending = new_commitment

on stake update_protest{stake, spent, received) from Pi:
if stake is not recorded in commitment_confirmed
or a challenge by Pi is already in progress
discard

set challenge(Pi) to dictate allowed response

after one epoch:
return trus iff challenge(Pi) is not refuted

on stake_update_rebuttal{spend, Pi) from H:
+f spend is recorded in commitment_pending
nd spend > challenge(Pi).spend
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By nd the refutation is within an epoch:
mark challenge refuted

on stake_update_response{stake, Pi) from H:
if stake is not recorded in commitment_pending
or value{stake) < value{challenge(Pi)):
discard

mark challenge refuted

broadcast stake

on transfer_execution_protest(debit tx) from Pj:

if debit_tx is not recorded in commitment_pending
84 or a challenge by Pj is already in progress:

45 discard

set challenge(Pj) to dictate allowed response

T o e

after one epoch:
return true iff challenge(Pj) is not refuted

on transfer_execution_rebuttal(credit_tx, Pj) from H:
it credit_tx does not match the challenge parameters
or credit_tx is not recorded in commitment_pending:

discard

mark challenge refuted

Listing 6. Ideal Challenge.

4 RELATED WORK

In this section we survey related work.

Blockchain Satoshi Nakamoto presented with the invention of Bit-
coin in the year 2008 [11], the first open and decentralized blockchain.
Many alternative follow up blockchains have emerged since then,
for example Ethereum [18] which allows to express a richer trans-
action language through smart contracts. Other proposals, such as
zcash [22] and Monero [23] have built up on Bitcoin to enhance the
transaction privacy. Bonneau et al. [24] provide an excellent holistic
overview of cryptocurrencies and related work in the field. With
the emergence of smart contracts and more expressive transaction
languages, it was shown that smart contracts have severe security
vulnerabilities [25]. Luu et al. [26] provide a symbolic execution tool
for current Ethereum smart contract developers to verify their code.
Schnorr signatures[27] have been recently suggested as a possible
addition to Bitcoin[28]. This scheme allows the aggregation of mul-
tiple signatures into one which is verifiable against an aggregate of
the relevant public keys in a single step.

Off-Chain Payment Networks: Several off-chain payment solu-
tions have been proposed and can be divided into two categories. The
first category relies on blockchain based time locks (e.g. by Decker et
al. [15]). The channel starts with a commitment transaction which
for example lasts for 10 days. The subsequent commitment trans-
action will then last 9 days, and can thus be spent before the first
transaction. The second category of payment channels relies on
punishment, i.e. if one party misbehaves, the other party can claim
all funds of the channel. One instance of this payment channel is the
Lightning Network [6]. The Lightning Network relies on Bitcoin,
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while the Raiden Network [8] is currently in development for the
Ethereum blockchain. Existing payment channels are still in early
development and therefore allow for several improvement proposals.
Sprites [7], inspired by Lightning and Raiden aims to minimize the
worst-case collateral costs of indirect off-chain payments. Flare [9]
is another proposal to optimize the search process of finding a pay-
ment route. Bolt [29] provides different constructions that allow for
privacy preserving off-chain payment channels. Bitcoin], a light-
weight Bitcoin client implementation, also supports micropayment
channels [30].

5 CONCLUSION

Decentralized blockchain ledgers that rely on miners to process
transactions incentivize those miners with a reward for their con-
tributions towards advancing the state of the global ledger. With
the advent of off-chain payment networks, transaction processing
will mostly be concerned with enacting changes to multiple private
off-chain ledgers instead. We have designed the Liquidity.Network
protocol to significantly increase the scalability and usability of
off-chain payment networks.

The core design of Liquidity.Network can be adapted to any de-
centralized ledger environment that allows the execution of tur-
ing complete smart contracts (or hard codes the Liquidity.Network
components into the respective blockchain). While we have found
Ethereum to be a suitable environment in which to practically
demonstrate Liquidity. Network, we encourage the adaptation of
the protocol to other viable candidates.
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6 APPENDIX
6.1 Blockchain Background
6.1.1 Blockchain Transactions. Bitcoin transactions are sent from

so-called addresses to other addresses. An address is a unique iden-
tifier (hash) of a public key. Only the owner of the correspondent
private key is eligible to sign an appropriate transaction which
allows to transfer monetary funds.

Interestingly, most currently proposed blockchains have a com-
plex process for evaluating transactions in order to allow for a higher
flexibility and extensibility of the application scenarios®.

Bitcoin transactions are evaluated with a stack-based program-
ming language called Script. Mainly due to security reasons Script
only supports a limited instruction set. The limited instruction set
and the lack of an available high-level programming language have
encouraged the development of blockchain systems supporting
more intuitive and expressible programming languages. While there
are several such systems (e.g., NXT, Clearmatics), Ethereum is the
most popular one. Ethereum, was introduced in the year 2013 by
Buterin [31], and supports a pseudo® Turing complete coding sys-
tem. Its cryptocurrency is called ether and Ethereum supports two
kinds of addresses: (i) externally owned addresses (typically owned
by a user) and (ii) contract owned addresses. Ethereum programs
run on the Ethereum Virtual Machine (EVM) [18] and programs in
EVM code are referred to as smart contracts.

To avoid denial-of-service attacks, transactions are required to
pay a fee for their execution. In Bitcoin, each transaction can pay a
transaction fee, while in Ethereum, a transaction pays gas (also to
execute contracts).

6.1.2  Smart Contracts. Any Ethereum user is eligible to write
and publish a smart contract (or contract). Other users can then exe-
cute the smart contract that is recorded in a block which is appended
to the blockchain. Note that all information in the blockchain is pub-
licly available. To execute a contract, a user submits an Ethereum
transaction containing all information required to process the con-
tract. A miner can process the user transaction and commit it by
writing this transaction to a new block (possibly along with other
transactions). A valid block needs to be appended to the latest block
of the blockchain®. A transaction is considered completed, when
it has been added in a block. For security purposes, users should
wait for several block confirmations (i.e., several additional blocks
after the block containing the transaction), before considering a
transaction to be final.

4Bitcoin transactions follow the unspent transaction output (UTXO) model, while
Ethereum transactions are not UTXO based.

SPseudo, because the smart contract execution is halted if insufficient funds are provided
for the execution, i.e. insufficient gas.

©This is a simplification: miners “compete” on adding their own block to the top-most
block of the blockchain until they reach a consensus on which miner has succeeded.
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WHAT IS CLAIMED IS:

1.A method for secure off-chain digital transactions, comprising:

deploying a smart contract from an originating source to an on-chain ledger associated
with a first payment hub server and instantiating a first off-chain ledger;

authorizing at least one user to interact with the first payment hub server;

synchronize periodically a balance sheet of the first off-chain ledger with the smart
contract using a cryptographic commitment structure;

wherein the smart contact is used to authorize a withdrawal from the first off-chain

ledger.

2. The method of claim 1, wherein an off-chain transaction is enacted, the transaction

authorization is signed and sent to the payment hub server directly.

3. The method of claim 1, further comprising authorizing a blockchain payment address for a

deposit.

4. The method of claim 3, further comprising, if interacting directly with the payment hub server,
obtaining blockchain payment address and submitting information to the smart contract to
commence a withdrawal, wherein the information is proof of sufficient balance to cover the
amount indicated in the transaction.

5. The method of claim 1, wherein the deploying of the smart contract is effected as a broadcast.

6. The method of claim 1, wherein the smart contract includes a signature of the originator.

7. The method of claim 1, further comprising, upon completion of the transaction, including all

signatures on the smart document.

40



WO 2019/092508 PCT/IB2018/001494

8. The method of claim 1, wherein the cryptographic commitment structure is employed to

provide secure proofs of correct transaction enactment and balance updates.

9. The method of claim 8, wherein the secure proofs that the hub is operating correctly are

provided from generation of a resulting transcript by the cryptographic commitment structure.

10. The method of claim 1, further comprising at least another payment hub server, the first
payment hub server and the at least another payment hub server being interconnected over a

payment channel.

11. The method of claim 10, wherein the first payment hub server and the at least another
payment hub server are interconnected by at least one of: (1) an interlinking allowing the
respective hubs to rebalance respective funds off-chain; and (ii) the first payment hub server is
interconnected directly with the at least another payment hub server such that the first payment

hub server acts as a user of the at least one other payment hub server.

12. A system of transferring a payment off-chain between a first entity and a second entity,
comprising:
the first entity having cryptocurrency on a blockchain,;
at least one payment hub server;
wherein:
the first entity deposits cryptocurrency in a smart contract,
the first entity creates an IOU for a determined amount of cryptocurrency from
the first entity to the second entity,
the first entity transmits the IOU to an online server Sy,
the online server Sy forwards the signed IOU to the second entity,
the second entity authorizes the receipt of the IOU by providing its authorization

signature to the online server Sy, and
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the online server Sy cryptographically signs the IOU and the receipt authorization
from the second entity and provides the signed IOU and receipt authorization to the first

and second entities.

13. The system of claim 12, wherein the online server Sy provides the signed IOU and receipt
authorization by at least one of’ (i) transmitting the signed IOU and receipt authorization to the
first and second entities, (i1) allowing at least one of the first and second entities to access at least
one of the signed IOU and receipt authorization, and (iii) allowing at least one of the first and

second entities to pull the signed IOU and receipt authorization from the online server Su.

14. The system of claim 12, wherein the first or second entity provides an additional IOU to the
online server Sy paying an administrative fee:

I0U(entity, payment hub, administrative fee).

15. The system of claim 12, wherein the unit of cryptocurrency is at least one of: Ether, Bitcoin,
Zcash, XRP, Ada, Litecoin, Bitcoin Cash, NEM, Monero, Tron, Dfinity, Cardano, Thundercore,
and an alternative cryptocurrency which supports at least one of smart contracts and smart

contract-like programmable functionality.

16. The system of claim 12, wherein the at least one payment hub server is a network of payment

hub servers.

17. The system of claim 12, wherein the depositing of the unit of cryptocurrency allows the first
entity to send the respective unit to a participating entity of the at least one payment hub server,
and allows the second entity to send the respective another unit to one of the participating entity

and another participating entity of the at least one payment hub server.

18. The system of claim 12, wherein at the end of a periodic eon, the online server Su broadcasts

con

a checkpoint Cx*" which aggregates all respective account balances of all participating entities,
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including the first entity and the second entity, which have transacted over the online server Sy,

wherein the periodic eon is a repeating time interval associated with the payment hub.

19. The system of claim 18, wherein the smart contract receives, validates and applies the

con

broadcasted checkpoint Cy™" to the account balances on-chain.

20. The system of claim 19, wherein a third payment hub is comprised of online server Sy and

con

the smart contract, causing creation of a new Merkle interval tree Tg*", wherein nodes of the

new Merkle tree are augmented with additional information to store account balances.

21. The system of claim 20, wherein Merkle proofs from the new Merkle interval tree can be
provided to the smart contract to prove exclusive ownership of the account balances by a

respective entity.

22. The system of claim 21, wherein a trusted execution environment enhances the security of

the first payment hub.

23. The system of claim 21, wherein the enhancement of the security of the first payment hub is
effected by causing the smart contract to only accept a checkpoint Cg*" that is provided by the

trusted execution environment.

24. The system of claim 22, wherein a user can withdraw funds from the payment hub instantly,

where instantly means an amount of time less than an eon.

25. A system of allowing a first entity to withdraw from a smart contract, comprising:

the first entity having cryptocurrency on a blockchain,;

a payment hub, the payment hub having an online server and is associated with a smart
contract based on the blockchain;

wherein:

the first entity deposits cryptocurrency in the smart contract,
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the first entity creates an IOU for a determined amount of cryptocurrency without
signature,

the first entity submits the IOU to an online server and requests a signature from
the online server,

the first entity receives the IOU having the signature of the online server and
submits the IOU having the signature of the online server to a second smart contract
associated with a separate collateral pool,

the second smart contract then reserves funds for withdrawal in the determined
amount of cryptocurrency for a predetermined time,

the first entity signs the IOU having the signature of the online server and submits
the signed IOU to the second smart contract, and

the second smart contract effects transfer of ownership of the determined amount

of cryptocurrency when conditions for the signed IOU are satisfied.

26. The system of claim 25, wherein the IOU is a signed message authorizing an update of an
off-chain ledger of the first entity during a transfer round,

wherein the signed message includes a transfer round identification, total sum of funds
received, total sum of funds sent, and a commitment to a set of transfers performed during the
transfer round, and

wherein a respective transfer includes a unique randomly generated identifier, an amount,

and an intended recipient information.
27. The system of claim 25, further comprising: if the second smart contract does not transfer
ownership of the determined amount of cryptocurrency, then the first entity submits a request for

a proof of stake from the online server.

28. The system of claim 27, wherein if the online server is nonresponsive, the first entity submits

a challenge to the online server.
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29. The system of claim 25, further comprising: if the second smart contract does not transfer
ownership of the determined amount of cryptocurrency, then the first entity submits a request to

the online server for a payment receipt.

30. The system of claim 25, wherein the first entity must maintain an active online presence to be

authorized to sign and receive receipt.
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