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(57) ABSTRACT 

A method and System for representing objects in a relational 
database is provided. In one aspect, the invention provides 
a method and System for Storing directory information 
objects in a relational database management System. In 
addition, a method and System for generating a Statement in 
a database query language to Search or manipulate objects or 
entries that are Stored in a relational database is disclosed. 
An aspect of the invention is directed to a method and 
System that can automatically generate a SQL Statement for 
an LDAP search filter. 
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METHOD AND SYSTEM FOR REPRESENTING 
AND ACCESSING OBJECTORIENTED DATA INA 

RELATIONAL DATABASE SYSTEM 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention is related to the storage of 
data within database Systems. More particularly, the present 
invention is directed to the Storage and access of object 
oriented entities within a relational database management 
System. 

0003 2. Background 
0004. Many computer programming languages and appli 
cations utilize object-oriented Structures to model real world 
information. Object-oriented languages and applications 
access and Store data in the form of entities Such as objects 
and attributes. For example, many conventional applications 
used for querying and maintaining directory information 
Systems are modeled using aspects of object-oriented tech 
niques and entities. Directory information Systems provide a 
framework for the Storage and retrieval of information that 
are used to identify and locate the details of individuals and 
organizations, Such as telephone numbers, postal addresses, 
and email addresses. 

0005 One common type of object-oriented based direc 
tory Systems is a directory based on the Lightweight Direc 
tory Access Protocol (“LDAP). LDAP is a directory pro 
tocol that was developed at the University of Michigan, 
originally as a front end to access directory Systems orga 
nized under the X.500 standard for open electronic directo 
ries (which was originally promulgated by the Comite 
Consultatif International de telephone et Telegraphe 
“CCITT" in 1988). Standalone LDAP server implementa 
tions are now commonly available to Store and maintain 
directory information. Further details of the LDAP directory 
protocol can be located at the LDAP-devoted website main 
tained by the University of Michigan at http://ww 
W.umich.edu/~dirSVCS/ldapf, including the following docu 
ments (which are hereby incorporated by reference): RFC 
1777 Lightweight Directory Access Protocol. RFC-1558 A 
String Representation of LDAP Search Filters, RFC-1778 
The String Representation of Standard Attribute Syntaxes, 
RFC-1779 A String Representation of Distinguished Names, 
RFC-1798 Connectionless LDAP; RFC-1823 The LDAP 
Application Program Interface, and, RFC-1959 An LDAP 
URL Format. 

0006 LDAP directory systems are normally organized in 
a hierarchical structure having entries (i.e., objects) orga 
nized in the form of a tree, which is referred to as a directory 
information tree (“DIT). The DIT is often organized to 
reflect political, geographic, or organizational boundaries. A 
unique name or ID (which is commonly called a “distin 
guished name”) identifies each LDAP entry in the DIT. An 
LDAP entry is a collection of one or more entry attributes. 
Each entry attribute has a “type” and one or more “values.” 
Each entry belongs to one or more object classes. Entries 
that are members of the same object class share a common 
composition of possible entry attribute types. 
0007 Referring to FIG. 1, shown is an example of a 
hierarchical tree of directory entities. Entry 96 is the top 
most level of DIT 20 and is of object class “organization” 
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having an attribute type “Org. Name” with an attribute value 
of “Oracle”. Entry 96 is the “parent” entry for three “child” 
entries (97, 98, and 99) directly beneath it in DIT 20. Entries 
97, 98, and 99 are objects of object class “Department” each 
having attributes “Dept. Name” and “State.” Entry 97 has an 
attribute type “Dept. Name” having a value of “Adminis 
tration” and an attribute type “State” with the value “CA'. 
Entry 98 has an attribute “Dept. Name” with the value 
“Sales” and an attribute type “State' with an attribute value 
“NY”. Entry 99 has an attribute type “Dept. Name” with an 
attribute value “R&D” and an attribute type “State' with a 
value of “CA'. 

0008) Entry 103 is a child entry of entry 97. Entry 103 
represents an object of class “Person” having the following 
attribute type-value pairs: (1) attribute type “Last Name” 
with a value of “Founder”; (2) attribute type “First Name” 
with a value of “Larry”; (3) attribute type “Tel. No.” with a 
value of “555-4444'; and (4) attribute type “State” with a 
value of “CA'. 

0009 Entry 102 is a child entry of entry 98. Entry 102 
represents an object of class “Person” having the following 
attribute type-value pairs: (1) attribute type “Last Name” 
with a value of “Jones”; (2) attribute type “First Name” with 
a value of “Joe”; (3) attribute type “Tel. No.” with a value 
of “555-3333”; (4) attribute type “Manager” having the 
value of “Jim Smith'; and (5) attribute type “State' having 
the value “CA. Note that entries 102 and 103 are both 
members of object class Person, but entry 102 has more 
listed object attributes than entry 103. In many object 
oriented Systems, objects that are members of the same 
object class may share a common Set of possible object 
attributes, but Some members of the class may not neces 
sarily have values for some of the possible attributes. In this 
example, entry 103 does not have a value for attribute type 
“Manager” while entry 102 does have a value for this 
attribute. 

0010 Entries 100 and 101 are child entries of entry 99. 
Entries 100 and 101 are both members of object class 
“Person.” Entry 100 is defined by the following attribute 
type-value pairs: (1) attribute type “Last Name” with a value 
of “Doe”; (2) attribute type “First Name” with a value of 
“John”; (3) attribute type “Tel. No.” with a value of “555 
1111”; (4) attribute type “Manager” having the value of 
“Larry Founder”; and (5) attribute type “State” having the 
value “CA’. Entry 101 is defined by the following attribute 
type-value pairs: (1) attribute type “Last Name” with a value 
of “Smith'; (2) attribute type “First Name” with a value of 
“Jim”; (3) attribute type “Tel. No.” with a value of “555 
2222'; and (4) attribute type “Manager” having the value of 
“John Doe'; and (5) attribute type “State” having the value 
“NY. 

0011. One significant issue that has been faced by orga 
nizations Seeking to develop an LDAP System is the Selec 
tion of the type and configuration of a database System used 
to store the object-oriented LDAP data. A particularly desir 
able choice for many database configurations is to utilize a 
relational database management system (“RDBMS). The 
relational database model provides many benefits when 
implementing a database application. For example, the rela 
tional database model has well-defined Structures and enti 
ties (e.g., tables, views, indexes, etc.) to Store or access the 
data of a database. RDBMS systems provide advanced 
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database transaction, data consistency, recovery, and backup 
support. RDBMS systems also provide for clearly defined 
actions and operations to manipulate the data and Structures 
of the database. Moreover, many RDBMS applications are 
designed to interoperate with Standard database query lan 
guages (e.g., SQL) to access and modify data on the System. 
0012. The difficulty with implementing object-oriented 
applications, Such as LDAP directory Systems, in an 
RDBMS is that object-oriented data are based upon a 
fundamentally different data model than relational data. 
Object-oriented data are formed as entities which have 
Specific object-oriented characteristics (e.g., objects and 
attributes). In contrast, the data in a relational database 
model are normally Stored in database tables that are orga 
nized as an array of rows and columns. The values in the 
columns of a given row are typically associated with each 
other in Some way. For example, a row may store a complete 
data record relating to a Sales transaction, a perSon, or a 
project. Columns of the table define discrete portions of the 
rows that have the same general data format or data type. 
Thus, there are significant differences in Structure between 
object-oriented data and relational data. 

0013 FIGS. 2A, 2B, and 2C depict one approach to 
storing object-oriented data, such as the entries from DIT20 
of FIG. 1, into an RDBMS. In this approach, a separate table 
is provided for each object class in the system. FIG. 2A 
shows an object class table 202 for the Organization class, 
which includes entry 96 from DIT 20 as a member of that 
class. FIG. 2B is an example of an object class table 204 for 
the object class Department, which includes entries 97, 98, 
and 99. FIG. 2C is an example of an object class table 206 
for the object class Person, which includes entries 100, 101, 
102, and 103 from DIT 20. 

0.014. Each row of the object class table represents a 
Single object of that corresponding object class. Thus, the 
Person class table 206 of FIG. 2C includes four rows, one 
row for each of the person class entries of DIT 20 (i.e., 
entries 100, 101, 102, and 103). Discrete columns within the 
object class table represent attributes of an object within the 
object class. A separate column must be provided for each 
possible attribute of an object class. The Person class table 
206 of FIG. 2C includes five columns for object attributes 
“Last Name,”“First Name,”“Tel. No.”“Manager,” and 
“State. Similar rows and columns in FIGS. 2A and 2B 
describe the objects and attributes for the Department and 
Organization objects of DIT 20. Thus, the approach illus 
trated in FIGS. 2A, 2B, and 2C can be employed to 
represent object-oriented data in relational tables. 

0015 Referring to FIG. 2C, note that row 208 contains 
an empty Space in the “Manager column. This highlights 
one of the drawbacks of this approach. It is possible that 
Some members of an object class may not have values for all 
possible attributes for that class. Entry 103 does not have a 
value for the “Manager' attribute, even though other mem 
bers of the Person class 20 possess a value for that attribute 
type. The problem is that in the approach illustrated by 
FIGS. 2A-C, a column must be defined for each of the 
possible attributes of an object class. For each row in the 
table, resources may be set aside to allow values for all of 
the defined columns, even if Some rows do not actually have 
values for one or more of the columns. Under this approach, 
System resources are wasted if any members of the class do 
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not have a value for all defined attributes for the object class. 
This problem is further exasperated by Very large object 
class tables having a large number of members that do not 
have values for particular columns. 
0016. Another drawback to this approach is that object 
class tables are not readily extensible, Since the database 
Schema itself has to be modified to allow changes to the 
definition of an object class. Such a change in definition 
occurs, for example, if an object attribute is being added or 
deleted from an object class. For example, consider when 
object class Person (represented by object class table 206 in 
FIG. 2C) is to be modified to include a new object attribute 
type called “Email Address.” To implement this modifica 
tion to the Person object class, the defining Schema Structure 
of the corresponding object class table must be modified to 
include a new column for the new attribute type. FIG. 3 
depicts a revised Person class table 302 that includes a 
column for the new attribute type “Email Address.” In 
operation, this modification typically involves the issuance 
of numerous data definition language (“DDL) statements to 
modify the base Schema of the database. 
0017 Generally, modifying the database schema is not a 
trivial task, and is performed only by administrators having 
Specialized privileges to access and modify the metadata and 
Structural definitions of the System. Moreover, adding col 
umns to an existing relational database table could result in 
database fragmentation. This occurs because the data for the 
new column may not be co-located with the existing table 
data on a disk drive. Thus, performance Suffers because two 
disk locations are accessed to access a single row from the 
database table. In addition, the method described with 
reference to FIGS. 2A-C suffers drawbacks when storing 
objects types that have multiple attribute values for an 
attribute type, Since a single column is provided for an 
attribute type in an object class table. 
0018. Therefore, there is a need for an improved method 
and System for Storing and maintaining object-oriented data 
in an RDBMS. In addition, there is a particular need for an 
improved System and method of Storing and maintaining 
directory information objects, Such as LDAP data, in an 
RDBMS. 

SUMMARY OF THE INVENTION 

0019. A method and system for representing object 
oriented data in a relational database is disclosed. An aspect 
of the invention is directed to the representation and Storage 
of directory information objects, such as LDAP directory 
data, in a relational database System. 
0020. One feature of an aspect of the invention is directed 
to the use of catalog tables that correlate object identification 
numbers to Specific attribute values. Another feature of the 
invention involves the Storage of metadata information 
within the same database table as the data it describes. Yet 
another aspect of the invention is directed to a distinguished 
names table that Stores identification information for objects. 
0021 Further details of aspects, objects, and advantages 
of the invention are described below in the detailed descrip 
tion, drawings, and claims. Both the foregoing general 
description and the following detailed description are exem 
plary and explanatory in nature, and Serve to explain the 
principles of the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0022 FIG. 1 illustrates an example of a directory infor 
mation tree. 

0023 FIGS. 2A, 2B, and 2C depict object class tables for 
Storing object-oriented data in relational tables 
0024 FIG. 3 depicts a revised version of the object class 
table of FIG. 2C. 

0.025 FIG. 4 shows an attribute-store table according to 
an embodiment of the invention. 

0.026 FIG. 5 depicts an attribute-store table having meta 
data entries. 

0027 FIGS. 6A, 6B, 6C, 6D and 6E depict examples of 
catalog tables according to an embodiment of the invention. 
0028 FIG. 7 illustrates a distinguished name table 
according to an embodiment of the invention. 
0029 FIG. 8 is a flow diagram showing a process for 
defining a new attribute type. 
0030 FIG. 9 is a flow diagram showing a process for 
modifying an attribute type. 
0.031 FIG. 10 is a flow diagram showing a process for 
deleting an attribute type. 
0.032 FIG. 11 is a flow diagram showing a process for 
adding a new object class. 
0.033 FIG. 12 is a flow diagram showing a process for 
modifying an object class. 
0034 FIG. 13 is a flow diagram showing a process for 
deleting an object class. 
0.035 FIG. 14 is a diagram of a computer hardware 
System with which the present invention can be imple 
mented. 

DETAILED DESCRIPTION 

System Architecture 
0.036 An embodiment of the present invention involves 
the implementation of a Single table that comprises infor 
mation describing objects and object attributes on the SyS 
tem. This table is hereby referred to as the “attribute store” 
table. The attribute store table comprises four columns 
having the following characteristics: 

Column Name Datatype Constraint Description 

EID Number Not null ID for an entry 
AttrName Character-numeric Attribute ID for a 

particular attribute 
AttrWall Character-numeric Attribute values 
Attrkind Character string Not null Kind of Attribute 

(Operational, User 
etc.) 

0037 FIG. 4 depicts an example of an attribute store 
table 400 for entries in the DIT 20 of FIG. 1. All entries in 
DIT 20 are represented in attribute store table 400, regard 
less of the particular object class that an entry belongs to. An 
entry is represented by one or more rows in table 400. A set 
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of rows having the same EID describes the attributes for the 
same entry in DIT 20. Each row shown in attribute store 
table 400 corresponds to a separate attribute for an entry. 

0038 Consider entry 100 from DIT 20, which is repre 
sented in attribute store table 400 by rows 416, 418, 420, 
422, 423, and 446. The combination of the contents of these 
rows describes the attributes of entry 100. Each row in 
attribute store table 400 comprises a column that identifies 
that row’s corresponding EID. These particular rows (416, 
418, 420, 422, 423, and 446) are identified as being asso 
ciated with entry 100 since all of these rows comprise the 
same value of 100 in their EID column. Each of these rows 
describes a different attribute for entry 100. For each row, 
the “AttrName” column identifies which object attribute is 
being described, and the “AttrVal” column identifies the 
value(s) for that attribute. For entry 100, row 416 describes 
attribute “First Name” having a value of “John', row 418 
identifies the value "Doe' for attribute “Last Name”, row 
420 identifies the value "555-1111" for attribute “Tel No.’, 
row 422 identifies the value “Larry Founder” for attribute 
“Manager,” and row 423 identifies the value “CA” for 
attribute “State. Each of the other entries from DIT 20 is 
Similarly represented by Sets of one or more rows in the 
attribute store table 400. 
0039. In an embodiment, the rows in attribute store table 
400 contain an "AttrKind” column. This column identifies 
additional System categories for the object attributes. For 
example, one category of attribute kinds that can be iden 
tified according to the invention refers to acceSS and modi 
fication privileges for particular object attribute. Two 
examples of attribute kinds relating to access and modifi 
cation privileges are “User' and “Operational' attributes. 
User attributes are attributes that can be modified by the 
user, entity or organization associated with a particular entry. 
Operational attributes are attributes that are maintained by 
the System, and thus cannot be altered or modified except by 
the system. For example, row 420 identifies attribute type 
“Tel. No.” for entry 100 as being of AttrKind user, and thus 
the user or entity associated with entry 100 is permitted to 
modify this attribute value. Row 446 provides an example of 
an attribute type that is of attribute kind “operational' (i.e., 
“Modification Timestamp'). Many directory systems main 
tain a timestamp of the last modification time/date for each 
directory entry. Row 446 describes attribute “modification 
timestamp” for entry 100 having a value of “01/01/97.” 
Since this attribute type is "operational,” the entity or perSon 
corresponding to entry 100 is not normally permitted to 
modify this attribute value. In an alternate embodiment of 
the invention, the attribute Store table is configured without 
having a column for the Attrkind value. 

Metadata 

0040. The present invention provides an improved 
method for adding, modifying, and maintaining metadata in 
the System. In a database System, metadata refers to infor 
mation that describes the data in the System. Metadata 
information includes data that describes the Structure and 
parameters of the tables and data maintained in the System. 
In a conventional RDBMS, metadata is usually maintained 
Separately from its associated data and tables on the System. 
0041 One significant advantage of the present invention 
is that metadata, Such as directory Schema information, can 
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be maintained within the same table as its associated data. To 
accomplish this, the present invention permits rows that 
define metadata, referred to as "SubSchema entries,” to be 
inserted into the attribute store table. Subschema entries 
allow management of the directory Schema for the System 
without having to issue DDL commands to modify the 
database Schema. In an embodiment, Subschema entries 
comprise the following characteristics for columns in the 
attribute store table: 

Column Name Datatype Constraint Description 

EID Number Not null EID indicative of 
subschema entries 

AttrName Character string Not null Identifies the type of 
subschema entity 
being added (e.g., 
attribute, object class, 
etc.) 

AttrWall Encoded string Not null Subschema element 
name and parameters 

Attrkind Character string Not null Kind of subschema 
entry (e.g., user, 
Operational, etc.) 

0.042 FIG. 5 illustrates the use of subschema entries to 
define metadata in the system. Depicted in FIG. 5 is an 
attribute store table showing selected rows that describe the 
attributes for entry 100 of DIT 20 (i.e., rows 416, 418, 420, 
422, 423, and 446). The table of FIG. 5 also includes 
additional rows (rows 502,504,506,508,509, 510,512, and 
514) that describe some of the metadata associated with 
entry 100. In an embodiment, subschema entries that define 
new object classes or object attributes comprise a Selected 
EID value that is indicative of that particular type of 
subschema entry. In the table of FIG. 5, rows having an EID 
of "2 are recognized by the System as Subschema entries 
that define System metadata for attributes and object classes. 
Whenever a row is added to the attribute store table with an 
EID value of 2, the System recognizes that a new metadata 
definition has been added. The AttrName column of a 
Subschema entry identifies the type of SubSchema entity 
being added. In the example of FIG. 5, a subschema entry 
that adds a new attribute type would contain the value 
“Attribute Type” in the AttrName column (i.e., rows 504, 
506, 508, 509, and 510). A subschema entry that adds a new 
object class contains the value “Object Classes” in the 
AttrName column (i.e., row 512). The AttrVal column for a 
Subschema entry describes the name and parameters of the 
new metadata type that is being added. The Attrkind column 
of the SubSchema entry identifies additional System kinds or 
categories for the object class or attribute being added. 
0043. To illustrate this aspect of the invention, consider 
row 506, which is a subschema entry that defines the 
attribute type “Tel. No.” The EID column of row 506 
contains the value “2', to indicate that this row is a Sub 
Schema entry that is modifying the directory System meta 
data. The AttrName column of row 506 contains the value 
“Attribute Type” to indicate that row 506 is defining an 
attribute type. The AttrVal column of row 506 indicates that 
the name of the attribute type being defined is “Tel. No.” 
0044) The AttrVal column also describes the defining 
parameters of the new object attribute. One Such parameter 
is the attribute encoding syntax for the allowable values for 
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this attribute. In this example, the particular attribute encod 
ing syntax defined in row 506 describes the syntax for 
information permitted to be entered in the “AttrVal” column 
of row 420 (since row 420 describes an attribute of the 
attribute type defined in row 506). The attribute coding 
Syntax for any particular attribute can be Selected to achieve 
desired formatting and input requirements for that attribute. 
In an embodiment, a set of Syntax definitions can be pre 
defined in the System, and all new attribute types added to 
the System must correspond to these pre-defined Syntax 
definitions. For example, a particular attribute coding Syntax 
called “TelephoneNumberSyntax” can be defined for encod 
ing values for attributes types related to telephone numbers 
in the directory System. In a present embodiment, the 
Standard attribute coding Syntax definitions utilized in the 
invention are based upon Standard Syntaxes published for the 
LDAP directory protocol. 
004.5 The AttrVal column of a subschema entry can also 
identify the quantity of values to be provided for the defined 
attribute type. For example, if the attribute being added is a 
telephone number, it is possible for Some entities to have 
more than one telephone number. A parameter can be 
defined in the Subschema entry that specifies a minimum or 
maximum number of telephone number values allowed for 
that attribute. Alternatively, the Subschema entry could iden 
tify whether an attribute type comprises either Single value, 
or multiple values of that attribute. These examples of 
parameters used for SubSchema entries are only exemplary; 
other types of attribute parameters can be employed for 
Subschema entries within the Scope of the present invention. 
0046) Subschema entries can also be utilized to define an 
object class. Row 512 is a subschema entry that defines the 
object class “Person.” The EID column of row 512 has a 
value of “2, which identifies this row as a subschema entry 
that defines directory schema metadata. The AttrName col 
umn of row 512 contains the character string “Object 
Classes to indicate that metadata for an object class is being 
defined. The AttrVal column provides the name of the 
defined object class. In row 512, the name of the defined 
object class is identified as “Person.” Additional information 
is also Stated in the AttrVal column to define the parameters 
of the object class. For example, one Such parameter is the 
mandatory attributes of the new object class. Each member 
of an object class must have Stated values for the mandatory 
attributes. In the example of row 512, the mandatory 
attributes of object class “Person” are attribute types “First 
Name”, “Last Name”, and “Modification Timestamp”. Other 
parameters that may be defined are the optional attributes of 
the object class. Members of an object class are permitted to 
have no stated values for optional attributes. In row 512, the 
optional attributes of object class “Person” are defined to be 
attribute types “Tel. No.” and “Manager”. Row 512 also 
identifies the attribute kind of the object class as type 
*User. 

0047 Row 514 provides an example of a metadata row to 
define a member of an object class. In row 514, entry 100 is 
defined as a member of object class “Person.” The EID) 
column of row 514 contains the EID of the new object. The 
AttrName column identifies that a new member of an object 
class is being created. The AttrVal column of row 514 
identifies the particular object class that the new entry is a 
member of. The Attrkind column identifies the kind of the 
new object. In this row, the new object is of attribute kind 
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“User:'To further illustrate the invention, consider the situ 
ation when object class Person of DIT 20 (FIG. 1) is to be 
modified to include a new attribute type “Email Address.” 
To implement this modification, the following Subschema 
entry is added to attribute store table 400 to define the new 
attribute type: 

Name="Email Address User 
Parameter=email syntax; more 
than one value allowed 

2 Attribute Type 

0.048. The subschema entry for each object class seeking 
to add the new attribute type to its definition is modified. 
Since object class Person is being modified in this example, 
Row 512 from attribute store table 400 (which defines 
object class Person) is modified to include the new attribute 
type as part of the definition for this class (the modifications 
are italicized): 

Name="Person User 
Mandatory Attr= 
“First Name”, “Last Name”, 
“Modification Timestamp'; 
Optional Attr= 
“Tel No.” “Manager”, 
"Email Address 

2 Object classes 

0049 Finally, each member of object class Person that 
Seeks to define a value for this attribute type may add a new 
row to the attribute store table with the appropriate attribute 
values. Thus, if entry 100 seeks to include the email address 
“jdoe” as an attribute, the following row is added to attribut 
e store table 400: 

1OO Email Address jdoe User 

Catalog Tables 

0050 Specialized tables, referred to herein as “catalog 
tables', are maintained as indexes into the attribute store 
table. Catalog tables provide efficient Searches for objects 
having particular attribute values in the attribute-Store table. 
A Separate catalog table is maintained for each attribute type 
that is indexed. Each catalog table comprises two columns. 
The first column is the EID column, which identifies the EID 
of an entry or object having an attribute of the cataloged 
attribute type. The second column provides the attribute 
value for that corresponding EID and attribute type. 
0051 FIGS. 6A-E depict examples of catalog tables for 
Some of the attribute types shown in attribute store table 
400. FIG. 6A depicts a catalog table that indexes the 
attribute type “Last Name.” Each entry having an attribute 
of type “Last Name” is cataloged in the table of FIG. 6A. 
Similarly, FIG. 6B depicts a catalog table for the attribute 
type “First Name”, FIG. 6C depicts a catalog.table for the 
attribute type “Telephone Number", FIG. 6D depicts a 
catalog table for the attribute type “Manager', and FIG. 6E 
depicts a catalog table for the attribute type “State”. 
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0052 Each row of the catalog table is directed to a 
different entry that contains the cataloged attribute type. 
Each row identifies the EID of the entry of object comprising 
that attribute type, and the attribute value for that EID. If a 
new object is added to the System having an attribute of a 
cataloged type, then a new entry is added to the respective 
catalog table. If an existing object having a cataloged 
attribute type is deleted or the attribute for that object is 
deleted, then the corresponding entry in the respective 
catalog table is also deleted. In an embodiment, the catalog 
table is maintained in a Sorted list of entries. 

0053 Catalog tables store the attribute value information 
in a normalized or canonical format, which is based upon 
matching rules established for each attribute type. Matching 
rules are descriptions of rules that are used to perform a 
query, Search, Sort, or comparison of attribute values. The 
definition of each attribute type specifies which matching 
rule should be used to compare its attribute values. One 
matching rule is specified for each type of matching (e.g., 
equality, Substring, ordering, or approximate match) if that 
matching is allowed for the attribute type. The type of 
matching types allowed may depend on the Syntax of the 
attribute type (e.g. ordering match may not be allowed on 
attribute types of Syntax binary). A matching rule may be 
used by multiple attribute types and multiple attribute Syn 
taxes. The definition of a matching rule involves: 

0054) 1. assigning an object identifier to the match 
ing rule, 

0055 2. defining the syntax of an assertion of the 
matching rule; 

0056 3. specifying the different types of matches 
Supported by the rule; and 

0057 4. defining the appropriate rules for evaluating 
a presented assertion with respect to target attribute 
values held in the directory information database; 

0058. A matching rule is used to evaluate attribute value 
assertions of attributes. The syntax used in the attribute 
value assertion (i.e. the assertion component of the attribute 
value assertion) is the matching rules assertion Syntax. A 
matching rule may apply to many different types of 
attributes with different attribute syntaxes. The definition of 
a matching rule includes a specification of the Syntax of an 
assertion of the matching rule and the way in which values 
of this Syntax are used to perform a match. A definition of 
a matching rule for use with attributes with different ASN.1 
Syntaxes Specifies how matches are to be performed. In the 
preferred embodiment, the invention Supports the Standard 
LDAP protocol matching rules. 
0059 Based upon the matching rules, the normalized 
format for an attribute type may be significantly different 
from the raw value that is stored in the attribute store table. 
For example, the attribute type “Tel. No.” may have several 
permissible syntax variations for the attribute value infor 
mation Stored in the attribute store table. These may 
include, for example, the following Syntax variations being 
allowed for telephone numbers in the attribute store table: 
(555) 555-1111; (555)5551111; or 555-555-1111. However, 
the matching rules may indicate that only numbers are 
Significant in a telephone number; all other characters and 
Symbols in a telephone number are to be ignored. Thus, the 
canonical form of this telephone number may be Stored in 
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the catalog table in the following format: 5555551111. If a 
query is made against the telephone number catalog table, 
only numbers in the query Search String (pursuant to the 
matching rules) will be considered when comparisons are 
made against entries in the catalog table. 
0060) If a query is issued which seeks a particular value 
for a cataloged attribute type, then the corresponding catalog 
table is searched for one or more EID numbers which 
corresponds to the requested Search parameter. Thus, a 
database query can be issued for any particular attribute 
against the Specific catalog table that is maintained for that 
attribute. The result of the database query is a list of EID 
numbers for objects that contains the queried attribute 
parameters. For example, a database query that requests 
every object in DIT 20 (FIG. 1) having a first name 
beginning with “John” will result in a search of the “First 
Name” catalog table (FIG. 6B) for a list of EID numbers 
which has a corresponding attribute “First Name” that 
matches with “John” (in this example, an EID value of 
“102” is returned). The resulting list of EID number(s) 
points to the entries in the attribute store table 400 (FIG. 4) 
that contain the queried attribute. 
0061 The use of catalog tables in the present invention 
provides a significant advantage over Systems that Store 
objects within Separate object class tables, Such as the 
approach taken in FIGS. 2A-C. The advantage of the present 
invention arises because Several different object classes may 
contain objects having a particular attribute type. In the 
present invention, a Single catalog table indexes a particular 
attribute type, regardless of the object class of the objects 
having that attribute type. Thus, only a Single table has to be 
Searched to query against any particular object attribute type. 

0.062. As an example, consider a query that requests 
every object in DIT20 having an attribute type “State' with 
the value “NY”. In the present invention, a search of a single 
catalog table, i.e., the state catalog table (FIG. 6E), finds two 
entries (EID 98 and EID 101) that match this query param 
eter. Note that these entries are members of different object 
classes, with entry 98 a member of object class “Depart 
ment” and entry 101 a member of object class “Person”. In 
the approach of FIGS. 2A-C, the same attribute type may be 
represented in many different object class tables Since 
objects from different object classes may contain the same 
attribute type. In Such a System, a query for a particular 
object attribute type may require multiple queries placed 
against each of the object class tables having a column for 
the queried attribute type. For the above example that 
searches for all objects having attribute value “NY” for the 
“State' attribute, each object class table having a column for 
this attribute (i.e., the department class table of FIG. 2B and 
the person class table of FIG. 2C) must be searched. Thus, 
in the present invention, the number of tables (i.e., catalog 
tables) that need to be queried for any particular Search is a 
function of the number of attributes within the search terms. 
Whereas in the system of FIGS. 2A-C, the number of tables 
to be queried increases in correspondence to the number of 
object class tables that has a column for the queried attribute 
type. 

Distinguished Names Table 

0.063. In an embodiment of the invention, a table is 
maintained to track and identify the hierarchical relationship 
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between objects in the DIT 20. This table is hereby referred 
to as the “distinguished name” table. In a present embodi 
ment, the distinguished name table comprises three columns 
having the following characteristics: 

Column Datatype Constraint Description 

EID number Not null Entry ID 
RDN Variable Not null Relative Distinguished Name 

character 
numeric string 

Parent DN Variable 
character 
numeric string 

Not null Parent Distinguished Name 

0064. A distinguished name is a unique identifier that is 
used to refer to an entry unambiguously in the directory 
System. The distinguished name of an entry can be con 
Structed by concatenating the relative distinguished name of 
an entry with the distinguished name of its parent entry. The 
relative distinguished name of an entry is the unique iden 
tifier of an entry within its own level in the DIT. The 
concatenation of the entry's relative distinguished name 
with its parent's distinguished name constructs an identifier 
that is unique within the entire directory System. 

0065 FIG. 7 depicts an example of a distinguished name 
table 700 for the DIT 20 of FIG. 1. The EID column of the 
distinguished name table 700 contains the EID of an entry in 
the DIT 20. The RDN column contains the relative distin 
guished name of that the entry. The Parent)N column 
contains the "parent distinguished name for that entry (i.e., 
the absolute path of the parent entry in the DIT 20). 
0066. In the example of FIG. 7, the relative distinguished 
name for EID 100 is “John Doe,” which is a concatenation of 
the attributes “First Name” and “Last Name” for entry 100. 
The relative distinguished name provides a unique identifier 
for objects at the particular level of the tree that the object 
resides on. Other representations for the relative distin 
guished name of an entry may be utilized within the Scope 
of the present invention. For example, the common name 
(“.cn”) attribute type may be employed as the relative 
distinguished name in Standard LDAP Systems. 

0067. The parent distinguished name for entry 100 is 
“R&D.Oracle,” which is the absolute path of entry 100's 
parent entry in DIT 20 (i.e., entry 99). Thus, the distin 
guished name (and absolute path) of entry 100 is 
“John Doe.R&D.Oracle,” which is the concatenation of entry 
100's relative distinguished name and parent distinguished 

C. 

0068. Note that the parent distinguished name column in 
the preferred embodiment of the invention stores the path 
name of the parent entries in reversed order, So that the 
ParentDN of entry 100 is stored as “Oracle. R&D” (rather 
than “R&D.Oracle”). In other words, the highest corre 
sponding level of the tree is listed first, followed by each 
next-lower level of the tree until the parent node is reached. 
This is Somewhat counter-intuitive Since the parent distin 
guished name is Stored in reverse order to its representation 
in the absolute path for an entry. Many conventional Systems 
do not even Store the entire pathname of an entry or of the 
entry's parent entry. Instead, these other Systems Store only 
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the specific object/entry identifier for the entry's parent. To 
derive the entire path of an entry, these other Systems must 
necessarily follow a chain of object/entry identifiers for 
parent entries until the root node is reached, at which point 
the entire pathname can be constructed. 

0069. Maintaining the full path of the parent distin 
guished name for an entry in a reversed format provides a 
Significant advantage when performing Subtree Searches in a 
DIT. A Subtree search is a search of an entire tree of entries 
beneath an arbitrary node in the DIT. To perform a subtree 
Search in the present invention, a wildcard character is 
utilized to narrow the field of entries in the system to 
particular ones beneath the node to be searched. AS an 
example, consider a search for all entries in DIT20 that are 
in Dept.="R&D and Organization="Oracle” which has a 
Tel No.-"555-1111. This is a Subtree search because it 
Searches for particular entries that are in the tree of entries 
beneath entry 99 in DIT 20. To perform this search in the 
present invention, the database query that is utilized may be 
stated in pseudocode form as follows: “Search for any 
entries in the DIT where Tel. No.-'555-1111 and where 
ParentIDN="Oracle. R&D*,” in which “*” is a wildcard 
symbol. 

0070. By storing the paths in reversed order in the 
distinguished names table 700, the range of entries that must 
be searched for the particular telephone number condition is 
considerably narrowed, since the indexed values can be used 
to find the matching entries. In conventional Systems that 
Store paths in a forward format, the same query may require 
the ParentIDN portion be formatted as follows: 
“*R&D.Oracle,” in which the wildcard symbol appears to 
the left of the parent distinguished name. Formatting the 
wildcard Symbol to the beginning of the Search String in this 
manner may necessitate a full Scan of the Stored data. With 
approaches that do not maintain a full path for the entries, 
this type of Search query cannot be used without performing 
multiple Steps to extrapolate the full pathname of the entry 
or its parent. 

Protocol Compliant Data Storage 

0071. In an embodiment, the result of a query against an 
LDAP directory system returns the requested information in 
a format that is ready to be sent over a network (e.g., in 
LDAP-compliant formats). This can be implemented by 
maintaining a table similar to the attribute store table of 
FIG. 4, but in which the “AttrVal” column contains appro 
priate raw or binary values for attributes of the system 
entries in the desired protocol compliant formats. To provide 
efficient query operations, the information Stored for Search 
ing, Such as the information that is maintained in catalog 
tables, are Stored in an normalized format that is optimized 
for querying and Searching. In this way, multiple entries for 
a particular attribute type may be Stored in various different 
formats while Still allowing full Search capabilities against 
the Stored data. 

0.072 In an alternate embodiment, the protocol compliant 
formats for all attributes of an object can be Stored in a Single 
row of the attribute store table. If a query requires all 
attributes of an object to be retrieved, this allows the acceSS 
of a single row to result in the retrieval of all attributes for 
that object. 

Jul. 28, 2005 

Operational Processes 
0073. The following are operational processes and meth 
ods utilized in an embodiment of the invention: 

0074 A. Define a New Attribute Type 
0075) A new attribute type can be defined by inserting a 
new subschema entry into the attribute store table. Refer 
ring to FIG. 8, the following process actions are performed 
in an embodiment of the invention to define a new attribute 
type: 

0076 1. Select name and/or identifier for the new 
attribute type (802). If the selected name/identifier is 
already being used, then an alternate name/identifier 
must be selected (804). 

0.077 2. Specify the attribute syntax for the new 
attribute type (806). 

0078. 3. Indicate the number of values allows for the 
attribute type (808). In an embodiment, this action 
determines whether an attribute of this type shall 
have only one or whether it may have more than one 
value. 

0079 4. Indicate the attribute kind (e.g., whether the 
attribute type is operational or user) (810). 

0080) 5. Insert new subschema entry into the 
attribute store table having the defined parameters 
for the new attribute type (812). The subschema 
entry should have the correct EID value indicative of 
metadata for defining a new attribute type. 

0081. Other process actions can be additionally per 
formed to define a new attribute type. For example, an 
additional act can be performed to indicate whether the new 
attribute type is a Subtype of a previously defined attribute 
type. Subtypes of a previously defined attribute type inherit 
characteristics from its parent attribute type. Also, the for 
going proceSS can perform an additional action to indicate 
the equality, ordering and/or Substring matching rule(s) for 
the new attribute type. 
0082 B. Modify an Existing Attribute Type 
0083. An existing attribute type can be modified by 
editing the appropriate Subschema entry in the attribute st 
ore table. Referring to FIG. 9, the following process actions 
are performed in an embodiment of the invention to modify 
an existing attribute type: 

0084 1. Select the appropriate subschema entry to 
modify (902). The selected Subschema entry is the 
row in the attribute store table that defines the 
attribute type to be modified. The metadata rows in 
the attribute store table that define an attribute type 
can be indexed in a separate catalog table to facilitate 
the Selection of the appropriate SubSchema entry. 

0085 2. Determine whether the attribute name/iden 
tifier is being modified (904). If the attribute name/ 
identifier is being modified, then Select a new 
attribute name/identifier (906). The name/identifier 
for an attribute must be unique across the Schema 
components. If the Selected attribute name/identifier 
is already being used, then Select an alternate 
attribute name/identifier (908). 
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0.086 3. Modify other attribute parameters (910). In 
an embodiment, a “single valued' attribute type can 
be modified to be a “multi-valued' attribute type, but 
the inverse is not permitted. In an alternate embodi 
ment, a modification from “multi-valued” to “single 
valued' is permitted So long as all existing objects 
comprising the modified attribute type have only a 
Single value for that attribute. 

0087. 4. Save or commit modifications to the Sub 
schema entry in the attribute store table (912). 

0088 C. Delete an Existing Attribute Type 
0089 An existing attribute type can be deleted by delet 
ing the appropriate Subschema entry in the attribute store 
table. Referring to FIG. 10, the following process actions 
are performed in an embodiment of the invention to delete 
an existing attribute type: 

0090) 1. Determine whether the attribute type to 
delete is part of the base schema (1002). Certain 
attributes can be defined as part of the base Schema 
of the database and cannot be deleted from the 
system. If the attribute type is part of the base 
Schema, provide an error message indicating that the 
attribute cannot be deleted (1007). 

0091) 2. Determine whether attribute type to be 
deleted is referenced by any other Schema compo 
nents (1003). An attribute type cannot be deleted if 
it is referenced either directly or indirectly by any 
other Schema component. If the attribute type is 
being referenced, provide an error message indicat 
ing that the attribute cannot be deleted (1007). 

0092) 3. Locate the appropriate subschema entry in 
the attribute store table that corresponds to the 
attribute type to be deleted (1004). 

0093 4. Delete subschema entry from the attribut 
e store table and commit the delete operation 
(1006). 

0094) 5. Delete any catalog tables on the attribute 
type (1008). This may involve DDL operations to 
change the Schema of the database. 

0.095 D. Define a New Object Class 
0096. A new object class can be defined by inserting a 
Subschema entry into the attribute store table that describes 
the new object class. Referring to FIG. 11, the following 
proceSS actions are performed in an embodiment of the 
invention to define a new object class: 

0097. 1. Select an object name and/or identifier for 
the new object class (1102). Determine whether the 
Selected name/identifier for the object class is unique 
across all schema components (1104). If the object 
name/identifier is not unique, then Select an alternate 
object name/identifier. 

0098 2. Indicate which classes this new object class 
is to be a subclass of (1106). Only abstract object 
classes should be Superclasses of an abstract object 
class. The referenced Schema components (e.g., 
Superior object classes, mandatory and optional 
attributes) should already exist. 
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0099 3. Indicate the AttriKind category for the 
object class being defined (1108). 

0100 4. List the mandatory attribute types that an 
entry of the object class shall contain (in addition to 
the mandatory attribute types of its Superior object 
classes) (1110). An optional attribute used in one of 
the Superior object classes can be made mandatory in 
the new object class. 

0101 5. List the optional attribute types that an 
entry of the object class may contain (in addition to 
the optional attributes of its Superior object classes) 
(1112). A mandatory attribute used in one of the 
Superior object classes can not be made optional in 
the new object class. 

0102 E. Modify an Existing Object Class 

0103) An existing object class can be modified by editing 
the appropriate Subschema entry in the attribute store table. 
Referring to FIG. 12, the following process actions are 
performed in an embodiment of the invention to modify an 
existing object class: 

0.104) 1. Select the appropriate subschema entry to 
modify (1202). The selected subschema entry should 
be the row in the attribute store table that defines the 
object class to be modified. The metadata rows in the 
attribute store table that define an object class can be 
indexed in a separate catalog table to facilitate the 
Selection of the appropriate Subschema entry. If the 
definition of the object class has been registered (i.e., 
assigned a name of type object identifier), the object 
class is Static and cannot be modified. 

0105 2. Determine whether the object class name 
and/or identifier is being modified (1204). If the 
object class name/identifier is being modified, then 
select a new object class name/identifier (1206). If 
the Selected object class name/identifier is already 
being used, then Select an alternate object class 
name/identifier (1208). 

0106 3. Modify parameters of the object class 
(1210). A mandatory attribute can be made optional. 
However, a new mandatory attribute cannot be 
added. New optional attributes can be added to the 
definition of the object class. In an embodiment, no 
attribute (mandatory or optional) can be removed. In 
an alternate embodiment, attributes can be removed 
So long as all existing members of the object class do 
not have values for the attributes to be removed. 
More Superior object classes can be added to the 
object class. However, a Superior object class can not 
be removed. An Auxiliary object class can be 
converted to a 'Structural or an 'Abstract object 
class. An Abstract object class can be converted to 
an Auxiliary or a 'Structural object class as long as 
the Abstract object class is not being used as a 
Superior object class of an Abstract object class. 
The type of a 'Structural object class cannot be 
changed. 

0107 4. Save or commit modifications to the Sub 
schema entry in the attribute store table (1212). 
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0108) F. Delete an Existing Object Class 
0109) An existing object class can be deleted by deleting 
the appropriate Subschema entry in the attribute store table. 
Referring to FIG. 13, the following process actions are 
performed in an embodiment of the invention to delete an 
existing object class: 

0.110) 1. Determine whether object class to be 
deleted is part of the base schema (1302). Certain 
object classes are defined as part of the base Schema 
of the database and cannot be deleted from the 
System. If the object class is part of the base Schema, 
provide an error message indicating that the object 
class cannot be deleted (1307). 

0.111) 2. Determine whether the object class to be 
deleted is referenced by any other Schema compo 
nents (1303). An object class cannot be deleted if it 
is referenced either directly or indirectly by any other 
Schema component. If the object class is being 
referenced, provide an error message indicating that 
the object class cannot be deleted (1307). 

0.112. 3. Locate the appropriate subschema entry in 
the attribute store table that corresponds to the 
object class to be deleted (1304). 

0113 4. Delete subschema entry from the attribut 
e store table and commit the delete operation 
(1306). 

0114 G. Generating a Statement in a Database Query 
Language. 

0115) A system and method for generating a statement in 
a database query language for querying LDAP data from 
database tables is disclosed in more detail in copending U.S. 
application Ser. No. Not Yet Assigned, Attorney Dkt. No. 
235/257, entitled “System and Method for Generating a 
Database Query Language Statement', which was filed on 
even day herewith, and which is hereby incorporated by 
reference in its entirety. 

Hardware Overview 

0116 FIG. 14 is a block diagram that illustrates a com 
puter system 1900 upon which an embodiment of the 
invention may be implemented. Computer system 1900 
includes a bus 1902 or other communication mechanism for 
communicating information, and a processor 1904 coupled 
with bus 1902 for processing information. Computer system 
19400 also includes a main memory 1906, such as a random 
access memory (RAM) or other dynamic Storage device, 
coupled to bus 1902 for storing information and instructions 
to be executed by processor 1904. Main memory 1906 also 
may be used for Storing temporary variables or other inter 
mediate information during execution of instructions to be 
executed by processor 1904. Computer system 1900 further 
includes a read only memory (ROM) 1908 or other static 
storage device coupled to bus 1902 for storing static infor 
mation and instructions for processor 1904. Astorage device 
1910, Such as a magnetic disk or optical disk, is provided 
and coupled to bus 1902 for storing information and instruc 
tions. 

0117 Computer system 1900 may be coupled via bus 
1902 to a display 1912, such as a cathode ray tube (CRT), 
for displaying information to a computer user. An input 
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device 1914, including alphanumeric and other keys, is 
coupled to bus 1902 for communicating information and 
command selections to processor 1904. Another type of user 
input device is cursor control 1916, Such as a mouse, a 
trackball, or cursor direction keys for communicating direc 
tion information and command selections to processor 1904 
and for controlling cursor movement on display 1912. This 
input device typically has two degrees of freedom in two 
axes, a first axis (e.g., X) and a Second axis (e.g., y), that 
allows the device to Specify positions in a plane. 

0118. The invention is related to the use of computer 
system 1900 for the storage and access of object-oriented 
Structures in a relational database System. According to one 
embodiment of the invention, such use is provided by 
computer system 1900 in response to processor 1904 execut 
ing one or more Sequences of one or more instructions 
contained in main memory 1906. Such instructions may be 
read into main memory 1906 from another computer-read 
able medium, such as storage device 1910. Execution of the 
sequences of instructions contained in main memory 1906 
causes processor 1904 to perform the process Steps 
described herein. One or more processors in a multi-pro 
cessing arrangement may also be employed to execute the 
sequences of instructions contained in main memory 1906. 
In alternative embodiments, hard-wired circuitry may be 
used in place of or in combination with Software instructions 
to implement the invention. Thus, embodiments of the 
invention are not limited to any specific combination of 
hardware circuitry and Software. 
0119) The term “computer-readable medium' as used 
herein refers to any medium that participates in providing 
instructions to processor 1904 for execution. Such a medium 
may take many forms, including but not limited to, non 
Volatile media, Volatile media, and transmission media. 
Non-volatile media includes, for example, optical or mag 
netic disks, such as storage device 1910. Volatile media 
includes dynamic memory, such as main memory 1906. 
Transmission media includes coaxial cables, copper wire 
and fiber optics, including the wires that comprise bus 1902. 
Transmission media can also take the form of acoustic or 
light waves, Such as those generated during radio wave and 
infrared data communications. 

0120 Common forms of computer-readable media 
include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punch cards, paper tape, any other 
physical medium with patterns of holes, a RAM, a PROM, 
and EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier wave as described hereinafter, or any 
other medium from which a computer can read. 
0121 Various forms of computer readable media may be 
involved in carrying one or more Sequences of one or more 
instructions to processor 1904 for execution. For example, 
the instructions may initially be carried on a magnetic disk 
of a remote computer. The remote computer can load the 
instructions into its dynamic memory and Send the instruc 
tions over a telephone line using a modem. A modem local 
to computer system 1900 can receive the data on the 
telephone line and use an infrared transmitter to convert the 
data to an infrared signal. An infrared detector coupled to 
bus 1902 can receive the data carried in the infrared signal 
and place the data on bus 1902. Bus 1902 carries the data to 



US 2005/0165807 A1 

main memory 1906, from which processor 1904 retrieves 
and executes the instructions the instructions received by 
main memory 1906 may optionally be stored on storage 
device 1910 either before or after execution by processor 
1904. 

0.122 Computer system 1900 also includes a communi 
cation interface 1918 coupled to bus 1902. Communication 
interface 1918 provides a two-way data communication 
coupling to a network link 1920 that is connected to a local 
network 1922. For example, communication interface 1918 
may be an integrated services digital network (ISDN) card 
or a modem to provide a data communication connection to 
a corresponding type of telephone line. AS another example, 
communication interface 1918 may be a local area network 
(LAN) card to provide a data communication connection to 
a compatible LAN. Wireless links may also be implemented. 
In any such implementation, communication interface 1918 
Sends and receives electrical, electromagnetic or optical 
Signals that carry digital data Streams representing various 
types of information. 
0123 Network link 1920 typically provides data com 
munication through one or more networks to other data 
devices. For example, network link 1920 may provide a 
connection through local network 1922 to a host computer 
1924 or to data equipment operated by an Internet Service 
Provider (ISP) 1926. ISP 1926 in turn provides data com 
munication Services through the World wide packet data 
communication network now commonly referred to as the 
“Internet 1928. Local network 1922 and Internet 1928 both 
use electrical, electromagnetic or optical signals that carry 
digital data Streams. The Signals through the various net 
works and the signals on network link 1920 and through 
communication interface 1918, which carry the digital data 
to and from computer system 1900, are exemplary forms of 
carrier waves transporting the information. 
0.124 Computer system 1900 can send messages and 
receive data, including program code, through the net 
work(s), network link 1920 and communication interface 
1918. In the Internet example, a server 1930 might transmit 
a requested code for an application program through Internet 
1928, ISP 1926, local network 1922 and communication 
interface 1918. In accordance with the invention, one Such 
downloaded application provides for the Storage and repre 
Sentation of object-oriented data in a relational database 
System. 

0.125 The received code may be executed by processor 
1904 as it is received, and/or stored in storage device 1910, 
or other non-volatile Storage for later execution. In this 
manner, computer system 1900 may obtain application code 
in the form of a carrier wave. 

0.126 In the foregoing specification, the invention has 
been described with reference to specific embodiments 
thereof. It will, however, be evident that various modifica 
tions and changes may be made thereto without departing 
from the broader spirit and scope of the invention. The 
Specification and drawings are, accordingly, to be regarded 
in an illustrative rather than restrictive Sense. 

1-23. (canceled) 
24. A System for representing data in a relational database 

comprising: 

a database table comprising a plurality of rows, 

data Stored in a first row of Said database table, and 

Jul. 28, 2005 

metadata Stored in a Second row of Said database table, 
Said metadata comprising definition data for said data 
stored in said first row. 

25. The system of claim 24, wherein said data comprises 
an attribute name defined by Said metadata. 

26. The System of claim 24, wherein Said data comprises 
an attribute value. 

27. The system of claim 26, wherein said definition data 
comprises parameter data for Said attribute value. 

28. The system of claim 24, further comprising data stored 
in a third row of said database table, wherein said definition 
data of Said metadata Stored in Said Second row describes 
Said data Stored in Said third row. 

29. The system of claim 24, further comprising additional 
data Stored in Said first row for indicating modification 
privilege associated with Said data. 

30. The system of claim 24, further comprising additional 
data Stored in Said Second row for indicating modification 
privilege associated with Said metadata. 

31. A method for representing data in a relational database 
comprising: 

Storing data in a first row of Said database table; and 
Storing metadata in a Second row of Said database table, 

Said metadata comprising definition data for said data 
stored in said first row. 

32. The method of claim 31, wherein said data comprises 
an attribute name defined by Said metadata. 

33. The method of claim 31, wherein said data comprises 
an attribute value. 

34. The method of claim 33, wherein said definition data 
comprises parameter data for Said attribute value. 

35. The method of claim 31, further comprising storing 
data in a third row of Said database table, wherein Said 
definition data of Said metadata Stored in Said Second row 
describes Said data Stored in Said third row. 

36. The method of claim 31, further comprising storing 
additional data in Said first row for indicating modification 
privilege associated with Said data. 

37. The method of claim 31, further comprising storing 
additional data in Said Second row for indicating modifica 
tion privilege associated with Said metadata. 

38. A computer program product having a medium and a 
Set of instructions Stored within Said medium, wherein an 
execution of Said Set of instructions by a processor causes a 
process to be performed, Said proceSS comprising: 

Storing data in a first row of Said database table; and 
Storing metadata in a Second row of Said database table, 

Said metadata comprising definition data for said data 
stored in said first row. 

39. The computer program product of claim 38, wherein 
Said data comprises an attribute name defined by Said 
metadata. 

40. The computer program product of claim 38, wherein 
Said data comprises an attribute value. 

41. The computer program product of claim 40, wherein 
Said definition data comprises parameter data for Said 
attribute value. 

42. The computer program product of claim 38, wherein 
Said process further comprises Storing data in a third row of 
Said database table, wherein Said definition data of Said 
metadata Stored in Said Second row describes Said data 
stored in said third row. 
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43. The computer program product of claim 38, wherein 
Said process further comprises Storing additional data in Said 
first row for indicating modification privilege associated 
with Said data. 

44. The computer program product of claim 38, wherein 
Said process further comprises Storing additional data in Said 
Second row for indicating modification privilege associated 
with Said metadata. 

45. A method for representing object-oriented entities in 
a relational table comprising: 

Storing attribute information for attributes of an object in 
a database table; and 

generating one or more catalog tables associated with Said 
database table, each of Said one or more catalog tables 
corresponding to one of Said attributes. 

46. The method of claim 45, wherein said object com 
prises a directory information object. 

47. The method of claim 46, wherein said directory 
information object comprises LDAP information. 

48. The method of claim 46, wherein said directory 
information object comprises X.500 information. 

49. The method of claim 45, wherein said one or more 
catalog tables each comprises a row identifying an object 
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identifier that correlates to an attribute value that is associ 
ated with one of Said attributes. 

50. A method for representing object-oriented entities in 
a relational table comprising: 

Storing attribute information for attributes of objects in a 
database table; and 

Storing identification data in a distinguished name table, 
Said identification data identifying unique System iden 
tification names for Said objects. 

51. The method of claim 50, wherein said distinguished 
name table identifies full paths of parent objects for Said 
objects. 

52. The method of claim 51, wherein said full paths of 
parent objects are Stored with higher hierarchical levels of 
the paths listed before lower hierarchical levels of the paths 
of Said parent objects. 

53. The method of claim 50, wherein said identification 
data from Said distinguished name table identifies relative 
distinguised names of Said objects. 


