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the device in accordance with a state of the device, and sav-
ing the determined security level.
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DESCRIPTION
SECURITY MANAGEMENT METHOD AND APPARATUS, AND SECURITY

MANAGEMENT PROGRAM

TECHNICAL FIELD

The present invention relates to, e.g., a document
management system and, more particularly, to a secure
document system which performs integrated security
management for documents handled by a personal computer,
server, output device, and input device, which are
connected via a network, i.e., a security management

method and apparatus, and a security management program.

BACKGROUND ART

As a measure taken to prevent leak of
confidential information from a computer network, a
secure document system is known. The secure document
system unifies management of a PC and inpuf/output
devices connected to a network, and secure data handled
by them. The secure document system has a security
management server that performs access right management.
Upon accessing encrypted secure data by the PC or
input/output device connected to the network, a main
body that accesses, for example, a secure applicatiqn,
secure printer, or the like musf be authenticated by
the security management server as needed.

For this reason, in order to access encrypted
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secure data, the main body of access must be able to
access the security management server. Even if secure
data is brought outside thé secure document éystem,
since authentication of the server cannot berbtained,
that secure data cannot be accesséd. The security
management server can unify management of all the
access states and éccess histories of PC, application,
and input/output devices which access secure data.

However, dne often wants to bring secure data
outside the secure document system and to use them
there. As a solution, a so-called remote access method
of accessing the security management server from the
place the user has gone via a telephone line to acquire
authentication is known (see Japanese Patent Laid-Open
No. 2002-366314). |

However, upon accessing the secure document
system using remote access, the security management
server must permit external accesses such'as the
telephone line aﬁd the like. Such remote access poses
a problem in terms of security, i.e., protection
against computer viruses, invasion, and the like.

Furthermore, for the secure document system,
advanced management by means of an administrator and
the like, management appératus, management program, and
the like is an option. However, an apparatus such as a
personal computer and the like which tries to access

the security management server is separated from the
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secure document system and has a low security level.
For this reason, when such apparatus is granted access
right or processing right of the same level as that of
the apparatus which belongs to-the secure document
system, leak of confidential information or the like
occurs, thus undermining security.

More specifically[ the operability and
convenience lower if security improves, and vice versa.
Hence, it is difficult to meet these two conflicting

requirements at the same time.

DISCLOSURE OF INVENTION

The present invention has been made in
consideration of the above prior arts, énd can provide
convenience corresponding to the current degree of
security by changing limitations on processing for
secure data to be protected in accordance with the
situation of an apparatus which handles the secure data.
Hence, it is an object of the present invention to
provide a security management method and apparatus and
a security management program, which can prevent
convenience from excessively diminishing so as to
maintain security in a situation in which confidence is
easy to hold, and can prevent convenience from
increasing by undermining security in a situation in
which confidence is easy to leak.

In order to achieve the above object, the present
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invention comprises the following arrangement.

A security management program for controlling
access to target data in accordance with a security
level of a device and an access right of a user,
comprises:

a user authentication step of setting the access
right of the user with reference to a saved user
authentication history when access to an authentication
server cannot be made; and

a security level setting step of determining a

" security level of the device in accordance with a state

of the device, and saving the determined security level.

Alternatively, -a security management program
comprises: -

a security level setting step of determining a
security level of a device in accordance with a state
of the device, and saving the determined security
level; and |

a control step of controlling access to target
data in accordance with the security level and an
access right of a user.

Alternatively, a security management apparatus
comprises:

determination means for determining whether or
not access to a security management server can be made;

edit means for éditing secure data based on

access right information from the security management
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server when the determination means determines that
access to the security management server can be made;
and

output means fér outputting the secure data in
accordance with a state of a device when the
determination means determines that access to the
security management server cannot be made.

With the above arrangement, by changing
limitations of processing on secure data to be
protected in accordance with the situation of an
apparatus which handles the secure data, convenience
corresponding to the current degree of security can be
provided. For this reason, the convenience can be
prevented from excessively diminishing éo as to
maintain security in a situation in which confidence is
easy to hold, or can be prevented from increasing by
undermining security in a situation in which confidence
is easy to leak.

Other féatures and advantages of the present
invention will be apparent from the following
description taken in conjunction with the accompanying
drawings, in which like reference éharacters designate
the same or similar parts throughout the figures

thereof.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated
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in and constitute a part of the specification,
illustrate embodiments of the invention and, together
with the description, serve to explain the principles
of the invention.

Fig. 1 is a block diagram showing an example of
thé arrangement of a secure document system to which

the present invention is applied;

Fig. 2 shows an example of the internal structure

of secure data of the secure document system to which
the present invention is applied;

Figs. 3A and 3B show an example of secure
management data stored in a security management server
of the secure document system to which the present
invention is applied;

Fig. 4A is a view showing an online
authentication mechanism between the security
management server and a security module in the secure
document system to which the present invenfion is
applied;

Fig. 4B is a view showing an offline
authentication mechanism between the security
management server and security module in the secure
document system to which the present invention is
applied;

| Figs. 5A and 5B are views showing the
determination state of security levels of devices:;

Fig. 6 is a chart showing an example of a
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document workflow suited to an embodiment of the
present invention;

"Fig. 7 shows an example of an authentication UI
and operation selection Uls;

Fig. 8 shows an example of a file registration UI
and an e-mail message to a user who hés an "approval"
access right;

Fig. 9 shows an example of a file approval UI and
security level-dependent processing table template
selection UI;

Figs. 10A and 10B show examples of a security
level processing confirmation UI of a template;

Fig. 11 shows an example of a processing change
UI; |

Figs. 12A and 12B show examples of a template
registration UI;

Fig. 13 shows an example of a file acquisition
UI; '

Fig. 14 is a view showing an example of a
processing limitation state in print processing based
on a security level-dependent processing table appended
to secure data;

Fig. 15 is a view showing an example
(modification example) of a processing limitation state
in print processing based on a security level-dependent
processing table appended to a security module;

Figs. 16A and 16B are views showing an example in
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which security levels are assignéd to secure output
devices;

Fig. 17 is a view showing an example of a direct
print state;

Figs. 18A and 18B are views showing an example of
an output to a device other than the secure output
device in éperation;

Figs. 19A and 19B are views showing an  -example of
position information recognition based on RFIDs;

Figs.IZOA, 20B, and 20C are views showing an
example of authentication based on the RFID;

Fig. 21 is a flowchart showing an example of a
user authentication sequence by a security module;

Fig. 22 is a flowchart showing an'example of a
file registration sequence by the security module;

Fig. 23 is a flowchart showing an example of a

file registration sequence by the security module;

Fig. 24 is a flowchart showing an example of a
file approval sequence by the security module;

Fig. 25 is a flowchart showing an example of a

file acquisition sequence by the security module;

Fig. 26 is a flowchart showing an example of a
secure data open processing sequence by a secure
application;

Fig. 27 is a flowchart showing a secure data

‘print processing sequence by the secure application;

Fig. 28 shows an example of a user authentication
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history table saved and managed by the security module;
and

Fig. 29 is a flowchart showing a security level
determination sequence accordingito the fifth

embodiment.

BEST MODE FOR CARRYING OUT THE INVENTION
[Definition]

Prior to a description of preferred embodiments,
some terms will be defined. Secure data is encrypted
and protected data. A secure application is an
application program which has an encryption function
and decryption function of processing the secure data.
A secure output device is an output device such as a
printer or the like, which has a decryption function of
decrypting the secure data. A secure input device is
an input device such as a scanner or the like which has
an encryption function of converting inpuf data into
secure data. A security module is a program module
which has a user authentication request function and
security level setting_function described in this
embodiment. The security module is used by the secure
application or the like in a computer. Also, the
security module is often used by the secure input and
output devices. A security management server is a
server which executes management of the user's access

right and secure data, processing required for the
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management, and the like. A secure document system is
a document processing system which includes a computer
on which the secure application has been installed, the
secure input device, the secure 6utput device, and the
secure management server, and the like, distributes
document data as secure data, and executes processing
such as edit, printing, and the like of the document
data.

[First Embodiment]

An embodiment according to the present invention
will be described in detail hereinafter with reference
to the accompanying drawings. Figs. 1 to 4B show an
example of the arrangement of a secure document system
which implements processing for 1imitin§ the processing
contents for secure data in accordance with a sécurity
level according to the present invention.
<Arrangement of Secure Document System)

Fig. 1 shows a constituent range of é secure
document system to which the present invention is
applied. This system comprises at least one of a
secure output device 105 which is connected to a
network 107 and can access secure data 102, a secure
application 103 and security module 108 installed in a
host device (or host computer) 101, and a secure input
device 106, and a security management server 104
connected to these devices 103, 105, and 106. Note

that the connection relationship shown in Fig. 1 is an
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illustrative example, and a physical network has a
structure such as a bus architecture, star architecture,
or the like. The security management serverv104 can be
accessed not only by the secure butput device 105 but
also the secure input device 106 and host computer 101.
Even when the secure management server 104 is connected
to the secure input device 106 and host device 101,
this server forms the secure document system to which
the present invention is applied. The secure
application 103 and security module 108 need not always
be instélled in the host device 101, and they may be
installed in the secure output device 105 and secure
input device 106. The secure application 103 and
security module 108, the secure output device 105, and
the secure input device 106 can access encrypted secure
dafa 102 and can be authenticated by the security
management server 104.

The security management server 104 séves and
manages registered secure data'loz, and élso saves and
manages secure management data 109 and an access right
management table 304. The secure‘data 102 is read out
by each of the devices on the secure document system.
For example, in Fig. 1, the host device 101 reads out a
copy of the secure data 102 and saves it in its storage
or the like. The security module 108 monitors the
security level of the device in which it is installed,

and issues an operation instruction to the security



WO 2006/095879 PCT/JP2006/304812

10

15

20

25

12

management server 104. The user can perform operations
and processing such as inspection, editing, printing,
and the like using the secure application 103. These
operations and processing are 1imited by a security
level acquired by the security application 103 from the
security module 108.

The secure application 103 and secure output
device 105 have a function of decrypting the secure
data. Decryption is implemented using a decryption key,
which may be provided by, e.g., the security management
server 104, or another key server or the like, or may
be saved and managed by the host device 101 itself.

The same applies to an encryption key.
{Secure Data>

Fig. 2 shows an example of the internal structure
of the secure data 102 of Ehe secure document system to
which the present invention is applied. The secure
data 102 is enérypted, and has at least tﬁo types of
fields, i.e., a data ID field 201 and real data field
202. This data ID field 201 is assigned in a unit
managed by the security management server 104, and need
not always have one-to-one correspondence with the file
name of the secure data 102. If the file names are the
same, different data IDs can be assigned. The contents
of the real data field 202 may contain a document,
image, video, or the like. The secure data itself 102

is'encrypted. For this reason, the secure application
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103 and security module 108, the seéure output device
105, the secure input device 106, and the security
management server 104 cannot access the real‘data field
202. In order to specify the seéqre data 102 by the
data ID 201, the data ID 201 may be plaintext. In this
embodiment, the secure data 102 further includes a
security level-dependent processing table 203. The
security leveljdependent processing table 203 describes
processing contents (or processing limitations or
restrictions) depending on the security levels of
respective devices. The security level-dependent
processing table 203 includes an edit table 204,
inspection table 205, and print table 206. These
tables respectively register data indicéting
restrictions in the edit processing, those in the
inspection processing, and those in the print
processing in correspondence with security levels 1 to
5. In this embodiment, security level "l“lis a state
in which the security level of the device of interest
is low, and security level "5" is a state in which the
security level of the device of interest is high. Note
that the security level is assigned in the sequence
shown in Fig.. 21 or 29. The processes of respectivé
devices are restricted in correspondence with the
security levels registered in the edit table 204,
inspection table 205, and print table 206. Taking the

inspection table 205 as an example, if the security
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level of the device of interest is currently "5", for
example, the secure application installed in that
device can decrypt and inspect the secure data intact.
If the security level of the deVice of interest is
currently 54", a watermark "for internal use only" is
always appended upon inspection. If the security level
of the device of interest is currently f3", private
information and detailed information are masked and not
displayed upon inspection. If the security.level of
the device of interest is currently "2", data is always
converted into thumbnail data upon inspection. If the
security level of the device of interest is currently
"1", inspection is not permitted. In this way, if the
security level of the device of interéét is "4" or 1ess,
inspection of decrypted original data in a plain state
as normal display is not allowed. Restrictions are
placed in the same manner as in printing. However,
restrictions different from those in the inspection
processing can be éet. In the example of Fig. 2, if
the security level is "2", only a table of contents and
topic are allowed to be printed. Note that
restrictions that do not display or print a part of
data can be realized by defining in advance parts to be
restricted for reépective restriction contents. For
example, a region of "private information", that of
"detailed information", those of "table of contents"

and "topic", and the like can be defined in secure data
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which has been converted into plaintext data. More
specifically, region definition information indicating
each region, and region information‘indicatiﬁg the
region type of each region mayﬂbe appended to secure
data in correspéndence with each other.

{Secure Management Data)

Figs. 3A and 3B show an example of the secure
management data 109 and user management data (aécess
right management table) 304 stored in the security
management server 104 of the sécure documeht system to
which the present invention is applied. The security
management server 104 stores the secure management data
109 which has one-to-one correspondence with each
secure data 102. The secure management‘data 109
basically has fwo types of fields, i.e., a data ID
field 301 and access log storage field 302. Hence,
secure management data exist as many as all secure data
102 assigned to data IDs in the secure dodument system.
The data ID field 301 corresponds to the data ID field
201 of the secure data 102, and has the same ID as that
of the associated secure data 102. An access log
storage field 303 stores access states of the secure
application 103 and security module 108, the secure
output device 104, and the secure input device 105 to
the secure data 102 as log data.

In the user management data 304, data indicating

access rights are associated with user IDs. This user
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management data 304 registers data (access permission
classes) 306 indicating the classes of access rights
for respective user IDs 305. The user's accéss right
is determined based on information in this user
management data 304. Note that each access permission
class 306 is information indicating permitted
processing contents. For example, the access
permission classes 306 include an editorial right
required to edit or copy the secure data 102 (e.g., to
save secure data (digital file) in a storage device
connected to a PC), an inspection right required for
display processing, an approval right required to
approve registration of new secure data and saving
after editing, and a management right fbr management.
These rights may be exclusive but they have inclusive
relations in this embodiment. The access permission
classes 306 store codes according to classifications of
these processes. For example, when secure'data
acquired by a user who has an editorial right is to be
output or modified, the security level-dependent table
203 associated with that secure data is referred to.
Practical processing permitted to a given user is
determined, and that user is permitted to execute only
the permittéd processing.

Note that when user authentication is password
authentication, a password corresponding to each user

ID is saved, and is used to collate passwords upon
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authentication.
<Overview of Authentication Sequence Example)>

Figs. 4A and 4B show an authentication mechanism
among the security management server 104, and the
security application 103 and security module 108, and
the secure input and output devices in the secure
document system to which the present invention is
applied. Fig. 4A shows a sequence when access to the

security management server can be made, and Fig. 4B

shows a sequence when access to the security management

server cannot be made.

When the user wants to make an operation such as
editing, printing, or the like of the encrypted secure
data 102, he or she inputs an operation'instruction 401
corresponding to the - -operation he or she wants to make
to a user interface (UI) provided by the secure
application 103, secure output device 105, secure input
device 106, or security module 108. At this time, the
user designates a user ID 302and the secure data 102,
and also designates a password.403 which specifies that
user. As for items such as user authentication,
selection of processing, and the like, which are
independent.from attributes and the like of individual
data or an application or device that handles such data
upon handling the secure data, inputs are made via a
user interface provided by the security module 108, as

shown in Figs. 7 and 8 and the like (to be described
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later). Also, as for items such as an edit opgration,
print settihg, input setting, and the like, which
depend on the attribﬁtes or the like of individual data
or a device or application that handles such data,
inputs are made via a usef interface provided by the
secure application 108, secure input device 106, or
secure outpﬁt device 105. In Figs. 4A and 4B, the

secure application 103 is explained as a representative.

‘However, if the secure application 103 is replaced by

the secure input device 106 or secure output device 105,

" the following description similarly applies. Figs. 4A

and 4B will explain a case wherein the user inputs
secure data recorded on a recording medium or the like
to the secure doéument system or a case‘wherein new
secure data is created by the secure application. When
existing secure data managed by the security management
server 104 is used, since the secure data 102 is saved

in the security management server 104, it is never

input by the user.

Referring to Fig. 4A, the secure application 103
and security module 108, which have received the user
ID 402 together with the password 403and secure data
102, extract a data ID from the data ID field 201 of
the secure data 102 (404), and issue an operation
authentication request 405 to the security management
server 104. At this time, the user ID 402 and a

password or data 403 derived from the password are
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passed to the security management server 104. The
security management server 104 checks with reference to
the user management data 304 based on these bieces of
information whether not the corresponding user ID is
registered. If.the corresponding user ID is registered,
the security management server 104 reads the access
right of that user (407). If the user ID is registered,
and password authentication has succeeded,
aufhentication is successful. 1In fhis case,Athe
security management server 104 returns an access
permission 408 to the security module 108 together with
the read access right (information indicating the
access‘right) (409). The security application 103 and
security module 108, the secure output aevice 105, or
the secure input device 106, which receive or receives
authentication, execute or executes an operation
according to an instruction 415 from the user (410),
and issue or issues an operation completidn message
(411). This operation completion message is sent to
both the user and security management server 104. By
issuing the user ID 402, a data ID 406, and’an
operation completion message 412 to the security
management server 104, the access log in the access log
storage field 302 of the secure management data 109
stored in the security management server 104 is updated
(413). By iésuing the secure data 102 that has

undergone the operation to the user together with the
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operation completion message 412, the operation

- instructed by the user is completed (414).

On the other hand, when access to the security
management server 104 cannot be made, the sequence in
Fig. 4B is executed. The security module 108 which
receives the user ID 402 and password 403 performs user
authentication with reference to pre-stored
authentication history information (421). The
authentication history information saves at least a
pair of user ID and access righf information. After
the access right information is acquired, the
subsequent sequence is the same as that in Fig. 4A.

Fig. 28 shows an example of authentication
history information 2800. The authentiéation history
information includes a user ID 2801, granted access
right 2802, and authentication date and time 2803. If
password authentication is made, the information
includes a password.

{Security Level)

Security level determination states of respective
devices will be described below using Figs. 5A and 5B.
In this embodiment, a security level is not permanently
assigned, but it is determined by the security module
108 depending on the situation of the device (i.e.,
information which is input to that device and indicates
status). An example of information indicating the

status of the device includes:
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(1) information indicating whether or not the
security module 108 that resides in each device can
access the security management server 104 (501);

(2) the type of access right in user
authentication (502);

(3) the current position information of each
device acquired from a GPS 503, scheduler software or a
database 504, or an on/off office record 505;

(4) information indicating whether or not virus
check software 506 is installed in each device; and

(5) RFID authentication 509 (to be described

later in the fifth embodiment).

The above pieces of information are used as
decision factors of security level. Whén access to the
security management server 104 cannot be made, user
authentication cannot be executed. In this case, user
authenticafion is executed using past authentication
information 510. In this embodiment, when neither
authentication by the security management server nor
authentication based on the past authentication
information (the same as authentication hisfory
information) are performed, it is impossible to access
secure data. By setting an opération which lowers the
security level when authentication has failed, the
security level is used when authentication has failed,

and access to secure data can be implemented while

maintaining high security.
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The security module 108 holds a deducted/added
point contents table 512 (Fig. 5B). The deducted/added
point contents table 512 describes how to increase or
decrease the security level depehding on the states of
decision factors 501 to 510 of the security level. The
security module 108 increases or decreases the security
level by comparing the states obtained from the

decision factors 501 to 510 with the deducted/added

point contents table 512. Also, a plurality of

deducted/added point contents tables 512 may be held in
correspondence with access rights granted to the users,
and the deducted/added point contents table may be
switched in accordance with the access right. Or given
points may be deducted according to the.access right.
In this embodiment, the latter processing is done.

Fig. 6 shows an example of a secure document
workflow to which the present invention can be suitably
applied. In the present invention, a user'who has an
approval access right can make approval, registration,
secure data acquisition, and print processing. A user
who has an editorial access right can make registration,
secure data acquisition, and print processing.
Furthermore, a user who has an inspection access right
can make only secure data acquisition and print
processing. Also, a management right to manage the»
sécurity management server 104 exists as another access

right.
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A user 601 who has an editorial or approval
access right generates secure data 102 at a device 611.
The user 601 whp has the editorial or approval access
right registers the genérated seéure data 102 using a
device 612, and a user 602 who has an approval access
right makes approval processing of that data. Only
after these processes, the secure data 102 is managed
by the security management server 104. A user 603 who
has any of instruction, editorial, and approval access
rights can inspect and print the secure data 102
managed by the security management server 104 by
performing file acquisition processing using a device
613. Of course, the devices 611, 612, and 613 may be a
single device. The secure data 102 whiéh has been
acquired and edited by the user 601 who has the
editorial or approval access right must undergo the
approval processing.again by the user 602 who has
approval access right.

Fig. 21 is a flowchart showing an example of the
security level determination sequence by the security
module 108 in this embodiment. The sequence shown in
Fig. 21 may be executed by an interrupt in response to
an event that changes the security level or may be
executed periodically. Put differently, the security
level must be maintained in correspondence with the
latest state.

The secﬁrity level is stored at a predetermined
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location of a storage unit in é device on which the
security module runs. At that storage location, “5"‘is
stored as the security level (52101). It is then
chécked if access to the security management server 104
is currently made (S2102). If access cannot be made, a
given value (e.g., 3) is deducted from the security
level (S2103). It is checked with reference to a user
authentication flag if user authentication has
succeeded (S2104). The user authentication flag is set
to indicate the fact that user authentication by the
security management server 104 has succeeded in a
sequence shown in Fig. 22 or the like (to be described
later). If authentication has succeeded, the security
level is decreased in accordance with the type of
authentication, i.e., the obtained access right. For
example, if the access right is "inspection", a
predetermined value (e.g., 1) is deducted from the
security level (S2105). Furthermore, the éurrent
position is obtained based on the scheduler, GPS, 6r
on/off office record (S2106), and it is checked if thét
position falls within a predetermined range (e.g., in
the office) (S2107). If the current position falls
outside the predetermined range, a predetermined value
(e.g., 1) is deducted from the security level
accordingly (S2108). On the other hand, if it is
determined with reference to the authentication flag

that authentication has failed, a lowest value is given
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Note that the current position of the device is
given by that measured by the GPS if the GPS is mounted
on the device. If the scheduler is installed in the
device, whether or not the device falls within the
predetermined range can be determined based on a
description of a destination or the like in that
scheduler. The on/off office record can be recorded
using an RFID tag like in the fifth embodiment.
<{User Authentication Processing Sequence)>

The state of an operation of the user in the
secure document workflow shown in Fig. 6 and the state
of appending the security level-dependent processing
table 203 to secure data will be described below using
Figs. 7 to 13 showing user interfaces displayed by the
security module.lOB. Fig. 7 shows a user inferface
displayed by the security module 108 to be
authenticated by the security management sérver 104.
When the secure application 103 or the like is launched,
the secure module 108 called by that appliéation
displays that user interface.

The user inputs a user ID 702 and password 703 to
an authentication UI 1701 and presses an authentication
button 704. In response to this operation, the
security module 108 communicates with the security
management server 104 to perform an authentication

operation. Also, the security server 108 saves the
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user ID 702, the password 703, and the user's access
fight granted by the security management server 104 to
have the authentication result as past authentication
history information. When the sécurity module 108
cannot be connected to the security management server
104, it performs éuthentication according to the past
authentication history information. In this case, the
security level decreases. If the user wants to cancel
authentication, he or she can press a cancel button 705.
When authentication by the security management
server 104 has succeeded, a processing selection window
706 is displayed. From the processing selection window,
processing buttons of "file acquisition" 707,
"registration" 708, "approval" 709, and.“end" 710 can
be selected. The operation of the user who has an
editorial or inspection access right is limited. For
this reason, processing buttons that cannot be executed
are grayed out. Since the user who has an'editorial
access right caﬁnot execute approval processing, the
button used to select the appfoval processing is grayed
out (711). Since the user who has an inspection access
right cannot execute two types of processing, i.e.,
registration processing and approval processing, the
buttons used to select them are grayed out (712). The
"end" button 710 is used to notify the security
management server 104 of the end of authentication, and

to clear the processing selection UI 706 from the
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screen.
Fig. 22 is a flowchart showing an example of the
user authentication sequence by the security.module 108
installed in the computer. When the user inputs his or
her user ID and password on the user interface (S2201),
the security module 108 checks if access to the
security management server 104 can be ﬁade (S2202).
For example, if the security module 108 attempts to
issue a user authentication request to the security
management server 104 and if no response returns, it
determines that access cénnot be made; otherwise, it
determines that access can be'made. If access can be
made, the security module 108 receives an access right
level (access right information) according to the uéer
ID from the security management server 104 (S2203).
The security module 108 saves that access right |

information as the access right of the user of interest.

Also, the security module 108 appends the user 1D,

password, access right information, and authentication
date and time to authentication history information 510,
and saves that information in a local storage device of
that device, i.e., in a removal storage medium such as
a flash memory or the like (S2204). In addition, the
security module 108 records using, e.g., the user
authentication flag or the like, that user
authentication has been made (S2205). Finally, the

secﬁrity module 108 displays a user interface
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corresponding to the acquired access right, as shown in
Fig. 7 (S2206). On the other hand, if access to the
security management server 104 cannot be made, the
security module 108 refers to a past access right table,
i.e., authentication history information 510 (S2207).
The security module 108 checks based on the input user
ID and password if user authentication has beeﬁ done
within a predetermined period of time (e.g., one week)
in the past (S52208). If user authentication has been
done in association with the input user ID within the
predetermined period of time in the past, the security
module 108 reads the corresponding access right from
the authentication history information 510and saves it
as the access right of the user of intefest (S2209).
When the access right of that user is to be referred to,
the access right information saved in step S$2203 or
S2209 is referred to. .On the other hand, if it is

determined in step S2208 that no authentication has

been done, the security module 108 records using, e.g.,

the aforementioned user authentication flag or the 1like
that user authentication has failed (S2210).
<Example of File Registration Sequence>

Fig. 8 shows a file registration UI window 801
displayed by the security module 108 upon pressing of
the registration processing button 708 in Fig. 7. The
user describes generated secure data in a file name

field 802, and designates a user who has an approval
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access right in a destination field 803. When the user
wants to send an e-mail message to the destination, he
or she checks a check box 804 of the file registration
UI window 801. The user describés a special
instruction and the like in a comment field 805. No
description is required if there is no comment. Upon
pressing of a registration button 806, the approval
processing is entrusted to the user who has the
approval access right. At this time, the.seéure data
is temporarily saved in the security management server
104. If the user wants to cancel registration, he or
she can press a cancel button 807. When the user
checks the check bdx 804 to send an e-mail message, an
e-mail message example 808 is sent to the user who has
the approval access right designated in the destination
field 803. The e—mail message describes the file name
802, comment 805, and the like.

Fig. 23 is a flowchart showing an exémple of the
flow of the file registration sequence by the security
module 108. Upon pressing of the registration button
708 on the window 712 or the like in Fig. 7, the access
right of the user is checked. If the access right of
the user is other than "approval" or "registration", it
is determined that no right should be granted, and the
processing ends (S2301). If the operation buttons
corresponding to no rights are grayed out, as shown in

Fig. 7, step S2301 is not always required. If the
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access right is "approval" or "editorial”, the security
module 108 displays the UI window shown in Fig. 8, and
waits for input of a file name, destination,
designation of sending of e-mail) and the like (S2302).
If the required data are input, the security module 108
checks the designation of sending of e-mail with
reference to the saved input data (S2303). If sending

of e-mail is designated, the security module 108 sends

a message 808 to the designated destination via e-mail

(S2304). Finally, the security module 108 passes the
approval waiting data to the security management server
104 to temporarily save it (S2305). Note that
registration and approval are executed by the security
hanagemegt server 104 in this embodimenf.

<{Example of File Approval Sequence)

Fig. 9 shows a file approvai UI window 901
displayed by the security module 108 upon pressing of
the approval processing button 709 in Fig.'7. Fig. 24
is a flowchart_showing the approval processing sequence.
Upon pressing of the approval processing button 709,
the security module 108 checks if the access right is
"approval" (S2401). If the access right is "approval",
the security module 108 communicates with the security
management server 104 to receive a list 902 of
temporarily registered secure data, which are to
undergo approval processing of the user who has been

authenticated to have the approval access right, from
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the security management server 104 (S2402), and
displays the received list (S2403). The user who has
been authenticated to have the approval access right
selects secure data to be approved from the list 902,
and presses an approval button 903. If that user wants
to cancel approval processing, he or she presses a
cancel button 904. When the user presses the approval
button 903, a template selection UI 905 is displayéd.
When the user presses an inspection button 906, he or
she can inspect the contents of the secure data 102.
The user who has been authenticated to have the
approval access right selects an appropriate template
from a template field 907 while confirming the contents.
After the user selects a given femplaté, he or she
determines that template by pressing a selection button
908. When the user wants to cancel template selection
and to return to the file approval UI 901, he or she
presses a cancel button 909. The templateé are
registered in the security management server 104, and
the security module 108 can acquire them via a
communication.

Each template corresponds to the security
level-dependent processing table 203 which is defined
in advance. Since it is troublesome for the user to
finely set security level-dependent processing tables
203 for respective secure data 102, some examples of

sedurity level-dependent processing tables 203 are
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saved on the security management server.. By selecting
a desired security level-dependent processing table 203,
the user can add the security level-dependent
processing table 203 to each sedure data.

Figs. 10A and 10B show examples of a template.
The user selects one of templates on the templaté
selection UI 905, and presses the selection button 908
(S2404). Upon pressing of the selection button
(S2405 - YES), the selected template is loaded, and a
security levelAprocessing confirmation UI 1001 is
displayed (S2406). In this step, processing
limitations 1002, 1003, and 1004 are displayed for the
respective access rights and security levels registered
in the}template.‘ In this embodiment, pfocessing
limitations for respective security levels can be set
in correspondence with the accessArights, and the
processing limitations 1002 for the user who has been
authenticated to have the approval access.right, the
processing limitations 1003 for the usef who has been
authenticafed to have the editorial access right, and
the processing limitations 1004 for the user who has
been authenticated to have the inspection access right
are described.

If the user agrees with the displayed processing
limitations, he or she presses an OK button 1006. With
this operation, all the approval processing steps are

complete, the processing limitations displayed on the
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security level processing confirmation UI 1001 are
added as the security level-dependent processing table
203 to the secure data 102, and the secure data 102 is
saved by the security management server 104 (S2408 to
52410). By pressing a cancel button 1007, the security
level-dependent processing table template selection UI
905 can be returned.

If the user wants to change éome of the
processing limitations defined on the selected template,
hé or she presses a change button 1005. In response to
this operation, a processing limitation change UI 1101
shown in Fig. 11 is displayed. By pressing a button
1102 beside each processing limitation, candidates 1103
are displayed, and the user selects a désired candidate
1103. If the user wants to reflect the changed'
contents, he or she presses a change button 1103;
otherwise, he or she presses a cancel button 1104, thus
returning to the security level processinj confirmation
UI 1001.

Furthermore, the security management server 104
has a registration function of registering templates of
security level-dependent processing tables. When the
user has been authenticated to have a "management”
access right" on the authentication UI 701, a
management processing selection UI 1201 is displayed.
Upon pressing of a template registration button 1202, a

template registration UI 1203 is displayed. The user
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selects a template via a field 1204, and arbitrarily
changes processing limitations using corresponding
buttons 1205. Upon pressing of a registration button
1206, the contents displayed on fhe template
registration UI 1203 are registered as a template in
the security management server 104. If the user wants
to cancel registration, he or she can press a cancel
button 1207.
<File Acquisition Processing)>

Fig. 13 shows a file acquisition UI 1301
displayed by the security module 108 upon pressing of
the file acquisition processing button 707 in Fig.'7.
Fig. 25 ié a flowchart of the file acquisition
processing sequence by the security modﬁlg‘108. Upon
pressing of the file acquisition processing button 707,
the security module 108 checks the presence/absence of
the access right, i.e., it checks with reference to the
user authentication flag or the like if usér
authentication has been done (S2501). This is because
file acquisition is permitted to users of every access
rights. If the user has been authenticated, the access
right is displayed in a UI field 1302 (S2502). If the
user selects secure data 102 to be acquired in a file
selection field 1303, the security module 108
determines and displays processing limitations to be
imposed in accordance with security levels based on the

access right in the UI field 1302 and the security
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level-dependent processing table 203 in the security
data. The secure data is displayed as a file name, but
it is specified by the corresponding data ID. If the
user confirms the processing limitations, and agrees
with the selected file, he or she presses a selection
button 1305. If the user wants to cancel acquisition,
he or she presses a cancel button 1306. Upon pressing
of the selection button 1305, a save destination
designation UI 1307 is displayed. When the user enters
a save destination in each devicé in a save destination
field 1308 and presses an OK button 1309 (S2504), the
secure data 102 is copied from the security management
server 104 to the host device 101, secure input device
106, or secure output device 106 (S2505, S2506). The
secure data 102 copied to each device can be inspected
or edited by the secure application 103.

The flow of imposing a limitation on each
processing according to the security levei will be
explained below using Fig. 14 taking print processing
as an example. A user 1402 instructs the secure
application 103 to print secure data 102 which is being
inspected. The secure application 103 requests a
security level 109 determined by the security module
108. The security module 108 reads the security level,
and returns the current security level to the secure
application 103. The secure application 103 reads out

table entries determined by the current security level
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and the current access right of the user with reference
to the security level-dependent processing table 203.
The readout entries include processing limitation
information that specify limitations on respective
processes. That information is‘saved as the current
proéessing limitation information in a memory of the .
device on which the secure application 103 is running.
For example, with referehce to the security
level-dependent processing table shown in Fig. 10B,
sub-tables 1002, 1003, and 1004 are included.
Thérefore, one sub-table can be specified based on the
access right. For example, if thé access right is

"editorial" and the security lével is "5", processing

‘limitation information "normal inspection" is

registered in the "inspection" processing, processing
limitation information "permitted" is registered in the
"edit" processing,'and,processing limitation\
information "normal print" is regiétered ih the "print"
processing. These pieces of information are read out
from the security level-dependent processing table.
Note that each processing limitation information is
registered using a code that the computer can identify.
After the current processing limitations are
specified and saved, actual data 202 is acquired from
the secure data 102, and undergoes processing according
to the print limitations. Then, the processed secure

data is transferred to a printer 1408. The secure
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application 103 notifies the user of the processing
result, and ends the processing.

For example, when the security level is "3" and a
security level-dependent proceséing table 1409
associated with the printing processing is given, the
secure application 103 masks a part where private
information and detailed information of actual data are

described, and then sends the secure data to the

printer 1408.

Fig. 26 is a flowchart showing an example of the
edit processing sequence of secure data by the secure
application 103. User authentication and secure data
file acquisition are made in the same manner as
described above (S2601). If a copy of éecure data has
already been saved in the device on which the secure
applications runs, it need not be acquired from the
secure management server 104, and the already acquired
file is used. The security level is acquired from the
security module, and entries of the security
level-dependent processing table are specified in
accordance with that security level and access right
and are read and saved from the secure data (S52602).

Of the saved entries, processing limitation information
for the inspection processing is referred to (S2603).
If the limitation is "inhibited", a message indicating
that inspection is inhibited is output (S2607). If the

limitation is "normal inspection", secure data is
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decrypted and is displaied as plaintext (S2604). If
the limitation is "mask private/detailed information",
a corresponding part of the secure data converted into
plaintext is masked (by paintingAsuch part by a pattern
indicating masking or the like), and the masked data is
displayed (S2608). Then,'of the saved entries,
processing limitation information of the edit
processing is referred to (S2605). If the limitation
is "inhibited", data to be processed is set in a read
mode. The mode is changed by changing the attribute of
a file which is open. Of course, this mode change is
not permitted by the user. If the limitation is
"permitted"”, the control directly enters the edit
operation. ’

Fig. 27 is a flowchart showing an example of the
sequence for.printing a document (secure data) which is
being inspected or edited. When the user inputs a
"print" instruction on, e.g., the operatioh window of
the secure application, processing limitation
information of the priht processing of entries of the
security level-dependent processing limitation table
saved in step S2602 in Fig. 26 is referred to (S2701).
If the limitation is "inhibited", a message indicating
that printing is inhibited is output (S2703). If the
limitation is "normal print", the document is passed to
the printer and is printed (S2604). If the limitation

is "mask private/detailed information", a corresponding
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‘part of the secure data converted into plaintext is

masked (by painting such part by a pattern indicating
masking or the like) (S2704), and the masked data is
passed to the printer and is printed.

The processing in Fig. 27 is applied, for example,
when secure datg is directly printed from the security
management server 104.

According to the contents described in the first
embodiment, processing limitations according to the
security level can be designated for each secure data,
and processing using secure data can be implemented
while maintaining appropriately high security in
various situations, especially, in a situation in which
a file is brought out, in accordance with the security
level held by the security module and that designated
for each secure data.

In this way, the security level as one factor
used to detefmine processing limitations 6n secure data
can be automatically changed depending on an
environment where the secure data exists. For this
reason, appropriate processing limitations can be set

in correspondence with a situation, and the balance

between the convenience and security can be dynamically

changed.
[Second Embodiment]
In this embodiment, the security module holds the

sedurity level-dependent processing table. Hence,
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processing according to the security level need not be
set for each)secure data 102, and processing according
to the identical security level can be applied to all
secure data. The flow of proceséing when a security
module 1503 has a security level-dependent processing
table 1505 will be described below using Fig. 15. A
user 1501 issues a print request of secure data 1507
which is being inspected using a secure application
1502. The secure application 1502 confirms processing
limitations of the security module 1503. After the
security module 1503 confirms a security level 109, the
processing limitations are confirmed with reference to
the security level-dependent processing table 1505 held
by the security module 1503, and the brbcessing
limitations are returned to the security application
1502. The secure application 1502 acquires actual data
1508 from the secure data 1507, applies processing
according to the processing limitations, énd then
transfers the secure data 1507 to a printer 1506. The
secure appiication 1502 notifies the user of the
processing result, and ends processing.

The security level-dependent processing table
held by the security module 1503 is registered in the
security server 104 by the user who has the management
access right via the management processing selection UI
1201 shown in Fig. 12A. When the security module 1503

is installed in each device by an arbitrary
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installation program, the security level-dependent
processing table is acquired from the security
management server 104, and is installed in that device
simultaneously with the security-module 1503.

In this way, since the security module manages
the security level-dependent processing table
independent from the secure data, the security
level-dependent processing table need not be acquired
from the secure data, thus simplifying processing.
Also, a data size to be managed as secure data can be
reduced. | .

[Third Embodiment]

In this embodiment, a method of maintaining high
seéurity by installing the secure moduie 108 in the
secure output device (e.g., printer) 105, even when the
user sends secure data to a wrong secure output device
105 and prints it will be described. As shown in
Fig. 16A, a security module 108 is instalied in each of
secure output devices 1602, 1603, and 1604. The
security level may be determined by each security
module according to the installation state like in the
first embodiment. However, in this embodiment, a
system administrator or the like gives fixed security
level values in advance. Therefore, the secure output
devices 1602 to 1604 do not undergo processing shown in
Fig. 21. The security level of the secure output

deVice is set to be lower as the device is installed at
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a highly public place. A print request from a host
device 1601 is also appended with the access right of
the user who issued the print result. In this way,
when the user issues a print probessing request to the
secure output devices 1602, 1603, and 1604, even when
the host device 1601 has a high security level, the
processing limitations are imposed on the host device
1601 by the secure output devices 1602, 1603, and 1604.
That is, upon reception of a print request including
secure data, the security module of each secure output
device specifies'processing limitatién information
based on the access right of the user received together
with the secure data, and the security level given to
that secure output device. In this casé, since the
processing is "print", only one entry (processihg
limitation information) is specified with reference to
the security level-dependent processing table included
in the secure data based on the access right, security
level, and processing contents (print). According to
the processing limitation information, the secure
output device imposes a limitation on the required
output. The processing for imposing a limitation is
the same as that in the sequence shown in Fig. 27.

For example, assume that the print processing of
secure data 102 is limited by a limitation defined by a
security level-dependent processing table 1605 shown in

FigL 16B. In this case, since the host device has a
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high security level, it can send secure data 102 for
normal print (without any modification) to the secure
output devices 1602, 1603, and 1604. This secure data
is printed by the secure output device 1602 with a high
security level as per normal. However, the secure data
is not printed by the secure output device 1604 with a
low security level siﬁce the print limitation of that

device is "inhibited". As a result, the secure data

102 which is important in terms of security is not

printed by the secure 6utput device which is installed
at a highly public place, thus maintaining high
secufity.

When a processing limitation based on the
security level is to be imposed for on1§ the print
processing, each secure output device may hold a
security level-dependent processing table. In this
case, even when the host device sends secure data 102
to the secure output devices 1602, 1603, aﬁd 1604
without any épecial processing of the secure data 102,
the secure data undergoes adequate processing by an
appropriate security output device and is printed. 1In
this case, the host device does not perform any
processing for implementing a limitation according to
the security level. Alternatively, the host device
performs processing to have security level "5". Also,
only the security levels may be set in the secure

output devices, and the host device may acquire the
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seéurity level of the secure output device as a print
destination and may send secure data to that secure
output device after appropriate processing.

With this arrangement, eveh when the user does
not consider the security of a printer, print
processing is limited according to the security level
of the printer used in the print processing.

[Fourth Embodiment]

A method of imposing processing limitations
according to the security level of the present
invention upon directly issuing a print processing
request from a security management server to a secure
output device will be described below using Figs. 17,
18A, and 18B. A security management sefver 1701 and
secure output device 1702 are connected via a network
or the like. The user can issue a print processing
request of secure data managed by the secure management
server 1701 to the secure output device 1702 using a
user interface on the secure output device.

User authentication processing is done via an
authentication UI 1703 displayed by a security module
installed in the secure output device 1702. Upon
completion of the authentication processing, a
processing selection UI 1704 is displayed. When the
user wants to directly send secure data from the secure
management server 1701 to the secure output device 1702

and to execute print processing of that data, he or she
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presses a direct print button 1703. When the user
wants to cancel processing and to end authentication,
he or she presses an end button 1704. Upon pressing of
the direct print button 1703, aAdirect print UI 1707 is
displayed The direct print UI 1707 displays a user's
access right field 1708, secure data file name
selection field 1709, and security level field 1710 of
the current secure output device. If the user selects
the file name of secure data to be printed, the
security module in the secure output device acquires
the current security level of the secure output device
and a security level management table that describes a
processing limitation for each security level of the
selected secure data from the security‘management
server 1701, and displays a summary of the procéssing
limitation in a comment field 1711.

The user presses a print execution button 1713 if
he or she agrees with the contents displaYed in the
comment field 1711. The security module in the secure
output device acquires a file designated by the secufe
data file name field 1709 from the security management
server, and imposes a predetermined processing
limitation according to the security level of the
secure output device and.the security level-dependent
processing table of the secure data, thus executing
print processing. When the user wants to cancel print

prdcessing, he or she presses a cancel button and the
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display returns to the processing selection UI 1704.
If the processing limitation displayed on the
comment field 1711 does not meet the user's requirement,

the user presses a printer search button 1712 to search

"for a printer which can execute print processing that

meets theé user's requirement. Figs. 18A and 18B show
that state. In this case, the user performs an
operation using a UI window of a secure output device
1802. Secure data is arbitrarily designated by the
user from a security management server 1801, and is
transferred to 'and printed by a secure output device
1803 which is not operated by the user.

Upon pressing of the printer search button 1712,
an output destination designation Ul 1864 is displayed .
on the UI window on the secure.output device 1802. The
user enters required processing in a processing
designation field 1805. A security module in the

output device 1802 determines a required security level

with reference to a security level-dependent processing

table in the security data. Then, the security module
searches for secure output devices which currently have
the determined security level, and displays the found
secure output devices (1806). The user selects an
arbitrary one of the displayed secure output devices,
and presses a print execution button 1807. In this way,
the secure data is arbitrarily designated by the user

from the security management server 1801, and is
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transferred to and printed by the secure output device
1803, which is not.operated by the user. Note that
security modules can communicate with each other, and
can exchange each other's security level informétion.

With this arrangement, the security management
server can detect processing limitations according to
the security levels of secure printers to be used in
print processing. For this reason, the security
management server can select a printer as an output
destination according to the processing limitation, and
no test print processing is required.
[Fifth Embodiment]

A current position specifying method using an
RFID and a change in security level by éppending
temporary authentication data to the RFID will be
described below using Figs. 19A, 19B, 20A, 20B, and 20C.
Figs. 19A and 19B show. the current position specifying
method using én RFID. A portable host device i905 with
an RFID and RFID reaﬁer incorporates an RFID tag. When
the portable host device 1905 is located in the
vicinity of a security managemént server with an RFID
writer, an entrance of a meeting room or living space
equipped with an RFID writer, an entrance of a building
or company, or passes it by, information indicating
that fact or place is recorded in the RFID of the
portable host device 1905 by a corresponding RFID

writer 1901, 1902, or 1903. A security module
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installed in the portable host device 1905 acquires the
written information via an RFID reader 1904 attached to
thé portable host device 1905, recognizes the current
position of the portable host device 1905, and
increases or decreases the security level. That is,
the current position specified in step S$2106 in Fig. 21
is specified based on the information written in this
RFID.

Figs. 20A to 20C show an example of means for
avoiding a security level drop by authenticéting the
RFID by predetermined authentication information from
the security management server. A processing selection
UI displayed by the security module includes an option
of processing "RFID authentication” in this embodiment.
The use who selected this option gets an exemption of
an element that may decrease the security level via an
RFID authentication UI 2002. In this way, the security
module does not deduct any points associatéd with the
exempted item. For example, radio buttons
corresponding to bringing outside the office (2003),
communication with the security management server
(2004), installation of virus check software (2005),
access right (2006), and the like can be set. When the
user selects an exempt item and presses an
authentication button 2007, information indicating
exemption information is added to the RFID of a

portable host device 2009 by an RFID writer 2001
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- appended to the security management server. If the

user wants to cancel authentication, he or she présses
a cancel button 2008. The authentication information

may be stored in an external stdrage device such as a

USB memory in place of the RFID.

Fig. 29 is a flowchart showing an Qxample of the
security level determination sequence by the security
module in this embodiment. In this embodiment, Fig. 29
is used in place of Fig. 21 of the first embodiment.
Note that the same reference numerals in Fig. 29 denote
common steps to Fig. 21. The sequence in Fig. 29 may
be executed by an interrupt in response to an input
event that changes the security level or may be
executed periodically. Put differently; the security
level must be maintained in correspondence with the
latest state.

The security level is stored at a predetermined
location of a storage unit in a device onvwhich the
security module runs. At that storage location, "5" is
stored as the security level (S2101). It is then
checked if access to the security management server 104
is currently made (S2102). If access cannot be made,
it‘is checked if the device of interest has undergone
RFID authentication in terms of exemption of deducted
points in case of access impossibility (no
communication with the server) (S2901). If the device

is not authenticated, a given value (e.g., 3) is
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deducted from the security level (S2103).

It is checked with reference to a user
authentication flag if user authentication has
succeeded (S2104). The user authentication flag is set
to indicate the fact that user authentication by the
security management server 104 has succeeded in the
aforementioned sequence shown in Fig. 22 or the like.
If authentication has succeeded, it is checked if the
device of interest has undergone RFID authentication in
terms of exemption of deducted points corresponding to
the type cf access right (S$2902). If the device is not
authenticated, the security level is decreased in
accordance with the type of authentication, i.e., the
obtained access right. For example, if‘the access
right is "inspection", a predetermined value (e.g., 1)
is deducted from the security level (S2105).

Furthermore, the current position is obtained
based oﬁ the position information recorded in the RFID
(S2106), and it is checked if that position falls
within a predetermined range (e.g., in the office)
(S2107). If the current position falls outside the
predetermined range, it is checked if the device of
interest has undergone RFID authehtication in terms of
exemption of deducted points when the device does not
exist within the predetermined range (e.g., in the
office) (S2903). If the device is not authenticated, a

predetermined value (e.g., 1) is deducted from the
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security level according to the access right (S2108).
On the other hand, if it is determined with reference

to the authentication flag that authentication has

failed, a lowest value is given as the security level

(S2109).

It is checked if virus check software is
installed in the device of interest (S2904). If no
virus check software is installed, it is checked if the
device of interest has undergone RFID authentication in
terms of exemption of deducted points when no virus
check software is installed (S2905). If the device is
not authenticated, a given value is deducted from the
security level (S2906).

In this way, a situation which wins acceptance

"about non-necessity of a decrease in security level can

be excluded from point-deduction factors of the
security level. As a result, an appropriate security
level can be set for a device, and unneceséary
processing limitations can be canceled.
[Modification]

In the fifth embodiment, authentication is made

for exemption of deducted points for respective point

‘deduction factors. Alternatively, the device may be

authenticated simultaneously. In this case, after the
security level is determined in the same manner as in
Fig. 21, a given value (e.g., 3) is added to the

secﬁrity level if the device has undergone RFID



WO 2006/095879 PCT/JP2006/304812
52

authentication.

This application:claims the benefit of Japanese
Application No. 2005-064560, filed March 8, 2005, which
is hereby incorpofated by reference herein in its

5 entirety.
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CLAIMS
1. A security management program which is recorded
in a computer readable recording medium and is used to
control access to target data in accordance with a
security level of a device and an access right of a
user, comprising:

a code of a user authentication step of setting
the access right of the user with reference to a saved
user authentication history when access to an
authentication server cannot be made; and

a code of a security level setting step of
determining a security level of the device in
accordance with a state of the device, and saving the
determined security level. -

2. The program according to claim 1, wherein the
user authentication step includes a step of setting an
access right granted by the authentication server to
the user as the access right of the user, énd saving a
user identifier and the set access right as the user
authentication history in a memory, when access to the
authentication server can be made upon user
authentication.

3. The program according to claim 1, wherein the
security level setting step includes a step of
decreasing the security level when access to the
authentication server cannot be made in the user

authentication step, when the access right cannot be
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set for the user, when the access right granted to the

user is not more than a predetermined rank, or when the

device does not exist within a predetermined range.
4, The program according to claim 3, further
comprising a code of a prior authentication step of
receiving authentication of a case in which the
security level is not to decrease by the authentication
server in advance, and saving information that -
specifies the case, and

wherein the security level setting step includes
a step of not decreasing the security level when a case
in which the security level is to decrease corresponds
to the case authenticated in the prior authentication
step. ‘
5. The program according to claim 1, further
comprising a code of a data processing step of
processing the data, and

A wherein the data processing step inéludes a step

of processing the target data in correspondence with a
processing limitation defined in advance according to
the security level and the access right of the user for
each target data, and

the processing limitation is defined for at least
one of inspection processing, edit processing, and
print processing.
6. The program according to claim 5, wherein the

prdcessing limitation includes, for the inspection
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processing or the print processing, at least one of
limitations defined in accordance with security levels
as to (1) whether or not processing can be done for the
entire target data, (2) whether or not a watermark is

appended, (3) whether or not mask processing of private

‘information and detailed information is executed, (4)

whether or not proceséing can be done for a table of
contents and topic, (5) whether or not a thumbnail can
be displayed or printed, and (6) whether or not
processing is inhibited.
7. The program according to claim 5, wherein the
processing limitation includes, for the edit processing,
a limitation defined as to whether processing is
permitted or inhibited in accordance wifh security
levels.
8. The program according to claim 1, wherein the
data processing step includes a step of commonly
imposing a processing limitation defined ih advance in
correspondence with the security level and the access
right of the user to the target data by said security
management program.
9. A security management apparatus for controlling
access to target data in accordance with a security
level of a device and an access right of a user,
comprising:

a user authentication unit which sets the access

right of the user with reference to a saved user
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authentication history when access to an authentication
server cannot be made; and

a security level setting unit which determines a
security level of the device in accordance with a state
of the device, and saves the determined.security level.
10. A security management method of controlling
access to target data in accordance with a security
level of a device and an access right of a user,
comprising:

a user authentication step of setting the access
right of the user with reference to a saved user
authentication history when access to an authentication
server cannot be made; and

a security level setting step of determining a
security level of the device in accordance with a state
of the device, and saving the determined security level.
11. A security management program comprising:

a security level setting step of defermining a
security level of a device in accordance with a state
of the device, and saving the determined security
level; and

a.control step of controlling access to target
data in accordance with the security level and an
access right of a user.

12, A security management apparatus coﬁprising:
a security level setting unit which determines a

security level of a device in accordance with a state
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of the device, and saves the determined security level;
and

a control unit which controls access to target
data in accordance with the security level and an
access right of a user.

13. A security management method comprising:

a security level setting step of determining a
security level of a device in accordance with a state
of the device, and saving the determined security
level; and

a control step of controlling access to target
data in accordance with the secﬁrity level and an
access right of a user.

14. The program according to claim l,lwherein the
device comprises one of a computer, printer, and image
scanner.

15. A secure print system which comprises:

a host computer which controls accesé to target
data in accordance with a security level of a device
and an access right of a user, and includes

a user authentication unit which sets the access
right of the user with reference to a saved user
authentication history when aCéess to an authentication
server cannot be made, and

a security level setting unit which determines a
security level of the device in accordance with a state

of the device, and saves the determined security level;
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and

a printer which controls access to target data in
accordance with a security level of a device and an
access right of a user, and includes

a user authentication unit which sets the access
right of the user with referencé to a saved user

authentication history when access to an authentication

. server cannot be made, and

a security level setting unit which determines a
security level of the device in accordance with a state
Qf the device, and saves the determined security level,

wherein data is printed in accordance with a
lower security level of the security level of said host
computer and the security level of said‘printer.

16. A security management apparatus comprising:

a determination unit which determines whether or
not access to a security management server can be made;

an edit unit which edits secure data‘based on
access right information from the security managément
server when said determination unit determines that
access to the security management server can be made;
and

an output unit which outputs the secure data in
accordance with a state of a device when said

determination unit determines that access to the

security management server cannot be made.

17. A security management method comprising:
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a determination step of determining whether or
not access to a security management server can be made;
an edit step of editing secure data based on
access right information from the security management
server when it is determined in the determination step

thét access to the security management server can be
made; and

an output step of outputting the secure data in
accordance with a state of a device when it is
determined in the determination step that access to the
security management server cannot be made.
18. A program recorded on a computer readable
recording medium, said program making a computer
execute: ’

a determination step of determining whether or
not access to a security management server can be made;
an edit step of editing secure data based on
access right information from the securityimanagement
server when it is determined in the determination step

that access to the security management server can be
made; and
an output step of outputting the secure data in

accordance with a state of a device when it is

"determined in the determination step that access to the

security management server cannot be made.
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