w0 20177205018 A1 | 0K 00000 O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
30 November 2017 (30.11.2017)

(10) International Publication Number

WO 2017/205018 A1

WIPO I PCT

(51) International Patent Classification:
HO4L 29/06 (2006.01)

(21) International Application Number:
PCT/US2017/030844

(22) International Filing Date:
03 May 2017 (03.05.2017)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

15/165,675 26 May 2016 (26.05.2016) US

(71) Applicant: VISA INTERNATIONAL SERVICE
ASSOCIATION [US/US]; 900 Metro Center Boulevard,
FOSTER CITY, California 94404 (US).

(72) Imventors: JIN, Jing; 1401 Floribunda Ave., Apt. 104,
Burlingame, California 94010 (US). AABYE, Christian;

74

62y

(84)

900 Metro Center Boulevard, Foster City, California 94404
(US).

Agent: TSE, Michael et al.; Kilpatrick Townsend & Stock-
ton LLP, Mailstop: IP Docketing - 22, 1100 Peachtree
Street, Suite 2800, Atlanta, Georgia 30309 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH,CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN, KP, KR,
KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

(54) Title: RELIABLE TIMESTAMP CREDENTIAL

COMM. DEVICE

110

%)

ACCESS DEVICE

160

COMMUNICATIONS
NETWORK

182

AUTHORIZATION
NETWORK

134

FIG. 1

100

(57) Abstract: A process for generating an access credential by a communication device may include determining whether a commu-
nication device successtully executed a predetermined shutdown sequence when the communication device last transitioned to an inac-
tive state, determining whether the communication device has synchronized with an authorization network subsequent to transitioning
back to an active state, and generating the access credential including a timestamp. The access credential may indicate whether the
access credential has reliable timestamp information. The access credential can be provided to an access device associated with an

authorization network to authenticate the communication device.

[Continued on next page]



WO 20177205018 A1 ||} /0000 0 0 0 0 O A

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IF, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

WO 2017/205018 PCT/US2017/030844

RELIABLE TIMESTAMP CREDENTIAL

CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] The present application claims the benefit and priority of U.S. Patent App. No.
15/165,675 filed May 26, 2016, the entire content of which is incorporated herein by

reference for all purposes..

BACKGROUND
[0002] A replay attack may refer to the unauthorized capture of a data communication
from a sender, and retransmission of the captured data by an unauthorized party as if
the retransmission originated from the original sender. In a computer network
environment, a replay attack can be employed by an unauthorized party to gain access
to restricted services by faking the identity of an authorized user. For example, an
access credential that a user provides to an authorization entity to gain access to a
service from a service provider can be captured by an unauthorized party. The
unauthorized party in possession of the access credential can retransmit it to the

authorization entity to obtain the service from the service provider.

[0003] Embodiments of the present invention address these and other problems,

individually and collectively.

BRIEF SUMMARY
[0004] To reduce the likelihood that an access credential obtained via a replay attack
can be reused by an unauthorized party, an access credential can be valid for only a
limited time. The access credential may include a timestamp indicating when the
access credential was generated. By examining the timestamp information, an
authorization entity receiving the access credential can determine the staleness of the
access credential and whether the access credential has expired or not. If an expired

access credential is received, this may indicate the access credential has been
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compromised and an unauthorized party may be attempting to access a service using
the expired access credential. As such, the authorization entity may deny access to the
service. However, the effectiveness of such techniques to mitigate against replay
attacks may depend on the reliability of the timestamp information in the access
credential. Accordingly, some embodiments of the present invention are directed to
techniques for providing reliable timestamp information for use in an access credential.

[0005] According to some embodiments, a communication device may include a
processor, and a memory coupled to the processor and storing computer readable
code, which when execute by the processor, causes the communication device to
perform operations of an access credential generation process. The process for
generating the access credential may include transitioning the communication device
from an active state to an inactive state, and transitioning the communication device
from the inactive state back to the active state. Subsequent to transitioning back to the
active state, the process may include receiving a request to generate an access
credential. The process may further include determining whether the communication
device successfully executed a predetermined shutdown sequence when the
communication device transitioned to the inactive state, determining whether the
communication device has synchronized with an authorization network subsequent to
transitioning back to the active state, and generating the access credential including a

timestamp.

[0006] According to some embodiments, the access credential may indicate that the
access credential has reliable timestamp information if the communication device
successfully executed the predetermined shutdown sequence or has synchronized with
an authorization network subsequent to transitioning back to the active state. The
access credential may indicate that the access credential has unreliable timestamp
information when the communication device failed to successfully execute the
predetermined shutdown sequence and has not synchronized with an authorization
network subsequent to transitioning back to the active state. The access credential can
be provided to an access device associated with an authorization network to

authenticate the communication device. The authorization network can determine the
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reliability of the timestamp information in the access credential based on the indication
provided by the access credential. If the timestamp information is unreliable, the
authorization network can request additional authentication information from the
communication device. If the timestamp information is reliable, the authorization
network can determine whether to grant access by determining whether the access
credential has expired based on the timestamp information.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 illustrates a system for accessing a service, according to some

embodiments.

[0008] FIG. 2 illustrates a timing diagram of a technique to generate a timestamp for

an access credential, according to some embodiments.

[0009] FIG. 3 illustrates a timing diagram of a technique to generate a timestamp for
an access credential after power cycling of a communication device, according to some
embodiments.

[0010] FIG. 4 illustrates an example of a timing diagram for generating access

credentials, according to some embodiments.

[0011] FIG. 5 illustrates a flow diagram of a process to generate an access credential,

according to some embodiments.

[0012] FIG. 6 illustrates a flow diagram of a process to synchronize time information
between a communication device and an authorization network, according to some

embodiments.

[0013] FIG. 7 illustrates a flow diagram of a process to generate a timestamp for an

access credential, according to some embodiments.

[0014] FIG. 8 illustrates a flow diagram of a predetermined shutdown sequence,

according to some embodiments.

[0015] FIG. 9 illustrates a flow diagram of a boot sequence, according to some

embodiments.
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[0016] FIG. 10 illustrates a block diagram of a communication device, according to

some embodiments.

[0017] FIG. 11 illustrates a block diagram of an exemplary system in which an access

credential having a timestamp can be used, according to some embodiments.

DETAILED DESCRIPTION
[0018] One technique to mitigate against the threat of replay attack is to limit the
amount of time that an access credential is valid for. For example, the access
credential can be associated with a time-to-live threshold amount of time, and once that
amount of time has expired, the access credential will become invalid and can no longer
be used to authenticate the user. Thus, even if an unauthorized party comes into
possession of a time-limited access credential, if the unauthorized party attempts to use
the access credential beyond its time limit, the unauthorized party will not be able to

gain access to services associated with the authorized user.

[0019] In order for an authorization entity to verify whether an access credential is
being used within its time limit, a timestamp can be included in the access credential.
The timestamp can reflect the time at which the access credential was generated.
When the authorization entity receives the access credential, the authorization entity
can retrieve the timestamp information, and determine the amount of time that has
elapsed since the access credential was generated. This elapsed time can be
compared with the time-to-live of the access credential to determine if the access
credential has expired or not. If the access credential has expired, access to a service

can denied even if the underlying account information (e.g., account identifier) is valid.

[0020] The effectiveness of such a technique to prevent replay attacks may depend on
the reliability of the timestamp information included in the access credential. For
example, if the timestamp information is not accurate, access to a service can be
mistakenly denied even though the access credential has not expired yet. As another
example, if the timestamp information included in the access credential can be
manipulated by a user, the access credential can potentially be used beyond its time
limit by setting the timestamp information in the access credential to a future point in
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time. Accordingly, some embodiments of the present invention relate to techniques for

providing reliable timestamp information for use in an access credential.

[0021] Prior to discussing the details of some embodiments of the present invention,

description of some terms may be helpful in understanding the various embodiments.

[0022] A “communication device” may be a device that includes one or more electronic
components (e.g., an integrated chip) that can communicate with another device. For
example, a communication device can be a computing device having at least one
processor coupled to a memory that stores instructions or code for execution by the
processor. Examples of a communication device may include a portable
communication device. A “portable communication device” may be a communication
device that can be transported and operated by a user, and may include one or more
electronic components (e.g., an integrated chip). A portable communication device may
provide remote communication capabilities to a network. The portable communication
device can be configured to transmit and receive data or communications to and from
other devices. A portable communication device may be in the form of a mobile device
such as a mobile phone (e.g., smart phone, cellular phone, etc.), tablets, portable media
player, personal digital assistant devices (PDAS), wearable device (e.g., watch, health
monitoring device such as a fitness band, etc.), electronic reader device, etc., or in the
form of a card (e.g., smart card) or a fob, etc. Examples of portable communication
devices may also include portable computing devices (e.g., laptops, netbooks,
ultrabooks, etc.). A portable communication device may also be in the form of a vehicle
(e.g., an automobile), or be integrated as part of a vehicle (e.g., an infosystem of a

vehicle).

[0023] A “server computer” may include a powerful computer or cluster of computers.
For example, the server computer can be a large mainframe, a minicomputer cluster, or
a group of servers functioning as a unit. In one example, the server computer may be a
database server coupled to a Web server. The server computer may be coupled to a
database and may include any hardware, software, other logic, or combination of the
preceding for servicing the requests from one or more client computers. The server

computer may comprise one or more computational apparatuses and may use any of a
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variety of computing structures, arrangements, and compilations for servicing the

requests from one or more client computers.

[0024] An “issuer” may typically refer to a business entity (e.g., a bank) that maintains
an account for a user that is associated with a portable communication device such as
an account enrolled in @ mobile application installed on a portable communication
device. Anissuer may also issue account parameters associated with the account to a
portable communication device. An issuer may be associated with a host system that
performs some or all of the functions of the issuer on behalf of the issuer. In some

embodiments, an issuer may refer to a provider of a software application.

[0025] A “merchant’ may typically be an entity that engages in transactions and can
sell goods or services, or provide access to goods or services.

[0026] An “acquirer” may typically be a business entity (e.g., a commercial bank) that
has a business relationship with a particular merchant or other entity. Some entities can
perform both issuer and acquirer functions. Some embodiments may encompass such

single entity issuer-acquirers.

[0027] An “access device” may be any suitable device for interacting with a
communication device and for communicating with an authorization server. In some
embodiments, an access device may communicate with an authorization server via a
merchant computer or transaction processing network. An access device may generally
be located in any suitable location, such as at the location of a merchant. An access
device may be in any suitable form. Some examples of access devices include POS
devices, cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-held
specialized readers, set-top boxes, electronic cash registers (ECRs), automated teller
machines (ATMs), virtual cash registers (VCRs), kiosks, security systems, access
systems, websites or web servers, and the like. An access device may use any suitable
contact or contactless, wired or wireless mode of operation to send or receive data
from, or associated with, a communication device. In some embodiments, where an
access device may comprise a POS terminal, any suitable POS terminal may be used
and may include a reader, a processor, and a computer-readable medium. A reader

may include any suitable contact or contactless mode of operation. For example,
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exemplary card readers can include radio frequency (RF) antennas, optical scanners,
bar code readers, or magnetic stripe readers to interact with a portable communication

device.

[0028] An “authorization request message” may be an electronic message that is sent
to request authorization for a transaction. The authorization request message can be
sent to a transaction processing network and/or an issuer of a transaction card (e.g., a
payment card). An authorization request message according to some embodiments
may comply with ISO 8583, which is a standard for systems that exchange electronic
transaction information associated with a transaction made by a user using a
transaction device or transaction account. The authorization request message may
include information that can be used to identify an account. An authorization request
message may also comprise additional data elements such as one or more of a service
code, an expiration date, etc. An authorization request message may also comprise
transaction information, such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, etc., as well as
any other information that may be utilized in determining whether to identify and/or
authorize a transaction. The authorization request message may also include other
information such as information that identifies the access device that generated the

authorization request message, information about the location of the access device, etc.

[0029] An “authorization response message” may be an electronic message reply to
an authorization request message. The authorization response message can be
generated by an issuing financial institution or a transaction processing network. The
authorization response message may include, by way of example only, one or more of
the following status indicators: Approval -- transaction was approved; Decline --
transaction was not approved; or Call Center -- response pending more information,
merchant must call the toll-free authorization phone number. The authorization
response message may also include an authorization code, which may be a code that a
credit card issuing bank returns in response to an authorization request message in an
electronic message (either directly or through the transaction processing network) to the
merchant computer that indicates approval of the transaction. The code may serve as
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proof of authorization. As noted above, in some embodiments, a transaction processing

network may generate or forward the authorization response message to the merchant.

[0030] A “token” may include a substitute identifier for some information. For example,
a transaction token may include an identifier for a transaction account that is a
substitute for an account identifier, such as a primary account number (PAN). For
instance, a token may include a series of alphanumeric characters that may be used as
a substitute for an original account identifier. For example, a token “4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 1234.” In some embodiments,
a token may be format-preserving and may have a numeric format that conforms to the
account identifiers used in existing transaction processing networks (e.g., ISO 8583
financial transaction message format). In some embodiments, a token may be used in
place of a PAN to initiate, authorize, settle or resolve a transaction. The token may also
be used to represent the original credential in other systems where the original
credential would typically be provided. In some embodiments, a token value may be
generated such that the recovery of the original PAN or other account identifier from the
token value may not be computationally derived. Further, in some embodiments, the
token format may be configured to allow the entity receiving the token to identify it as a

token and recognize the entity that issued the token.

[0031] A “real account identifier” may include an original account identifier associated
with an account. For example, a real account identifier may be a primary account
number (PAN) issued by an issuer for a card account (e.g., credit card, debit card, etc.).
For instance, in some embodiments, a real account identifier may include a sixteen digit
numerical value such as “4147 0900 0000 1234.” The first six digits of the real account
identifier (e.g., “414709"), may represent a real issuer identifier (BIN) that may identify

an issuer associated with the real account identifier.

[0032] “Account parameters” may refer to information relating to an account that can
be used to conduct a transaction on the account. Examples of account parameters may
include information that can be used to identify an account of the user (e.g., real
account identifier, alternate account identifier, token, etc.), data or information relating to

the status of the account, one or more keys that are used to generate cryptographic



10

15

20

25

30

WO 2017/205018 PCT/US2017/030844

information, data or information relating to the one or more keys, etc. An account
parameter can be semi-static or dynamic. A dynamic account parameter may be an
account parameter that has a limited lifespan, and which once expired, can no longer be
used to conduct a transaction until the account parameter is replenished, refreshed, or
renewed. A dynamic account parameter may be replenished frequently during the
lifetime of an account. A semi-static account parameter may be an account parameter
that has an extended lifespan that is longer than a dynamic account parameter, and can
be replenished less frequently than a dynamic account parameter or not at all during the

lifetime of the account.

[0033] A “key” may refer to a piece of information that is used in a cryptographic
algorithm to transform input data into another representation. A cryptographic algorithm
can be an encryption algorithm that transforms original data into an alternate
representation, or a decryption algorithm that transforms encrypted information back to
the original data. Examples of cryptographic algorithms may include triple data
encryption standard (TDES), data encryption standard (DES), advanced encryption
standard (AES), etc.

[0034] A “limited-use key” or “LUK” may refer to a key that can be used for only a
limited time or a limited number of transactions, and may need to be renewed or
replenished when the limited usage has been exhausted. The LUK may be associated
with a set of one or more limited-use thresholds that limits the usage of the LUK, where
once the usage of the LUK has exhausted or exceeded the set of one or more limited-
use thresholds, a further transaction conducted using that LUK will be declined even if
the underlying account is still in good standing. The set of one or more limited-use
thresholds may include at least one of a number of transactions that the LUK can be
used for, a time-to-live indicating the duration of time for which the LUK is valid, and/or a
cumulative transaction amount indicating the total transaction amount summed across

one or more transactions for which the LUK is valid, or any combination thereof.

[0035] A “limited-use threshold” may refer to a condition that limits the usage of a
piece of information. A limited-use threshold may be exceeded or exhausted when the

underlying condition is met. For example, a limited-use threshold may include a time-to-
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live that indicates an amount of time that a piece of information is valid for, and once
that amount of time has elapsed, the limited-use threshold is exceeded or exhausted,
and the piece of information may become invalid and may no longer be used. As
another example, a limited-use threshold may include a number of times that a piece of
information can be used, and once the piece of information has been used for that
number of times, the limited-use threshold is exceeded or exhausted, and the piece of

information may become invalid and may no longer be used.

[0036] A “transaction processing network” may include a network that can process and
route transaction request messages. An exemplary transaction processing network
may include data processing subsystems, networks, and operations used to support
and deliver authorization services, exception file services, transaction scoring services,
and clearing and settlement services. An exemplary transaction processing network
may include VisaNet™. Transaction processing networks such as VisaNet™ are able
to process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™ in particular, may include a VIP system (Visa
Integrated Payments system) which processes authorization requests and a Base |l

system which performs clearing and settlement services.
[0037] Details of some embodiments of the present invention will now be described.

[0038] FIG. 1 illustrates a system 100 for implementing a network service, according
to some embodiments. System 100 may include a communication device 110 operated
by a user, an access device 160 via which the user of communication device 110 may
interact with to obtain a service associated with a service provider, and an authorization
server 180 associated with the service provider which authenticates the user or
communication device 110 to grant access to the service. Examples of services that
can be provide by system 100 may include access to restricted content or information,
access to an online account of a user, access to a network resource, access to a
restricted area, access to goods or services related to a transaction, etc. Any of these
services can be restricted such that only authenticated users can be granted access to
them. For example, in order for a user to gain access to a service, the user may be

requested to provide a valid access credential. The access credential may include

10
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account information identifying an account of the user associated with the service

provider, and other authentication information that is used to authenticate the user.

[0039] Communication device 110 may communicate with authorization server 180 via
a communications network 182 (e.g., internet, mobile or cellular network, etc.). For
example, communication device 110 may communicate with authorization server 180 to
download an access application. The access application may allow communication
device 110 to interact with an access device to obtain a service associated with the
service provider. In some embodiments, the access application can be downloaded
from an application store associated with authorization server 180 or the service
provider. Communication device 110 may also communicate with authorization server
180 from time to time to request and/or update account parameters use by the access
application, and to synchronize communication device 110 with authorization server
180. For example, communication device 110 may obtain an authorization network time
from authorization server 180 such that the clock and/or timing parameters of the
access application are synchronized with authorization server 180.

[0040] When the user attempts to access a service using communication device 110,
the user may launch the access application on communication device 110, and instruct
the access application to generate an access credential that is used for authenticating
the user and/or communication device 110 to the service provider. Communication
device 110 may interact with access device 160, and provide the access credential to
access device 160. For example, the access credential can be provided to access
device 160 using a wired or wireless connection, or the access credential can be
encoded in an image (e.g., QR code, bar code, etc.) that is displayed on communication
device 110, which is then scanned or captured by access device 160.

[0041] Access device 160 may send the access credential to authorization sever 180
via authorization network 184 to authenticate the user and/or communication device
110. It should be understood that in some embodiments, authorization server 180 can
be implemented as part of authorization network 184. When authorization sever 180

receives the access credential, authorization server 180 can determine the validity of
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the access credential, and if the access credential is valid, the user and/or

communication device 100 can be granted access to the requested service.

[0042] According to some embodiments, the access credential may have a limited
lifespan and may expire after a time-to-live amount of time. For example, the access
credential may have a time-to-live of up to 5 minutes, 10 minutes, 15 minutes, or 30
minutes, etc. from when the access credential is generated, and after which the access
credential will no longer be valid. To allow authorization server 180 to verify whether
the access credential has expired, the access credential may include timestamp
information indicating when the access credential was generated by the access
application. Although A device time provided by a local clock application maintained by
the communication device 110 can be used as the timestamp information, this local
clock application is typically user adjustable, and the device time can be manipulated by
a user by changing the settings on communication device 110. As such, using the
device time provided by a local clock application directly as the timestamp in the access
credential can lead to unreliable results. For example, a user may configure the local
clock application to set the device time to a future point in time in an attempt to extend

the life of the access credential beyond its valid usage limit.

[0043] Another option is to have the access application obtain an authorization
network time from the authorization server 180 each time the access credential is
generated. Because the authorization network time is provided by authorization server
180, a user would not be able to manipulate this time information received from
authorization server 180. However, communication device 110 may not always have
network connectivity. For example, communication device 110 can be a portable
communication device, and the portable communication device can be transported to a
location where network connectivity is limited or unavailable (e.g., underground, inside a
building, a location with limited signal reception, etc.). As such, there can be instances
in which communication device 110 cannot communicate with authorization server 180

to obtain the authorization network time when the access credential is being generated.

[0044] FIG. 2 illustrates a timing diagram of a technique to generate a reliable

timestamp for use in an access credential, according to some embodiments. The

12
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timestamp generation technique shown in FIG. 2 can be more reliable than the
techniques discussed above, because it does not require constant network connectivity
to an authorization server, and does not use a local device time from a user
configurable timer on the communication device directly as the timestamp information.
It should be understood that the timeline shown in FIG. 2 may not necessarily be drawn
to scale, and that the various events illustrated by the circled numeric designations can

occur at different times than what is specifically shown.

[0045] At event (1), the communication device is powered on and boots up. The
communication device may have a system timer such as a counter (e.g., implemented
in hardware) that starts ticking from an initial value (e.g., zero) when the communication
device is powered on. The system timer may be inaccessible by the user, and thus is
not user configurable. The system timer will continue ticking as long the communication
device is powered on. If the communication device is turned off, the system timer will
restart from its initial value upon power being restored to the communication device.
Hence, the system timer can be used to indicate how long the communication device
has been powered on. For example, the counter value of the system timer can be
converted to a time unit (e.g., number of hours, minutes, seconds, etc.) by multiplying
the counter value with the duration of the periodic interval at which the counter is
incremented.

[0046] At event (2), the user may communicate with the authorization network (e.g.,
authorization server) to download and install an access application associated with a
service provider onto the communication device. In some embodiments, instead of
downloading the access application from the authorization network, the access
application can be downloaded from an application store. When the access application
is installed on the communication device, the access application may communicate with
the authorization network (e.g., authorization server) to synchronize the access
application and the communication device with the authorization network. For example,
the access application may receive an authorization network time from the authorization
network when the communication device synchronizes with the authorization network.

The authorization network time can be, for example, the current Universal Coordinated

13
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Time (UTC), the current local time at the authorization server, or the current time of an
arbitrary clock maintained by the authorization server. The received authorization
network time can be stored as an authorization network synchronization time on the
communication device. Furthermore, the access application may store a system
synchronization elapsed time on the communication device reflecting the system time of
the system timer when the communication device synchronizes with the authorization
network. Whenever the communication device communicates with the authorization
network to synchronize with the authorization network (e.g., to request and/or update
account parameters), the authorization network synchronization time and the system
synchronization elapsed time stored on the communication device can be updated with
the authorization network time received from the authorization network and the system
time of the system timer, respectively.

[0047] At event (3), the communication device may interact with an access device to
request access to a service from a service provider associated with the access device.
The communication device may receive a request to generate an access credential to
authenticate the user and/or communication device. The request can be initiated from
the access device, or by the access application (e.g., in response to user input to
generate the access credential). The access credential may include a timestamp to

indicate when the access credential is generated.

[0048] To generate the timestamp for the access credential, the access application
may retrieve the authorization network synchronization time and the system
synchronization elapsed time stored on the communication device indicating the most
recent time that the communication device had synchronized with the authorization
network. The access application may determine whether the communication device has
synchronized with the authorization network based on the value of the authorization
network synchronization time. For example, if the authorization network
synchronization time has a default value (e.g., zero), this may indicate that the
communication device has not yet synchronized with the authorization network. In such
a scenario, the communication device may not have reliable time information in synch

with the authorization network. As such, the access application may generate an
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access credential with an indication that the access credential has unreliable timestamp
information. For example, the access credential may provide this indication by setting
the timestamp included in the access credential to a reset value (e.g., zero), and/or by
setting a separate timestamp reliability flag included in the access credential to a value

that indicates that the timestamp information is not reliable.

[0049] If the authorization network synchronization time has a non-default value (e.g.,
a non-zero value), this may indicate that the communication device has successfully
synchronized with the authorization network. As such, the timestamp included in the
access credential can be set to the to a sum of the authorization network
synchronization time, and a difference between the current system time of the system
timer of the communication device and the system synchronization elapsed time. The
difference between the current system time of the system timer of the communication
device and the system synchronization elapsed time reflects the amount of time that
has elapsed since the most-recent time that the communication device has
synchronized with the authorization network. Accordingly, by adding this amount of
time to the authorization network synchronization time stored on the communication
device and using the result as the timestamp information, a reliable timestamp in synch
with the authorization network can be generated. In some embodiments, the access
credential may provide an indication that the access credential has reliable timestamp
information by having a timestamp with a non-reset value (e.g., non-zero value), and/or
by setting a separate timestamp reliability flag included in the access credential to a
value that indicates the timestamp information is reliable. This technique to generate
the timestamp does not require the communication device to have an active network
connection at the time of the access credential generation, because the information
needed to generate the timestamp (e.g., most recent authorization network
synchronization time, system timer information, etc.) are all locally available on the
communication device. Furthermore, this technique to generate the timestamp is more

reliable because it does not rely on time information that can be manipulated by a user.

[0050] In addition to the timestamp, the access credential generated by the access

application may also include account information associated with an account of the
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user. For example, the account information may include an account identifier or a token
that is used as a substitute for a real account identifier. The account credential may
also include a cryptogram that is generated by encrypting the account information
and/or the timestamp using an encryption key. In some embodiments, the encryption
key can be a limited-use key that has its own set of usage restrictions. The access
credential can then be provided to the access device to request authorization to access
the requested service. In some embodiments, the access credential can be transmitted
to the access device using a wired or wireless (e.g., NFC, WiFi, Bluetooth, etc.)
connection. In some embodiments, the access application may encode the access
credential in an image such as a QR code or a bar code, and the access application
may provide the image to the access device by displaying the image on the
communication device. In such scenarios, the access device may capture the image
displayed on the communication device using a camera or other optical scanner (e.g.,
QR code reader or bar code reader). The access device may also decode the image to

retrieve the underlying information of the access credential.

[0051] Once the access device obtains the access credential, the access device may
send the access credential to an authorization server for verification. The authorization
sever may verifying that the account information in the access credential identifies a
valid account. The authorization sever may also verifying that cryptogram by
regenerating the cryptogram using a copy of the encryption key and comparing the
regenerated cryptogram with the cryptogram provided in the access credential. The
authorization server may also determine whether the access credential has reliable
timestamp information (e.g., via the value of the timestamp and/or the timestamp

reliability flag).

[0052] If the access credential indicates that the timestamp information is reliable, the
authorization server may compare the timestamp information with the current
authorization network time at the authorization server, and calculate the amount of time
that has elapsed since the access credential was generated. The authorization server
may then determine whether the access credential is being used within its time-to-live

threshold. If the access credential has not expired yet, and the account information
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and/or cryptogram are verified to be valid, the authorization can then grant authorization

for the user and/or the communication device to access the requested service.

[0053] If the access credential indicates that the timestamp information may be
unreliable, the authorization server may not be able to verify whether the access
credential has expired or not because the timestamp information included in the access
credential may not be accurate. In such scenarios, if the account information and/or the
cryptogram are verified, the authorization server may request step-up authentication
from the user. For example, the authorization server may request the user to enter a
PIN, password, or passcode, etc., biometric information (e.g., fingerprint), or other user
authentication information on the communication device or on the access device to

provide an additional assurance that the user is authorized to access the service.

[0054] If the account information and/or cryptogram are invalid, or the access
credential indicates that the timestamp is reliable but the access credential has expired,

the authorization server may deny access to the service.

[0055] In the timeline shown in FIG. 2, the access application is able to generate a
reliable timestamp based on the authorization network synchronization time stored on
the communication device and the system timer information. However, as mentioned
above, if the communication device is turned off, the system timer of the communication
device may restart from its initial value upon the power being restored to the
communication device. Thus, if the communication device is power cycled and the
system timer is restarted, the difference between the current system time of the system
timer and the system synchronization elapsed time previously stored on the
communication device may not necessarily provide an accurate measurement of the

amount of the time that has elapsed since the most recent synchronization event.

[0056] FIG. 3 illustrates a timing diagram of a technique to generate a reliable
timestamp which addresses power cycling of the communication device, according to
some embodiments. The timeline shown in FIG. 3 can be a continuation of the timeline
shown in FIG. 2. It should be understood that the timeline shown in FIG. 3 may not
necessarily be drawn to scale, and that the various events illustrated by the circled

numeric designations can occur at different times than what is specifically shown.
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[0057] Atevent (4), the communication device shuts down. For example, the
shutdown may occur in response to the communication device receiving user input
instructing the communication device to shut down (e.g., a user engaging the power
button of the communication device). As part of the shutdown process, the access
application or the communication device may execute a predetermined shutdown
sequence. The predetermined shutdown sequence can be executed if the
communication device has previously synchronized with the authorization network (e.g.,

if the authorization network synchronization time has a non-default value).

[0058] The predetermined shutdown sequence may include storing a local device
shutdown time on the communication device reflecting a device time indicated by a user
configurable timer of the communication device at the time when the communication
device is being shut down. The user configurable timer can be, for example, a clock
application that provides the local time or other time information. The predetermined
shutdown sequence may also store an authorization network device shutdown time
reflecting a sum of the most recent authorization network synchronization time stored on
the communication device, and a difference between the current system time of the
system timer when the communication device is being shut down and the system
synchronization elapsed time previously stored on the communication device. This
authorization network device shutdown time provides shutdown time information that is
in synch with the authorization network, and represent the current authorization network
time of the authorization network at the time the communication device is being shut

down.

[0059] If both the local device shutdown time and the authorization network device
shutdown time are successfully stored, the predetermined shutdown sequence may
complete the predetermine shutdown sequence by setting a device shutdown indicator
to an asserted state. The local device shutdown time, the authorization network device
shutdown time, and the device shutdown indicator can be stored in in a non-volatile
memory (e.g., flash memory) such that their values can be retained when the
communication is turned off. In some embodiments, to reduce memory usage, the
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memory location used for storing the authorization network synchronization time can be

reused to store the authorization network device shutdown time.

[0060] At event (5), the communication device is turned back on and boots up. The
system timer of the communication device restarts from its initial value. As part of the
boot up sequence, the access application or the communication device may determine
whether the predetermined shutdown sequence was properly executed when the
communication device was last shut down. For example, the device shutdown indicator
can be checked to determine whether it is in the asserted state or the deasserted state.
If the device shutdown indicator is in the deasserted state, this may indicate that the
communication device was not properly shutdown. This may occur, for example, if the
battery of the communication device died prior to completion of the predetermined
shutdown sequence, or the battery has drained down to a level that cannot provide
sufficient power to execute the predetermined shutdown sequence. If it is determined
that the predetermine shutdown sequence was not properly executed, the authorization
network synchronization time stored on the communication device can be reset to its
default value (e.g., zero). By resetting the authorization network synchronization time
back to its default value, the access application can be informed that the communication

device is no longer synchronized with the authorization network.

[0061] If the device shutdown indicator is in the asserted state when the
communication device is turned back on to indicate that the predetermined shutdown
sequence was properly executed, the authorization network synchronization time stored
on the communication device can be set to a sum of the authorization network device
shutdown time, and a difference between a current device time indicated by the user
configurable timer (e.g., clock application) when the communication device is turned
back on and the local device shutdown time previously stored on the communication
device. The difference between the current device time indicated by the user
configurable timer and the local device shutdown time previously stored on the
communication device reflects the amount of time that the device was turned off.
Although the user configurable timer can generally be manipulated by a user, the user

configurable timer cannot be manipulated while the communication device is turned off.
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As such, the difference between the current device time when the communication
device is turned back on and the local device shutdown time can provide a reliable
measurement of how long the communication device has been turned off. According to
some embodiments, the user configurable timer of the communication device can
maintain time while the communication device is turned off by using a real-time clock
(RTC) that runs on a different power source (e.g.., a capacitor) than the main battery of
the communication device such that the RTC can continue running even when the main
battery is completely drained. In some embodiments, the user configurable timer of the
communication device can obtain the current device time when the communication
device boots by using a network time protocol (NTP). For example, the communication
device can obtain a local time provided by a cellular network when the communication
device boots up. Once the authorization network synchronization time stored on the
communication device is updated, the system synchronization elapsed time can be
reset to zero, and the device shutdown indicator can also be reset back to a deasserted
state.

[0062] At event (6), the communication device, after going through a power cycle of
being turned off and then back on, may interact with an access device to request
access to a service from a service provider associated with the access device. The
communication device may receive a request to generate an access credential to
authenticate the user and/or communication device. To generate the timestamp for the
access credential, the access application may retrieve the authorization network
synchronization time and the system synchronization elapsed time stored on the
communication device indicating the most recent time that the communication device
had synchronized with the authorization network. The access application may
determine whether the communication device has reliable time information that is in
synch with the authorization network. For example, if the authorization network
synchronization time has a default value (e.g., zero), this may indicate that the
communication device has not yet synchronized with the authorization network, or that
the predetermined shutdown sequence did not complete properly to cause the
authorization network time information on the communication device to become

unreliable. In such a scenario, the access application may generate an access
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credential with an indication that the access credential has unreliable timestamp

information. For example, the access credential may provide this indication by setting
the timestamp included in the access credential to a reset value (e.g., zero), and/or by
setting a separate timestamp reliability flag included in the access credential to a value

that indicates that the timestamp information is not reliable.

[0063] If the authorization network synchronization time has a non-default value (e.g.,
a non-zero value), this may indicate that the communication device has reliable time
information that is in synch with the authorization network (e.g., the communication
device has synchronized with the authorization network after being turned back on, or
the predetermined shutdown sequence was properly executed to update the
authorization network time information stored on the communication device when the
communication device was shut down). As such, the timestamp included in the access
credential can be set to the to a sum of the authorization network synchronization time,
and a difference between the current system time of the system timer of the
communication device and the system synchronization elapsed time. In some
embodiments, the access credential may provide an indication that the access
credential has reliable timestamp information by having a timestamp with a non-reset
value (e.g., non-zero value), and/or by setting a separate timestamp reliability flag
included in the access credential to a value that indicates the timestamp information is
reliable. The access device can then obtain the access credential and authentication
the user and/or communication device using techniques similar to those discussed

above.

[0064] For a better understanding of the reliable timestamp techniques described
above, FIG. 4 shows an example timing diagram of generating access credentials with
example values for the various timing parameters, according to some embodiments.
The timing diagram shown in FIG. 4 is based on FIGs. 2-3 discussed above. It should
be understood that the timeline shown in FIG. 4 may not necessarily be drawn to scale,
and that the various events illustrated by the circled numeric designations can occur at
different times and the various timing parameters may have different values than what is

specifically shown.
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[0065] At event (1), the communication device is powered on and boots up. The
system timer of the communication device starts ticking from an initial value of zero. At
event @, after the device has been turned on for an hour, the user may download and
install an access application associated with a service provider onto the communication
device. At this time, the system timer may reflect a value corresponding to 1 hour
because the communication device has been powered on for an hour. When the
access application is installed on the communication device, the access application may
communicate with the authorization network to synchronize the access application and
the communication device with the authorization network, and the access application
may receive an authorization network time from the authorization network. In some
embodiments, the access application may synchronize with the authorization network
whenever the access application communicates with the authorization network, for
example, to request and/or update account parameters used by the access application.
In this example, the authorization network time received from the authorization network
at event (2) is 7:00 UTC time. The access application may store this as the
authorization network synchronization time. Additionally, the access application may
store the current system time of the system timer (e.g., 1 hour) as the system
synchronization elapsed time.

[0066] At event (3), after the communication device has been powered on for two
hours, the communication device may interact with an access device to request access
to a service from a service provider associated with the access device. At this time, the
system timer has a value corresponding to 2 hours because the communication device
has been powered on for two hours. To generate the timestamp for the access
credential, the access application may retrieve the authorization network
synchronization time previously stored on the communication device (e.g., 7:00 UTC)
and the system synchronization elapsed time previously stored on the communication
device (e.g., 1 hour). Since the authorization network synchronization time has a non-
default value, the access application can determine that the communication device has
reliable time information that is in synch with the authorization network. As such, the
timestamp included in the access credential can be set to the to a sum of the

authorization network synchronization time (e.g., 7:00 UTC), and a difference between
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the current system time of the system timer of the communication device and the
system synchronization elapsed time (e.g., 2 hours — 1 hour = 1 hour). Thus, the
timestamp included in the access credential generated at event (3) may have a value of
8:00 UTC, which is the authorization network time at the authorization server when the

access credential at event (3) is generated.

[0067] At event (4), after the communication device has been on for three hours, the
communication device is powered down. At this time, the system timer may have a
value corresponding to 3 hours because the communication device has been powered
on for three hours. As part of a predetermined shutdown sequence, the communication
device may store a local device shutdown time on the communication device reflecting
a device time indicated by a user configurable timer (e.g., clock application) of the
communication device. In the example shown, the user configurable timer on the
communication device may have a device time of 15:00 when the communication
device is powered down. Thus, the local device shutdown time stored on the
communication device may have a value of 15:00. This device time may correspond to
a local time at the location of the communication device.

[0068] The predetermined shutdown sequence may also store an authorization
network device shutdown time reflecting a sum of the most recent authorization network
synchronization time stored on the communication device (e.g., 7:00 UTC), and a
difference between the current system time of the system timer and the system
synchronization elapsed time previously stored on the communication device (e.g., 3
hours — 1 hour = 2 hours). Thus, the authorization network device shutdown time stored
on the communication device may have a value of 9:00 UTC. This authorization
network device shutdown time may correspond to the authorization network time at the
authorization server when the communication device is powered down.

[0069] At event (5), an hour after the communication device was powered down, the
communication device is turned back on and boots up. The system timer of the

communication device restarts from its initial value of zero. The device time indicated
by a user configurable timer (e.g., clock application) of the communication device may

have a time of 16:00 when the communication device is turned back on. The
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communication device may obtain this device time from a RTC clock or via a NTP
protocol. Since the predetermined shutdown sequence was properly executed at event
(4), the authorization network synchronization time stored on the communication device
is updated to be the sum of the authorization network device shutdown time (e.g., 9:00
UTC), and a difference between a current device time indicated by the user configurable
timer and the local device shutdown time previously stored on the communication
device (e.g., 16:00 — 15:00 = 1 hour). Thus, the authorization network synchronization
time stored on the communication device can be updated to have a value of 10:00 UTC.

The system synchronization elapsed time is also reset back to zero.

[0070] At event (6), after the communication device has been turned back on for an
hour, the communication device may interact with an access device to request access
to a service from a service provider associated with the access device. At this time, the
system timer may have a value corresponding to 1 hour because the communication
device has been powered on for one hour. To generate the timestamp for the access
credential, the access application may retrieve the authorization network
synchronization time (e.g., 10:00 UTC) and the system synchronization elapsed time
(e.g., 0 hour) stored on the communication device. Since the authorization network
synchronization time has a non-default value, the access application can determine that
the communication device has reliable time information that is in synch with the
authorization network. As such, the timestamp included in the access credential can be
set to the to a sum of the authorization network synchronization time (e.g., 10:00 UTC),
and a difference between the current system time of the system timer of the
communication device and the system synchronization elapsed time (e.g., 1 hour -0
hour = 1 hour). Thus, the timestamp included in the access credential generated at
event (6) may have a value of 11:00 UTC, which is authorization network time at the

authorization server when the access credential at event (6) is generated.

[0071] FIG. 5 illustrates a flow diagram of a process 500 that can be performed by a
communication device, according to some embodiments. At block 502, the
communication device is transitioned from an active state (e.g., power on) to an inactive

state (e.g., power off). For example, the communication device may receive an
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instruction from the user to shut down the communication device, or the battery of the

communication device may have reached a minimum threshold to cause an automatic
shutdown of the communication device. In some embodiments, as part of transitioning
the communication device to the inactive state, the communication device may attempt

to execute a predetermined shutdown sequence.

[0072] At block 504, the communication device is transitioned from the inactive state
back to the active state. For example, the communication device may receive an
instruction from the user to power on the communication device, and this may occur
after the battery of the communication device has been recharged. At block 506,
subsequent to transitioning back to the active state, the communication device may
receive a request to generate an access credential that is used by an authorization
network to authenticate a user and/or the communication device to grant access to a

service.

[0073] At block 508, process 500 may determine whether the communication device
successfully executed a predetermined shutdown sequence when the communication
device transitioned to the inactive state at block 502 (e.g., by checking the state of a
device shutdown indicator). If it is determined that the communication device
successfully executed a predetermined shutdown sequence, then the communication
device can be assumed to have reliable time information that is in synch with the
authorization network. As such, at block 510, process 500 can generate an access
credential including a timestamp indicating the time at which the access credential is
generated. In some embodiments, the access credential may provide an indication that
the access credential has reliable timestamp information (e.g., by having a non-reset
value in the timestamp).

[0074] If it is determined that the communication device did not properly execute the
predetermined shutdown sequence, process 500 may determine whether the
communication device has synchronized with the authorization network subsequent to
transitioning back to the active state at block 512 (e.g., by checking the value of the
authorization network synchronization time stored on the communication device). Ifitis

determined that the communication device has synchronized with the authorization
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network subsequent to transitioning back to the active state, then the communication
device can be assumed to have reliable time information that is in synch with the
authorization network. As such, process 500 can continue to block 510 to generate an

access credential with reliable timestamp information.

[0075] If it is determined that the communication device has not yet synchronized with
the authorization network subsequent to transitioning back to the active state and the
predetermined shutdown sequence was not executed properly when the communication
device was last transitioned to the inactive state, then the communication device can be
assumed to not have reliable time information. In such a scenario, process 500 can still
generate an access credential at block 514, but the access credential may provide an
indication that the access credential has unreliable timestamp information (e.g., by
having a reset value in the timestamp). At block 516, the access credential is provided
to an access device associated with the authorization network to authenticate the user

and/or communication device.

[0076] FIG. 6 illustrates a flow diagram of a process 600 that can be performed by a
communication device to synchronize the time information stored on the communication
device with an authorization network (e.g., authorization server), according to some
embodiments. Process 600 can be performed from time to time when the
communication device has network connectivity and can communicate with the
authorization server. At block 602, the communication device may communicate with
the authorization network to synchronize the communication device with the
authorization network. This may occur according to a predetermined schedule as a
background task, or when the user interacts with the access application associated with
the authorization network. At block 604, the communication device may store an
authorization network synchronization time on the communication device. The
authorization network synchronization time can be updated with an authorization
network time received from the authorization network when the communication device
synchronizes with the authorization network. At block 606, the communication device
may further store a system synchronization elapsed time on the communication device.
The a system synchronization elapsed time can be updated with a current system time
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of the system timer of the communication device when the communication device

synchronizes with the authorization network.

[0077] FIG. 7 illustrates a flow diagram of a process 700 that can be performed by a
communication device to generate a timestamp for an access credential, according to
some embodiments. For example, process 700 can be performed when a user uses an
access application on the communication device to request access to a service. At
block 702, process 700 may determine whether the authorization network
synchronization time stored on the communication device is at a default value (e.qg.,
zero) at the time the access credential is being generated. If it is determined that the
authorization network synchronization time has a default value, then at block 704, the
timestamp for inclusion in the access credential can be set to a reset value (e.g., zero).
By having a reset value as the timestamp information, an authorization server can be
informed that the timestamp information in the access credential is not reliable, and that
additional authentication measure can be taken before granting access to the requested
service. If it is determined that the authorization network synchronization time has a
non-default value, then at block 706, the timestamp for inclusion in the access
credential can be set to a to a sum of the authorization network synchronization time
stored on the communication device, and a difference between a current system time of
the system timer of the communication device when the access credential is generated

and the system synchronization elapsed time stored on the communication device.

[0078] FIG. 8 illustrates a flow diagram of a process 800 of a predetermined shutdown
sequence that can be performed by a communication device, according to some
embodiments. The predetermined shutdown sequence can be performed when the
communication device transitions from an active state to an inactive state to maintain
synchrony with an authorization network. If the communication device is not currently
synchronized with the authorization network (e.g., the authorization network
synchronization time has a default value) when the communication device is
transitioned to the inactive state, then it may be unnecessary to execute the
predetermined shutdown sequence because the communication device is not in synch
with the authorization anyway. Thus, in some embodiments, the predetermined
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shutdown sequence can be executed only if the authorization network synchronization
time stored on the communication device has a non-default value when the

communication device is transitioned from the active state to the inactive state.

[0079] At block 802, process 800 may store a local device shutdown time on the
communication device reflecting a device time indicated by a user configurable timer of
the communication device when the communication device is transitioned from the
active state to the inactive state. The user configuration timer can be, for example, a
clock application that displays a time on the communication device. In some
embodiments, this device time can be the current local time of the location of the
communication device. At block 804, process 800 may store an authorization network
device shutdown time reflecting a sum of the authorization network synchronization
time, and a difference between a current system time of the system timer of the
communication device when the communication device is transitioned from the active
state to the inactive state and the system synchronization elapsed time stored on the
communication device. At block 806, process 800 may set a device shutdown indicator
to an asserted state. This device shutdown indicator can be checked when the
communication device transitions back to the active state to determine if the
predetermined shutdown sequence was properly executed when the communication

device was last transitioned to the inactive state.

[0080] FIG. 9 illustrates a flow diagram of a process 900 of a boot sequence that can
be performed by a communication device, according to some embodiments. For
example, the boot sequence can be executed when the communication device is
transitioned from an inactive state to an active state. At block 902, process 900 may
determine whether the device shutdown indicator in the asserted state when the
communication device is transitioned from the inactive state to the active state. The
device shutdown indicator provides an indication of whether the predetermined
shutdown sequence was properly executed when the communication device was last
transitioned to the inactive state. At block 910, if the device shutdown indicator is not in

the asserted state when the communication device is transitioned from the inactive state
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to the active state, then the authorization network synchronization time stored on the

communication device is reset to its default value.

[0081] At block 904, if the device shutdown indicator is in the asserted state when the
communication device is transitioned from the inactive state to the active state, then the
authorization network synchronization time stored on the communication device can be
set to a sum of the authorization network device shutdown time previously stored on the
communication device, and a difference between a current device time indicated by the
user configurable timer of the communication device when the communication device is
transitioned from the active state to the inactive state and the local device shutdown
time previously stored on the communication device. At block 906, process 900 may
reset the system synchronization elapsed time (e.g., to zero). At block 908, process

900 may also reset the device shutdown indicator to a deasserted state.

[0082] FIG. 10 illustrates a block diagram of a communication device 1000 in which
some embodiments of the processes described herein can be implemented.
Communication device 1000 can be, for example, a portable communication device
such as a mobile phone, a wearable device, an automobile, or other communication

device that can be transported by or with a user.

[0083] Communication device 1000 may include device hardware 1003 coupled to a
memory 1002. Device hardware 1003 may include a processor 1004, a communication
subsystem 1005, use interface 1008, and a display screen 1007 (which may be part of
user interface 1008). In some embodiments, device hardware 1003 may include a
contactless interface 1008. Device hardware 1003 may also include a system timer
1009 such as a hardware counter that counts or ticks when the communication device is
powered or in an active state. In some embodiments, system timer can be implemented

in software.

[0084] Processor 1004 can be implemented as one or more integrated circuits (e.g.,
one or more single core or multicore microprocessors and/or microcontrollers), and is
used to control the operation of communication device 1000. Processor 1004 can
execute a variety of programs in response to program code or computer-readable code

stored in memory 1002, and can maintain multiple concurrently executing programs or
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processes. Communications subsystem 1005 may include one or more RF transceivers
and/or connectors that can be used by communication device 1000 to communicate
with other devices and/or to connect with external networks. User interface 1008 can
include any combination of input and output elements to allow a user to interact with
and invoke the functionalities of communication device 1000. In some embodiments,
display screen 1007 may be part of user interface 1008, and can be a touch screen that

accepts user input.

[0085] Contactless interface 1006 may include one or more RF transceivers to interact
with a contactless reader of an access device to conduct a transaction (e.g., payment
transaction, access transaction, information exchange, etc.). In some embodiments,
contactless interface 1006 can be accessed by the operating system (OS) 1014 using
host card emulation APIs 1016 without requiring the use of a secure element. In some
embodiments, display 1007 can also be used as a contactless interface, for example, to

perform transactions using QR codes, bar codes, etc.

[0086] Memory 1002 can be implemented using any combination of any number of
non-volatile memories (e.g., flash memory) and volatile memories (e.g., DRAM, SRAM),
or any other non-transitory storage medium, or a combination thereof media. Memory
1002 may store a OS 1014 and an application environment 1010 where one or more
applications reside including access application 1020 (e.g., wallet application, banking
application, payment application, merchant application, transit application, service
provider application, web browser, etc.) to be executed by processor 1004. In some
embodiments, OS 1014 may implement a set of card emulation APIs 1016 that can be
invoked by access application 1020 to operate contactless interface 1006 to interact
with an access device. In some embodiments, application environment 1010 may also
include a clock application 1040 that communication device 1000 uses to keep time.
Clock application 1040 may implement a user configurable timer 1042 that a user can
configure to display time information on communication device 1000. For example, user
configurable timer 1042 can be invoked to display a local time on communication device
1000.
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[0087] According to some embodiments, access application 1020 can implement
security-sensitive functions such as token request function 1024, account parameters
replenishment function 1026, and an access credential generator 1022, etc. In some
embodiments, access credential generator may include a cryptogram generation
function. Token request function 1024 can be invoked to request a token from a remote
server (e.g., an authorization server such as a cloud-based transaction server, token
server, issuer or host processing system, etc.). The token can be used as a substitute
for a real account identifier to conduct transactions, for example, by sending the token
to an access device that forwards the token to an authorization server. The
authorization server can then map the token back to the account identifier to identify the
account of the user. Using a token instead of a real account identifier can be more
secure because the real account identifier is not transmitted when conducting a
transaction. Token request function 1024 can be invoked, for example, at enroliment
time to request an initial token, or when the lifespan of the current token has expired.

[0088] Account parameters replenishment function 1026 can be invoked to replenish
or renew account parameters such as a limited-use key from a remote server (e.g., an
authorization server such as a cloud-based transaction server, token server, issuer or
host processing system, etc.). At the time of a transaction, the limited-use key can be
used to generate a cryptogram that is provided to an access device to conduct the
transaction. The limited-use key may be associated with a set or one or more limited-
use thresholds (e.g., valid for a predetermined period of time, predetermined number of
transactions, and/or predetermined cumulative transaction amount) to limit the usage of
the LUK. When one or more of the limited-use thresholds of the LUK has expired or is
about to expire, account parameters replenishment function 1026 can be invoked to

request a new LUK

[0089] Access credential generator 1022 can be invoked at transaction time to
generate an access credential. The access credential may include an account identifier
or a token, a cryptogram generated by a cryptogram generation function of the access
credential generator 1022, and/or a timestamp indicating the time at which the access

credential is generated. The access credential may also include other transaction
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information such as an application transaction counter value that counts the number of
transactions conducted from the access application, etc. In some embodiments, the
cryptogram can be generated by receiving dynamic transaction data from the access
device (e.g., transaction amount, transaction date, unpredictable number, etc.), and
encrypting the dynamic transaction data with the LUK. In some embodiments, the
cryptogram can be generated by encrypting a static string using the LUK (e.g., if the
access device does not support transmission of dynamic data to the communication
device). The cryptogram can also be generated by encrypting the timestamp of the

access credential, or by encrypting any combination of the above data elements.

[0090] Access credential generator 1022 can package the access credential in a
suitable form that can be provided to an access device. For example, access credential
generator 1022 may package the access credential into one or more protocol messages
for transmission to the access device. In some embodiments, access credential
generator 1022 may encode the access credential into an image such as a QR code or
bar code. The encoded image can be displayed on communication device 1000, and
the access device may capture or scan the encoded image to obtain the access

credential.

[0091] According to some embodiments, the timestamp generation techniques
described herein can be used to provide a reliable timestamp for the access credential.
Access application 1020 may provide timing parameters storage function 1031 to store
various timing parameters and time information used for generating a reliable timestamp
in synch with an authorization server. For example, timing parameters storage function
1031 may store an authorization network synchronization time 1032, a system
synchronization elapsed time 1033, an authorization network shutdown time 1034,

and/or a local device shutdown time 1035.

[0092] Authorization network synchronization time 1032 is used to record the most
recent authorization network time received from an authorization network when
communication device 1000 synchronizes with the authorization network (e.g.,
authorization server). Communication device 1000 may synchronize with the

authorization network, for example, when communication device 1000 communicates
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with the authorization network to request a token, to perform account parameters
replenishment, or otherwise interact with the authorization network. System
synchronization elapsed time 1035 is used to record the system time of system timer
1009 when the communication device 1000 synchronizes with the authorization
network, and provides an indication of how long the communication device 1000 has
been turned on or in an active state when the most recent synchronization event occurs.
Authorization network shutdown time 1034 is used to record the authorization network
time when the communication device 1000 is powered down or transitioned to an
inactive state. Because communication device 1000 may not always have network
connectivity when communication device 1000 is transitioned to the inactive state,
authorization network shutdown time 1034 can be derived from the authorization
network synchronization time 1032, the system synchronization elapsed time 1035, and
the system time of the system timer at the time of transition. Local device shutdown
time 1035 is used to record the local device time of user configurable timer 1042 when

communication device 1000 is powered down or transitioned to the inactive state.

[0093] In some embodiments, authorization network shutdown time 1034 and local
device shutdown time 1035 can be stored in a non-volatile memory (e.g., flash memory)
such that their values can be retained when the communication device loses power or is
turned off. Authorization network synchronization time 1032 and system
synchronization elapsed time 1033 can be stored in volatile (e.g., RAM) or non-volatile
memory. In some embodiments, the memory location of authorization network
synchronization time 1032 can be the same memory location as the authorization
network shutdown time 1034, because the value of authorization network
synchronization time 1032 is not needed once the authorization network shutdown time
1034 is determined when the communication device transitions to an inactive state, and
the authorization network shutdown time 1034 is not needed once the authorization
network shutdown time 1034 at boot up is derived from the authorization network

shutdown time 1034 when the communication device transitions to an active state.

[0094] FIG. 11 illustrates a block diagram of an exemplary system 1100 in which the

reliable timestamp techniques described herein can be used, according to some
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embodiments. System 1100 can be, for example, a cloud-based transaction system for
conducting cloud-based transactions. It should be understood that the reliable
timestamp techniques described herein can be applied to other types of systems which

may or may not relate to transaction processing.

[0095] System 1100 can include a portable communication device 1110, a cloud-
based transaction platform (CBP) 1180, and a mobile application platform (MAP) 1170.
CBP 1180 may be implemented using one or more computing devices, and can be
associated with or operated by an issuer, transaction processor, and/or other suitable
entities. CBP 1180 implements a set of functionalities including account management,
and account parameters generation and replenishment to enable could-based

transactions to be conducted via portable communication device 1110.

[0096] MAP 1170 is used to facilitate communications between CBP 1180 and mobile
application 1114 (e.g., an access application) installed on portable communication
device 1110. MAP 1170 may be implemented using one or more computing devices,
and can be associated with or operated by the service provider of mobile application
1114, such as an issuer, a mobile wallet provider, a merchant, and/or other suitable
entities. In some embodiments, MAP 1170 can be associated with or operated by the
same or different entity as CBP 1180. MAP 1170 is used to intermediate requests
between the mobile application 1114 and CBP 1180, and to ensure that requests and
responses initiated by either party are fulfilled once connectivity to portable
communication device 1110 is established, for example, via a communications network
1182 (e.g., Internet, mobile or cellular network, etc.). It should be understood that in
some embodiments, one or more functionalities of CBP 1180, MAP 1170, and/or issuer
or host processing system 1172, may be integrated into the same computing system or
different computing systems. In some embodiments, any one or more of CBP 1180,
MAP 1170, and/or issuer or host processing system 1172 can act as an authorization

server.

[0097] Portable communication device 1110 (e.g., communication device 1000) can
be used to conduct cloud-based transactions (e.g., payment transactions) facilitated by
CBP 1180 and/or MAP 1170. Portable communication device 1110 includes device
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hardware 1132, mobile operating system (OS) 1122, and applications environment
1112. Device hardware 1132 may include a contactless interface 1134 that can
contactlessly communicate or otherwise present information to another device such as
a contactless reader 1162 of an access device 1160. Examples of contactless interface
1134 can include a near-field communications (NFC) interface that can send and
receive communications using radio frequency, or other wireless communication
protocols such as Bluetooth, Bluetooth Low Energy (BLE), Wi-Fi, etc. Examples of
contactless interface 1134 may also include an optical interface such as a display to

present information such as quick response (QR) codes, barcodes, etc.

[0098] Applications environment 1112 of portable communication device 1110 may
include a mobile application 1114 such as an access application provided by a service
provider (e.g., an issuer). For example, if the service provider of mobile application
1114 is an issuer, mobile application 1114 may be a mobile banking application or a
mobile payment application. If the service provider is a mobile wallet provider such as a
mobile network operator or third-party wallet provider that supports multiple issuers,
mobile application 1114 may be a mobile wallet application. For merchants, mobile
application 1114 may be a merchant’s own transaction application from which
consumers can conduct e-commerce or point of sale transactions, or a mobile wallet

application supporting multiple merchants.

[0099] In some embodiments, mobile application 1114 may include on-device cloud-
based transaction logic integrated into mobile application 1114 to support cloud-based
transactions. The on-device cloud-based transaction logic performs functions to
facilitate cloud-based transactions such as to take account parameters provided for use
in transactions and deliver them to mobile operating system 1122 for transmission over
contactless interface 1134. For example, the on-device cloud-based transaction logic
may use a cryptogram key (e.g., a limited-use key) provisioned from CBP 1180 to
generate a transaction cryptogram that is transmitted over contactless interface to
access device 1160 to conduct a transaction. The transaction cryptogram can be sent
over to the transaction processing network 1184 (e.g., acting as an authorization

network) to obtain authorization for the transaction. The on-device cloud-based
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transaction logic also manages the initial service profile parameters that are provided
after an account has been provisioned to ensure that requests for account parameter

replenishment and other account parameter management activities are initiated.

[0100] To provision portable communication device 1110 for cloud-based transactions,
CBP 1180 can configure account portfolios associated with issuers and to provide
portable communication device 1110 with account parameters that are uses when
conducting cloud-based transactions. The account portfolios established by CBP 1180
can include characteristics such as risk parameters (e.g., velocity controls) that
manages the triggers of when account parameters on a provisioned device will need to
be refreshed for accounts in each portfolio. To ensure consistent performance and
usability, a set of minimum parameters configurable in a service profile can be
implemented by CBP 1180. To ensure that cloud-based payment transactions are
processed according to the rules specified in the service profile for an account portfolio,
CBP 1180 performs various core functions during the lifetime of an account that has
been enabled. These functions can include provisioning, active account management,
transaction verification, transaction processing, lifecycle management and post-

payment.

[0101] CBP 1180 may create a service profile for a portfolio before an account is
provisioned as a cloud-based transaction account. Provisioning may include taking an
enrolled account, create account information such as an alternate account identifier
(e.g., alternate Primary Account Number (PAN)) or a token acting as an account
identifier substitute that can be used instead of a real account identifier (e.g., a real
PAN) to conduct transactions, and inheriting service profile has been established for the
portfolio. Once an account is provisioned, the relevant service profile details are shared
with both the transaction processing and the on-device cloud-based transaction logic to
ensure that decision making can be done at transaction processing and during mobile

application usage by the user.

[0102] After an account has been provisioned, active account management can be
performed by CBP 1180. Active account management can be initiated either from

transaction processing activity or from mobile application activity. Once the account has
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been provisioned, the active account management capability generates the initial set of
account parameters to be deployed to portable communication device 1110. The
account parameters may include account information generated during provisioning
(e.g., alternate account identifier or token), as well as dynamic information to ensure the
set of account parameters have only a limited use or limited lifespan once delivered to
the device. Dynamic information may include a limited-use key or dynamic data
depending on what type of transaction is being supported. For example, the dynamic
information may include limited-use keys (LUK) to calculate cryptograms, as well as
limited use dynamic data to support legacy dynamic card verification value or code

based implementations.

[0103] During transaction processing, if the service profile parameters maintained by
CBP 1180 for a particular account indicate that account parameters on portable
communication device 1110 need to be replaced, the active account management
capability of CBP 1180 may connect to portable communication device 1110 via MAP
1170 to replenish the account parameters. Likewise, if the on-device service profile
parameters stored on portable communication device 1110 indicate that account
parameter replenishment is needed or is close to be being needed (i.e., by monitoring
account parameter thresholds), then mobile application 1114 can make a request to

CBP 1180 for account parameter replenishment.

[0104] Once portable communication device 1110 has been provisioned to conduct
cloud-based transactions, transactions can be conducted via portable communication
device 1110 by interacting with a contactless reader 1162 of an access device 1160
(e.g., at a merchant location). Components of access device 1160 may include point-of-
sale (POS) terminal 1164 and/or electronic cash register 1166. In some embodiments,
access device 1160 can be a web server associated with a merchant, and portable
communication device 1110 can communicate with access device 1160 via a computer
network. Access device 1160 can be coupled to acquirer 1174 (e.g., via a merchant
computer not shown). Acquirer 1174 may be connected to an issuer or host processing
system 1172 via transaction processing network 1184. Transaction processing network

1184 may include one or more server computers. A server computer is typically a
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powerful computer or cluster of computers. For example, the server computer can be a
large mainframe, a minicomputer cluster, or a group of servers functioning as a unit. In
one example, the server computer may be a database server coupled to a web server.
Transaction processing network 1184 may use any suitable wired or wireless network,

including the Internet.

[0105] Transaction processing network 1184 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, transaction scoring services, and clearing and
settlement services. An exemplary transaction processing network may include
VisaNet™ . Transaction processing networks such as VisaNet™ are able to process
credit card transactions, debit card transactions, and other types of commercial
transactions. VisaNet™ in particular, includes a VIP system (Visa Integrated Payments
system) which processes authorization requests and a Base |l system which performs

clearing and settlement services.

[0106] Each of the entities (e.g., acquirer 1174, transaction processing network 1184,
issuer or host processing system 1172) may include one or more computers to enable

communications, or to perform one or more of the functions described herein.

[0107] To conduct a cloud-based transaction, a user of portable communication device
1110 may tap portable communication device 1110 against contactless reader 1162
(e.g., via NFC) of access device 1160, or display an image such as a QR code or
barcode on a screen of portable communication device 1110 that can be scanned by
contactless reader 1162 (e.g., an optical scanner or camera) of access device 1160. In
some embodiments, portable communication device 1110 may provide access device
1160 with access credential such as an account identifier (e.g., an alternate account
identifier, a token, etc.), and additional information such as limited-use account
parameters or information derived from the limited-use account parameters. For
example, the access credential information can be encoded in a QR code or barcode
that is scanned by access device 1160; or the access credential information can be

transmitted to access device 1160 via NFC. In some embodiments, the limited-use
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account parameters included in the access credential may include a transaction

cryptogram and a timestamp.

[0108] Access device 1160 or a merchant computer coupled to access device 1160
may generate an authorization request message including the account identifier and
additional information (e.g., limited-use account parameters, or information derived from
the limited-use account parameters), and forward the authorization request message to
acquirer 1174. In some embodiments, to provide compatibility with legacy protocol
messages that may not have a specific field in the authorization request message
designated for timestamp information, the timestamp information can be transmitted in
an existing data field such as an unpredictable number data field. The authorization
request message is then sent to transaction processing network 1184. Transaction
processing network 1184 then forwards the authorization request message to the
corresponding issuer or host processing system 1172 associated with an issuer of the

account associated with portable communication device 1110.

[0109] Afterissuer or host processing system 1172 receives the authorization request
message, the authorization request message may be parsed, and information in the
authorization request message may be sent to CBP 1180 for verification. An
authorization response message is then sent back to transaction processing network
1184 to indicate whether the current transaction is authorized (or not authorized).
Transaction processing network 1184 then forwards the authorization response
message back to acquirer 1174. In some embodiments, transaction processing network
1184 may decline the transaction even if issuer or host processing system 1172 has
authorized the transaction, for example depending on a value of a fraud risk score or
depending if limited-use account parameters are verified by CBP 1180. Acquirer 1174
then sends the authorization response message to the merchant computer and/or
access device 1160. The authorization response results may be displayed by access
device 1160, or may be printed out on a physical receipt. Alternately, if the transaction
is an online transaction, the merchant may provide a web page or other indication of the
authorization response message as a virtual receipt. The receipts may include
transaction data for the transaction.
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[0110] At the end of the day, a normal clearing and settlement process can be
conducted by transaction processing network 1184. A clearing process may refer to a
process of exchanging financial details between an acquirer and an issuer to facilitate
posting to a customer’s payment account and reconciliation of the user’s settlement

position.

[0111] The various entities or components described herein may be associated with or
operate one or more computer apparatuses to facilitate the functions described herein.
Any of the entities or components, including any computer, computing system, server,
or database, may use any suitable number of subsystems to facilitate the functions.
Components of such subsystem can be interconnected via a system bus. Additional
subsystems such as a printer, keyboard, fixed disk (or other memory comprising
computer readable media), monitor, which is coupled to display adapter, and others can
also be coupled to the system bus. Peripherals and input/output (I/0O) devices, which
couple to an I/O controller (which can be a processor or other suitable controller), can
be connected to the computer system by any number of means known in the art, such
as a serial port. For example, a serial port or an external interface can be used to
connect the computer apparatus to a wide area network such as the Internet, a mouse
input device, or a scanner. The interconnection via system bus allows the central
processor to communicate with each subsystem and to control the execution of
instructions from system memory or the fixed disk, as well as the exchange of
information between subsystems. The system memory and/or the fixed disk may

embody a computer readable medium.

[0112] Any of the computing devices, communication devices, computers, servers,
and the like described herein can be implemented using one or more processors
coupled to a memory that store code or instructions, which when executed by the one
or more processors, cause the device to perform one or more of the methods and
processes described herein. Memory, storage media, and computer-readable media for
containing code, or portions of code described herein, can include any appropriate
media known or used in the art, including storage media and communication media,

such as but not limited to volatile and non-volatile, removable and non-removable media
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implemented in any method or technology for storage and/or transmission of information
such as computer-readable instructions, data structures, program modules, or other
data, including RAM, ROM, EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disk (DVD) or other optical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices, data signals, data
transmissions, or any other medium which can be used to store or transmit the desired

information and which can be accessed by the computer.

[0113] The methods and processes described herein are exemplary in nature, and the
methods and processes in accordance with some embodiments may perform one or
more of the steps in a different order than those described herein, include one or more
additional steps not specially described, omit one or more steps, combine one or more
steps into a single step, split up one or more steps into multiple steps, and/or any

combination thereof.

[0114] Any of the software components or functions described in this application, may
be implemented as software code to be executed by a processor using any suitable
computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer readable medium, such as a random
access memory (RAM), a read only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system or

network.

[0115] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0116] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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Not furnished at the time of international publication
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WHAT IS CLAIMED 1S:

1. A communication device comprising:
a processor; and
a memory storing computer readable code, which when executed by the
processor, causes the communication device to perform operations including:
transitioning the communication device from an active state to an
inactive state;
transitioning the communication device from the inactive state back
to the active state;
subsequent to transitioning back to the active state, receiving a
request to generate an access credential;
determining whether the communication device successfully
executed a predetermined shutdown sequence when the communication device
transitioned to the inactive state;
determining whether the communication device has synchronized
with an authorization network subsequent to transitioning back to the active state;
generating the access credential including a timestamp, wherein
the access credential indicates that the access credential has reliable timestamp
information if the communication device successfully executed the predetermined
shutdown sequence or has synchronized with an authorization network
subsequent to transitioning back to the active state, and wherein the access
credential indicates that the access credential has unreliable timestamp
information when the communication device failed to successfully execute the
predetermined shutdown sequence and has not synchronized with an
authorization network subsequent to transitioning back to the active state; and
providing the access credential to an access device associated with

the authorization network to authenticate the communication device.

2. The communication device of claim 1, wherein the access
credential indicates that the access credential has unreliable timestamp information by

having a reset value in the timestamp.
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3. The communication device of claim 1, wherein the access
credential indicates that the access credential has reliable timestamp information by

having a non-reset value in the timestamp.

4, The communication device of claim 1, wherein the operations
further include:

storing an authorization network synchronization time on the
communication device, wherein the authorization network synchronization time is
updated with an authorization network time received from an authorization network
when the communication device synchronizes with the authorization network; and

storing a system synchronization elapsed time, wherein the system
synchronization elapsed time is updated with a system time of a system timer of the
communication device when the communication device synchronizes with the

authorization network.

5. The communication device of claim 4, wherein the timestamp
included in the access credential is set to a reset value if the authorization network

synchronization time is at a default value when the access credential is generated..

6. The communication device of claim 4, wherein if the authorization
network synchronization time has a non-default value when the access credential is
generated, the timestamp included in the access credential is set to a sum of:

the authorization network synchronization time; and

a difference between a current system time of the system timer of the
communication device when the access credential is generated and the system

synchronization elapsed time.

7. The communication device of claim 4, wherein the predetermined
shutdown sequence includes:
storing a local device shutdown time on the communication device

reflecting a device time indicated by a user configurable timer of the communication
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device when the communication device is transitioned from the active state to the
inactive state; and
storing an authorization network device shutdown time reflecting a sum of:
the authorization network synchronization time; and
a difference between a current system time of the system timer
when the communication device is transitioned from the active state to the
inactive state and the system synchronization elapsed time; and

setting a device shutdown indicator to an asserted state.

8. The communication device of claim 7, wherein if the device
shutdown indicator is in the asserted state when the communication device is
transitioned from the inactive state back to the active state, the operations further
include:

setting the authorization network synchronization time to be a sum of :

the authorization network device shutdown time; and

a difference between a current device time indicated by the user
configurable timer when the communication device is transitioned from the active
state to the inactive state and the local device shutdown time;

resetting the system synchronization elapsed time; and

resetting the device shutdown indicator to a deasserted state.

9. The communication device of claim 7, wherein if the device
shutdown indicator is not in the asserted state when the communication device is
transitioned from the inactive state back to the active state, the operations further
include:

resetting the authorization network synchronization time to a default value.

10.  The communication device of claim 1, wherein generating the
access credential includes encoding the access credential in an image, and providing
the access credential to an access device includes displaying the image on the

communication device. includes displaying the image on the communication device
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11. A method performed by a communication device, the method
comprising:

transitioning the communication device from an active state to an inactive
state;

transitioning the communication device from the inactive state back to the
active state;

subsequent to transitioning back to the active state, receiving a request to
generate an access credential;

determining whether the communication device successfully executed a
predetermined shutdown sequence when the communication device transitioned to the
inactive state;

determining whether the communication device has synchronized with an
authorization network subsequent to transitioning back to the active state;

generating the access credential including a timestamp, wherein the
access credential indicates that the access credential has reliable timestamp
information if the communication device successfully executed the predetermined
shutdown sequence or has synchronized with an authorization network subsequent to
transitioning back to the active state, and wherein the access credential indicates that
the access credential has unreliable timestamp information when the communication
device failed to successfully execute the predetermined shutdown sequence and has
not synchronized with an authorization network subsequent to transitioning back to the
active state; and

providing the access credential to an access device associated with the
authorization network to authenticate the communication device.

12. The method of claim 11, wherein the access credential indicates
that the access credential has unreliable timestamp information by having a reset value

in the timestamp.
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13.  The method of claim 11, wherein the access credential indicates
that the access credential has reliable timestamp information by having a non-reset

value in the timestamp.

14.  The method of claim 11, further comprising:

storing an authorization network synchronization time on the
communication device, wherein the authorization network synchronization time is
updated with an authorization network time received from an authorization network
when the communication device synchronizes with the authorization network; and

storing a system synchronization elapsed time, wherein the system
synchronization elapsed time is updated with a system time of a system timer of the
communication device when the communication device synchronizes with the

authorization network.

156. The method of claim 14, wherein the timestamp included in the
access credential is set to a reset value if the authorization network synchronization

time is at a default value when the access credential is generated..

16.  The method of claim 14, wherein if the authorization network
synchronization time has a non-default value when the access credential is generated,
the timestamp included in the access credential is set to a sum of:

the authorization network synchronization time; and

a difference between a current system time of the system timer of the
communication device when the access credential is generated and the system
synchronization elapsed time.

17.  The method of claim 14, wherein the predetermined shutdown
sequence includes:

storing a local device shutdown time on the communication device
reflecting a device time indicated by a user configurable timer of the communication
device when the communication device is transitioned from the active state to the
inactive state; and
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storing an authorization network device shutdown time reflecting a sum of:
the authorization network synchronization time; and
a difference between a current system time of the system timer
when the communication device is transitioned from the active state to the
inactive state and the system synchronization elapsed time; and
setting a device shutdown indicator to an asserted state.

18.  The method of claim 17, further comprising:
if the device shutdown indicator is in the asserted state when the
communication device is transitioned from the inactive state back to the active state:
setting the authorization network synchronization time to be a sum
of :
the authorization network device shutdown time; and
a difference between a current device time indicated by the
user configurable timer when the communication device is transitioned
from the active state to the inactive state and the local device shutdown
time;
resetting the system synchronization elapsed time; and
resetting the device shutdown indicator to a deasserted state.

19.  The method of claim 17, further comprising:

if the device shutdown indicator is not in the asserted state when the
communication device is transitioned from the inactive state back to the active state:

resetting the authorization network synchronization time to a default value.

20.  The method of claim 11, wherein generating the access credential
includes encoding the access credential in an image, and providing the access
credential to an access device includes displaying the image on the communication
device. includes displaying the image on the communication device
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