
USOO9380411 B2 

(12) United States Patent (10) Patent No.: US 9,380,411 B2 
Fuller (45) Date of Patent: Jun. 28, 2016 

(54) PROXIMITY DETECTION USPC ........ 370/338; 455/436,437, 434, 435.1, 440 
See application file for complete search history. 

(75) Inventor: Richard Fuller, Morgan Hill, CA (US) 
(56) References Cited 

(73) Assignee: Biospy corrosion U.S. PATENT DOCUMENTS 
7,184,777 B2 * 2/2007 Di tal. .............. 455,456.1 

(*) Notice: Subject to any disclaimer, the term of this 7,230,920 B1* 6/2007 Stigii, 370,230 
patent is extended or adjusted under 35 2.92. R: 858. al. 45.5 am et al. ... 
U.S.C. 154(b) by 0 days. 8,031,657 B2 * 10/2011 Jones et al. ... 370,328 

2004/0198392 A1* 10/2004 Harvey et al. ...... 455,456.1 
(21) Appl. No.: 13/529,266 2004/0202132 A1* 10, 2004 Heinonen et al. ............. 370,331 

2006/0073840 A1* 4/2006 Akgun et al. ...... 455,456.3 
(22) Filed: Jun. 21, 2012 2006/0111103 A1* 5/2006 Jeong et al. ... ... 455,434 

2007/0047492 A1 3/2007 Kim et al. ..................... 370,331 

(65) Prior Publication Data OTHER PUBLICATIONS 

US 2013/0343364A1 Dec. 26, 2013 NCHU.edu, 802.11 Framing in Detail, Feb. 27, 2004, pp. 1-48.* 

(51) Int. Cl. * cited by examiner 
H04748/18 (2009.01) 
H04/48/4 (2009.01) Primary Examiner — Andrew Lai 
H04764/00 (2009.01) Assistant Examiner — Albert Shih 
H04784/12 (2009.01) (74) Attorney, Agent, or Firm — Oblon, McClelland, 
H0474/02 (2009.01) Maier & Neustadt, L.L.P. 
H04L 29/06 (2006.01) 
HO4L 29/12 (2006.01) (57) ABSTRACT 

(52) U.S. Cl. Disclosed are various embodiments of a wireless access 
CPC ............. H04W 4/02 (2013.01). H04L 63/1466 point. An 802.11 probe request frame is obtained from a 

(2013.01); H04L 69/22 (2013.01); H04L wireless device in a wireless access point. Identifying infor 
61/1588 (2013 01); H04L 6i/609 (2013 01); mation about the wireless device is extracted from the 802.11 

HO4L 6176032 (2013.01); H04W 48/I 4 probe request frame. The identifying information and an 
• u. fs access point identifier corresponding to the wireless access 

(2013.01): H04W 84/12 (2013.01) point to at least one server via a network, from which location 
(58) Field of Classification Search and/or proximity to the wireless access point can be deter 

CPC ....... H04W 48/14: H04W 84/12: H04W 4/02: 
H04W 12/00; H04L 61/6022; H04L 69/22: 

HO4L 63/1466 

Wireless 
Wireless ACCeSS Point 

Device 113 101 

Probe Request201 

mined. 

20 Claims, 7 Drawing Sheets 

Identifying 
Information203 

Proximity Access Control 
Server System 
103 501 

Access Request 
503 

- 

Verify 
Location 505 

Access Response 
506 

  



U.S. Patent Jun. 28, 2016 Sheet 1 of 7 US 9,380,411 B2 

Proximity 
Management 
Application 

106 

WireleSS ACCeSS Point 101 

Access Point System 102 

Proximity Application 105 

S. s 

Wireless Wireless O O O 
Device 113a Device 113b 

FIG. 1 

  

  



US 9,380,411 B2 Sheet 2 of 7 Jun. 28, 2016 U.S. Patent 



US 9,380,411 B2 Sheet 3 of 7 Jun. 28, 2016 U.S. Patent 

  



US 9,380,411 B2 U.S. Patent 

  



US 9,380,411 B2 U.S. Patent 

  



U.S. Patent Jun. 28, 2016 Sheet 6 of 7 US 9,380,411 B2 

601 

Obtain probe request frame 

603 

Extract identifying 
information from probe 

request frame 

605 

Transmit MAC address and 
AP identifier to proximity 

SeVer 

105 
701 

FIG 6 Obtain MAC address and AP 
identifier 

703 

Determine location of AP 

705 

Update device entry 
asSociated with MAC 
address with location 

106 

FIG. 7 

  

    

    

  

  

  

  



U.S. Patent Jun. 28, 2016 Sheet 7 Of 7 US 9,380,411 B2 

Wireless Access Point 101 

Memory 806 

Processor(s) Access Point System 102 
803 

Proximity Application 105 

NetWork NetWork LAN 
Interface Interface Interface 
812a 812N 814 

FIG. 8 

  



US 9,380,411 B2 
1. 

PROXMITY DETECTION 

BACKGROUND 

Many different types of technologies exist for location 
detection of a wireless device for authentication or other 
purposes. One example is the Global Positioning System 
(GPS) or other types of special purpose global location sys 
tems, which requires computing and power resources of the 
wireless device. Other examples are network location meth 
ods based upon an internet protocol (IP) address of the wire 
less device, which may only be feasible when the wireless 
device has been issued an IP address that is known to the 
system attempting to locate the device. Other types of sys 
tems and methods may require special purpose hardware 
and/or software implemented in the wireless device itself. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Many aspects of the invention can be better understood 
with reference to the following drawings. The components in 
the drawings are not necessarily to Scale, emphasis instead 
being placed upon clearly illustrating the principles of the 
present invention. Moreover, in the drawings, like reference 
numerals designate corresponding parts throughout the sev 
eral views. 

FIG. 1 is a drawing of a networked environment including 
a wireless access point executing proximity application 
according to various embodiments of the disclosure. 

FIGS. 2-5 are data flow diagrams illustrating examples of 
data exchanged between the proximity application, proximity 
management application, and wireless devices according to 
various embodiments of the disclosure. 

FIGS. 6-7 are flowcharts illustrating non-limiting 
examples of functionality implemented as portions of the 
proximity application executed in a wireless access point and 
proximity management application executed in proximity 
server, respectively, in the networked environment of FIG. 1 
according to various embodiments of the present disclosure 

FIG. 8 is a schematic block diagram that provides one 
example illustration of a wireless access point employed in 
the networked environment of FIG. 1 according to various 
embodiments of the present disclosure. 

DETAILED DESCRIPTION 

The present disclosure relates Systems and methods that 
facilitate determining proximity of wireless devices based 
upon a location of wireless access points in communication 
with the wireless devices. As noted above, IEEE 802.11 stan 
dards and/or proposals are often employed to facilitate com 
munication between a wireless network access point and 
client devices. The differing variants of 802.11 networking 
technology provide the ability for a wireless device to dis 
cover available wireless networks facilitated by nearby wire 
less access points by transmitting a probe request frame as 
defined by 802.11. Accordingly, embodiments of the disclo 
Sure can extract identifying information from Such a probe 
request when a wireless device is in the vicinity of a wireless 
access point and associate the wireless device with a particu 
lar location. 

In this way, the location or proximity of a wireless device 
can be detected using 802.11 standards without modifying the 
underlying firmware and/or hardware capabilities of the wire 
less device. In other words, in an embodiment of the disclo 
Sure, the wireless device need not have any specialized capa 
bilities or transmit any specialized messaging in order for its 
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2 
proximity to a particular resource and/or geographic location 
to be determined. Additionally, one or more proximity servers 
can be in communication with many wireless access points 
equipped to provide information about a wireless device to 
facilitate security applications, location based marketing 
applications, or any application in which a location of a wire 
less device can be used. 

With reference to FIG. 1, shown is one example a net 
worked environment 100 in which an embodiment of the 
disclosure can be implemented. The networked environment 
100 includes a wireless access point 101 as well as potentially 
proximity server 103 in communication with one or more 
networks 112. The network 112 includes, for example, the 
Internet, intranets, extranets, wide area networks (WANs). 
local area networks (LANs), wired networks, wireless net 
works, or other Suitable networks, etc., or any combination of 
two or more Such networks. 
The wireless access point 101 can comprise a dedicated 

wireless local area network access point in some embodi 
ments. In other embodiments, the wireless access point 101 
can represent a hotspot device, a Smartphone including 
hotspot functionality, mobile access point, or any other 
equivalent device that provides wireless access point func 
tionality. Additionally, a vehicular or aircraft based wireless 
access point can also implement the functionality described 
herein. In some embodiments, the wireless access point 101 
can facilitate a publicly accessible wireless network, Such as 
in an airport, coffee shop, or the like. The wireless access 
point 101 provides access to the network 112 using one or 
more IEEE 802.11 standards, drafts, and/or proposals and 
therefore Supports the messaging and frame types defined by 
these various 802.11 protocols. 

Therefore, the wireless access point 101 can include an 
access point system 102, proximity application 105, and/or 
other data. The access point 101 can provide access to a 
wireless network for various client devices, or wireless 
devices 113, with which it is communicating. In some cases, 
wireless access point 101 can include integrated routing func 
tionality. In other cases, the wireless access point 101 merely 
couples the client devices to a wired or other network without 
including routing functionality. The wireless access point 101 
can also relay data between various wireless devices 113 that 
are on the wireless network facilitated by the access point 
101. The access point system 102 can represent one or more 
applications, services, and/or processes that interact with 
various hardware components in the wireless access point 
101. Such as a wireless local area network controller, antenna 
systems, baseband processors, etc., to implement routing 
functionality, firewall functionality, network address transla 
tion (NAT) functionality, and/or other functionality 
The proximity application 105 is executed by the wireless 

access point 101 to proximity or location detection of wire 
less devices 113 as described herein. Additionally, in some 
embodiments, the wireless access point 101 can be config 
ured with hardware, firmware, and/or software capabilities 
that facilitate determination of a location of the wireless 
access point 101. For example, the wireless access point 101 
can be configured with a global navigation satellite system 
(GNSS) chipset that communicates with a GNSS system, 
e.g., global positioning system (GPS), Globalnaya Navigat 
Sionnaya Sputnikovaya Sistema (GLONASS), Indian 
Regional Navigational Satellite System (IRNSS), Galileo, 
etc. In other embodiments, the proximity application 105 can 
be configured with capabilities to determine a rough location 
based upon internet protocol (IP) address location finding 
algorithms. In other embodiments, the wireless access point 
101 can simply be configured with an indication of its physi 
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cal location. In yet another example, a location of the wireless 
access point 101 can be maintained elsewhere based upon an 
access point identifier, such as a MAC address or other iden 
tifying information. It should be appreciated that the proxim 
ity application 105 can also be implemented in firmware 
executable by a processor circuit as well as digital logic 
circuitry and that the depicted implementation is but one 
example. 
The wireless access point 101 can also be in communica 

tion with one or more wireless devices 113, which may access 
the network 112 via the wireless access point 101. Any of 
these wireless devices 113 is representative of a plurality of 
types computing devices that may be coupled to the network 
112 via the access point 101. The clients may comprise, for 
example, a processor-based system such as a computer sys 
tem and/or mobile device. Such computer system may be 
embodied in the form of a desktop computer, a laptop com 
puter, a personal digital assistant, a cellular telephone, a 
Smartphone, set-top box, music players, web pads, tablet 
computer systems, game consoles, optical disc players, or any 
other devices with like capability. The clients can be config 
ured with wireless capability that enables communication 
with the access point 101. The clients may also implement 
any of the various IEEE 802.11 standards that facilitate wire 
less communications. 
The proximity server 103 may comprise, for example, a 

server computer or any other system providing computing 
capability. Alternatively, a plurality of proximity servers 103 
may be employed that are arranged, for example, in one or 
more server banks or computer banks or other arrangements. 
For example, a plurality of proximity servers 103 together 
may comprise a cloud computing resource, a grid computing 
resource, and/or any other distributed computing arrange 
ment. Such proximity servers 103 may be located in a single 
installation or may be distributed among many different geo 
graphical locations. For purposes of convenience, the proX 
imity server 103 is referred to herein in the singular. Even 
though the proximity server 103 is referred to in the singular, 
it is understood that a plurality of proximity server 103 may 
be employed in the various arrangements as described above. 
The components executed on the proximity server 103, for 
example, include proximity management application 106 and 
other applications, services, processes, systems, engines, or 
functionality not discussed in detail herein. The proximity 
management application 106 is configured to maintain loca 
tion data associated with the various wireless devices 113 that 
are in communication with the wireless access point 101. 
The data stored in the data store 109 includes data accessed 

by the components executing on the proximity server 103. 
The data store 109 includes, for example, one or more device 
130 entries corresponding to various wireless devices for 
which the data store 109 can maintain location data. Each 
device 130 entry can include a device identifier 133, which 
can representa MAC address of a wireless device 113, a hash 
value or key value based upon the MAC address, or any other 
identifying information that uniquely identifies a wireless 
device 113. Additionally, each device 130 entry also includes 
a location 135 that specifies a location of a wireless device 
113 in terms of an identity of a wireless access point 101 with 
which the wireless device 113 is communicating or in prox 
imity. The location 135 can also include a geographic location 
derived from an identity of the wireless access point 101. It 
should be appreciated that although the data store 109 is 
depicted within the proximity server 103, the data store 109 
can be implemented in a separate computing device that is 
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4 
accessible to the proximity management application 106 via 
a network and that the illustration of FIG. 1 is shown for ease 
of depiction. 

Accordingly, a wireless access point 101 and/or proximity 
server 103 according to an embodiment of the disclosure can 
allow location of a wireless device 113, or proximity of a 
wireless device 113 to a wireless access point 101 whose 
location is known, can be detected. 
The location of a wireless device 113, such as a smart 

phone, laptop computer, or any device with 802.11 capabili 
ties, can be detected by employing a feature of 802.11 net 
works that does not require modification of the wireless 
device 113 or its wireless subsystems. A wireless device, 
according to the various 802.11 standards, when its 802.11 
wireless Subsystems are activated, generates and broadcasts a 
probe request frame in order to discover the wireless net 
works that are within range and that are facilitated by one or 
more wireless access points 101. This probe request frame, as 
defined by the various 802.11 standards, generally includes 
identifying information associated with the wireless device 
113 that is transmitting the probe request frame. 

Accordingly, the proximity application 105 can obtain a 
probe request frame from a wireless device 113 when the 
wireless device 113 is within communication range and 
extract identifying information from the probe request frame. 
In some embodiments, this identifying information embed 
ded in the probe request frame includes a MAC address asso 
ciated with the wireless device 113 or its wireless network 
adapter, which is generally a globally unique identifier. The 
identifying information associated with the wireless device 
113 can then be transmitted by the proximity application 105 
to the proximity management application 106, which can 
create and/or update a device 130 entry is associated with an 
identifier 133 corresponding to the identifying information. 
The device 130 entry can be updated with a location 135 that 
is associated with the wireless access point 101. 

In some embodiments, the location 135 can be derived 
from an access point identifier that identifies the wireless 
access point 101 from wireless device 113 identifying infor 
mation is received. For example, the proximity server 103 can 
refer to a data structure that indexes wireless access points 
101 by a MAC address corresponding to the access point and 
the physical location of the wireless access point 101 to 
determine the location 135 in the device entry 130. In other 
embodiments, the location 135 in the device entry can com 
prise an access point identifier like the MAC address, and the 
proximity management application 106 can refer to Such a 
data structure to determine and/or verify the location of the 
wireless access point 101. 
The proximity application 105 can capture and extract 

identifying information associated with a wireless device 113 
regardless of whether the access point System 102 generates a 
probe response frame in response to a probe request frame 
received from a wireless device 113. In this way, even if the 
wireless access point 101 is in a private mode such that it is 
not discoverable by wireless devices 113 that broadcast probe 
request frames, the proximity application 105 can still track 
wireless devices 113 that are in the proximity of the wireless 
access point 101 and forward identifying information corre 
sponding to the wireless device 113 to the proximity manage 
ment application 106. 

Additionally, the device 130 entry can also be associated 
with a user account to facilitate various types of applications 
that make use of information that a wireless device 113 is in 
a particular location that is in proximity to a wireless access 
point 101 whose location is known or ascertainable. For 
example, the proximity management application 106 can 
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deliver marketing messaging to a user of the wireless device 
113 in the event that user contact information can be deter 
mined from the identifying information (e.g., MAC address) 
provided by the proximity application 105. In one embodi 
ment, a user may register a wireless device 113 and create a 
user account that includes an email address, telephone contact 
information, or any other identifying information, which can 
be associated with the MAC address of the wireless device 
113 of the user. 

Accordingly, the proximity management application 106 
can send a marketing email, text message, or other form of 
communication to the user when it has detected that the 
wireless device 113 associated with the user is in proximity of 
a particular wireless access point 101. For example, if one or 
more wireless access points 101 providing identifying infor 
mation of devices within proximity of access points are posi 
tioned within a retail establishment, the proximity manage 
ment application 106 can send marketing or other types of 
information to the wireless device 113 when the device is in 
proximity of the retail establishment. As another example, the 
proximity management application 106 can also facilitate 
delivery of personalized communication to devices that are 
not associated with the user but that are within proximity of 
the location of the wireless access point 101 when the wire 
less device 113 is detected in a location. For example, the 
proximity management application 106 can transmit person 
alized marketing message or other types of information to the 
wireless access point 101 and/or a computing device that is 
coupled to a display device, which can display personalized 
marketing information to the user. 

In another embodiment, the proximity management appli 
cation 106 can also facilitate secure access control that pro 
vides secure access to a facility or other type of resource 
where it may be useful to verify the physical location of a user 
requesting access to the resource. For example, an access 
control system that provides secure access to a door or other 
type of physical barrier that is operated by radio frequency 
identification (RFID) cards, near field communication (NFC) 
tags, or even biometric authentication can request that the 
proximity management application 106 verify the location of 
the user based upon the detected location of the wireless 
device 113 that is associated with a user account of the user. 
In this scenario, ifa user provides a user credential Such as an 
RFID enabled access card, the access control system can also 
query the proximity management application 106 to deter 
mine whether a wireless device 113 associated with the user 
is also in the proximity of a wireless access point 101 within 
a proximity threshold of a resource to which the user is 
requesting access. 
The identifying information about a wireless device 113 

provided by the proximity application 105 to the proximity 
management application 106 can also include a timestamp. 
Therefore, in the case of an access control system facilitated 
by the proximity management application 106, the proximity 
management application 106 can also verify whether the 
wireless device 113 associated with the user requesting 
access to a resource via an access control system is within 
proximity of a particular location within a particular period of 
time. 
As noted above, many wireless access points 101 that are 

potentially disparately located can be configured to provide 
identifying information about a wireless device 113 in 
response to an 802.11 probe request frame received from the 
wireless device 113. Accordingly, in some scenarios, the 
proximity management application 106 may receive identi 
fying information or notifications that a particular wireless 
device 113 associated with a particular MAC address is 
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6 
within proximity of more than one wireless access point 101. 
Accordingly, in a first scenario, because the location of the 
wireless access points 101 is known or ascertainable, the 
proximity management application 106 can determine 
whether the multiple notifications from different wireless 
access points 101 including a particular wireless device's 113 
identifying information are received within a threshold span 
of time. If the wireless access points 101 are within a thresh 
old radius of one another, then the proximity management 
application 106 may be able to calculate or determine a more 
refined location 135 associated with the device 130 entry. 

In another scenario, two or more of the wireless access 
points 101 from which the multiple notifications are received 
may not be in close proximity to one another. In this scenario, 
the proximity management application 106 can detect a 
potential MAC address spoofing attempt associated with a 
wireless device 113 if notifications from wireless access 
points 101 that are located more than a threshold distance 
apart from one another are received with the same identifying 
information for the wireless device 113 within a threshold 
amount of time. For example, if wireless access points 101 
that are located thousands of miles apart transmit identifying 
information indicating that a wireless device 113 associated 
with a particular MAC address is in proximity of both access 
points, the proximity management application 106 can detect 
a potential MAC address spoofing attempt. Therefore, in one 
example, the proximity management application 106 can 
deny confirmation of the location of a user associated with the 
wireless device 113. 

Reference is now made to FIGS. 2-5, which illustrate vari 
ous non-limiting examples of how the proximity application 
105 (FIG. 1) executed by the wireless access point 101 as well 
as the proximity management application 106 executed by the 
proximity server 103 can detect a location of a wireless 
device. In the data flow diagram of FIG. 2, when a wireless 
device 113 within communication range of a the wireless 
access point 101 issues a probe request frame 201 obtained by 
the wireless access point 101, the proximity application 105 
extracts identifying information from the probe request frame 
201 (e.g., a MAC address or other device identifier), and 
forwards the identifying information 203 to the proximity 
management application 106 on the proximity server 103. In 
one embodiment, the proximity application 105 also includes 
an access point identifier so that the proximity management 
application 106 can determine the location of the wireless 
device 113 from a known location of the wireless access point 
101 in a data structure indexed by the access point identifier 
that includes its location. 
The wireless access point 101 can optionally issue a probe 

response frame 205 and include the requested parameters and 
other information needed by the wireless device 113 to 
attempt to join a network facilitated by the wireless access 
point 101. However, as noted above, issuing a probe response 
frame 205 is not a requirement for the proximity application 
105 to obtain a probe request frame 201 from the wireless 
device 113 and transmit identifying information 203 about 
the wireless device 113 to the proximity management appli 
cation 106. 

Accordingly, as shown in FIG. 3, the wireless access point 
101 receives a probe request frame 201 from a wireless device 
113 as described above. Accordingly, the proximity manage 
ment application 106, upon receiving identifying information 
203 associated with the wireless device 113 and/or wireless 
access point 101 from the proximity application 105, can 
determine a location (305) of the wireless device 113 based 
upon the identifying information 203. For example, the iden 
tifying information 203 transmitted by the proximity appli 
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cation 105 can include a MAC address of the wireless access 
point 101. Therefore, if the location of the wireless access 
point 101 is known, the proximity management application 
106 can determine that the wireless device 113 is in proximity 
to the wireless access point 101 and update a corresponding 
device 130 entry. As an additional example, the identifying 
information 203 generated by the proximity application 105 
and transmitted to the proximity management application 106 
can include location information with which the device 130 
entry can be updated. 

Referring next to FIG. 4, the wireless access point 101 
again receives a probe request frame 201 from a wireless 
device 113 as described above. Accordingly, the proximity 
management application 106, upon receiving identifying 
information203 associated with the wireless device 113 and/ 
or wireless access point 101 from the proximity application 
105, can determine a location (404) of the wireless device 113 
based upon the identifying information203. For example, the 
identifying information 203 transmitted by the proximity 
application 105 can include a MAC address of the wireless 
access point 101. Therefore, if the locating of the wireless 
access point 101 is known, the proximity management appli 
cation 106 can determine that the wireless device 113 is in 
proximity to the wireless point 101 and update a correspond 
ing device 130 entry. As an additional example, the identify 
ing information 203 generated by the proximity application 
105 and transmitted to the proximity management application 
106 can include location information with which the device 
130 entry can be updated. 

Additionally, shown in FIG. 4 is an example of data flow in 
the case of the proximity management application 106 facili 
tating transmission of one or more informational messages 
405. Such as a promotional message or any other type of 
message or information to the wireless device 113 when the 
location of the wireless device 113 is detected. In the depicted 
example, the proximity management application 105 can, for 
example, transmit informational messages 405 to the wireless 
device 113. In some embodiments, the content of an informa 
tional message 405 or other type of information can be gen 
erated and transmitted by another system, and it should be 
appreciated that in the depicted data flow diagram, the infor 
mational message 405 is shown as originating from the proX 
imity server 103 for ease of depiction. 

Referring to FIG. 5, shown is an example of the proximity 
application 105 (FIG. 1) and proximity management applica 
tion 106 (FIG. 1) facilitating access control or security appli 
cations. In the depicted example, as discussed above, the 
proximity management application 106 can obtain identify 
ing information 203 associated with a wireless device 113 in 
proximity to an access point 101 when the wireless access 
point 101 receives a probe request frame 201 from a wireless 
device 113. Additionally, an access control system 501 can 
submit an access request 503 associated with an attempt by a 
user to access a resource (e.g., door, facility, or any other 
resource). The access request 503 includes some identifier 
associated with the user attempting to access the resource. 
Accordingly, the proximity management application 106, in 
response to receiving the access request 503, can determine 
whether a wireless device 113 that may also associated with a 
user account of the user, is within proximity of a specified 
wireless access point 101 or any wireless access point 101 
that is within a proximity radius of the secured resource the 
user is attempting to access (505). Upon verifying the loca 
tion of the wireless device 113, the proximity management 
application 106 can issue an access response 506 indicating 
that whether or not the wireless device 113 associated with 
the user is in proximity of the wireless access point 101. The 
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8 
access control system 501 can then grant or deny access to the 
user based upon the response from the proximity manage 
ment application 106. 

Referring next to FIG. 6, shown is a flowchart that provides 
one example of the operation of a portion of the proximity 
application 105 (FIG. 1) that can be executed in the wireless 
access point 101 (FIG. 1) according to various embodiments. 
It is understood that the flowchart of FIG. 6 provides merely 
an example of the many different types of functional arrange 
ments that may be employed to implement the operation of 
the portion of the proximity application 105 as described 
herein. As an alternative, the flowchart of FIG. 6 may be 
viewed as depicting an example of steps of a method imple 
mented in the wireless access point 101 according to one or 
more embodiments. 

First, the proximity application 105 obtains an 802.11 
probe request frame from a wireless device 113 that is within 
communication range of the wireless access point 101 (601). 
Next, the proximity application 105 can extract a MAC 
address or other identifying information associated with the 
wireless device 113 from the probe request frame (603). The 
proximity application 105 can then transmit to the proximity 
management application 106 the MAC address or other iden 
tifying information as well as information from which the 
wireless access point 101 can be identified, such as the MAC 
address associated with the wireless access point or any other 
type of identifier. In another embodiment, location data of the 
wireless access point 101 (e.g., location data from a GPS 
system, etc.) can be transmitted to the proximity management 
application 106 or identified from a data store 109 containing 
location information about various wireless access points 101 
(605). 

Referring next to FIG. 7, shown is a flowchart that provides 
one example of the operation of a portion of the proximity 
management application 106 (FIG. 1) that can be executed in 
the proximity server 103 (FIG. 1) according to various 
embodiments. It is understood that the flowchart of FIG. 7 
provides merely an example of the many different types of 
functional arrangements that may be employed to implement 
the operation of the portion of the proximity management 
application 106 as described herein. As an alternative, the 
flowchart of FIG.7 may be viewed as depicting an example of 
steps of a method implemented in the proximity server 103 
according to one or more embodiments. 

First, in box 701, the proximity management application 
106 obtains the MAC address (or other data identifying the 
wireless device 113) as well as access point identifying infor 
mation, such as a MAC address, from the wireless access 
point 101. In box 703, the proximity management application 
106 identifies a location of the wireless access point 101. The 
location can be identified by location information provided 
by the wireless access point 101 to the proximity manage 
ment application 106. In some embodiments, the location can 
be identified by location information about the wireless 
access point 101 that is maintained by the proximity manage 
ment application 106. 
The proximity management application 106 then creates 

and/or updates a device 130 entry associated with the received 
MAC address with information from which the location of the 
wireless device 113 can be ascertained (705). The proximity 
management application 106 can also detect a potential MAC 
address spoofing attempt associated with a wireless device 
113 if notifications are received from wireless access points 
101 that correspond to a location that is more thana threshold 
distance apart from one another and with the same identifying 
information for the wireless device 113 within a threshold 
amount of time. For example, if wireless access points 101 
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that are located thousands of miles apart transmit identifying 
information indicating that a wireless device 113 associated 
with a particular MAC address is in proximity of both access 
points, the proximity management application 106 can detect 
a potential MAC address spoofing attempt. Therefore, in one 
example, the proximity management application 106 can 
deny confirmation of the location of a user associated with the 
wireless device 113 and forgo updating the device 130 entry 
associated with the received MAC address in such a scenario. 

FIG. 8 illustrates one example of a schematic block dia 
gram of a wireless access point 101 according to an embodi 
ment of the present disclosure. The wireless access point 101 
includes at least one processor circuit, for example, having a 
processor 803 and a memory 806, both of which are coupled 
to a local interface 809. To this end, the wireless access point 
101 may comprise, for example, an embedded computing 
device, a router, a Switch, and/or any other device that may be 
coupled to a network 112 (FIG. 1). The local interface 809 
may comprise, for example, one or more data buses with an 
accompanying address/control bus or other bus structure as 
can be appreciated. Also coupled to the local interface 809 
may be one or more wireless network interfaces 812a . . . 
812N and a local area network (LAN) interface 814. The 
LAN interface 814 is used to connect the wireless access 
point 101 to the network 112 (FIG. 1). 

Stored in the memory 806 are both data and several com 
ponents that are executable by the processor 803. In particu 
lar, stored in the memory 806 and executable by the processor 
803 are the access point system 102, proximity application 
105, and potentially other applications. It is understood that 
there may be other applications that are stored in the memory 
806 and are executable by the processor 803 as can be appre 
ciated. Where any component discussed herein is imple 
mented in the form of software or firmware, any one of a 
number of programming languages may be employed Such 
as, for example, C, C++, C#, Objective C, Java R., JavaS 
cript R, Perl, PHP, Visual Basic(R), Python R, Ruby, Delphi(R), 
Flash R, or other programming languages. 
A number of software or firmware components can be 

stored in the memory 806 and are executable by the processor 
803. In this respect, the term “executable” means a program 
file that is in a form that can ultimately be run by the processor 
803. Examples of executable programs may be, for example, 
a compiled program that can be translated into machine code 
in a format that can be loaded into a random access portion of 
the memory 806 and run by the processor 803, source code 
that may be expressed in proper format such as object code 
that is capable of being loaded into a random access portion of 
the memory 806 and executed by the processor 803, or source 
code that may be interpreted by another executable program 
to generate instructions in a random access portion of the 
memory 806 to be executed by the processor 803, etc. An 
executable program may be stored in any portion or compo 
nent of the memory 806 including, for example, random 
access memory (RAM), read-only memory (ROM), hard 
drive, solid-state drive, USB flash drive, memory card, optical 
disc Such as compact disc (CD) or digital versatile disc 
(DVD), floppy disk, magnetic tape, or other memory compo 
nentS. 

The memory 806 is defined herein as including both vola 
tile and nonvolatile memory and data storage components. 
Volatile components are those that do not retain data values 
upon loss of power. NonVolatile components are those that 
retain data upon a loss of power. Thus, the memory 806 may 
comprise, for example, random access memory (RAM), read 
only memory (ROM), hard disk drives, solid-state drives, 
USB flash drives, memory cards accessed via a memory card 
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10 
reader, floppy disks accessed via an associated floppy disk 
drive, optical discs accessed via an optical disc drive, mag 
netic tapes accessed via an appropriate tape drive, and/or 
other memory components, or a combination of any two or 
more of these memory components. In addition, the RAM 
may comprise, for example, static random access memory 
(SRAM), dynamic random access memory (DRAM), or mag 
netic random access memory (MRAM) and other such 
devices. The ROM may comprise, for example, a program 
mable read-only memory (PROM), an erasable program 
mable read-only memory (EPROM), an electrically erasable 
programmable read-only memory (EEPROM), or other like 
memory device. 

Also, the processor 803 may represent multiple processors 
803 and the memory 806 may represent multiple memories 
806 that operate in parallel processing circuits, respectively. 
In such a case, the local interface 809 may be an appropriate 
network that facilitates communication between any two of 
the multiple processors 803, between any processor 803 and 
any of the memories 806 or between any two of the memories 
806, etc. The local interface 809 may comprise additional 
systems designed to coordinate this communication, includ 
ing, for example, performing load balancing. The proximity 
server 103 may also be implemented in a computing device as 
shown in FIG. 8, or in any other general purpose computing 
system. 

Although the access point system 102, proximity applica 
tion 105, proximity management application 106, and various 
other systems described herein may be embodied in software, 
firmware, or code executed by general purpose hardware as 
discussed above, as an alternative the same may also be 
embodied in dedicated hardware such as digital logic cir 
cuitry, or a combination of software, firmware, and/or general 
purpose hardware and dedicated hardware. If embodied in 
dedicated hardware, each can be implemented as circuitry or 
a state machine that employs any one of or a combination of 
a number of technologies. These technologies may include, 
but are not limited to, discrete logic circuits having logic gates 
for implementing various logic functions upon an application 
of one or more data signals, application specific integrated 
circuitry having appropriate logic gates, or other components, 
etc. Such technologies are generally well known by those 
skilled in the art and, consequently, are not described in detail 
herein. 
The flowcharts of FIGS. 6-7 data flow diagrams of FIGS. 

2-5 show the functionality and operation of an implementa 
tion of one example of the proximity application 105 and 
proximity management application 106, respectively. If 
embodied in software or firmware, each block may represent 
a module, segment, orportion of code that comprises program 
instructions to implement the specified logical function(s). 
The program instructions may be embodied in the form of 
Source code that comprises human-readable statements writ 
ten in a programming language or machine code that com 
prises numerical instructions recognizable by a Suitable 
execution system Such as a processor 803 in a computer 
system or other system. The machine code may be converted 
from the source code, etc. If embodied in hardware, each 
block may represent a circuit or a number of interconnected 
circuits to implement the specified logical function(s). 

Although the flowcharts of FIGS. 6-7 data flow diagrams of 
FIGS. 2-5 show a specific order of execution or occurrence, it 
is understood that the order of execution or occurrence may 
differ from that which is depicted. For example, the order of 
execution of two or more blocks may be scrambled relative to 
the order shown. Also, two or more blocks shown in Succes 
sion in FIGS. 6-7 data flow diagrams of FIGS. 2-5 may be 
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executed or occur concurrently or with partial concurrence. 
Further, in some embodiments, one or more of the blocks 
shown in FIGS. 6-7 data flow diagrams of FIGS. 2-5 may be 
skipped or omitted. In addition, any number of counters, state 
variables, warning semaphores, or messages might be added 
to the logical flow described herein, for purposes of enhanced 
utility, accounting, performance measurement, or providing 
troubleshooting aids, etc. It is understood that all Such varia 
tions are within the scope of the present disclosure. 

Also, any logic or application described herein, including 
the access point system 102, proximity application 105, prox 
imity management application 106 or any other data or pro 
cesses discussed herein, that comprises Software or firmware 
can be embodied in any non-transitory computer-readable 
medium for use by or in connection with an instruction execu 
tion system such as, for example, a processor 803 in a com 
puter system or other system. In this sense, the logic may 
comprise, for example, statements including instructions and 
declarations that can be fetched from the computer-readable 
medium and executed by the instruction execution system. In 
the context of the present disclosure, a “computer-readable 
medium' can be any medium that can contain, store, or main 
tain the logic or application described herein for use by or in 
connection with the instruction execution system. The com 
puter-readable medium can comprise any one of many physi 
cal media such as, for example, magnetic, optical, or semi 
conductor media. More specific examples of a Suitable 
computer-readable medium would include, but are not lim 
ited to, magnetic tapes, magnetic floppy diskettes, magnetic 
hard drives, memory cards, solid-state drives, USB flash 
drives, or optical discs. Also, the computer-readable medium 
may be a random access memory (RAM) including, for 
example, static random access memory (SRAM) and 
dynamic random access memory (DRAM), or magnetic ran 
dom access memory (MRAM). In addition, the computer 
readable medium may be a read-only memory (ROM), a 
programmable read-only memory (PROM), an erasable pro 
grammable read-only memory (EPROM), an electrically 
erasable programmable read-only memory (EEPROM), or 
other type of memory device. 

It should be emphasized that the above-described embodi 
ments of the present invention are merely possible examples 
of implementations, merely set forth for a clear understanding 
of the principles of the invention. Many variations and modi 
fications may be made to the above-described embodiment(s) 
of the invention without departing substantially from the 
spirit and principles of the invention. All Such modifications 
and variations are intended to be included herein within the 
Scope of this disclosure and the present invention and pro 
tected by the following claims. 

Therefore, having thus described the invention, at least the 
following is claimed: 

1. A system, comprising: 
a wireless access point comprising at least one circuit or 

processor configured to: 
obtain a probe request from a wireless device, the probe 

request received from the wireless device for infor 
mation about available wireless networks and not 
including an access point identifier corresponding to 
the wireless access point; 

extract identifying information corresponding to the 
wireless device from the request; 

originate a message, which is not a probe response and 
not a message received from the wireless device and 
includes the access point identifier corresponding to 
the wireless access point and the identifying informa 
tion; and 
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12 
transmit the message including the identifying informa 

tion and the access point identifier to at least one 
server, which is configured to determine a location of 
the wireless device based on a stored location corre 
sponding to the access point identifier. 

2. The system of claim 1, wherein the probe request from 
the wireless device comprises an 802.11 probe request frame 
including the identifying information. 

3. The system of claim 2, wherein the identifying informa 
tion comprises a media access control (MAC) address asso 
ciated with the wireless device that is embedded in a frame 
header of the probe request frame. 

4. The system of claim 1, wherein the access point identi 
fier comprises at least one of a MAC address associated with 
the wireless access point or a location of the wireless access 
point. 

5. The system of claim 1, wherein the identifying informa 
tion further comprises a timestamp. 

6. The system of claim 1, wherein the at least one server 
comprises: 

at least one server circuit or server processor configured to: 
store an entry in a data store corresponding to the iden 

tifying information, the entry comprising the identi 
fying information and the location of the wireless 
access point. 

7. The system of claim 6, wherein the at least one server 
circuit or server processor is further configured to associate 
the entry in the data store with a user account. 

8. The system of claim 7, wherein the at least one server 
circuit or server processor is further configured to: 

obtain a request to access a resource associated with the 
user account; 

determine whether the location associated with the entry 
corresponds to a location associated with the resource: 
and 

generate an alert when the location associated with the 
entry and the location associated with the resource fail to 
correspond. 

9. The system of claim 7, wherein the at least one server 
circuit or server processor is further configured to: 

generate at least one informational message relevant to the 
user account and the location; and 

transmit the at least one informational message to the wire 
less device via the network and the wireless network 
associated with the wireless access point. 

10. The system of claim 7, wherein the at least one server 
circuit or server processor is further configured to: 

generate at least one promotional message relevant to the 
user account and the location; and 

transmit the at least one promotional message to the wire 
less access point via the network, wherein the at least 
one circuit or processor is configured to cause the at least 
one promotional message to be displayed on a display 
device associated with the location. 

11. The system of claim 7, wherein the at least one server 
circuit or server processor is further configured to: 

determine whether a second entry associating the identify 
ing information with a second access point identifier has 
been stored in the data store within a predetermined 
threshold amount of time; 

identify a potential MAC address spoofing attempt when 
the location is outside a predetermined radius of a sec 
ond location associated with the second access point 
identifier; and 

refine the location associated with the entry when the sec 
ond location is within the predetermined radius. 
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12. A method, comprising: 
obtaining a probe request from a wireless device in a wire 

less access point, the probe request comprising an 
802.11 probe request frame and not including an access 
point identifier corresponding to the wireless access 
point; 

extracting, in the wireless access point, identifying infor 
mation corresponding to the wireless device from the 
802.11 probe request frame; 

originating a message, which is not a probe response and 
not a message received from the wireless device and 
includes the access point identifier corresponding to the 
wireless access point and the identifying information; 
and 

transmitting, from the wireless access point, the message 
including the identifying information and the access 
point identifier to at least one server, which is configured 
to determine a location of the wireless device based on a 
stored location corresponding to the access point iden 
tifier. 

13. The method of claim 12, wherein the identifying infor 
mation comprises a media access control (MAC) address 
associated with the wireless device, and the access point 
identifier comprises at least one of a MAC address associated 
with the wireless access point or a location of the wireless 
access point. 

14. The method of claim 12, wherein the identifying infor 
mation further comprises a timestamp. 

15. The method of claim 12, further comprising: 
storing, in the at least one server, an entry corresponding to 

the identifying information, the entry comprising the 
identifying information and the location of the wireless 
access point. 

16. The method of claim 15, further comprising: 
associating the entry with a user account. 
17. The method of claim 16, further comprising: 
obtaining, in the at least one server, a request to access a 

resource associated with the user account; 
determining, in the at least one server, whether the location 

associated with the entry corresponds to a location asso 
ciated with the resource; and 
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generating, in the at least one server, an alert when the 

location associated with the entry and the location asso 
ciated with the resource fail to correspond within a pre 
determined threshold amount of time from a timestamp. 

18. The method of claim 16, further comprising transmit 
ting, from the at least one server, at least one promotional 
message relevant to the user account and the location to the 
wireless device via the network and the wireless network 
associated with the wireless access point. 

19. The method of claim 14, further comprising: 
determining, in the at least one server, whether a second 

entry associating the identifying information with a sec 
ond access point identifier has been stored within a pre 
determined threshold amount of time; 

identifying, in the at least one server, a potential MAC 
address spoofing attempt when a location is outside a 
predetermined radius of a second location associated 
with the second access point identifier; and 

refining, in the at least one server, the location associated 
with an entry when the second location is within the 
predetermined radius. 

20. A system, comprising: 
means for obtaining a probe request from a wireless device 

in a wireless access point, the request comprising an 
802.11 probe request frame and not including an access 
point identifier corresponding to the wireless access 
point; 

means for extracting a MAC address associated with the 
wireless device from the 802.11 probe request frame; 

means for originating a message, which is not a probe 
response and not a message received from the wireless 
device and includes the access point identifier corre 
sponding to the wireless access point and the identifying 
information; and 

means for transmitting the message including the MAC 
address associated with the wireless device and the 
access point identifier corresponding to the wireless 
access point to at least one server, which is configured to 
determine a location of the wireless device based on a 
stored location corresponding to the access point iden 
tifier. 


