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TEMPORARY UNIQUE PRIVATE ADDRESS 

FIELD OF THE INVENTION 

This invention relates generally to internet protocol (IP) 
addresses, and more particularly to providing IP routing 
Services to mobile nodes Sharing the same private IP address. 

BACKGROUND OF THE INVENTION 

The current internet protocol (IP) assigns a unique 32-bit 
address called an IP address to each node on the internet for 
enabling communication with the node. A node may be a 
network end-Station, Such as, for example, a computer, 
WorkStation, or Server. The node may also be a gateway 
device, Such as, for example, a Switch or a router. 
Due to the booming evolution of the internet, IP addresses 

have become a Scarce resource. In 1996, the Internet Engi 
neering Task Force (IETF) published a Best Common Prac 
tice describing a range of IP addresses reserved for use with 
private networks, described in further detail in “Address 
Allocation for Private Internets.” Y. Rekhter et al., IETF 
Request for Comment (RFC) 1918, February 1996 
(hereinafter referred to as RFC 1918), the content of which 
is incorporated herein by reference. These addresses, known 
as private or nonroutable addresses, help provide a tempo 
rary solution to the depletion of globally unique IP 
addresses. Private IP addresses, however, are not guaranteed 
to be unique because they may be used by multiple nodes in 
different private networks. Therefore, private IP addresses 
are not routable over the internet. 

A node having a private IP address desiring to commu 
nicate over the internet may nonetheless do So using a 
technology known as network address translation (NAT), 
described in further detail in “The IP Network Address 
Translator (NAT).” K. Egevanget al., RFC 1631, May 1994, 
the content of which is incorporated herein by reference. 
NAT requires a Site to have a Single connection to the global 
internet and at least one globally valid IF address. NAT 
translates the addresses in both outgoing and incoming data 
units by replacing the Source address in each outgoing data 
unit with the globally valid IP address, and replacing the 
destination address in each incoming data unit with the 
private IP address of the correct node. 

Although a private IP address assigned to a node is unique 
in its home site, duplicate private IP addresses may be 
encountered if the node is a mobile node that moves to a 
foreign site and remains temporarily attached there. If the 
private IP address is assigned to the mobile node at the home 
site for an extended period of time, the private IP address is 
referred to as the mobile node's home address. A home site 
may be a network or a group of networks having a network 
address whose prefix matches that of the mobile node's 
home address. A foreign network may be any network other 
than the mobile node's home network. 

Under the existing protocol for IP routing for mobile 
nodes (hereinafter referred to as “mobile IP”), described in 
detail in “IP Mobility Support,” C. Perkins (Editor) RFC 
2002, October 1996 (hereinafter referred to as RFC 2002), 
the content of which is incorporated herein by reference, a 
mobile node may move from network to network, changing 
its point of attachment to the internet, while continuing to be 
reachable through its home address. Thus, a mobile node 
whose home address is a private IP address maintains and 
uses the private IP address while Visiting the foreign site. 
Consequently, duplicate private IP addresses may be 
encountered if two mobile nodes belonging to two different 
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2 
networks but configured with the same private IP address as 
their home addresses visit the same foreign Site. In this case, 
the exact identity of the mobile node transmitting and 
receiving a packet becomes unclear. 

According to the mobile IP protocol, a mobile node 
acquires a care-of address generally via a foreign agent 
advertisement message. A foreign agent may be a gateway 
device, Such as, for example, a Switch or a router, providing 
mobile IP services to the mobile node from the foreign site. 
The care-of address may be a foreign agent care-of address 
or a co-located care-of address. The foreign agent care-of 
address is generally the IP address of the foreign agent. The 
co-located care-of address is a local IP address on the foreign 
network assigned to the mobile node. 
Once the mobile node has acquired a care-of address, it 

registers this address with its home agent. The home agent 
may be a gateway device, Such as, for example, a Switch or 
a router, providing mobile IP services to the mobile node 
from the home site. The home agent intercepts packets 
addressed to the mobile node and tunnels the packets to the 
care-of address at the foreign site. When the care-of address 
is a foreign agent care-of address, the foreign agent decap 
sulates and delivers the packet to the mobile node to which 
the packet is addressed. However, if two mobile nodes share 
the same private address, an ambiguity arises as to the exact 
recipient of the packet. 

In transmitting a packet from the foreign Site, the mobile 
IP protocol provides that the packet is to be transmitted by 
the mobile node via a standard IP routing protocol. However, 
when the mobile node is configured with a private IP 
address, the Standard IP routing protocol is inadequate for 
transmitting the packet. Instead, the private address must 
first be translated to a globally unique IP address using NAT, 
and then routed over the internet. 

Reverse tunneling, described in further detail in “Reverse 
Tunneling for Mobile IP," G. Montenegro (editor), RFC 
2344, May 1998 (hereinafter referred to as RFC 2344), the 
content of which is incorporated herein by reference, may 
provide a potential Solution to the problem of using private 
IP addresses for transmitting packets from a foreign site. 
Reverse tunneling allows packets to be transmitted by the 
home agent on behalf of its mobile node. 

In a direct delivery Style of reverse tunneling, the mobile 
node designates the foreign agent as its default router and 
proceeds to Send packets directly to the foreign agent, that 
is, without encapsulation. The foreign agent intercepts the 
packet and tunnels them to the home agent. The home agent 
may then invoke NAT to translate the private IP address and 
transmit the packets on behalf of its mobile node. 

In an encapsulating delivery Style, the mobile node encap 
Sulates all its outgoing packets to the foreign agent. The 
foreign agent decapsulates and re-tunnels them to the home 
agent, using the foreign agent's care-of address as the 
entry-point of the new tunnel. The home agent may again 
involve NAT to translate the private IP address and transmit 
the packets on behalf of its mobile node. 

Although reverse tunneling may be applied to allow the 
use of private IP addresses in transmitting packets from a 
foreign Site, it does not extend to the Situation where 
duplicate IP addresses are used in the same foreign site. 
Where Such duplicate IP addresses exist, an ambiguity arises 
as to the home agent to which a packet is to be reverse 
tunneled. 
One potential Solution for the problem of duplicate IP 

addresses is the use of co-located care-of addresses instead 
of a foreign agent care-of address. A co-located care-of 
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address is acquired by the mobile node as a local IP address 
on the foreign network either on a temporary or long-term 
basis, as is described in further detail in RFC 2002. When 
using a co-located care-of address, it is the mobile node and 
not the foreign agent that receives packets tunneled by its 
home agent. Since each mobile node is assigned to a 
different care-of address, the packets are tunneled to the 
appropriate mobile node. This Solution, however, places 
unnecessary demands on the already limited IP address 
Space, and is therefore undesireable. 

Another potential Solution to the problem of duplicate 
private IP addresses in foreign sites is private IP encapsu 
lation within IP, discussed in further detail in a working draft 
entitled “Private IP Encapsulation within IP (PIPE).” B. 
Petri, January 2000, which is an extension of “IP Encapsu 
lation within IP. C. Perkins, RFC 2003, October 1996, the 
contents of both of which are incorporated herein by refer 
ence. Private IP encapsulation within IP uses a virtual 
private network (VPN) identifier to identify the private 
network to which a private IP address belongs. The VPN 
identifier may be attached to the private IP address to create 
a globally unique address that is routable over the Internet. 
The VPN identifier is embedded between the outer and inner 
IP headers of an IP packet. 

Although PIPE may allow duplicate private IP addresses 
for mobile nodes in the foreign site, it requires that all 
mobile nodes with the same private IP address receive and 
examine an incoming packet to determine if they are the 
correct destination since the VPN identifier is embedded 
between the tunnel. This creates an extra overhead taking up 
air interface and/or the mobile node's battery life, both of 
which are considered to be Scarce resources. It also Severely 
reduces the privacy of the communication in which the 
mobile node is involved. 

Accordingly, there is a need in the art for a System and 
method for efficiently resolving the ambiguity created by the 
use of duplicate private IP addresses in a foreign site. Such 
a System and method should resolve the ambiguity without 
placing a burden on Scarce resources, whether it be IP 
addresses, air interface, or battery life. 

SUMMARY OF THE INVENTION 

The present invention is directed to a System and method 
for providing mobile IP services to mobile nodes that share 
the same private IP address as their home addresses. In one 
embodiment of the invention, a data communication net 
work includes a first forwarding node associated with a first 
Site, a Second forwarding node associated with a Second Site, 
and a first mobile node with a first address visiting the 
Second Site from the first site. The Second forwarding node 
determines whether a Second mobile node Visiting the Sec 
ond Site has the Same first address as the first mobile node. 
If the second mobile node has the same first address, the 
Second forwarding node Selects a Second address for the first 
mobile node to resolve the ambiguity. The second forward 
ing node then transmits the Second address to the first 
forwarding node to be used to forward packets addressed to 
the first mobile node. 

In another embodiment of the invention, the second 
forwarding node includes an input for receiving an inbound 
packet, an output for forwarding an outbound packet, a 
memory for Storing a Second address of a Second mobile 
node Visiting the Second Site, and a registration engine 
coupled to the input, output, and memory. The registration 
engine receives a registration request packet including the 
first address via the input, and Searches the memory for 
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4 
determining whether the first address is the Same as the 
Stored Second address. If the first address is the same as the 
Second address, the registration engine Selects a third 
address for the first mobile node and transmits the third 
address via the output. 

In another embodiment of the invention, the first forward 
ing node includes an input for receiving an inbound packet, 
an output for forwarding an outbound packet, a memory 
asSociating the mobile node to a particular address, and an 
encapsulation engine coupled to the input, output, and 
memory. A first packet addressed to the mobile node is 
received by the input and encapsulated by the encapsulation 
engine into a Second packet having the particular address as 
a destination address. The Second packet is further encap 
Sulated into a third packet and transmitted to the Second 
forwarding node Via the output. 

In a further embodiment of the invention, the mobile node 
includes an input for receiving an inbound packet, an output 
for transmitting an outbound packet, and a registration 
engine coupled to the input and the output. The registration 
engine transmits a first registration request packet including 
the first address via the output, receives a registration reply 
packet including a Second address via the input, and trans 
mits a Second registration request packet including the 
Second address via the output. 

DESCRIPTION OF THE DRAWINGS 

These and other features, aspects and advantages of the 
present invention will be more fully understood when con 
sidered with respect to the following detailed description, 
appended claims, and accompanying drawings where: 

FIG. 1 is a Semi-Schematic block diagram illustrating a 
network environment Supporting private IP addressing for 
mobile 

FIG. 2 is a block diagram of a foreign agent according to 
one embodiment of the invention; 

FIG. 3 is a block diagram of a home agent according to 
one embodiment of the invention; 

FIG. 4 is a block diagram of a mobile node according to 
one embodiment of the invention; 

FIG. 5 illustrates a registration packet according to one 
embodiment of the present invention; 

FIG. 6 illustrates an extension field used for transmitting 
a temporary address according to one embodiment of the 
present invention; 

FIG. 7 is a flow diagram illustrating a registration process 
executed by the mobile node of FIG. 4 according to one 
embodiment of the invention; 

FIG. 8 is a flow diagram illustrating a registration process 
executed by the foreign agent of FIG. 2 according to one 
embodiment of the invention; 

FIG. 9 is a flow diagram illustrating a registration process 
executed by the home agent of FIG. 3 according to one 
embodiment of the invention; 

FIGS. 10A-10C are flow diagrams illustrating the recep 
tion of an inbound packet addressed to the mobile node of 
FIG. 4 according to one embodiment of the invention; and 

FIGS. 11A-11C are flow diagrams illustrating the trans 
mission of an outgoing packet by the mobile node of FIG. 
4 upon being assigned a temporary address according to one 
embodiment of the current invention. 

DESCRIPTION OF THE INVENTION 

FIG. 1 is a Semi-Schematic block diagram illustrating a 
network environment Supporting private IP addressing for 
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mobile IP. The network includes a home site 10, home site 
14, and foreign site 18, coupled respectively to a backbone 
network 26 over Switching nodes 20, 22, and 24. 
Home site 10 includes a home agent 28 coupled to local 

area networks 10a, 10b. Similarly, home site 14 includes a 
home agent 30 coupled to local area networks 14a, 14b. 
Foreign Site 18 includes a foreign agent 32 coupled to local 
area networks 18a, 18b. 
Home sites 10 and 14 are respectively the home sites for 

mobile nodes 12 and 16. In an exemplary embodiment, 
mobile nodes 12 and 16 move from their respective home 
sites 10 and 14 to the foreign site 18, and remain temporarily 
connected to the foreign Site. 
Home and foreign agents 28, 30 and 32 may be gateway 

devices, Such as, for example, Switches, routers, and/or the 
like, including network interfaces for forwarding packetized 
communications. Home agents 28, 30 preferably support the 
functions of mobile IP at the home site 10 by tunneling to the 
foreign agent 32 data packets addressed to the mobile nodes 
12, 16 when the mobile nodes are away from home. Home 
agents 28, 30 further receive a reverse tunneled packet from 
the foreign agent 32, and uses NAT to convert the private IP 
address of the transmitting mobile node, as indicated in a 
Source address field of the packet, into a global IP address. 
The home agent then transmits the packet on behalf of the 
mobile node. 
The foreign agent 32 preferably Supports the functions of 

mobile IP at the foreign site by receiving the tunneled 
packets from the home agents 28, 30, and forwarding them 
to the appropriate mobile node 12, 16. In addition, the 
foreign agent 32 provides forwarding Services to the mobile 
nodes 12, 16 by transmitting outgoing packets to their 
respective home agents 28, 30 via reverse tunneling. 

Mobile nodes 12, 16 are preferably hosts, such as portable 
computers, WorkStations, Servers, or other network end 
Stations capable of changing their points of attachment from 
one network or Subnetwork to another. In an alternative 
embodiment, mobile nodes 12, 16 are gateway devices, Such 
as Switches, routers, and the like, also capable of changing 
their points of attachment from one network or Subnetwork 
to another. Mobile nodes 12, 16 preferably share the same 
private IP address as their home addresses, allocated accord 
ing to the procedures set forth in RFC 1918. Preferably, the 
private IP address is Selected from a private address Space 
whose prefixes include 10/8, 172.16/12, 192.168/16, or 
169.254/16. 
The home agents 28, 30, foreign agents 32, and mobile 

nodes 12, 16, may be interconnected via cables or other 
transmission media, and may Support various data commu 
nication protocols, Such as, for example, Ethernet, IP, ATM 
(ASynchronous Transfer Mode), or other protocols conven 
tional in the art. 

Although the network illustrated in FIG. 1 illustrates only 
one home agent or foreign agent per site, a perSon Skilled in 
the art should recognize that the network may convention 
ally Support multiple home agents and/or foreign agents. A 
person skilled in the art should also recognize that the 
foreign network may conventionally Support multiple 
mobile nodes with the same private IP address, and is not 
limited to only two. 

In general terms, mobile node 16 arrives at the foreign site 
18 and seeks to register with its home agent 30 to commu 
nicate its current reachability information. Accordingly, 
mobile node 16 transmits a registration request including its 
private IP address to the foreign agent 32. The foreign agent 
32 receives the registration request and determines whether 
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6 
another mobile node with an unexpired or pending registra 
tion shares the same private IP address as mobile node 16. 
It is assumed for this example that that mobile node 12 is 
registered at the foreign Site or has a pending registration, 
and shares the same private IP address as mobile node 16 as 
its home address. The foreign agent 32 thus sends a regis 
tration reply, requesting mobile node 16 to use a temporary 
address. This temporary address is Sent along with the 
registration request to its home agent 30. 
When home agent 30 receives a packet addressed to 

mobile node 16, it preferably creates two tunnels to forward 
the packet to the node. An outer tunnel is created using a 
care-of address associated with the foreign agent 32. An 
inner tunnel is created using the temporary address assigned 
to mobile node 16. The packet is then transmitted via the two 
tunnels. When the foreign agent 32 receives the tunneled 
packet, it de-tunnels the outer tunnel to uncover the inner 
tunnel, and forwards the inner tunnel to mobile node 16. 
Mobile node 16 then de-tunnels the inner tunnel to retrieve 
the original packet. 
When mobile node 16 Seeks to transmit an outgoing 

packet from the foreign site 18, it transmits the packet to the 
foreign agent 32 preferably using the encapsulating delivery 
style set forth in RFC 2344. The outer tunnel preferably 
includes the temporary address as its Source address, and the 
foreign agent care-of address as its destination address. 
Upon receipt of the encapsulated packet, the foreign agent 
32 locates the appropriate home agent associated with the 
temporary address, and transmits the inner outgoing packet 
to the home agent in a reverse tunnel. 

FIG. 2 is a more detailed block diagram of the foreign 
agent 32 according to one embodiment of the invention. The 
foreign agent 32 preferably includes a packet buffer 40, a 
registration engine 42, a Visitor cache 44, and an 
encapsulation/decapsulation engine 46. The registration and 
encapsulation/decapsulation engines 40, 46 are preferably 
Software modules. Alternatively, implementation of the SyS 
tem may be accomplished in combination of hardware, 
firmware (Such as, for example, application specific inte 
grated circuits or other customized circuits), and/or 
Software, or by any method known in the art. 
The foreign agent 32 preferably receives inbound packets 

via an ingreSS port 48. The packets may include, but are not 
limited to, Ethernet frames, ATM cells, TCP/IP and/or 
UDP/IP packets, and may also include other Layer 2 (Data 
Link/MAC Layer), Layer 3 (Network Layer) or Layer 4 
(Transport Layer) data units. One particular type of packet 
received by the foreign agent 32 is a registration request 
packet transmitted by the mobile nodes 12, 16 for registering 
themselves with their respective home agents 28, 30. 
Another type of packet received by the foreign agent 32 is 
an encapsulated packet transmitted by the home agents 28, 
30 for forwarding to the mobile nodes 12, 16. And yet 
another type of packet is an encapsulated packet transmitted 
by the mobile nodes 12, 16 for reverse tunneling to their 
respective home agents 28, 30. 
When packets are received, they are preferably Stored in 

the packet buffer 40. The packet buffer 40 may include a 
packet FIFO for receiving and temporarily Storing the pack 
ets. The packet buffer 40 preferably provides the stored 
packets or portions thereof to the registration engine 42 
and/or encapsulation/decapsulation engine 46 for proceSS 
ing. 
The registration engine 42 receives all or portions of a 

registration request packet and queries the Visitor cache 44 
to determine whether the mobile node Seeking to register has 
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the same private IP address as another mobile node with a 
valid registration at the foreign site 18. The visitor cache 
may include any memory or Storage device known in the art. 
For each mobile node registered or pending to be registered, 
the visitor cache 44 preferably includes the mobile node's 
link-layer Source address, home address, temporary address 
(if assigned), home agent address, lifetime information, and 
the like. 

If an entry for the private IP address already exists in the 
Visitor cache, the registration engine 42 transmits via an 
egreSS port 50 a registration reply packet including a tem 
porary address indicating that the temporary address should 
be used by the mobile node to resolve the ambiguity. 
However, if the visitor cache 44 does not contain the same 
private IP address, the registration engine 42 forwards the 
registration request to the appropriate home agent proceed 
with the standard registration process as set forth in RFC 
2002. 

The encapsulation/decapsulation engine 46 receives 
encapsulated packets transmitted by a home agent and 
decapsulates them for transmitting to the appropriate mobile 
node. In addition, the encapsulation/decapsulation engine 
receives an encapsulated packet transmitted by a mobile 
node, decapsulates the received packet, identifies the mobile 
node's home agent, and encapsulates it for reverse tunneling 
to the identified home agent. 

FIG. 3 is a more detailed block diagram of home agents 
28, 30 according to one embodiment of the invention. Each 
home agent preferably includes a packet buffer 60, a regis 
tration engine 62, a mobility bindings cache 64, and an 
encapsulation/decapsulation engine 60. The registration and 
encapsulation/decapsulation engines 62, 66 are preferably 
Software modules. Alternatively, implementation of the SyS 
tem may be accomplished in combination of hardware, 
firmware (Such as, for example, application specific inte 
grated circuits or other customized circuits), and/or 
Software, or by any method known in the art. 

The home agent preferably receives inbound packets via 
an ingreSS port 68. The packets may include, but are not 
limited to, Ethernet frames, ATM cells, TCP/IP and/or 
UDP/IP packets, and may also include other Layer 2 (Data 
Link/MAC Layer), Layer 3 (Network Layer) or Layer 4 
(Transport Layer) data units. One particular type of packet 
received by the home agent is a registration request packet 
forwarded by the foreign agent 32. Another type of packet 
is an encapsulated packet also transmitted by the foreign 
agent 32 during reverse tunneling. 
When the packets are received, they are preferably stored 

in the packet buffer 60. The packet buffer 60 may include a 
packet FIFO for receiving and temporarily Storing the pack 
ets. The packet buffer 60 preferably provides the stored 
packets or portions thereof to the registration engine 62 
and/or the encapsulation/decapsulation engine 66 for pro 
cessing. 

The registration engine 60 receives all or portions of a 
registration packet and either accepts or denies the registra 
tion request. If the registration request is accepted, the 
registration engine 60 creates or updates the mobility bind 
ing information in the mobility bindings cache 64 for the 
registering mobile node. The mobility bindings cache 64 
may include any memory or Storage device known in the art. 
If a temporary address has been assigned to the mobile node, 
the mobility binding information is preferably the associa 
tion of the mobile node's private IP address to the foreign 
agent care-of address and temporary address, along with the 
remaining lifetime of the association. The registration 
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engine 62 then transmits a registration reply packet to the 
packet buffer, which transmits it to the foreign agent 32 via 
an egress port 70. 
The encapsulation/decapsulation engine 66 receives 

encapsulated packets transmitted by the foreign agent 32 and 
decapsulates them for transmitting to the appropriate desti 
nation address on behalf of its mobile node. In addition, the 
encapsulation/decapsulation engine receives a packet 
addressed its mobile node and encapsulates it for tunneling 
to the foreign agent 32. 

FIG. 4 is a more detailed block diagram of mobile nodes 
12, 16 according to one embodiment of the invention. Each 
mobile node preferably includes an input/output port 72, 
registration module 74, and encapsulation/decapsulation 
module 76. The registration and encapsulation/ 
decapsulation modules are preferably Software modules. 
Alternatively, implementation of the System may be accom 
plished in combination of hardware, firmware (Such as, for 
example, application specific integrated circuits or other 
customized circuits), and/or Software, or by any method 
known in the art. 
The registration module 74 preferably creates a registra 

tion request packet including the mobile node's private IP 
address, and transmits the packet to the foreign agent 32 via 
the input/output port 72. The registration module 74 further 
receives a registration reply packet from the foreign agent 32 
indicating that the request has been accepted or denied. If the 
registration request has been denied and the registration 
reply packet includes a temporary address, the registration 
module 74 preferably transmits another registration request 
including the temporary address. 
The encapsulation/decapsulation engine 76 receives 

encapsulated packets transmitted by the foreign agent 32, 
and decapsulates them for retrieving the inner packet. The 
encapsulation/decapsualtion engine 76 also encapsulates 
outgoing packets and transmits them to the foreign agent 32 
for reverse tunneling to the home agent. 

It is understood, of course, that FIGS. 2-4 illustrate block 
diagrams of mobile nodes, home agents, and foreign agents 
without obfuscating inventive aspects of the present inven 
tion with additional elements and/or components which may 
be required for creating the mobile nodes, home agents, and 
foreign agents. These additional elements and/or 
components, which are not shown in FIGS. 2-4, are well 
known to those skilled in the art. 

FIG. 5 illustrates a registration packet 100 according to 
one embodiment of the present invention. The registration 
packet may be a registration request packet or a registration 
reply packet. Preferably, the registration packet includes a 
type field 102 identifying whether it is a request or a reply 
packet. The registration packet further includes a code field 
104 where preferably each bit of the field is associated with 
a particular code. Preferably, the code field 104 includes a 
P. bit indicating that the home agent is to maintain the 
mobile node's care-of address private if the bit is set in a 
registration request. In this Scenario, the home agent may not 
advertise the care-of address to other nodes that may use it 
to transmit packets directly to the foreign agent 32 instead of 
the home agent. 
The code field 104 further preferably includes a T bit 

indicating a request to the home agent to accept a reverse 
tunnel from the care-of address if the bit is Set in a regis 
tration request. 
The code field 104 also includes code bits used in regis 

tration reply packets for indicating that private addresses are 
not allowed, private addresses are already in use, and that the 
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“P bit is unset. The code bit indicating that private addresses 
are not allowed is preferably Set by the home agent in a 
registration reply packet if the home agent does not Support 
a private address Space extension to mobile IP. 
The code bit indicating that private addresses are already 

in use are preferably Set by the foreign agent in a registration 
reply packet denying the registration request upon detection 
of another valid registration with the same private IP 
address. 
The code bit indicating that the 'P' bit is unset is prefer 

ably Set by the home agent in a registration reply packet 
denying the registration request to prevent other nodes from 
bypassing the home agent and transmitting data packets 
directly to the foreign agent. 
A particular registration packet 100 further includes a 

lifetime field 106 indicating the time duration for which a 
mobility binding is valid. 
The registration packet 100 also includes a home address 

field 108 and a home agent field 110. The home address field 
108 indicates the IP address of the mobile node. The IP 
address is preferably a private IP address. The home agent 
field 110 indicates the IP address of the mobile node's home 
agent. 
A care-of address field 112 indicates the termination point 

of a tunnel toward a mobile node. Preferably, the care-of 
address is the IP address of the foreign agent 32. 
An identification field 114 preferably indicates a number 

used for matching registration requests with registration 
replies and to prevent the mobile from accepting old mes 
SageS. 
An extension field 116 allows additional information to be 

transmitted along with a registration request or reply packet. 
Preferably, the extension field 116 is used to transmit a 
temporary address in the event duplicate private IP 
addresses. 

FIG. 6 is a more detailed illustration of the extension field 
116 used for transmitting a temporary address according to 
one embodiment of the present invention. Preferably, the 
extension field 116 includes a type field for identifying the 
extension as a temporary address extension. The extension 
field 116 further includes a temporary address field 116b for 
identifying the temporary address to be used by the mobile 
node requesting the registration. 

FIG. 7 is a flow diagram illustrating a registration proceSS 
executed by the mobile node 12, 16 according to one 
embodiment of the invention. The proceSS Starts, and in Step 
120, the mobile node transmits to the foreign agent 32 a 
registration request packet including its private IP address 
via its registration module 74. The mobile node receives a 
registration reply packet from the foreign agent 32 in Step 
122. The registration module 74 examines the code field 104 
of the registration reply packet to determine, in Step 124, 
whether it indicates that private addresses are not allowed. 
If private addresses are not allowed, the process ends, and 
the mobile node does not attempt to register with its home 
agent via this particular foreign agent 32. 

Otherwise, if private addresses are allowed, the registra 
tion module 74 further examines the code field 104 of the 
registration reply packet to determine, in Step 126, whether 
the private IP address used by the mobile node is in use by 
another mobile node with a valid mobility binding. If the 
private IP address is not being used, IP routing functions 
may be provided to the mobile node as set forth in RFC 2002 
and 2344 once the registration request is granted. 

If the code field indicates that the private IP address is 
being used by another mobile node, the registration module 
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74 examines the extension field 116 of the registration reply 
packet to determine, in Step 128, if a temporary address was 
provided by the foreign agent 32. If it was provided, the 
registration module transmits in Step 130 another registra 
tion request with the temporary address, and returns to Step 
122 to await for a registration reply. 

FIG. 8 is a flow diagram illustrating a registration process 
executed by the foreign agent 32 according to one embodi 
ment of the invention. The process starts, and in step 140, the 
foreign agent 32 receives a registration request packet from 
the mobile node 12, 16. The registration request packet is 
handed over to the registration engine 42 which examines 
the home address field 108 to determine, in step 142, if the 
private address included belongs to the private address Space 
defined in RFC 1918. If the private address is not supported, 
the registration engine 42 returns a registration reply packet 
in Step 148 denying the registration request. 

However, if the private address is Supported, the regis 
tration engine 42 queries a visitor cache 44 in Step 144 to 
determine if a valid entry for the private address already 
exists in the cache. If it does, the registration engine 42 
proceeds to allocate a temporary address to the registering 
mobile node in step 146. In step 148, the registration engine 
42 transmits a registration reply packet to the mobile node 
including the temporary address in the extension field 116 of 
the packet. 

Referring again to Step 144, if the private address is not 
already n use by another mobile node, the registration engine 
42 inquires if the 'T' bit is set in the code field 104 of the 
registration request packet, thus indicating a request to have 
support for reverse tunneling as described in RFC 2344. If 
the 'T' bit is set, the registration engine 42 retrieves the 
address of the home agent from the home agent field 110, 
and forwards the registration request to the address. In Step 
154, the registration engine 42 inquires if the registration 
request was granted by the home agent. If it was, the 
registration engine 42 proceeds to update a visitor list in the 
Visitor cache 44 by creating an entry for the mobile node. 
The entry preferably includes the mobile node's link-layer 
Source address, home address, temporary address (if 
assigned), home agent address, lifetime information, and the 
like. The registration engine 42 further forwards in step 148, 
a registration reply packet informing the mobile node that 
the registration has been granted. 

FIG. 9 is a flow diagram illustrating a registration process 
executed by the home agent 28, 30 according to one embodi 
ment of the invention. The process starts, and in step 160, the 
home agent receives a registration request packet forwarded 
by the foreign agent 32. The packet is forwarded to the 
registration engine 62, which preferably examines the exten 
sion fields 116 of the packet to determine if it includes a 
temporary address. If it does not include a temporary 
address, the registration request packet proceeds to register 
the mobile node according to the process set forth in RFC 
2002. 

In Step 170, the registration engine 62 creates or updates 
the mobility bindings list in the mobility bindings cache 64 
to include an entry for the registered mobile node. 
Preferably, the entry associates the mobile node's home 
address to the foreign agent care-of address along with the 
remaining lifetime of the association. In Step 172, the 
registration engine 62 transmits a registration reply granting 
the registration. 

Referring again to Step 162, if a temporary address was 
included in the registration request packet, the registration 
engine 62 inquiries, in Step 164, whether private address 
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extensions are Supported by the home agent. If the answer is 
YES, the registration engine further inquires in Step 166 
whether the “P bit is set in the code field 104 of the 
registration request packet, indicating that the care-of 
address is not to be advertised. In step 168, the registration 
engine further inquires if the 'T' bit is set in the code field 
104, indicating a request to have Support for reverse tun 
neling as described in RFC 2344. If the answer is again YES, 
the registration request is granted. Thus, in Step 170, the 
registration engine 62 proceeds to create or update the 
mobility bindings list to include an entry for the registering 
mobile node. Preferably, the entry associates the mobile 
node's home address to the temporary address and foreign 
agent care-of address, along with the remaining lifetime of 
the association. In Step 172, the registration engine transmits 
a registration reply 172 indicating that the registration has 
been granted. 

FIGS. 10A-10C are flow diagrams illustrating the recep 
tion of an inbound packet addressed to the mobile node 12 
or 16 according to one embodiment of the invention. In Step 
180, the home agent receives an inbound packet addressed 
to its mobile node. In Step 182, the home agent queries the 
mobility bindings cache to retrieve the mobility bindings for 
its mobile node. In Step 184, the home agent inquires if a 
temporary address is associated with its mobile node. If the 
answer is YES, the home agent invokes the encapsulation/ 
decapsulation engine 66 in Step 186 to create a first tunnel 
having the temporary address as an endpoint. Accordingly, 
the encapsulation/decapsulation engine 66 encapsulates the 
inbound packet into a new packet having the temporary 
address as a destination address. Preferably, the encapsula 
tion method utilized is IP-in-IP, as is described in “IP 
Encapsulation within IP." C. Perkins, RFC 2003, October 
1996, or as described in “Minimal Encapsulation Within IP” 
C. Perkins, RFC 2004, October 1996, the contents of both of 
which are incorporated herein by reference. 

In Step 188, the encapsulation/decapsulation engine 66 
creates a Second tunnel having the foreign agent care-of 
address as a destination address. Accordingly, the 
encapsulation/decapsulation engine 66 takes the encapsu 
lated inbound packet and encapsulates it into another packet 
having the foreign agent care-of address as a destination 
address. In step 190 the packet is forwarded via the two 
tunnels. 

Referring again to step 184, if the mobile node is not 
asSociated with a temporary address, a single tunnel is 
created using the care-of address according to the process Set 
forth in RFC 2002, and the packet is forwarded via the single 
tunnel. 

The foreign agent 32 receives the encapsulated packet in 
step 192. In step 194, the foreign agent decapsulates the 
packet and forwards the inner packet to the mobile node in 
step 196. In the case of duplicate private IP addresses, the 
inner packet is another encapsulated packet which allows it 
to be tunneled to the correct mobile node. 

In step 198, the mobile node receives the packet for 
warded by the foreign agent 32, and determines in step 200 
whether the packet is encapsulated. If it is, the mobile node 
decapsulates it to retrieve the original packet addressed to it. 

FIGS. 11A-11C are flow diagrams illustrating the trans 
mission of an outgoing packet by mobile node 16 upon being 
assigned a temporary address according to one embodiment 
of the invention. In step 210, the mobile node encapsulates 
the outgoing packet into another packet having the tempo 
rary address as its Source address and the foreign agent 
care-of address as the destination address. The encapsulated 
packet is then transmitted to the foreign agent in Step 212. 
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The foreign agent receives the encapsulated packet in Step 

214, and in Step 216, identifies the appropriate home agent 
to which to forward the outgoing inner packet. In this regard, 
the foreign agent examines the Source address field of the 
outer packet and retrieves the temporary address from the 
Source address field. The temporary address is then prefer 
ably used to query the Visitor cache 44 for the appropriate 
home agent address. 

In Step 218, the foreign agent decapsulates the packet to 
retrieve the outgoing inner packet. In Step 220, the foreign 
agent reverse tunnels the outgoing inner packet to the 
appropriate home agent using the retrieved home agent 
address. 

In Step 222, the home agent receives the encapsulated 
packet via the reverse tunnel. In Step 224, the home agent 
decapsulates the packet to retrieve the outgoing inner packet. 
In Step 228, the home agent forwards the outgoing inner 
packet to its ultimate destination address on behalf of the 
mobile node. 
Although this invention has been described in certain 

specific embodiments, those skilled in the art will have no 
difficulty devising variations which in no way depart from 
the Scope and Spirit of the present invention. It is therefore 
to be understood that this invention may be practiced 
otherwise than is Specifically described. Thus, the present 
embodiments of the invention should be considered in all 
respects as illustrative and not restrictive, the Scope of the 
invention to be indicated by the appended claims and their 
equivalents rather than the foregoing description. 
What is claimed is: 
1. A data communication network comprising: 
a first forwarding node associated with a first site; 
a Second forwarding node associated with a Second Site, 
a first mobile node with a first address Visiting the Second 

Site from the first Site, characterized in that the Second 
forwarding node determines whether a Second mobile 
node Visiting the Second site has the same first address 
as the first mobile node, Selects a Second address for the 
first mobile node if the second mobile node has the 
Same first address, and transmits the Second address to 
the first forwarding node for use to forward packets 
addressed to the first mobile node. 

2. The data communication network of claim 1, wherein 
the first address is a private address. 

3. The data communication network of claim 1, further 
characterized in that the first mobile node transmits a first 
registration request including the first address, receives a 
registration reply including the Second address, and trans 
mits a Second registration request including the Second 
address. 

4. The data communication network of claim 1, further 
characterized in that the first forwarding node receives the 
Second address, asSociates the Second address to the first 
mobile node, and Stores the association information in a 
memory. 

5. The data communication network of claim 1, further 
characterized in that the first forwarding node receives a first 
packet addressed to the first mobile node, encapsulates the 
first packet into a Second packet having the Second address 
as a destination address, further encapsulates the Second 
packet into a third packet, and transmits the third packet to 
the Second forwarding node. 

6. The data communication network of claim 5, further 
characterized in that the Second forwarding node receives 
the third packet, decapsulates the third packet to retrieve the 
Second packet, and forwards the Second packet to the first 
mobile node. 
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7. The data communication network of claim 6, further 
characterized in that the first mobile node receives the 
Second packet and decapsulates the Second packet to retrieve 
the first packet. 

8. The data communication network of claim 6, further 
characterized in that the first mobile node encapsulates a first 
packet into a Second packet having the Second address as a 
Source address and transmits the Second packet to the Second 
forwarding node. 

9. The data communication network of claim 8, further 
characterized in that the Second forwarding node receives 
the Second packet, associates the Second address with the 
first forwarding node, retrieves the first packet from the 
Second packet, and transmits the first packet to the first 
forwarding node. 

10. In a data communication network including a first 
forwarding node associated with a first Site, a Second for 
warding node associated with a Second Site, and a first 
mobile node having a first address visiting the Second Site 
from the first Site, the Second forwarding node comprising: 

an input for receiving inbound packets, 
an output for forwarding outbound packets, 
a memory for Storing a Second address of a Second mobile 

node Visiting the Second Site, and 
a registration engine coupled to the input, output, and 
memory, characterized in that the registration engine 
receives via the input a registration request packet 
including the first address, Searches the memory for 
determining whether the first address is the same as the 
Second address, Selects a third address for the first 
mobile node if the first address is the same as the 
Second address, and transmits the third address via the 
output. 

11. The second forwarding node of claim 10, further 
characterized in that the registration engine transmits the 
third address to the first forwarding node. 

12. The second forwarding node of claim 10, further 
characterized in that the registration engine transmits the 
third address to the first mobile node. 

13. The second forwarding node of claim 10, wherein the 
first address is a private address. 

14. The second forwarding node of claim 10 further 
comprising a decapsulation engine coupled to the input and 
the output, characterized in that the input receives a first 
packet encapsulating a Second packet, the Second packet 
having the third address as a destination address, and the 
decapsulation engine decapsulates the first packet to retrieve 
the Second packet and transmits the Second packet to the first 
mobile node. 

15. The second forwarding node of claim 14, wherein the 
input receives a first packet encapsulating a Second packet, 
the first packet having the Second address as a Source 
address, and the decapsulation engine decapsulates the first 
packet to retrieve the Second packet, asSociates the Second 
address with the first forwarding node, and transmits the 
Second packet to the first forwarding node. 

16. In a data communication network including a first 
forwarding node associated with a first Site, a Second for 
warding node associated with a Second Site, and a mobile 
node Visiting the Second Site from the first Site, the first 
forwarding node comprising: 

an input for receiving an inbound packets, 
an output for forwarding an outbound packets, 
a memory for associating the mobile node to a particular 

address, 
an encapsulation engine coupled to the input, output, and 
memory, characterized in that a first packet addressed 
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to the mobile node is received by the input and encap 
Sulated by the encapsulation engine into a Second 
packet having the particular address as a destination 
address, the Second packet being further encapsulated 
into a third packet and transmitted to the Second 
forwarding node via the output. 

17. The first forwarding node of claim 16 further com 
prising a registration engine receiving a registration request 
packet including the particular address. 

18. In a data communication network including a first 
forwarding node associated with a first Site, a Second for 
warding node associated with a Second Site, and a mobile 
node with a first address Visiting the Second Site from the 
first Site, the mobile node comprising: 

an input for receiving inbound packets, 
an output for transmitting outbound packets, and 
a registration engine coupled to the input and the output, 

characterized in that the registration engine transmits 
via the output a first registration request packet includ 
ing the first address, receives via the input a registration 
reply packet including a Second address, and transmits 
via the output a Second registration request packet 
including the Second address. 

19. The mobile node of claim 18, wherein the first address 
is a private address. 

20. The mobile node of claim 18 further comprising a 
decapsulation engine coupled to the input and the output, 
characterized in that the input receives a first packet having 
the Second address as a destination address, the first packet 
encapsulating a Second packet, and the decapsulation engine 
decapsulates the first packet for retrieving the Second packet. 

21. The mobile node of claim 18 further comprising an 
encapsulation engine coupled to the output, characterized 
that the encapsulation engine encapsulates a first packet into 
a Second packet having the Second address as a Source 
address and transmits the Second packet to the Second 
forwarding node Via the output. 

22. In a data communication network including a first 
forwarding node associated with a first Site, a Second for 
warding node associated with a Second Site, and a first 
mobile node with a first address visiting the second site from 
the first Site, a method for providing routing Support for the 
first mobile node, the method comprising: 

determining whether a Second mobile node Visiting the 
Second Site has the same first address as the first mobile 
node, 

Selecting a Second address for the first mobile node if the 
Second mobile node has the same first address, and 

transmitting the Second address to the first forwarding 
node for using to forward packets addressed to the first 
mobile node. 

23. The method of claim 22, wherein the first address is 
a private address. 

24. The method of claim 22 further comprising: 
receiving a first registration request from the first mobile 

node, 
transmitting a registration reply including the Second 

address in response to the first registration request, and 
receiving a Second registration request including the Sec 

ond address. 
25. The method of claim 22 further comprising: 
receiving a first packet encapsulating a Second packet, the 

Second packet having the Second address as a destina 
tion address, the Second packet further encapsulating a 
third packet; 
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decapsulating the first packet to retrieve the Second 
packet; and 

forwarding the Second packet to the first mobile node. 
26. The method of claim 25 further comprising: 
receiving the Second packet, and 
decapsulating the Second packet to retrieve the third 

packet. 
27. The method of claim 22 further comprising: 
encapsulating a first packet into a Second packet having 10 

the Second address as a Source address, and 
transmitting the Second packet to the Second forwarding 

node. 
28. The method of claim 27 further comprising: 
receiving the Second packet, 15 
asSociating the Second address with the first forwarding 

node, 
retrieving the first packet from the Second packet; and 
transmitting the first packet to the first forwarding node. 

16 
29. In a data communication network including a first 

forwarding node associated with a first Site, a Second for 
warding node associated with a Second Site, and a mobile 
node Visiting the Second Site from the first Site, a method for 
providing routing Support for the first mobile node, the 
method comprising: 

receiving a registration request transmitted by the mobile 
node, the registration request including a particular 
address, 

asSociating the mobile node to the particular address, 
receiving a first packet addressed to the mobile node, 
encapsulating the first packet into a Second packet, the 

Second packet having the particular address as a des 
tination address, 

encapsulating the Second packet into a third packet; and 
transmitting the third packet to the Second forwarding 

node. 


