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SYSTEM AND METHOD FOR TOKENLESS
BIOMETRIC ELECTRONIC SCRIP

CROSS REFERENCE

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 09/244,784 filed Feb. 5, 1999, now allowed and
pending issuance, which is a continuation-in-part of U.S.
application Ser. No. 07/705,399, filed on Aug. 29, 1996 now
U.S. Pat. No. 5,870,723, which is a continuation-in-part of
U.S. application Ser. No. 08/442,895 filed on May 17, 1995
now U.S. Pat. No. 5,613,012 which is a continuation-in-part
of U.S. application Ser. No. 08/345,523, filed on Nov. 28,
1994, now U.S. Pat. No. 5,615,277.

FIELD OF THE INVENTION

[0002] The invention relates generally to electronic com-
puter systems designed to calculate and store scrip. More
specifically, this invention relates to tokenless biometric
computer systems which do not require a person who
support scrip programs to use any man-made portable
memory devices such as smart cards or magnetic swipe
cards when conducting an electronic scrip transaction.

BACKGROUND

[0003] Scrip systems have become a popular part of retail
point of sale and internet commerce marketing. Scrip is a
system whereby an individual person, known herein as a
Scrip Supporter, can make donations to a pre-designated
non-profit entity (Scrip Beneficiary) based on that person’s
usage patterns within the designated scrip system or pro-
gram. Currently, over $2 billion is raised annually by non-
profit organizations annually via such scrip programs.

[0004] There are several embodiments of scrip systems or
programs. Scrip is defined as any unit of data, such as
currency, products or services, which is honored by a Scrip
Merchant such that a Scrip Supporter’s purchase, expendi-
ture or usage of these units results in the Scrip Supporter’s
donation of goods, services or currency to a pre-designated
non-profit entity (Scrip Beneficiary). Such scrip may be
actual tender in the form of gift certificates, stored-value
cards or paper coupons having a pre-determined dollar
value. As such, each unit of scrip has a tender or real face
value when used with the participating scrip program mer-
chant. Scrip can also include minutes of telephone calling
time, miles towards earning a free airplane flight, points
towards a gallon of gas, and the like.

[0005] In one example, these scrip may be purchased
directly from the merchant by the non-profit entity at a
discount on their face-value. In this case, the discount to the
Scrip Beneficiary may be a percentage based on volume,
such that when pre-purchasing a $100 volume of scrip, the
Scrip Beneficiary may pay only $95 for the scrip total actual
tender or face value of $100. The Scrip Beneficary re-sells
these scrip to its Scrip Supporters for the full price, or the
full face-value, of the scrip. The Scrip Beneficary thereby
keeps the dollar differential as a means for raising funds for
its programs. The Scrip Supporters then bring the scrip
directly to the participating merchant to make purchases for
goods or services.

[0006] Another example involves a Scrip Supporter reg-
istering any or all of their existing financial accounts, such
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as debit, credit or stored value accounts, for use in a donation
program to benefit what is often a tax-deductible, non-profit
or charitable Scrip Beneficiary that has pre-registered with
the system. Examples of such non-profit entities are public
schools, churches, civic organizations, and the like. Partici-
pating merchants will enable Scrip Supporters to automati-
cally make donations to enrolled non-profit organizations,
based on service usage, expenditures or purchases by Scrip
Supporters. The Scrip Supporters can do this using their
registered debit and credit accounts by automatically ten-
dering a pre-designated percentage or fixed dollar surcharge
per transaction directly to the Scrip Beneficary via draft or
electronic funds transfer (EFT). The Scrip Supporter can
then track these electronic donations for tax-deduction pur-
poses.

[0007] Another example involves a Scrip Supporter’s use
of certain services or purchase of certain products, resulting
in a participating merchant itself donating goods, services,
or currency directly to a participating Scrip Beneficiary.

[0008] Therefore, scrip programs enable a participating
merchant to benefit from new sales to Scrip Supporters,
while a Scrip Beneficary can benefit by having raised funds
through several programs. In addition, the Scrip Supporter
may benefit: a) by having obtained pre-paid scrip towards
the purchase of desired goods or services at no additional
premium than the Scrip Supporter would have otherwise
paid when making those purchasing via traditional means at
the participating merchant, or; b) by having a tax-deductable
percentage or automatic surcharge on their purchases
through participating merchants, donated to their selected
Scrip Beneficiary based on their use of registered financial
accounts.

[0009] However, current scrip programs rely on portable
tokens such as financial account cards or paper scrip cou-
pons, and this is disadvantageous. Namely, it is costly to
produce and distribute such tokens to Scrip Supporters.
Furthermore, as cards and paper scrips are lost, damaged, or
stolen, merchants and non-profit entities often absorb the
cost of replacing them to the consumer. For example, if a
stored value card or a paper coupon containing pre-paid
scrip is stolen or lost, a fraudulent party can present such a
portable scrip token in order to obtain the cost-savings or
other benefits to which they are not rightfully entitled.
Therefore, another problem with such tokens is that there is
a tenuous link between the token and the actual identity of
the authorized Scrip Supporter. As a result, the merchant or
the Scrip Beneficiary may have to bear the cost of inadvert-
ently providing these incentives to a consumer who does not
have the requisite pre-payments or purchasing patterns to
benefit from them. Hence, the merchant or the non-profit
may literally be rewarding the wrong party and paying twice
for this mistake. This is because the original consumer will
likely demand from the merchant or the non-profit their
rightful scrip even without having the token to authenticate
their account. The merchant will thereby have to pay for the
scrip for that genuine consumer as well. Therefore, there are
few, if any, mechanisms in this system for establishing the
correct identity of a Scrip Supporter and validating their
authority to obtain or use scrip.

[0010] The use of various biometrics, such as fingerprints,
hand prints, voice prints, retinal images, handwriting
samples and the like have been suggested for authenticating
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the identification of individuals. A biometric is any distinct
human characteristic which can uniquely identify an indi-
vidual. However, because the biometrics are generally
stored in electronic (and thus reproducible) form on a token
and because the comparison and verification process is not
isolated from the hardware and software directly used by the
Scrip Supporter attempting access, the problem of having to
carry cards is not alleviated. Further, such systems do not
adequately isolate the identity verification process from
tampering by someone attempting to gain unauthorized
access. Examples of this approach to system security are
described in U.S. Pat. No. 4,821,118 to Lafreniere; U.S. Pat.
No. 4,993,068 to Piosenka et al.; U.S. Pat. No. 4,995,086 to
Lilley et al.; U.S. Pat. No. 5,054,089 to Uchida et al.; U.S.
Pat. No. 5,095,194 to Barbanell; U.S. Pat. No. 5,109,427 to
Yang; U.S. Pat. No. 5,109,428 to Igaki et al.; U.S. Pat. No.
5,144,680 to Kobayashi et al.; U.S. Pat. No. 5,146,102 to
Higuchi et al.; U.S. Pat. No. 5,180,901 to Hiramatsu; U.S.
Pat. No. 5,210,588 to Lee; U.S. Pat. No. 5,210,797 to Usui
et al.; U.S. Pat. No. 5,222,152 to Fishbine et al.; U.S. Pat.
No. 5,230,025 to Fishbine et al.; U.S. Pat. No. 5,241,606 to
Horie; U.S. Pat. No. 5,265,162 to Bush et al.; U.S. Pat. No.
5,321,242 to Heath, Jr.; 5,325,442 to Knapp; 5,351,303 to
Willmore, all of which are incorporated herein by reference.

[0011] An example of a token-based security system
which relies on a biometric of a person can be found in U.S.
Pat. No. 5,280,527 to Gullman et al. In Gullman’s system,
the person must carry and present a credit card sized token
(referred to as a biometrics security apparatus) containing a
microchip in which is recorded characteristics of the autho-
rized person’s voice. In order to initiate the access proce-
dure, the person must insert the token into a terminal such
as a public kiosk, and then speak into the terminal to provide
a biometrics input for comparison with an authenticated
input stored in the microchip of the presented token. The
process of identity verification is generally not isolated from
potential tampering by one attempting unauthorized access.
If a match is found, the remote terminal may then signal the
host computer that access should be permitted, or may
prompt the person for an additional code, such as a PIN (also
stored on the token), before sending the necessary verifica-
tion signal to the host computer.

[0012] Although Gullman’s reliance of comparison of
stored and input biometrics potentially reduces the risk of
unauthorized access as compared to numeric codes, like
personal identification numbers, Gullman’s use of the token
as the repository for the authenticating data combined with
Gullman’s failure to isolate the identity verification process
from the possibility of tampering greatly diminishes any
improvement to fraud resistance resulting from the replace-
ment of a numeric code with a biometrics. Further, the
system remains cumbersome and inconvenient to use
because it too requires the presentation of a personalized
memory token in order to initiate an access request.

[0013] Almost uniformly, prior art disclosing biometrics
are token-based systems which teach away from biometrics
recognition without dependence on personalized memory
tokens. Reasons cited for such teachings range from storage
requirements for biometrics recognition systems to signifi-
cant time lapses in identification of a large number of
individuals, even for the most powerful computers.

[0014] Inview of the foregoing, there has long been a need
for an electronic scrip transaction system that is completely
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tokenless, ensuring Scrip Supporter convenience by provid-
ing authorization without requiring the Scrip Supporter to
possess, carry, and present one or more proprietary tokens
containing stored data customized for the Scrip Supporter,
such as man-made portable memory devices, in order to
accumulate the scrip, expend scrip units, or make scrip
donations to their desired Scrip Beneficiary. Anyone who
has lost a card, left it at home, had a card stolen knows well
the keenly and immediately-felt inconvenience caused by
such problems. Therefore, there is a need for an electronic
biometric scrip transaction system that is entirely tokenless.

[0015] There is a further need for a computerized elec-
tronic scrip transaction system that uses a strong, secure,
non-transferable link to the person being identified, as
opposed to merely verifying a Scrip Supporter’s possession
of any physical objects that can be freely transferred. There-
fore, there is a need for an electronic scrip transaction
system that relies on Scrip Supporter biometrics, such as
finger images, facial scans, voice prints, iris or retinal scans,
and the like. Such a biometric is any distinct human char-
acteristic which can uniquely identify an individual.

[0016] There is another need in the industry for a scrip
system that is sufficiently versatile to accommodate both
Scrip Supporters who desire to use personal identification
numbers (PINs) for added security and also Scrip Supporters
who prefer not to use them.

[0017] Lastly, such a system must be affordable and flex-
ible enough to be operatively compatible with existing
networks having a variety of electronic transaction devices
and scrip system configurations.

[0018] As such, it is an objective of the invention to
provide an electronic scrip system and method that is
completely tokenless and eliminates the need for a Scrip
Supporter to directly possess any personalized, portable
man-made token which is encoded or programmed with data
personal to or customized for a single authorized Scrip
Supporter, such as a smart card, magnetic swipe card or a
personal computer with resident Scrip Supporter-specific
data.

[0019] 1t is another object of the invention to provide a
computer system that is capable of verifying a Scrip Sup-
porter’s identity from convenient, secure and non-transfer-
able data, as opposed to merely verifying his possession of
propriety objects and information. Therefore it is an objec-
tive of this invention that the system use a biometric sample
with unique physical characteristics and which is obtained
directly from the person of the Scrip Supporter. One such
biometric sample is registered with the computer system and
another is provided when the Scrip Supporter conducts a
scrip transaction. These two biometric samples are com-
pared by an electronic identicator, which is a computer that
uses this comparison to validate or deny the identity of the
Scrip Supporter.

[0020] Yet another object of the invention is to provide a
computer system wherein access is secure, yet designed to
be convenient and easy for a Scrip Supporter to use.

[0021] Yet another object of the invention is to enable a
Scrip Supporter to donate scrip which are either immediately
provided to a pre-designated Scrip Beneficiary or are stored
for later access by the Scrip Beneficiary.
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[0022] Another objective of this invention is that it func-
tion at both with merchants at the retail point of sale and with
merchants over the internet.

[0023] Another objective of the invention is that the scrip
participating entity, whether a Scrip Merchant or a Scrip
Beneficiary, be identified by an electronic identicator,
wherein the Scrip Merchant’s identification is verified.
Therefore, the Scrip Merchant would register with the
electronic identicator some identification data, which may
consist of any of the following data: a hardware ID code, a
phone number, an email address, a street address, a digital
certificate, an account number, a biometric, or a biometric
and PIN combination.

[0024] Another objective of the invention is to be added in
a simple and cost-effective manner to existing terminals
currently installed at points of sale and used over the
internet.

[0025] Yet another objective of the invention is to be
efficiently and effectively operative with existing financial
transactions systems and protocols, specifically as these
systems and protocols linked to the processing of electronic
scrip programs.

SUMMARY OF THE INVENTION

[0026] The present invention satisfies these needs by pro-
viding an improved system and method for tokenless autho-
rization of an electronic scrip transaction using at least one
scrip supporter biometric sample and an electronic identi-
cator. The preferred embodiment of the method comprises
the steps of a scrip supporter registration step, wherein a
scrip supporter registers with an electronic identicator at
least one registration biometric sample, an electronic scrip
transaction proposal step, comprising electronic scrip dona-
tor account data, at least one transmittal step, wherein a scrip
supporter bid biometric sample is obtained from the scrip
supporter’s person and is electronically transmitted to the
electronic identicator, a scrip supporter identification step,
wherein the electronic identicator compares the bid biomet-
ric sample with at least one registration biometric sample for
producing either a successful or failed identification of the
scrip supporter, wherein upon successful identification of the
scrip supporter, a scrip transaction is biometrically autho-
rized, without the scrip supporter presenting any personal-
ized man-made tokens such as smartcards or magnetic swipe
cards.

[0027] Another embodiment further comprises at least one
local identicator containing a subset of all of the registered
scrip supporter biometric samples in the electronic identi-
cator.

[0028] Yet another embodiment comprises an electronic
clearinghouse creation step, wherein a clearinghouse is
created containing at least one rule module. Preferably the
rule module within the electronic clearinghouse contains at
least one pattern data that is associated with at least one
execution command. Pattern data comprise any of the fol-
lowing: a unique scrip supporter identification code, demo-
graphic information, an email address, at least one pre-
determined formula for scrip donations, secondary
biometric, a telephone number, a mailing address, purchas-
ing patterns, a digital certificate, a network credential, an
Internet protocol address, a digital signature, and an encryp-
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tion key. An execution command comprises instructions for
accessing at least one electronic registry that contains any
one of the following; at least one scrip donator account and
at least one scrip beneficiary account. Preferably, the elec-
tronic registry is located on an computer that is external to
the authorization system.

[0029] In an alternative embodiment the system method
further comprises at least one local clearinghouse containing
a subset of all of the rule modules in the scrip transaction
system.

[0030] In yet another embodiment, the method further
comprises a scrip merchant identification step, wherein the
electronic identicator compares a scrip merchant bid iden-
tification data with a scrip merchant registered identification
data for producing either a successful or failed identification
of the scrip merchant. Furthermore, the scrip merchant
identification data comprises any one of the following; a
hardware identification code, a telephone number, an email
address, a digital certificate code, an account index, an
electronic account number, a biometric, or a biometric and
personal identification number combination. Additionally, in
the scrip merchant identification step, the electronic identi-
cator communicates with one or more external computers to
access scrip merchant identification data.

[0031] Preferably the method further comprises at least
one scrip beneficiary identification step, wherein the elec-
tronic identicator compares a scrip beneficiary bid identifi-
cation data with a scrip beneficiary registered identification
data for producing either a successful or failed identification
of the scrip beneficiary. The scrip beneficiary identification
data comprises any one of the following; a hardware iden-
tification code, a telephone number, an email address, a
digital certificate code, an account index, an electronic
account number, a biometric, or a biometric and personal
identification number combination. Furthermore, in the scrip
beneficiary identification step the electronic identicator fur-
ther communicates with one or more external computers to
access scrip beneficiary identification data.

[0032] In another embodiment, the scrip supporter regis-
tration step further comprises registering a scrip supporter
personal identification number with the electronic identica-
tor.

[0033] Preferably, the method further comprising a scrip
donator account resource determination step, wherein it is
determined if a scrip donator account has sufficient
resources to be debited for an amount specified in the scrip
transaction. Additionally, the method comprises a transac-
tion settlement step, wherein a scrip donator account is
debited and a scrip beneficiary account is credited. Prefer-
ably, in the transaction settlement step, the electronic iden-
ticator communicates with one or more external computers
to access an electronic registry comprising any of the
following: scrip donator account data and scrip beneficiary
account data.

[0034] Furthermore, preferably, the electronic scrip trans-
action proposal step further comprises scrip transaction data,
wherein the scrip transaction data comprises any of the
following: price information, a list of goods, a list of
services, a scrip merchant name, a date or time, a location,
and an invoice number. Additionally, a future date on which
scrip is to be debited from the scrip donator account and
credited to the scrip beneficiary account is included in the
transaction settlement step.
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[0035] In an alternative embodiment, the method further
comprises a scrip supporter re-registration check step,
wherein the scrip supporter’s registration biometric samples
are compared against previously registered biometric
samples wherein if a match occurs, the computer system is
alerted to the fact that the scrip supporter has attempted to
re-register with the electronic identicator.

[0036] In the preferred method the scrip donator account
is controlled by any of following: a scrip merchant, a scrip
participating manufacturer, and a scrip supporter. The scrip
may comprise any unit of the following: gift certificates,
stored-value units, electronic or paper coupons having a
pre-determined dollar value, minutes of telephone calling
time, miles towards earning a free airplane flight, points
towards receiving a commodity or service.

[0037] In yet another embodiment, the scrip donator
account comprises any of the following: a stored value
account and a financial account, and the beneficiary account
comprises any of the following: a stored value account and
a financial account.

[0038] Preferably, the method further comprises a notifi-
cation step, wherein after settlement of the transaction,
notification of the results of the transaction settlement step
and scrip account activity is presented to any of the follow-
ing: a scrip supporter; a scrip merchant; a scrip beneficiary.

[0039] The tokenless electronic scrip transaction authori-
zation device comprises at least one electronic scrip sup-
porter registration biometric sample, an electronic identica-
tor for comparing a scrip supporter bid biometric sample
with the at least one scrip supporter registration biometric
sample to produce a successful or failed identification result,
an electronic scrip donator account data, wherein upon
successful identification of the scrip supporter, a scrip trans-
action is biometrically authorized, without the scrip sup-
porter presenting any personalized man-made tokens such as
smartcards or magnetic swipe cards.

[0040] The present invention is significantly advantageous
over the prior art in a number of ways. The invention is
clearly advantageous from a convenience standpoint to Scrip
Merchants and scrip institutions by making scrip transac-
tions electronic, tokenless and biometric-based so that such
transactions are less cumbersome, more spontaneous, and
highly secure. As defined herein, an electronic scrip trans-
action is any exchange or redemption of scrip in an elec-
tronic mode.

[0041] The paperwork of tokenless biometric scrip trans-
actions is significantly less than that required with standard
couponing and scrip transactions wherein the copies of the
scrip-coupons must often be retained by the Scrip Merchant
or the Scrip Supporter. Even the traditional requirement for
internet electronic transactions of the buyer needing to
directly possess and use the ultimate personalized token, a
personal computer with resident buyer-specific data, will be
eliminated. Further, the substantial manufacturing and dis-
tributing costs of issuing and reissuing all personalized
tokens such as paper coupons, magnetic swipe scrip cards,
and smart scrip cards, thereby providing further economic
savings to issuing merchants, businesses, and ultimately to
consumers.

[0042] Additionally, this tokenless biometric scrip system
is easy and efficient for people to use because it eliminates
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the need for Scrip Supporters to remember or directly
possess any personalized tokens such as paper scrips, mag-
netic swipe cards or personal computers with resident Scrip
Supporter-specific data, in order to access their authorized
pre-paid scrip accounts. The present invention therefore
eliminates all the inconveniences associated with carrying,
safeguarding, and locating such tokens. The consumer is
now uniquely empowered, by means of this invention, to
conveniently conduct his electronic scrip transactions at any
time without dependence upon tokens which may be stolen,
lost or damaged.

[0043] Further, the present invention is also clearly advan-
tageous from a convenience standpoint of Scrip Supporters
by providing centralized database tracking and storage of
scrip for Scrip Supporters, participating merchants, and scrip
beneficiaries, thereby making scrip programs more cost-
effective and accurate with regard to the monitoring of scrip
donations and calculations. Additionally, such a centralized
system for tokenless biometric electronic scrip, enables the
system to transcend geography restrictions. The Scrip Sup-
porter can assist the non-profit of his choice regardless of his
own geographic location since he does not. Further,
extended family and friends who live in and out of a Scrip
Beneficiary’s geographic region can also register and par-
ticipate, supporting worthwhile programs.

[0044] Moreover, the invention is markedly advantageous
and superior to existing systems in being highly fraud
resistant. The present invention virtually eliminates the risk
of granting access to scrip by unauthorized Scrip Supporters
by determining identity from an analysis of a Scrip Sup-
porter’s unique biometric characteristics. The invention fur-
ther enhances fraud resistance by maintaining authenticating
data and carrying out the identity verification operations at
a point in the system that is operationally isolated from the
Scrip Supporter requesting access, thereby preventing an
unauthorized Scrip Supporter from acquiring copies of the
authenticating data or from tampering with the verification
process. Such a system is clearly superior to existing token-
based systems wherein authenticating information, such as
biometrics or personal codes, is stored on and can be
recovered from the token, and wherein the actual identity
determination is potentially in operational contact with the
Scrip Supporter during the access process.

[0045] Further, an embodiment of the invention identifies
the designated non-profit Scrip Beneficiary through use of
the Identicator, thereby reducing the likelihood of fraudulent
entities making money or earning the benefits of scrip in
place of the rightfully registered, authentic Scrip Benefi-
ciary.

[0046] Further, the invention is designed to be cost-effec-
tively integrated with existing electronic data systems cur-
rently installed in corporate intranets and over the Internet.

[0047] These and other advantages of the invention will
become more fully apparent when the following detailed
description of the invention is read in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0048] FIG. 1 shows the preferred embodiment of a Party
Identification Device (PDA) with a biometric sensor and key
pad.
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[0049] FIG. 2 is a preferred embodiment of the Data
Processing Center (DPC) showing the connections between
its components.

[0050] FIG. 3 and FIG. 6 show embodiments of the
invention depicting interaction between an Identicator, an
electronic clearinghouse governing disbursement of scrip,
and an external entity servers.

[0051] FIG. 4 shows an embodiment of the invention
depicting rule modules wherein each rule module is com-
posed of at least one pattern data and at least one execution
command.

[0052] FIG. 5 shows an embodiment of the Biometric-
PIN identification mechanism where the transaction proces-
sor determines a Biometric-PIN from the Biometric-PIN
Identification subsystem is responsible for a given subdivi-
sion of the biometric database.

DETAILED DESCRIPTION

[0053] The invention provides a tokenless biometric
method for a scrip supporter to authorize a scrip transactions
using scrip accounts either at the retail point of sale or over
the Internet. It is the essence of this invention that the Scrip
Supporter not be identified through the direct use any
man-made personalized tokens to effect a scrip transaction.
A computer system and an Identicator are used to accom-
plish these goals.

[0054] A biometric sample is defined as any distinct
human characteristic which can uniquely identify an indi-
vidual. A biometric sample includes any of the following: a
fingerprint or finger image, a voice print, a retinal scan, an
iris scan, a facial image, and the like.

[0055] One such biometric sample is registered with the
computer system and another is provided when the Scrip
Supporter conducts a scrip transaction. These two biometric
samples are compared by an electronic identicator (elec-
tronic Identicator or Identicator), which is a computer that
uses this comparison to validate or deny the identity of the
Scrip Supporter.

[0056] Scrip is defined as any unit of data, such as
currency, products or services, which is honored by a Scrip
Merchant such that a Scrip Supporter’s purchase, expendi-
ture or usage of these units results in the donation of goods,
services or currency to the designated Scrip Beneficiary.
Such scrip may be actual tender in the form of gift certifi-
cates, stored-value cards or paper coupons having a pre-
determined dollar value. As such, each unit of scrip has a
tender or real face value when used with the participating
scrip program merchant. Scrip can also be minutes of
telephone calling time, miles towards earning a free airplane
flight, points towards a gallon of gas, and the like.

[0057] A scrip account is defined as an account that
contains any of the following: a) pre-purchased scrip depos-
ited in a stored value account, or; b) a registered financial
account which is designated to donate scrip based upon the
Scrip Supporter’s purchases. An electronic scrip donator
account (Scrip Donator Account) is an account controlled by
a Scrip Supporter or optionally a participating scrip mer-
chant (Scrip Merchant), from which scrip is debited as a
result of an electronic scrip transaction. An electronic scrip
beneficiary account (Scrip Beneficiary Account) is an
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account controlled by a Scrip Beneficiary which is a recipi-
ent of scrip. The beneficiary is credited as a result of an
electronic scrip transaction.

[0058] A scrip participating merchant (Scrip Merchant) is
any provider of goods or services, such as: a standard
brick-and-mortar point of sale merchant; an on-line internet
based merchant; a service provider; or a product manufac-
turer. Such scrip participating entities may include a phone
company, a athletic apparel manufacturer, a book or music
vendor, an internet service provider, a supermarket, and the
like.

[0059] Ascrip beneficiary (Scrip Beneficiary) is any entity
to which donations of scrip is made based upon the partici-
pation of any of its Scrip Supporters. Such scrip beneficia-
ries may include civic organizations, churches, schools, and
the like.

[0060] A Scrip Supporter is any individual person who
participates in a program to donate scrip to a non-profit
entity based upon his purchases, expenditures, or service
usages.

[0061] At least one biometric sample is registered with the
computer system and a bid biometric sample is provided
when the Scrip Supporter conducts a scrip transaction. These
two biometric samples are compared by an electronic iden-
ticator, which is a computer that uses this comparison to
identify the Scrip Supporter.

[0062] Scrip is defined as any unit of data, such as
currency, products or services, which is honored by a Scrip
Merchant such that a Scrip Supporter’s purchase, expendi-
ture or usage of these units results in the donation of goods,
services or currency to a designated Scrip Beneficiary. Such
scrip may be actual tender in the form of gift certificates,
stored-value cards or paper coupons having a pre-deter-
mined dollar value. As such, each unit of scrip has a tender
or real face value when used with the participating scrip
program merchant. Scrip can also be minutes of telephone
calling time, miles towards earning a free airplane flight,
points towards a gallon of gas, and the like.

[0063] A scrip account is defined as an account that
contains any of the following: a) pre-purchased scrip depos-
ited in a stored value account, or; b) a registered financial
account which is designated to donate scrip based upon the
Scrip Supporter’s purchases. An electronic scrip donator
account (Scrip Donator Account) is an account controlled by
a Scrip Supporter or a scrip participating merchant (Scrip
Merchant), from which scrip is debited as a result of an
electronic scrip transaction. An electronic scrip beneficiary
account (Scrip Beneficiary Account) is an account controlled
by a recipient of scrip donations (Scrip Beneficiary), to
which scrip is credited as a result of an electronic scrip
transaction.

[0064] A scrip participating merchant (Scrip Merchant) is
any provider of goods or services, such as: a standard
brick-and-mortar point of sale merchant; an on-line internet
based merchant; a service provider; or a product manufac-
turer. Such scrip participating entities may include a phone
company, a athletic apparel manufacturer, a book or music
vendor, an internet service provider, a supermarket, and the
like.

[0065] Ascrip beneficiary (Scrip Beneficiary) is any entity
to which donations of scrip is made based upon the partici-
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pation of any of its Scrip Supporters. Such scrip beneficia-
ries may include civic organizations, churches, schools, and
the like.

[0066] A Scrip Supporter is any individual person who
participates in a program to donate scrip to a Scrip Benefi-
ciary based upon his purchases of goods or services.

[0067] The Scrip Supporter forwards at least one biomet-
ric sample obtained from their person to the Data Processing
Center (DPC) 22 via a Party Data Apparatus (PDA) 1. The
transmittal of the scrip transaction optionally occurs over a
network 18 such as an intranet, extranet or the Internet,
whether using a local area network (LAN) or wide area
network (WAN). It is the essence of this invention that the
Scrip Supporter not present any man-made personalized
tokens during an identification process in order for an
electronic scrip transaction to be authorized. Such tokens
include smart cards, magnetic swipe cards, or personal
computers with resident Scrip Supporter-customized data.

[0068] An embodiment of the tokenless biometric scrip
transactions is characterized by identifying the Scrip Sup-
porter using the Scrip Supporter’s bid biometric sample 62
that is submitted through a PDA 1. The PDA 1 is preferably
directly connected via dial-up, leased lines or wireless
modem 56 to the Internet 18. Alternatively, a bid biometric
sample is submitted or through a PDA 1 in an intranet 58 or
through a PDA 1 incoporated to any terminal such as an
electronic cash register, a desktop personal computer, a
notebook computer, or a public terminal or kiosk such as an
Automated Teller Machine (ATM). In a preferred embodi-
ment, the Scrip Supporter is identified through biometrics
while participating entities 28 such as scrip merchants or
non-profit beneficiaries are identified through the verifica-
tion of a digital certificate issued by an authorized certifying
authority.

[0069] Execution of a Rule Module (RM) 50 or an Execu-
tion Command (EC) 52 by the Execution Module (Execu-
tion Modules) 38 may result in a declined transmission due
to an unidentifiable bid biometric sample, a lack of an
identifiable Scrip Merchant or Scrip Beneficiary 28, a closed
or inoperative participating Scrip Merchant or Scrip Ben-
eficiary 28, or some other immediately detectable problem
condition. If the transmission is declined, the electronic
Registry 14 or the Identicator 12 transmits the decline
notification back to the PDA 1.

[0070] In one embodiment, the PDA 1 is actually built-in
and/or integrated with a personal computer, although the
invention does not require that the personal computer con-
tain any resident Scrip Supporter-customized data, such as
Pattern Data (PD) 54, Execution Commands 52 or private
encryption keys.

[0071] The electronic Identicator (or Identicator) system
comprises the following components:

[0072] Party Data Apparatus (PDA)
[0073] Communication lines
[0074] Data Processing Center (DPC)

[0075] These components together allow a scrip transac-
tion to occur without requiring the Scrip Supporter to use
scrip cards, paper coupons, credit cards, debit cards, or any
other physical objects.
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[0076] Party Data Apparatus (PDA)

[0077] The PDA is a device that gathers or contains
identity information for use in authorizing scrip transactions.
Each PDA conducts one or more of the following opera-
tions:

[0078] gather biometric input from a Scrip Merchant
or Scrip Supporter

[0079] gather a PIN code or password from a Scrip
Merchant or Scrip Supporter

[0080] secure communication between PDA and
DPC using encryption

[0081]

[0082] store and retrieve a unique Scrip Merchant
PDA hardware identification code

[0083] secure enclosure & components from unau-
thorized tampering

secure storage of secret encryption keys

[0084] display information, allow parties to approve
or cancel a scrip transaction

[0085] automated data scanning, such as a magnetic
ink character reader, a magnetic stripe reader or a
bar-code reader

[0086] store, verify, and retrieve a Scrip Merchant’s
digital identification code or a Scrip Beneficiary’s
digital identification code

[0087] allow parties to select among choices of Scrip
Merchant and Scrip Supporter accounts

[0088] A preferred embodiment containing these compo-
nents is shown in FIG. 1.

[0089] Biometric input is gathered using a biometric sen-
sor 2 located within the PDA 1. Biometric sensor 2 is a finger
image sensor, however it is understood that other types of
biometric sensors such as biometrics, such as hand prints,
voice prints, retinal images, handwriting samples, iris scan-
ning, facial images and others are also used.

[0090] For PDAs requiring a fingerprint sensor, the PDA
has a biometric fraud detection mechanism 4 that will assure
that any biometric input gathered from the biometric sensor
is from a real physical person, instead of a copy or replica.
Preferably for the finger image sensor, this is a blood flow
detector.

[0091] For systems employing a PIN, PIN input is pref-
erably gathered using a keypad or PIN pad 6 that is also
located securely inside the PDA.

[0092] Communication security is provided by encryption
using unique secret keys known only to that specific PDA
and the DPC, and the DES encryption algorithm, preferably
triple-encrypted. Triple encryption means successive
encrypt/decrypt/encrypt operations using two distinct 56-bit
DES keys. This provides significantly higher security than a
single encryption operation with one 56-bit DES key. Alter-
nately, a public/private key system may also be used to
encrypt information that passes between PDA and DPC.
Both DES and public key encryption is well known in the
industry.

[0093] The PDA also has secure memory 8 that can store
and retrieve the unique secret encryption keys used to enable
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secure communications with the DPC. In this embodiment,
this is battery backed-up RAM that is set up to be erased
whenever the tamper-detect circuitry reports that tampering
has been detected.

[0094] To use encryption keys, a key management system
must be employed to assure that both sender and receiver are
using the same key. When using DES, a preferred key
management system is DUKPT, which is well known in the
industry. DUKPT is designed to provide a different DES key
for each transaction, without leaving behind the trace of the
initial secret key. The implications of this are that even
successful capture and dissection of a PDA will not reveal
messages that have previously been sent, a very important
goal when the effective lifetime of the information trans-
mitted is years. DUKPT is fully specified in ANSI X9.24.
The DUKPT key table is stored in the secure memory.

[0095] Each PDA preferably has a hardware identification
code that is registered with the DPC at the time of manu-
facture. This makes the PDA uniquely identifiable to the
DPC in all scrip transactions from that device. This hard-
ware identification code is stored in write-once memory 10.

[0096] PDA physical security is assured by standard
mechanisms. Preferably, these comprise tamper-detect cir-
cuitry 11, an enclosure that cannot be easily opened without
visibly injuring the enclosure, erasable memory for critical
secrets such as encryption keys, write-once memory for
hardware identification, tight integration of all components,
and “potting” of exposed circuitry.

[0097] Information such as the amount of a transaction,
the identity of a Scrip Supporter, or other transaction-related
information is displayed using an integrated LCD screen 13.
It is preferable that the LCD screen be connected securely to
the other components in the PDA 1 to maintain security.

[0098] Approval or cancellation of a scrip transaction is
done using the PDA keypad.

[0099] The automated data scanner 20 is used to read
encoded about the Scrip Supporter, the participating mer-
chant or the scrip beneficiary. This is used during initial
registration to link any such data to the Scrip Supporter’s
biometric identity.

[0100] Further data which is linked during registration to
the Scrip Supporter’s biometric may include: a driver’s
license number, a passport number, a debit account, a credit
account, a checking account, a money-market account, a
stored-value account containing pre-paid scrip, and the like.
Optionally, a stored value account with a participating
merchant may be pre-credited with funds, or scrip, from the
Scrip Beneficiary and for the use of which the Scrip Sup-
porter has pre-paid a premium to the Scrip Beneficiary.

[0101] Optionally, the PDA 1 also validates public key
digital certificates. In one embodiment, public keys of a
particular certifying authority are initially stored in the PDA
1 at the time of construction. This provides the mechanism
to verify a Scrip Merchant’s digital certificates that are
signed by the certifying authority, or a Scrip Beneficiary’s
digital certificates that are signed by the certifying authority.

[0102] Although a preferred embodiment is described
above, there are many different variations on specific PDA
1 implementations. Fundamentally any device that is secure,
can identify a Scrip Supporter, a Scrip Merchant or a Scrip
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Beneficiary with a high degree of certainty, and can connect
to the DPC 22 via some form of communication line can
serve as a PDA 1.

[0103] In some embodiments, specifically the home use
and public use instances, the PDA hardware identification
code is not used to identify either the Scrip Merchant or the
Scrip Supporter.

[0104] Registration

[0105] Parties that wish to either originate or receive scrip
transactions must first register with the Identicator 12. The
identification and scrip information registered with the sys-
tem for a given party depends on the mode used to originate
or receive settlement. A Scrip Supporter must register at
least one biometric or a biometric-PIN, as well as a scrip
account, along with establishing a scrip electronic clearing-
house that can govern the deposit, display, deducting, and
disbursing of scrip and scrip account data using at least one
scrip account. In the case of a Scrip Beneficiary receiving
electronic transfer of scrip, the beneficiary must also regis-
ter: identification data unique to that Scrip Merchant or Scrip
Beneficiary, such as a digital certificate, and; a scrip account
that can receive the Scrip Supporter’s donated scrip. A Scrip
Merchant, usually a corporate entity, or a Scrip Beneficiary,
usually a non-profit entity, must register identification data
unique to that entity, such as a digital certificate, their PDA
hardware identification codes.

[0106] A Scrip Supporter registers by submiting a regis-
tration biometric sample obtained from their physical person
by the PDA’s biometric sensor. The PDA 1 determines that
the biometric scan is non-fraudulent, and then translates and
compresses that biometric scan into a format suitable for
rapid scrip transaction to the DPC 22. In one emboidment,
the Scrip Supporter selects and enters a PIN code into the
PDA keypad.

[0107] Next, the person associates at least one scrip
account with the registration biometric sample in the system.
Preferably, this is accomplished by automatically scanning a
bar-code or a magnetic stripe through the data reader
attached to the PDA 1. In one embodiment, this bar-code or
magnetic stripe contains not only the Scrip Supporter’s scrip
account number, but also the identity of the Scrip Merchant
or financial institution with which this account is associated.

[0108] Preferably, an attendant verifies that the Scrip Sup-
porter actually owns the scrip account by comparing per-
sonal photo id (a driver’s license, passport, id card, etc) to
the name listed on the scrip card.

[0109] The PDA 1 transmits the registration data to the
DPC 22. The DPC 22 then inserts the biometric (or biomet-
ric-PIN) into the appropriate Identicator 12 database and
generates a Scrip Supporter ID Code that is unique to the
Scrip Supporter. From this point on, any time the Scrip
Supporter is identified by the Identicator 12, the Scrip
Supporter ID Code is forwarded to the electronic Clearing-
house 14 where it invokes at least one Rule Module 50 for
that Scrip Supporter. In the electronic Clearinghouse 14
database, a Rule Module 50 is created that is identified by
the Scrip Supporter ID Code. In one embodiment, before a
new biometric (or biometric-PIN) record is enabled to
originate or execute a scrip transaction, the individual’s
submitted biometrics are checked against previously regis-
tered biometric samples in the electronic Identicator 12
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using the same biometric comparison techniques as those
used in the individual identification procedure. If a match is
found for the newly submitted biometric record, the bio-
metric record’s status is set to “prior registration”. If the
prior registration check was executed as part of a registration
request, the Gateway Machine 26 logs a “registering indi-
vidual with prior registration” warning, indicating that the
person has attempted to register with the system more than
once.

[0110] In one embodiment, the DPC 22 validates the scrip
account data submitted during registration. This involves
making certain that the scrip account being registered is a
valid account.

[0111] Regarding a scrip Scrip Merchant or a Scrip Ben-
eficiary, any Scrip Merchant or Scrip Beneficiary may
register identification data that is unique to that entity, such
as an alpha-numeric identification code, a digital certificate,
or a PDA hardware identification code to identify itself to the
DPC 22. Digital certificates are available from certifying
authorities, and they provide the assurance that the entity
with the certificate is the authentic owner of that identity.
These certificates contain readable text and other informa-
tion that describes the entity. This can include a corporate
logo, the address, as well as the company name.

[0112] This entity identification data is then linked to at
least one Scrip Donator Account or a Scrip Beneficiary
Account. These scrip accounts are respectively used to
electronically debit or credit scrip when the entity identifi-
cation data is used to identify the Scrip Beneficiary.

[0113] PDA hardware identification codes are unique
numbers assigned to PDA 1 devices at the time of manu-
facture. A participating merchant installing PDA 1 devices at
the point of sale can register PDAs 1 with the DPC 22. This
causes any transaction, either registration or purchase, flow-
ing through those registered PDAs 1 to automatically iden-
tify the participating merchant which owns the hardware
identification code.

[0114] Preferably, the security surrounding the registration
of an entity’s digital certificates or PDA hardware identifi-
cation codes to scrip account numbers is extremely strong,
as this is a potential source for large losses over a short
period of time.

[0115] Communication Lines

[0116] Communications between the PDA 1 and the Iden-
ticator 12 occur via many different communication methods.
Most depend on the particular communication networks
already deployed by the organization or retailer that deploys
the transmission authorization system.

[0117] In an embodiment the PDAs 1 are connected via
Ethernet to a local router, which is itself connected to a
network operations center (NOC) via frame relay lines. At
least one Identicator 12 is located at the NOC. Messages are
sent from PDA1 to the Identicator 12 using TCP/IP over this
network. In another embodiment, the PDAs 1 are connected
via a cellular digital packet data (CDPD) modem to a CDPD
provider, who provides TCP/IP connectivity from the PDA
1 to an intranet 58 to which at least one Identicator 12 is
attached.

[0118] In yet another embodiment, a PDA 1 is connected
via the Internet, as is at least one Identicator 12. TCP/IP is
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used to transmit messages from PDA 1 to Identicator 12.
There are many different ways to connect PDA 1 to Iden-
ticator 12, both tethered and wireless, that are well under-
stood in the industry, including but not limited to: the
Internet; an intranet; an extranet; a local arca network
(“LAN™); and a wide area network (“WAN™).

[0119] Scrip Transactions

[0120] Scrip transactions optionally occur at a retail point
of sale, across a network such as an intranet or the Internet,
or at home or public terminal.

[0121] Data Processing Center

[0122] Data Processing Centers (DPC) 22 serve to identify
the Scrip Merchant and the Scrip Supporter in a transaction,
retrieve scrip and scrip account information for identified
parties, and perform the execution that will result in settle-
ment of transactions and scrip delivery to a Scrip Benefi-
ciary for the scrip transaction. The Data Processing Center
22 is comprised of an electronic Identicator 12, an electronic
Clearinghouse 14, an internal Execution Module 38, a
Firewall 24, a Decryption Module 29, a Gateway Machine
26, and a Logging Facility 36.

[0123] As scen in FIG. 2, the DPC 22 is connected to a
network, like the Internet 18 or intranet 18, using a firewall
machine 24 that filters out all messages that are not from
legitimate PDA 1 devices.

[0124] In a preferred embodiment, the messages are
decrypted. For this, the transaction processor uses the
decryption module (DM) 29, which utilizes the hardware
identification code of the PDA 1 to identify the encryption
codes that is required to decrypt the message from the PDA
1.

[0125] Once decrypted, the identity of parties to the trans-
action is determined using the electronic Identicator 12.

[0126] Electronic Identicator

[0127] The electronic Identicator 12 (Identicator) serves to
identify the Scrip Supporter in an electronic scrip transac-
tion. The Identicator 12 compares a Scrip Supporter’s bid
biometric sample 62 with previously stored biometric
samples from registered Scrip Supporters, in order to iden-
tify the Scrip Supporter. If a bid biometric sample 62 is
successfully matched against a registered biometric sample,
and the Scrip Supporter is positively identified, the Sup-
porter ID Code which had been assigned to the Scrip
Supporter during initial registration will be forwarded to the
electronic Clearinghouse 14. The Supporter ID Code trans-
mitted by the Identicator 12 is used by the electronic
Clearinghouse 14 to locate the Rule Modules 50 that are
customized to that Scrip Supporter.

[0128] As seen in FIG. 2, the Identicator 12 is connected
to the Internet 18 or intranet 58 using a firewall machine 24.
Messages are sent to a Gateway machine 26, which is
responsible for overseeing the steps required to process the
scrip transaction, including forwarding the scrip transaction
to the Identicator 12 and the electronic Clearinghouse 14.

[0129] Preferably, electronic messages transmitted
between the PDA 1 and the DPC 22 are encrypted. For this,
the scrip transaction processor uses the Decryption Module
(DM) 29, which utilizes the hardware identification code of
the PDA 1 to identify the encryption codes that is required
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to decrypt messages from the PDA 1. Once decrypted, the
identity of the Scrip Supporter is determined using Identi-
cator 12, which provides storage, retrieval and comparison
of biometric samples 62.

[0130] In an embodiment, during the Scrip Supporter
identification step, the Identicator 12 requests the Scrip
Supporter to submit their PIC, and this PIC is used by the
Identicator 12 in combination with the Scrip Supporter’s bid
biometric sample 62 for purposes of validating the identity
of the Scrip Supporter.

[0131] Inanother embodiment, the Identicator 12 provides
periodic Scrip Supporter re-identification queries. In this
embodiment, in order for a Scrip Supporter to extend an
on-line session, the Scrip Supporter is requested by the
Identicator 12 to re-identify themselves using any of the
following: a Scrip Supporter bid biometric sample 62 or
Pattern Data 54, such as a personal identification code
(“PIC?).

[0132] In another embodiment, a Scrip Merchant or a
Scrip Beneficiary is also identified by the Identicator using
any of the following electronic verification means: a entity
ID Code, a digital certificate, an Internet protocol (“IP”)
address, a biometric, a hardware identification number, or
any other code, text or number that uniquely identifies the
entity. In this way, the Identicator 12 is enabled to provide
the Scrip Supporter with confirmation that the correct entity
participated in the electronic scrip transaction. Examples
include confirming that the correct web site or remote
database was accessed by the Scrip Supporter, that the
correct entity designee received the Scrip Supporter’s email
or instant message, and the like.

[0133] In another embodiment, the Identicator 12 module
is integrated with the electronic Clearinghouse 14 module.

[0134] In a preferred embodiment, more than one Identi-
cator 12 provides fault tolerance from either natural or
man-made disasters. In this embodiment, each Identicator 12
uses a backup power generator, redundant hardware, mir-
rored databases, and other standard fault tolerant equipment
known in the industry.

[0135] Identification of the entity and the Scrip Supporter
occurs using different methods, depending on the identifi-
cation information that is provided by the PDA 1. The
Identicator has subsystems for each type of information that
is received by the Identicator, and each subsystem is highly
optimized to provide rapid identification as outlined below.

[0136] In a preferred embodiment, Identicator 12 com-
prises subsystems that can identify parties from the follow-
ing information:

[0137] biometric data and personal identification
code (PIC)

[0138] biometric data alone

[0139] digital identification (digital certificates)

[0140] PDA hardware identification code
[0141] Biometric Identification Subsystem (BID)

[0142] In one embodiment of the Identicator, the BID
subsystem comprises at least two BID processors, each of
which is capable of identifying Scrip Supporters only from
their biometric sample.
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[0143] In one embodiment, each BID processor contains
the entire database of biometrics. To distribute the scrip
transactions evenly across processors without undue effort,
the Identicator determines randomly which BID processor
will be used for a given electronic scrip transaction, and
delegates the identification request to that BID processor.
That BID processor performs a search of its biometric
sample database in order to find a matching registered
biometric sample. In another embodiment, there is a scrip
supporter re-registration check step, wherein the Scrip Sup-
porter’s registration biometric samples are compared against
previously registered biometric samples wherein if a match
occurs, the computer system is alerted to the fact that the
Scrip Supporter has attempted to re-register with the elec-
tronic Identicator.

[0144] In another embodiment, other information is
present that assists the BID processor in searching the
database. For finger images, this includes information such
as the classification of the image (whirl, arch, etc.), and other
information about the finger ridge structure that is useful for
selecting out biometrics that are not likely to match (or
information on biometrics that are likely to match). Such
biometric-based sorting and classification systems using
mathematical algorithms, are known in the art for finger-
prints and for other biometrics such as retina of the eye,
voice print, and face vascular patterns.

[0145] Biometric comparisons are often more accurate if
multiple biometrics are used. This includes the same type of
biometrics from an individual such as fingerprint samples
from different fingers, or different types of biometric
samples such as a finger print and a voice print. In some
embodiments, multiple biometrics are used to more rapidly
and more accurately identify individuals.

[0146] Biometric-PIC Identification Subsystem (BPID)

[0147] As shown in FIG. 5, in a preferred embodiment,
the BPID subsystem 30 comprises at least two BPID pro-
cessors, each of which is capable of identifying parties from
their biometric and personal identification codes.

[0148] Preferably, the database of parties identifiable from
biometric-PIC combinations is distributed equally across all
BPID processors. Each processor is responsible for a subset
of identifications.

[0149] The Identicator determines which Biometric-PIC
from the BPID subsystem 30 is responsible for a given
subdivision of the biometric database. In one embodiment,
one BPID 32 is responsible for identifying people with PICs
1-10, another BPID 34 is responsible for identifying PICs
11-20, and a third BPID 36 is responsible for identifying
PICs 21-30. For example, all messages from the PDA 1
containing a PIC that equals the number 30 would be routed
to BPID 36 for identification of the Scrip Supporter.

[0150] Once a BPID processor receives a bid biometric
sample 62 and PIC for identification, the processor searches
through its database, retrieving all registered biometric
samples that match or correspond to that particular bid PIC.
Once all corresponding registered biometric samples are
retrieved, the Identicator 12 compares the bid biometric
samples obtained from the electronic scrip transaction to all
retrieved registered biometric samples. If a match occurs,
the Identicator transmits the identity of the Scrip Supporter
or the Supporter ID Code to the electronic Clearinghouse 14.
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If no match is found, the Identicator transmits a “not
identified” message back to gateway machine 26 and to the
logging facility 36.

[0151] In one embodiment, there is a biometric theft
resolution step, wherein the scrip supporter’s personal iden-
tification number is changed if the scrip supporter’s biomet-
ric sample is determined to have been fraudulently dupli-
cated.

[0152] Digital Identification Subsystem

[0153] In a preferred embodiment, the Digital Identifica-
tion subsystem comprises multiple processors, each of
which is capable of identifying an entity from their digital
certificates. In this embodiment, digital certificates are used
to perform digital identification of an entity. Preferably,
these include corporate web site addresses and certifying
authorities only. Where possible, computers provide digital
certificates for identification of the entity, and Scrip Sup-
porters use their biometrics for identification of the Scrip
Supporter.

[0154] Verifying that a particular digital certificate is valid
requires a public key from the certifying authority that
issued that particular digital certificate. This requires that the
digital identification subsystem have a list of certifying
authorities and the public keys used to validate the digital
certificates they issue. This table must be secure, and the
keys stored therein must be kept up to date. These processes
and others relating to the actual process for validating digital
certificates are well understood in the industry.

[0155] PDA Hardware Identification Subsystem (PHI)

[0156] In a preferred embodiment, PDA hardware identi-
fication codes are translated into entity identification by the
PHI subsystem. This subsystem maintains a list of all PDAs
1 manufactured. Preferably, when a particular Scrip Sup-
porter uses a PDA 1, that Scrip Supporter’s geographic
location is identified by their use of that particular PDA 1
during that electronic scrip transaction session.

[0157] In another embodiment, the PDA hardware identi-
fication code does not serve to identify either the Scrip
Supporter or an entity. This is the case in PDAs 1 installed
in public venues such as airport terminals, Automated Teller
Machines in banks, or computers with PDAs 1 for home use.

[0158] Scrip Supporter ID Code

[0159] A Supporter ID Code or Scrip Supporter ID Code
is an electronic message transmitted to the electronic Clear-
inghouse 14, which informs the electronic Clearinghouse 14
that a Scrip Supporter has been successfully identified, and
instructs the electronic Clearinghouse 14 to invoke the Rule
Modules 50 for that particular Scrip Supporter.

[0160] Electronic Clearinghouse

[0161] In a preferred embodiment, once the Scrip Sup-
porter is identified by the Identicator 12, the Supporter ID
Code is forwarded to the electronic Clearinghouse 14. The
electronic Clearinghouse 14 instructs the Execution Module
38 to take the necessary steps for executing the Execution
Commands 52 that are associated with the Pattern Data 54
registered with the electronic Clearinghouse 14.
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[0162] Rule Modules

[0163] The electronic Clearinghouse 14 is comprised of at
least one Rule Module 50 which is indexed specifically to
one or more registered Scrip Supporters (hence, “Scrip
Supporter-customized”). Therefore, the Rule Modules 50
are optionally not unique or exclusive to a single Scrip
Supporter. The electronic Clearinghouse 14 functions as a
central storage facility for registering, indexing, updating,
and invoking various Rule Modules 50, whereby the Rule
Modules govern the deposit, the display, the deducting, and
the dispensing of scrip. Each of these Rule Modules 50 is
composed of at least one Pattern Data 54 which is associated
with or electronically linked to at least one Execution
Command. As defined herein, Scrip Supporter-customized
does not necessarily mean that any Pattern Data 54 or the
Execution Command 52 is unique to a Scrip Supporter, but
rather that they are indexed to or are assigned to a specific
Scrip Supporter. As such, the same Pattern Data 54 or
Execution Command 52 may be assigned to several specific
Scrip Supporters, and hence would not be unique to any one
Scrip Supporter.

[0164] The electronic Clearinghouse 14 optionally stores
Scrip Supporter-customized Pattern Data 54 that is unasso-
ciated with any Scrip Supporter-customized Execution
Commands 52 and optionally stores Scrip Supporter-cus-
tomized Execution Commands 52 that are not associated
with any Scrip Supporter-customized Pattern Data 54.
Therefore, such unassociated Pattern Data 54 or Execution
Commands 52 are optionally stored within the electronic
Clearinghouse 14 until they are associated with a Pattern
Data 54 or an Execution Command 52 together thereby
forming an executable Rule Module.

[0165] In one embodiment, the Scrip Merchant registers
with the electronic Clearinghouse 12 a roster of a Scrip
Merchant’s products or services each having a predeter-
mined scrip value. The value for each unit of scrip could be
a dollar amount, a number of minutes of telephone calling
time, points towards the purchase of a product or service, a
percentage discount on current or future purchases, and the
like. The Scrip Merchant then designates the number of scrip
to be disbursed to Scrip Supporters or Scrip Beneficiaries
based upon the occurrence of predetermined criteria. This
criteria may include a credit or debit of scrip in the Scrip
Supporter’s scrip account based on the Scrip Supporter’s
purchasing patterns as a function of any of the following:
time, demographics, frequency, recency, and amount of
expenditure.

[0166] Once the Scrip Supporter is identified by the Iden-
ticator 12, the Supporter ID Code is forwarded to the
electronic Clearinghouse 14. The electronic Clearinghouse
14 takes the Supporter ID Code, optionally along with the
PDA hardware 1D code, the PDA 1 location data and the
scrip transaction request, and searches among the Scrip
Supporter’s customized Rule Modules 50 to invoke all of the
Pattern Data 54 relevant to the scrip transaction being
undertaken.

[0167] In another embodiment, the electronic Clearing-
house 14 stores and manages the account balances of scrip
for participating merchants, Scrip Supporters, and benefi-
ciary entities. Further, The electronic Clearinghouse 14 may
contain Execution Commands 52 to display the scrip
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account status, calculations, and adjustments, and the like
for participating merchants, beneficiary entities, and Scrip
Supporters.

[0168] Pattern Data (PD)

[0169] As previously noted, Pattern Data 54 may be
provided by the Scrip Supporter, by the electronic Clearing-
house 14, or by an authorized scrip entity 28, while the Scrip
Supporter provides at least one associated Execution Com-
mand 52, to form a single Rule Module 50.

[0170] Pattern Data 54 of a Scrip Supporter is stored
electronic data, which is customized to at least one Scrip
Supporter. A single Pattern Data 54 includes any of the
following stored Scrip Supporter-customized electronic
data: a personal identification code (PIC), which is option-
ally alpha-numeric; demographic information; an email
address; a PDA hardware identification code; a financial
account; a stored-value account containing pre-paid or pre-
earned scrip; the Scrip Supporter’s date of birth; a secondary
biometric; a telephone number; Scrip Donator Account
Data; Scrip Beneficiary Account Data; a mailing address;
purchasing patterns; scrip accounting data; a Supporter ID
Code. Although a Supporter ID Code is optionally used as
Pattern Data 54, the Supporter ID Code is unique to each
Scrip Supporter and is not shared between Scrip Supporters.

[0171] Any such Pattern Data 54 may be provided to the
electronic Clearinghouse 14 by: a Scrip Supporter; an elec-
tronic Clearinghouse 14; an electronic Registry 15; or an
authorized entity 28 such as a Scrip Merchant or a Scrip
Beneficiary.

[0172] Execution Commands (ECs)

[0173] The Execution Commands 52 executed by the
Execution Module 38 transmits electronic messages neces-
sary for depositing, displaying, deducting, or disbursing
scrip. Such Execution Commands may include: a pre-cal-
culated formula for surcharging a Scrip Supporter’s financial
account during a financial transaction, such that said sur-
charge is automatically disbursed to a scrip beneficiary; a
pre-designation that scrip accounts are to be displayed to the
Scrip Supporter such that the Scrip Supporter can select
which scrip account to invoke for the scrip transaction; a
pre- designation that scrip beneficiary entities are displayed
for the Scrip Supporter such that the Scrip Supporter may
select which entity will be the beneficiary of the scrip
transaction disbursement; a pre-designation that purchases
from certain participating merchants will automatically
invoke a scrip disbursal to at least one certain scrip benefi-
ciary; a pre-designation that upon accumulation of certain
types of scrip, such as frequent-flyer miles or free phone
minutes, such types of scrip will be automatically disbursed
to a pre-designated scrip beneficiary; Scrip Donator Account
Data; Scrip Beneficiary Account Data; a pre-designation that
upon accumulation of certain amounts of scrip, there will be
a disbursal to at least one pre-designated scrip beneficiary;
a pre-designation that upon one scrip beneficiary having
received a certain quantity of scrip donations from the Scrip
Supporter, perhaps even within a certain timeframe, the
Scrip Supporter will be notified or further scrip disbursal
will automatically transfer to a different beneficiary.

[0174] In one embodiment, a Rule Module 50 from the
electronic Clearinghouse 14 contains an Execution Com-
mand 52 which permits a Scrip Merchant to itself contribute

Jul. 1, 2004

scrip directly to a Scrip Beneficiary based upon a Scrip
Supporter’s purchases. In such transactions, units of scrip
are electronically debited from the Scrip Donator Account
controlled by the Scrip Merchant, and corresponding units
of scrip are electronically credited to the Scrip Beneficiary
Account.

[0175] The electronic Clearinghouse’s 14 Execution Com-
mands 52 may further provide several execution designa-
tions including any of the following: immediate cash dis-
counts or premium charges to a Scrip Supporter’s scrip
account during a commercial transaction; a deduction of
scrip units from a Scrip Supporter’s scrip account, and an
immediate donation thereof via electronic funds transfer
(EFT) to a Scrip Beneficiary; and an accrual of scrip which
are credited towards a Scrip Supporter’s future purchase of
a product or service.

[0176] Any Execution Command 52 is invoked by any
Pattern Data 54 with which it is associated. As shown in
FIG. 4, in one embodiment, a single Pattern Data 54 is
associated with multiple Execution Commands 52, thereby
forming multiple Rule Modules 50. Also shown in FIG. 4 is
another embodiment, where multiple Pattern Data 54 are
associated with a single Execution Command, again forming
multiple Rule Modules 50. Also shown in FIG. 4, another
embodiment there is only one Pattern Data 45 associated
with one Execution Command 52. Any Scrip Supporter-
customized Execution Command 52 may be provided to the
electronic Clearinghouse 14 by the Scrip Supporter.

[0177] Electronic Registry

[0178] In FIG. 3, the preferred embodiment is shown in
which there is an electronic Registry 15 containing at least
one Scrip Donator Account or at least one Scrip Beneficiary
Account in the database 51. A scrip account is defined as an
account that contains any of the following: a) pre-purchased
scrip deposited in a stored value account, or; b) a registered
financial account which is designated to donate scrip based
upon the Scrip Supporter’s purchases. An electronic scrip
donator account (Scrip Donator Account) is an account
controlled by a Scrip Supporter or a Scrip Merchant (Scrip
Merchant), from which scrip is debited as a result of an
electronic scrip transaction. An electronic scrip beneficiary
account (Scrip Beneficiary Account) is an account controlled
by a recipient of scrip donations (Scrip Beneficiary), to
which scrip is credited as a result of an electronic scrip
transaction.

[0179] In one embodiment, there is at least one electronic
Master Registry 15 database containing all of the scrip
accounts in the computer system and there is at least one
electronic Local Registry 19 database containing a sub-set of
the scrip accounts in the computer system. In another
embodiment, a electronic Local Registry 19 is contained
within an external servers 28.

[0180] Scrip Account Data

[0181] Scrip account data is any information pertaining to
a Scrip Donator Account or a Scrip Beneficiary Account
(respectively, Scrip Donator Account Data and Scrip Ben-
eficiary Account Data). Such data includes any of the
following: a number which uniquely locates or routes a
transaction to a scrip account; a number which uniquely
identifies a scrip account; instructions or commands pertain-
ing to the processing of a scrip transaction, including which
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scrip account should be used under which circumstances, the
number of units of scrip to be debited from a Scrip Donator
Account under which circumstances and the number of units
of scrip to be credited to a Scrip Beneficiary Account under
which circumstances. Such circumstances may include:
Scrip Supporter usage location, Scrip Supporter usage fre-
quency, Scrip Supporter usage recency, Scrip Supporter
usage demographics and Scrip Supporter usage volume of
electronic scrip transactions.

[0182] Execution Module

[0183] In a preferred embodiment, an Execution Com-
mand 52 of a Rule Module 50 causes an electronic scrip
transaction to be executed by the Execution Module 38. The
Execution Module 38 may be on a database which is located
within the DPC 22 itself, or it may be co-located with an
entity database 28 that is external to the DPC. In the event
that a designated entity database 28 cannot be contacted for
the electronic scrip transaction to be completed, the scrip
transaction is “declined”.

[0184] Inone embodiment, if the Scrip Merchant approves
the transaction, the Execution Module 38 returns a transac-
tion number to the electronic Registry 15, and the Scrip
Supporter’s scrip account is thereby adjusted through either
a credit or debit. The transaction number is returned to the
PDA 1, which lists the transaction on a daily transaction
summary. The Scrip Supporter need take no further action
since scrip transactions are automatically settled, at which
point a calculation is made to automatically adjust the Scrip
Supporter’s designated scrip account.

[0185] In another embodiment, the Execution Module 38
uses Rule Modules 50 from the electronic Clearinghouse 14
which permit a Scrip Merchant to itself contribute scrip
directly to a Scrip Beneficiary based upon a Scrip Support-
er’s purchases. In such transactions, units of scrip are
electronically debited from the Scrip Donator Account con-
trolled by the Scrip Merchant, and corresponding units of
scrip are electronically credited to the Scrip Beneficiary
Account.

[0186] Decryption Module

[0187] In a preferred embodiment, all messages the Data
Processing Center 22 receives, with the exception of those
not transmitted via a PDA 1, contain a PDA hardware
identification code, a sequence number, and a Message
Authentication Code (MAC). MACs, also known as cryp-
tographic checksums, are well known in the computer
industry, and are used to assure that any changes to the
content of the message will be detectable by the entity
receiving the scrip transaction. The Decryption Module 29
validates the message’s MAC and checks the sequence
number for that particular PDA. If the Decryption Module
29 determines that both the MAC and the sequence number
are valid, the DM 29 uses the unique secret key for that
particular PDA 1 to decrypt the message. For the decryption
to function properly, the Decryption Module 29 must contain
a copy of each PDA’s DUKPT key table.

[0188] If the decryption operation fails, or if the MAC
check fails, the message is considered an invalid message.
The Decryption Module 29 logs a warning to the logging
facility (LF) 36, terminates processing for the message, and
returns an error message to the originating PDA 1.
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[0189] Before the Decryption Module 29 replies to a
message that includes a response key, it encrypts the
response message with that response key. The Decryption
Module 29 also generates a MAC for the response and
appends it to the message.

[0190] Preferably, error messages are not encrypted
although the Decryption Module 29 does include a MAC for
message authentication. Such messages never include con-
fidential information. However, most response messages
include a status or response codes that can indicate whether
the request succeeded or not. For example, when the Execu-
tion Module 38 declines a scrip transaction for a specific
reason, it does not return an error message, it returns a
normal scrip transaction response message with a response
code set to “failed”.

[0191] Gateway Module (GM)

[0192] The Gateway Module 26 serves as an intermediary
between redundant Identicator 12 and redundant electronic
Registry 15 servers, routing electronic scrip transactions
from servers on overload to servers that have available
capacity. The Gateway Module 26 also periodically queries
servers to ensure that are operative and to alert the system
administrator is any server is inoperative.

[0193] Firewall (FW)

[0194] The firewall 24 provides a first line of defense
against network viruses and computer hackers. All commu-
nication links into or out of the Identicator 12 and electronic
Clearinghouse 14 server sites first pass through a secure
firewall 24 Machine.

[0195] Preferably, the firewall 24 Machine, an Internet-
localnet router, only handles messages destined for the
Gateway Module 26 machines.

[0196] PDA-quipped terminals send packets to Identicator
12 and electronic Clearinghouse 14 server sites via modem,
X.25, or other communication medium. The Identicator 12
and electronic Clearinghouse 14 server sites rely on a entity
to supply the modem banks required to handle the volume of
calls and feed the data onto the DPC 22 backbone.

[0197] For communications between Identicator 12 and
electronic Clearinghouse 14 server sites, the FW 24
Machines send out double-length DES encrypted packets.
The server site LAN component handles the encryption and
decryption: the firewall 24 does not have the ability to
decrypt the packets.

[0198] A properly configured network sniffer acts as an
intruder detector as backup for the FW 24. If an anomalous
message is detected, the intruding messages are recorded in
their entirety, an operator is alerted, and the firewall 24 is
physically shut down by the sniffer.

[0199] The firewall 24 disallows any scrip transactions
from the internal network to the rest of the Internet. An
electronic scrip transaction message requires about 400
bytes and registration packets require about 10 to 20 KB. To
handle 1000 electronic scrip transactions per second and 1
registration packet per second, the firewall 24 machines are
able to process about 400 KB per second.
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[0200] Logging Facility

[0201] In a preferred embodiment, the logging facility 36
logs all electronic scrip transaction attempts, whether suc-
cessful or not, to write-once media, so that a record is kept
of each scrip transaction and each error that has occurred
during the operation of the Identicator 12.

[0202] Interconnections and Communications among the
Electronic Identicator, Electronic Clearinghouse and Elec-
tronic Registry

[0203] Inone embodiment depicted in FIG. 3 and FIG. 6,
the Identicator 12 module is physically distinct and separate
from the electronic Clearinghouse 14 and the electronic
Registry 15 modules with each housed in independent
servers or modules. Clearinghouse 14 and Registry 15 are
alternatively in separate locations. In another embodiment,
the Identicator is physically integrated with the electronic
Clearinghouse and the electronic Registry 15, whereby the
Identicator 12, electronic Clearinghouse 14 and the elec-
tronic Registry 15 are physically interconnected and inte-
grated together within one server or module. In both
embodiments, communications among the Identicator 12,
the electronic Clearinghouse 14 and the electronic Registry
15 occur via many different methods and means that are well
known in the art. Most depend on the particular communi-
cation networks already deployed by the organization or
company that deploys the electronic scrip transaction autho-
rization system.

[0204] In one embodiment the, the Identicator 12, the
electronic Clearinghouse 14 and the electronic Registry 15
are connected via Ethernet to a local router, which is
connected to a network operations center (NOC) via frame
relay lines. Messages are sent among the Identicator 12, the
electronic Clearinghouse 14 and the electronic Registry 15
using TCP/IP over this network. In another embodiment, the
Identicator 12, the electronic Clearinghouse 14 and the
electronic Registry 15 are connected via a cellular digital
packet data (CDPD) modem to a CDPD provider, who
provides TCP/IP connectivity from the Identicator to an
intranet 58 to which at least one electronic Clearinghouse 14
is attached.

[0205] In yet another embodiment, an Identicator 12 is
connected via the Internet, as is at least one electronic
Clearinghouse 14 and at least one electronic Registry 185.
TCP/IP is used to transmit messages from among the Iden-
ticator 12, the electronic Clearinghouse 14 and the electronic
Registry 15. There are many different ways to connect the
Identicator, the electronic Clearinghouse 14 and the elec-
tronic Registry 15 that are well understood in the industry,
such as cable TV networks, cellular telephone networks,
telephone networks, the Internet, an intranet, a LAN, a
WAN, or an X.25 network.

[0206] The Identicator 12 compares a Scrip Supporter’s
bid biometric sample with previously stored biometric
samples from registered Scrip Supporters.

[0207] The Identicator 12, the electronic Clearinghouse 14
and the electronic Registry 15 hardware modules are high-
reliability database servers, well known in the art, such as
those available from Sun™, Compaq™, Tandem™, IBM™
and the like. Further, the Identicator 12, the electronic
Clearinghouse 14 and the electronic Registry 15 software
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may incorporate scalable database architecture, well known
in the art, such as those available from Oracle™, Sybase™,
Informix™ and the like.

[0208] Electronic Identicator, Electronic Clearinghouse
and Electronic Registry: Master Servers and Local Servers

[0209] In certain embodiments, a Master Identicator 12 is
responsible for storage of the entire set of biometric samples
and digital certificates registered for use with this invention.
An electronic Master Clearinghouse 14 is responsible for
storage of the entire set of Pattern Data 54, Execution
Commands 52, and Rule Modules 50 registered for use with
this invention. An electronic Master Registry 15 is respon-
sible for storage of the entire set of Scrip Donator Accounts
and Scrip Beneficiary Accounts registered for use with this
invention.

[0210] Each Master Identicator 12, Master Clearinghouse
14 and Master Registry 15 site is preferably made up of a
number of computers and databases connected together over
a LAN (known in the industry). Multiple and redundant
Master computer sites ensure reliable service in the face of
disaster or serious hardware failure at any single central
computer site.

[0211] In another embodiment, there is at least one Local
Identicator 21 server which stores a subset of the entire set
of biometric samples and digital certificates registered for
use with this invention. In another embodiment, there is at
least one Local Clearinghouse 17 server which stores a
subset of the entire set of Pattern Data 54, Execution
Commands 52, and Rule Modules 50 registered for use with
this invention. Such Pattern Data 54 and Execution Com-
mands 52 subsets are circumscribed by any number of
criteria including, usage location, usage frequency, usage
recency, usage demographics and usage volume of elec-
tronic scrip transactions. In another embodiment, there is at
least one Local Registry 19 server which stores a subset of
the entire set of Scrip Donator Accounts and Scrip Benefi-
ciary Accounts registered for use with this invention.

[0212] Preferably, each Master and Local server site has
electrical power backup and multiple redundancy in all of its
critical hardware and database systems.

[0213] Tt is preferred that the Master servers have a
firewall 24 machine which is the entry point of data and
messages into these computers, and a gateway machine
which is a system coordinator and message processor.

[0214] Use-Sensitive Configurations for Identicator, Elec-
tronic Clearinghouse and Electronic Registry

[0215] As shown in FIG. 3 and FIG. 6, in some embodi-
ments the invention has use-sensitive data processing capa-
bilities, wherein at least two Identicators 12, at least two
electronic Clearinghouses, or at least two electronic Regis-
tries 14 exist, some of which respectively store a subset of
the total data registered with the system.

[0216] One embodiment comprises at least one Master
Identicator 12, one Master Clearinghouse 14 and one Master
Registry 15, which respectively contain the entire set of all
data registered with the system. This embodiment further
comprises at least two Local Identicators 21, at least two
Local Clearinghouses 17, or at least two Local Registries 19
that are physically apart from each other. Each Local Iden-
ticator 21, Local Clearinghouse 17 and Local Registry 19
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contains a subset of the data contained respectively within
the Master Identicator 12, Master Clearinghouse 14 and
Master Registry 15. Data communications lines allow elec-
tronic scrip transactions to flow between each Local Iden-
ticator 21, Local Clearinghouse 17 or Local Registry 19, and
the Master Identicator 12, Master Clearinghouse 14 or
Master Registry 185.

[0217] In this embodiment, identification request elec-
tronic scrip transactions are first sent to the Local Identicator
21, Local Clearinghouse 17 or Local Registry 19 for pro-
cessing. If a party cannot be identified by the Local Identi-
cator 21 or if the requisite Rule Module 50 or Scrip Account
is not contained, respectively, in the Local Clearinghouse 17
or the Local Registry 19, the electronic scrip transaction is
forwarded to the Master Identicator 12, the Master Clear-
inghouse 14 or the Master Registry 15. If the parties are
identified properly by the Master Identicator 12 or if the
requisite Rule Module 50 or Scrip Account is located,
respectively, in the Master Clearinghouse 14 or the Master
Registry 15, the electronic scrip transaction is processed
appropriately. In addition, the Scrip Supporter’s identity
information can be transmitted from the Master Identicator
12 to the Local Identicator 21, so that the next time the Scrip
Supporter will be successfully identified by the Local Iden-
ticator 21. This can likewise occur for the Master Clearing-
house 14 and Local Clearinghouses 17, and Master Registry
15 and Local Registries 19.

[0218] In another embodiment of a use-sensitive system,
the system further comprises a purge engine for deleting a
party’s Scrip Supporter-customized information from the
Local Identicator 21, the Local Clearinghouse 17 or the
Local Registry 19 databases. In order to store only records
for those parties who use the system more than a prescribed
frequency and prevent the overload of databases with
records from parties who use the system only occasionally,
the record of a party is deleted from the Local Identicator 21,
Local Clearinghouse 17 or Local Registry 19 databases if
there has been no attempt to identify the party upon expi-
ration of a predetermined time limit.

[0219] In order to make communications between the
Master servers and the Local servers secure, the system
further comprises encryption and decryption means, wherein
communications between the Master servers and Local
servers are encrypted.

[0220] External Computers or External Entity Servers

[0221] In one embodiment, an Execution Command 52
optionally requires the DPC 22, including the electronic
Clearinghouse 14 and the Execution Module 38, to commu-
nicate with at least one external entity 28 computer or
database to conduct a Scrip Supporter’s scrip transaction.
For example, the Execution Module 38 may need to com-
municate with: a banking or credit card institution; a retail-
er’s purchasing incentives database for generating scrip; a
scrip beneficiary’s computers to determine the correct scrip
beneficiary account for scrip disbursal. In this embodiment,
at least one Local Clearinghouse 17 or at least one Local
Registry 19 is located within an external entity computer.

[0222] Retail Point-of-Sale Scrip Transactions

[0223] Retail point of sale transactions as shown in FIG.
6 are characterized by identifying the Scrip Supporter using
their biometric sample or biometric sample-PIN on a PDA 1
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controlled by Scrip Merchant. The Scrip Supporter is thus
identified through biometrics, while the Scrip Merchant is
identified through the PDA’s hardware identification code.

[0224] 1Ina preferred embodiment, a Scrip Supporter at the
point of sale originates a scrip transaction in the following
manner. The Scrip Supporter submits a bid biometric sample
obtained from their physical person by the PDA’s biometric
sensor. The PDA 1 determines that the biometric sample is
non-fraudulent, and then translates and compresses that
biometric sample into a format suitable for rapid scrip
transaction to the DPC 22.

[0225] In one embodiment, the Scrip Supporter enters a
PIN code into the PDA keypad. The PDA 1 transmits the
biometric-PIN to the DPC 22 for identification, along with
the PDA hardware identification code. The DPC 22 identi-
fies the Scrip Supporter and the scrip account of the Scrip
Supporter using the biometric-PIN sample. The DPC 22
identifies the Scrip Merchant’s Donator Account using the
PDA hardware identification code that was previously reg-
istered by the participating merchant.

[0226] The transaction data is entered into the PDA 1,
either using an electronic cash register or manually, by the
Scrip Supporter. The Scrip Supporter then either approves or
cancels the transaction using the PDA’s keypad. Once the
scrip transaction is approved, the PDA 1 transmits the scrip
transaction to the DPC 22. The DPC 22 then forwards the
transaction for execution and settlement to the scrip respon-
sible party, which may include any of the following: the
DPC 22 itself, a participating merchant, an independent
scrip service provider, a financial institution, and the like.

[0227] Execution of the transaction may result in a
declined transaction due to lack of scrip or other problem
condition reported by the Scrip Merchant. If the transaction
is declined, the DPC 22 transmits the decline notification
back to the PDA 1, canceling the transaction.

[0228] Network Scrip Transactions

[0229] Network transactions are characterized by identi-
fying the Scrip Supporter using a communications network
such as the Internet, an intranet, or an extranet. The Scrip
Supporter’s bid biometric sample is submitted through the
Scrip Supporter’s personal PDA 1, or through a public PDA
1 attached to an ATM or other public terminal. Parties
identified through a digital certificate are registered network
entities, such as either the Scrip Merchant or the Scrip
Beneficiary. The Scrip Supporter is identified through bio-
metrics, while the Scrip Merchant or the Scrip Beneficiary,
may be identified through the verification of a digital cer-
tificate issued by an authorized certifying authority.

[0230] In a preferred embodiment, the Scrip Supporter
locates the Scrip Merchant by locating the participating
merchant’s place of business on the network: the web site,
using the network address of the Scrip Merchant. The Scrip
Supporter downloads the Scrip Merchant’s digital certificate
to the PDA 1 that the Scrip Supporter is using. The PDA 1
verifies that the digital certificate provided by the Scrip
Merchant is a valid certificate.

[0231] The Scrip Supporter submits a bid biometric
sample obtained from their physical person using the PDA’s
biometric sensor. The PDA 1 determines that the biometric
scan is non-fraudulent, and then translates and compresses
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that biometric scan into a format suitable for rapid scrip
transaction to the DPC 22. In one embodiment, the Scrip
Supporter enters a PIN code into the PDA keypad.

[0232] The PDA1 transmits the biometric-PIN to the DPC
22 for identification, along with the Scrip Merchant’s digital
certificate.

[0233] Both parties identify the scrip accounts to be
involved in the transaction. The Scrip Supporter does this in
an automated manner. In a preferred embodiment, this
occurs at the DPC 22 using account selection information
included in the transaction by the Scrip Supporter. The Scrip
Supporter’s scrip account is thereby automatically selected
by the DPC 22.

[0234] The amount of the transaction is also transmitted to
the PDA 1 by the Scrip Merchant. The Scrip Supporter either
approves or cancels the transaction using the PDA’s keypad.
Once the transaction is approved, the PDA 1 transmits the
scrip transaction to the DPC 22, where the DPC 22 autho-
rizes the scrip transaction and transmits a new scrip trans-
action to the appropriate scrip electronic Registry 14. The
DPC 22 forwards the transaction for execution and settle-
ment to the scrip responsible party, which may include any
of the following: the DPC 22 itself, a participating merchant,
an independent scrip service provider, a financial institution,
and the like.

[0235] Execution by the DPC 22 may result in a declined
transaction due to lack of scrip in the account, a closed
account, or some other immediately detectable problem
condition. If the transaction is declined, the DPC 22 trans-
mits the decline notification back to the PDA 1, and the
transaction is cancelled.

[0236] In one embodiment, the PDA 1 is actually built-in
and/or integrated with a personal computer. These personal
computer PDA hardware identification codes are not used to
identify either party in a transaction.

[0237] In another embodiment, the Scrip Supporter can be
a representative of a business entity that has permission to
access the business entity’s scrip accounts to make direct
donations to a scrip beneficiary.

[0238] In yet another embodiment, settlement of scrip is
delayed for an agreed-upon time period, to enable imple-
mentation of net-30 settlement terms and the like.

[0239] In one embodiment, the scrip from a network
transaction are deposited into an escrow account for an
Internet Scrip Merchant or a Scrip Supporter, instead of
being directly calculated into the Scrip Supporter’s scrip
account or donated directly to a Scrip Beneficiary, as a direct
settlement for the scrip to be debited or credited.

[0240] From the foregoing, it will be appreciated how the
objectives and features of the invention are met. First, the
invention provides a scrip transaction computer system that
eliminates the need for a Scrip Supporter to possess and
present any personalized man-made tokens, in order to
authorize a transaction.

[0241] Second, the invention provides a scrip transaction
computer system that is capable of verifying a Scrip Sup-
porter’s unique personal identity, as opposed to verifying
possession of personalized objects and information.
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[0242] Third, the invention verifies the Scrip Supporter’s
identity based upon one or more unique characteristics
physically personal to the Scrip Supporter.

[0243] Fourth, the invention provides a cost-effective scrip
transaction system that is practical, convenient, and easy
use.

[0244] Fifth, the invention provides a system of secured
access to a scrip computer system that is highly resistant to
fraudulent transaction authorization attempts by unautho-
rized Scrip Supporters.

[0245] Sixth, the invention provides a scrip transaction
authorization system that enables a Scrip Supporter to notify
authorities that a particular access request is being coerced
by a third party without giving notice to the third party of the
notification.

[0246] Although the invention has been described with
respect to a particular Identicator and method for its use, it
will be appreciated that various modifications of the appa-
ratus and method are possible without departing from the
invention, which is defined by the claims set forth below.

What is claimed is:

1. A method for tokenless authorization of an electronic
scrip transaction using at least one scrip supporter biometric
sample and an electronic identicator, said method compris-
ing the steps of:

a. a scrip supporter registration step, wherein a scrip
supporter registers with an electronic identicator at
least one registration biometric sample,

b. an electronic scrip transaction proposal step comprising
an electronic scrip donator account data,

c. at least one transmittal step, wherein a scrip supporter
bid biometric sample is obtained from the scrip sup-
porter’s person and is electronically transmitted to the
electronic identicator,

d. a scrip supporter identification step, wherein the elec-
tronic identicator compares the bid biometric sample
with at least one registration biometric sample for
producing either a successful or failed identification of
the scrip supporter,

wherein upon successful identification of the scrip sup-
porter, a scrip transaction is biometrically authorized,
without the scrip supporter presenting any personalized
man-made tokens such as smartcards or magnetic
swipe cards.

2. The method of claim 1 further comprising at least one
local identicator containing a subset of all of the registered
scrip supporter biometric samples in the electronic identi-
cator.

3. The method of claim 1, further comprising an electronic
clearinghouse creation step, wherein the clearinghouse con-
tains at least one rule module.

4. The method of claim 3, wherein a rule module further
comprises at least one pattern data that is associated with at
least one execution command.

5. The method of claim 4, wherein pattern data comprises
any of the following: a unique scrip supporter identification
code, demographic information, an email address, at least
one pre-determined formula for scrip donations, secondary
biometric, a telephone number, a mailing address, purchas-
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ing patterns, a digital certificate, a network credential, an
Internet protocol address, a digital signature, and an encryp-
tion key.

6. The method of claim 4, wherein an execution command
comprises instructions for accessing at least one electronic
registry that contains any one of the following; at least one
scrip donator account and at least one scrip beneficiary
account.

7. The method of claim 6, wherein the electronic registry
is located on an computer that is external to the authorization
system.

8. The method of claim 3 further comprising at least one
local clearinghouse containing a subset of all of the rule
modules in the scrip transaction system.

9. The method of claim 1 further comprising a scrip
merchant identification step, wherein the electronic identi-
cator compares a scrip merchant bid identification data with
a scrip merchant registered identification data for producing
either a successful or failed identification of the scrip
merchant;

10. The method of claim 9 wherein the scrip merchant
identification data comprises any one of the following; a
hardware identification code, a telephone number, an email
address, a digital certificate code, an account index, an
electronic account number, a biometric, or a biometric and
personal identification number combination.

11. The method of claim 9 wherein the scrip merchant
identification step further comprises the electronic identica-
tor communicating with one or more external computers to
access scrip merchant identification data.

12. The method of claim 1 further comprising at least one
scrip beneficiary identification step, wherein the electronic
identicator compares a scrip beneficiary bid identification
data with a scrip beneficiary registered identification data for
producing either a successful or failed identification of the
scrip beneficiary.

13. The method of claim 12 wherein the scrip beneficiary
identification data comprises any one of the following; a
hardware identification code, a telephone number, an email
address, a digital certificate code, an account index, an
electronic account number, a biometric, or a biometric and
personal identification number combination.

14. The method of claim 12 wherein the scrip beneficiary
identification step further comprises the electronic identica-
tor communicating with one or more external computers to
access scrip beneficiary identification data.

15. The method of claim 1 wherein the scrip supporter
registration step further comprises registering a scrip sup-
porter personal identification number with the electronic
identicator.

16. The method of claim 1 further comprising a scrip
donator account resource determination step, wherein it is
determined if a scrip donator account has sufficient
resources to be debited for an amount specified in the scrip
transaction.

17. The method of claim 1 further comprising a transac-
tion settlement step, wherein a scrip donator account is
debited and a scrip beneficiary account is credited.

18. The method of claim 17 wherein the transaction
settlement step further comprises the electronic identicator
communicating with one or more external computers to
access an electronic registry comprising any of the follow-
ing: scrip donator account data and scrip beneficiary account
data.
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19. The method of claim 1 wherein the electronic scrip
transaction proposal step further comprises scrip transaction
data, wherein the scrip transaction data comprises any of the
following: price information, a list of goods, a list of
services, a scrip merchant name, a date or time, a location,
and an invoice number.

20. The method of claim 17 wherein a future date on
which scrip is to be debited from the scrip donator account
and credited to the scrip beneficiary account is included in
the transaction settlement step.

21. The method of claim 1 further comprising a scrip
supporter re-registration check step, wherein the scrip sup-
porter’s registration biometric samples are compared against
previously registered biometric samples wherein if a match
occurs, the computer system is alerted to the fact that the
scrip supporter has attempted to re-register with the elec-
tronic identicator.

22. The method of claim 1 wherein the scrip supporter’s
biometric sample comprises any of the following: a finger-
print, a retinal scan, an iris scan, a voice print, a facial scan.

23. The method of claim 15 further comprising a biomet-
ric theft resolution step, wherein the scrip supporter’s per-
sonal identification number is changed if the scrip support-
er’s biometric sample is determined to have been
fraudulently duplicated.

24. The method of claim 1 wherein the scrip donator
account is controlled by any of following: a scrip merchant,
a scrip participating manufacturer, and a scrip supporter.

25. The method of claim 1 wherein scrip may comprise
any unit of the following: gift certificates, stored-value units,
electronic or paper coupons having a pre-determined dollar
value, minutes of telephone calling time, miles towards
earning a free airplane flight, points towards receiving a
commodity or service.

26. The method of claim 1 wherein the scrip donator
account comprises any of the following: a stored value
account and a financial account.

27. The method of claim 17 wherein the beneficiary
account comprises any of the following: a stored value
account and a financial account.

28. The method of claim 17 further comprising a notifi-
cation step, wherein after settlement of the transaction,
notification of the results of the transaction settlement step
and scrip account activity is presented to any of the follow-
ing: a scrip supporter; a scrip merchant; a scrip beneficiary.

29. A tokenless electronic scrip transaction authorization
device, said device comprising of:

a. at least one electronic scrip supporter registration
biometric sample,

b. an electronic identicator for comparing a scrip sup-
porter bid biometric sample with the at least one scrip
supporter registration biometric sample to produce a
successful or failed identification result,

c. an electronic scrip donator account data,

d. wherein upon successful identification of the scrip
supporter, a scrip transaction is biometrically autho-
rized, without the scrip supporter presenting any per-
sonalized man-made tokens such as smartcards or
magnetic swipe cards.

30. The device of claim 29 further comprising at least one

local identicator containing a subset of the registration
biometric samples in the identicator.
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31. The device of claim 29 further comprising an elec-
tronic clearinghouse that contains at least one rule module.

32. The device of claim 31 wherein the rule module
comprises of at least one pattern data that is associated with
at least one execution command.

33. The device of claim 32, wherein pattern data comprise
any of the following: a unique scrip supporter identification
code, demographic information, an email address, at least
one pre-determined formula for scrip donations, secondary
biometric, a telephone number, a mailing address, purchas-
ing patterns, a digital certificate, a network credential, an
Internet protocol address, a digital signature, and an encryp-
tion key.

34. The device of claim 32, wherein an execution com-
mand comprises instructions for accessing at least one
electronic registry that contains any one of the following; at
least one scrip donator account and at least one scrip
beneficiary account.

35. The device of claim 34, wherein the electronic registry
is located on an computer that is external to the authorization
device.

36. The device of claim 31 further comprising at least one
local clearinghouse containing a subset of all of the rule
modules in the scrip transaction system.

37. The device of claim 29 further comprising a merchant
registered identification data for comparing a merchant bid
identification data with merchant registered identification
data for producing either a successful or failed identification
of the merchant.

38. The device of claim 37 wherein the merchant identi-
fication data comprises any one of the following; a hardware
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identification code, a telephone number, an email address, a
digital certificate code, an account index, an electronic
account number, a biometric, or a biometric and personal
identification number combination.

39. The device of claim 29 further comprising at least one
beneficiary identification data for comparing a scrip benefi-
ciary bid identification data with a scrip beneficiary regis-
tered identification data for producing either a successful or
failed identification of the scrip beneficiary.

40. The device of claim 39 wherein the beneficiary
identification data comprises any one of the following; a
hardware identification code, a telephone number, an email
address, a digital certificate code, an account index, an
electronic account number, a biometric, or a biometric and
personal identification number combination.

41. The device of claim 29 further comprising a supporter
personal identification number for identifying the supporter.

42. The device of claim 29 wherein scrip may comprise
any unit of the following: gift certificates, stored-value units,
electronic or paper coupons having a pre-determined dollar
value, minutes of telephone calling time, miles towards
earning a free airplane flight, points towards receiving a
commodity or service.

43. The device of claim 29 wherein the scrip donator
account comprises any of the following: a stored value
account and a financial account.

44. The device of claim 34 wherein the beneficiary
account comprises any of the following: a stored value
account and a financial account.



