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SYSTEMS AND METHODS FOR SECURE NETWORK-
BASED MONITORING OF ELRECTRICAL POWER
GENERATORS

BACKGROUND

[0801]  The present disclosure relates generally to monitoring electrical
power generators and, more specifically, to systems for improving security for network-

based monitoring of electrical power generators.

(80021 In some known monioring systems, a power generator andfor 2
controller of the power gencrator, such as a turbine controller, is in networked
comununication with 8 monioring system,  The controlier intoracts with the power
generalor during operation to, among other things, read status data from the power
generator and to iransmit that data to the monitorng system. The monitoring system may
be preconfigured to perform only monitoring operations, but the networked access
between the monitoring system and the controller may prosent a security exposure that
could be explolied by an unauthorized individual if access 1o the moniloring system were
compromised.  For example, an unauthorized user may be able o penstrate the
monitoring system and circumvent the monitoring applications in order o perform

control commands (o the controlfer andior the power generator,

{0003] To provide security against some securlty vulnerabilities, the
monioring sysiem may be isolated o a closed network., For example, & monitoring
device may be located on site and coupled to the controller in a network that does not
have access o other networks. This solution may solve some of the concerns regarding
security vulnerabilitics, but may hamper some of the benefits pained via broadly
networking the monitoring device, including the polential ability © remotely monitor

ROWEP gEnerators.
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BRIEF DESCRIPTION

0004} In one aspeet, a computer-based method for monitoring power
generation is provided. The method uses g first computing devics including a processor
and a8 memory. The methed includes receiving, 8t 3 first computing device, controller
data from a controller associated with a power generator. The first computing device and
the controller are coupled in two-way communication.  The method alse includes
transmitting the controller dats to a second computing device associnted with monitoring
the powsr generator. The first computing device transmits the controlier data in one-way

conununication (o the second computing device,

{00031 In snother aspect, a computing system for monitoring power
generation is provided. The computing system includes a first computing device
progranymed lo recelve controller data from 8 controller associsted with a power
generator.  The first computing device and the controfler are coupled In two-way
communication. The first computing device is also programmed o transmit the
controller data to 8 second computing device associaied with monitoring the power
generator.  The fiest computing device transmits the controller data in one-way

communication o the sscond computing device.

{0006] In yet another aspect, at lesst one nos-Wransitory compuier
readable storage mediz having computer-executable instructions embodied thergon is
provided. When executed by at least one processor of a first computing device, the
computer-executable instructions cause the processor (o receive controller dats from a
controller associated with a power generator.  The fust computing device and the
controlier are coupled in two-way communication. The computer-gxecutable instructions
also cause the processor (o transmit the controlier dats 10 a second computing device
associgted with monitoring the power generator. The first computing device transmits

the controlier dats in one~-way communication to the second computing device.
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BRIEF DESCRIPTION OF THE DRAWINGS

(00071 These and other features, aspects, and advantages of the present
disclosure will become better undersiood when the following detatled description s read
with reference to the accompanying drawings in which liks characters represent like paris

throughout the drawings, whersin:

{B008] FIG. 1 is a general schematic disgram of both an exemplary

transmission network and an exemplary electrical power distribution system;

[0009] FIG. 2 is g schematic diagram of an exemplary networked

snvironment thet may be used to monitor the power generation sites shown in FIG L

[G6G16] FIG. 345 g block disgram of an exemplary computing system that

may be used lo monitor the power generator and/or controller shown in FIG, §;

{0011} FIG. 4 5 a schomatic diagram of an excmplary nerworked
environment that may be used to monitor power generation sites including the power

plant and distributed generator shown in FIG. 1,

[0012] FIG. § is an exemplary data fow diagram illusteating various
software componenis of the LMS and OMS shown in FlGs. 2 and 4, and exemplary

aspects of data flow through the extemnal firewall shown in FlGs. 2 and 4;

[3013] FIG. 6 is a flow chant of an exemplary method of monitoring
power generators such as those shown in FIGs. 1, 4, and § using one or more computing

devices such as those shown in Fi{s, 2-5; and

(60141 FIG. 7 iHustrates an exemplary configuration of a datsbase within
a computing device, slong with other related computing components, that may be used

during analysis of mode! parameters as deseribed hereln.
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[0015] Unless otherwise indicated, the drawings provided herein are
meant to tHustrate features of embodiments of the disclosure. These foaturss are believed
to be applicable in a wide variety of systems comprising one or more embodiments of the
disclosurs. As such, the drawings are not meant to include all conventional features
known by those of ordinary skill in the art to be requived for the practice of the

embodiments disclosed herein,
DETAILED DESCRIPTION

{0016]  In the following specification and the claims, reference will be

made o a number of terms, which shall be defined to have the following meanings.

[£ 91 I T

(08171 The singular forms “a”, “an”, and “the” inclode pluval references
unless the context clearly dictates otherwise. “Optional” or “optionally” means that the
subsequently described event or circumstance may or may not occur, and that the

description inchudes instances where the event ocours and instances where it does not.

{0018] Approximating language, 85 wused herein  throughout the
specification and claims, may be applied to modify sny quantitative representation that
may permissibly vary without resulting in a change in the basic function 1o which i is
related.  Accordingly, # value modified by 8 term or terms, such as “showt™ and
“substantially”, are not to be Hmited to the precise value specified. In at least some
instances, the approximating language may comespond o the precision of an instrument
for measuring the valve. Hers and throughout the specification and claims, range
limitations may be combined and/or interchanged, such ranges are identified and include

all the sub-ranges contained therein unless context or language indicates otherwise.

[0018]  As used hereln, the term “nen-transitory computer-readable
media” is intended io be representative of any tongible computer-based device
implemented in any method or lechnology for shortterm and long-term storage of

information, such as, computer-readable instructions, data structures, program modules

£y
‘wi:;\n
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and sub-modules, or other data in any device, Therefore, the methods desceribed herein
may be encoded as executable instructions embodied in a tangible, non-transitory,
computer readable medium, including, withouwt limitation, a storage device andior 8
memuory device. Such instructions, when executed by a procsssor, cause the processor (o
perform at least a portion of the methods described herein, Moreover, as used herein, the
term “non-transitory computer-readable media” includes all tangible, computer-readable
media, ncluding, withouwl Himitation, non-transitory computer storage devices, including,
without Himitation, volatile snd sonvelatile medis, and removable and non-removable
media such as 8 frmware, physical and virtusl storage, CO-ROMs, DVDs, and any other
digital source such as a network or the Internet, 8s well a5 vet o be developed digital

media, with the sole exception being a transitory, propagating signal.

100207 As used herein, the terms “software” and “firmware” are
interchangeable, and include any computer program stored in memory for execution by
devices that include, without Hmitation, mobile devices, clusters, personsl computers,

workstations, clients, and servers,

{60217 The mothods and systoms described herein facilitate enhanced
security in the management and monitoring of electrical power generators and associated
controlters. In one embodiment, 8 gas turbine is managed by a turbine controller 8t a
power generation site, and the turbine controller is monitored remotely by 8 contral
management site, The turbine controlier provides a suite of control and management
functions for configuring and monitoring the gas turbine, including the collection of
performance metrics and health data from the power generstor.  An on-site monitoring
devics (also reforred to herein 85 a local management server, or just “LMS™) is networked
to the controlier in two-way communication. In other words, the controlier can transmit
network data packets o the onsite management server, and the onsite management server

can transmit network data packets to the controller.

(00221 In the exemplary ombodiment, the central management siie

includes an outside management server, or “OMS”, and a central management server, or
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SOME™, that s used w centrally monitor s plurality of power peneration sites, including
the gas twrbine mentioned above. The OME receives the performance metric and health
data from the LMS and transmits the data to the CMS, cnabling operators at the central
management site to see data about the gos turbine, In some embodiments, the nebwork
security of the power generation site is enhanced by deploying a firewall at the power
generation site between the LMS and the remote OMS. Further, the firewall only allows
communications between the LMS and the OMS to be only one-way UDP (user datagram
protocol} traffic from the LMS to the OMS, and only on a particular set of ponts. The
controller sends the performance metrics and health dats o the LMS in two-way
communication, and the LMS forwards the performance metries and health data on to the
OMS in one-way communication. As such, the LMS and controller are secured from
certain network vulnessbilities by the restriction of inbound waffic, and remote
monitoring operations are enabled by the one-way communication and reception of the

performance meirics and health data from the power generation site,

[0023] FIG. 1§ is s geners! schematic disgram of an exemplary slectrical
power network 1) that includes power generation sites that may be monitored with the
systems and mothods described berein. Electrical power network 100 typically includes
power plants 102 outputting power through a transmission grid 103, which includes an
extra high voltage transmission grid 104 and 2 high voltage transmission grid 106
through which power is transmitted o an exemplary electrical power distribution system
118, Each powsr plant 182 may include one or more power generators and associated
coniroliers {not separately shown in FIG, 1) Electrical power network 160 may include,
without limitation, any number, type and configuration of cxtra high voliage transmission
grids 104, high voltage transmission grids 106, and electrical power distribution sysiems
110, a5 well as any number of consumers within electrical power distribution system 110,
high voltage transmission grid 106, e.g., preater than 118-263 kilovelts (kV), and extrs
high voltage grid 104, e.p., greater than 265 kY.
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10024} Electrical power disiribution systemy 110 includes low wattage
conswmers }12 and industrial medium watisge consumers 114, Electrical powsr
distribution systemn 1190 also includes distributed generators 134, including a ity power
plant 132, a solar farm 134, and o wind fars 136, Distributed generators 130 may
include one or more power generators and associated controtlers (not separately shown in
FIG. 1) While electrical power distribution system 110 is shown with an exemplary
nurnber and type of distributed generators 134, electrical power distribution system 110
may Include any number and type of distributed generators 1380, including, withowt
Himitation, disse! generators, micro-turbines, selar collector arrays, photo-voltaie areays,

and wind turbines,

[0025] FIG, 2 is a8 schematic disgram of an exemplary networked
enviromment 200 that may be used to monitor power generation sites such as power
plants 182 and distributed generators 130 (both shown in FIG. 1) In the exemplary
embodiment, a power generation site 202 includes 8 power generstor 210 such as, for
gxample, 8 gas turbine, that is used o generate slectricity for a wansmission network such

as transmission grid 106 or a distribution network such as distribution system 110,

{0026] In the cxemplary embodiment, power generstor 210 s
commurncatively coupled to a controller 330 such as, for example, 8 gas turbine
controller.  In some smbodiments, controller 220 includes functionalities such as
managing operational aspects of power generator 210, In the exemplary smbodiment,
controller 220 collects date assorimted with the performance and heslih of power
generator 218, For example, some performance data may be collected from sensors (nog
shown} of power generator 210 by elecirically coupling those sensors to controller 230,
As such, controtler 220 colleets analog andfor digital dats associated with various sspects
of power generator 213, At least some of this dats may be used to monitor performancs

and health aspects of power generator 2140,

(00271 To faclitate monitoring of power generator 2108, power

generation siie 202 includes s local management server (LMS™) 230 coupled in two-way

~y
A
o Lo
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coyumunication with controller 220 across 2 local network 224, LMS 2380 execuies a
portion of a power generator management application (hereln referved to roadly as “the
management app”) that facilitates at loast monitoring of power generator 210, In the
exemplary embodiment, local network 224 is & computer network such as, for example,
an Etherset-based TCPAP {transmission control protocolinternet protocol) network.
Further, in some embodiments, an internal Beowall 222 may be deploved within local
netweork 224 between LMS 230 and controller 220, As such, intornal firewall 222 may
be used to define which types of communication may occur between LMSE 230 and
controtler 220, therehy allowing enhanced securtty for controller 230 and loeal network
324, Interns! firewall 232 is configured to enable two-way communication botween
controlier 220 and LMS 238, More specifically, internal frewall 222 is configured to
enable the two-way communications required for certain networking protocols o
function, such as TCPAP communications gssociated with the management app.  For
example, mtemal frewall 222 may allow some communications o be initiated from
controiler 220 o LMS 230, and may slow LMS 230 to respond to condroller 220 for that
correspondence  iF required.  Further, internal frewall 222 may allow other
communications (0 be initiated from LMS 230 to controlier 220, and may also allow
controller 220 to respond to LMS 230 for that correspondence if required.  In the
exemplary embodiment, frewall 222 enables each of the communications between

controller 220 and LMS 230 as desoribed below.

(00281 In the exemplary embodiment, controller 220 iransmiis the
performance and health data to LMSE 320, and the management app. This data is alse
referred to herein as “iag data.” For example, in some embodiments, tag data includes
samples of data from power generator 210, and may Include one or more of a sensor
identifier, 8 sensor value, and 8 Umestamp associated with that value. Controller 220
may capture many samples per second and transmit these 83 tag data to LMS 230, Fors

single sensor, this series of sample values may be referred to herein as a data stream.
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{00291 Funther, in some cmbodiments, controller 220 may transmit
configuralion data to LMS 320 that indicates, for example, what values are being
collected {and transmitted} by controller 2200 This data is also referred to herein as “tag
configuration data.” For example, controller 228 may transmit tag configuration data to
LS 236 indicating one or mere unique sonsor identifiers for sach sensor associated with
power generator 210, Ag such, LMS 320 may sutomatically configure itself for the

particular data streams being collected and sent from controlier 220

{0030] In some embodiment, controller 220 also transmits log data 10
LMS 320. Log data may include, for example, trip logs that are created when a turbine
irip ocours, of alarm logs that are created when a controller alarm svent cocurs, Log data
may include pertinent high fidelity data around the time of the log event. Further, in
some embodiments, LMS 230 initistes system data interface (S} calls to controller 228,
8D is & proprictary message protocol used 1o communicate with certain turbine

controllers,

{00311 In the excmplary cmbodiment, power generation site 202 is
communicatively coupled 1o central management site 250 over an exterior network 232
such as, for example, a private wide-ares network (WAN) or the Intemet.  Central
management site 250 includes a ceniral mansgement server (CMS) 260 that is also a pant
of the management app. CMS 260 may alse be communicatively coupled to one or more
additions! power generation sites 280, cach of which may include one or more onsite
management servers similar to LMS 238, In the exemplary embodiment, LMS 230 is
coupled in twe-way communication with CMS 268 similar to that described shove, LMS
230 wansmits data, such as tag data and/or tag configuration data, to CMS 260. Far
example, in some embodiments, LMS 230 tansmits historian tag data to a centrsl
historian server {not shown in FIG. 2) that is & part of or etherwise coupled to TMS 260,
and LMS 230 also transmils snomalies {0 2 central anomaly server (not shown in FIG. 23
that is a part of or otherwise coupled to CMSE 260, Further, in some embodiments, LMS

230 is communicatively coupled to & contral maintenance and configuration server (not

A
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separately shown) with which LMS 230 oxchanges packages and other data. In some
embodiments, administrative users such as operator 262 may remotely connect to LMS
234 through a graphical front end mansgement application such as a web-based interface
of LMS 238, or by logging into LMS 230 using a remote desktop application. As such,
users may remotely view the data in the local historian {(not separately shown) of LMS

234, view controller log fHes, or perform maintenance on LMS 230,

(96321 During operation, an operator 262 or other device monitoning
personnel monitor multiple power generators such as power generator 210 through {MS
263, Operator 262 may, for sxemple, perform condition-based monioring such that
when there are trip events or other types of alarm evenis, operator 262 may atternpt o
determine the cause of the event and report event details back to management personnel

at power generation site 202,

{00331 While the sxemplary embodiment is [Husirated with one power
generator, one controller, and one O8M, # should be undersivod that mubiiple power
generators and controllers may be monitored by an O8SM, and many O8Ms mav be
present at a given power generation site,  Further, #t should be onderstood that many

types of power generators and controllers may be monitored by an O8SM,

{60341 FIG. 3 is a block diagram 300 of an exemplary computing system
320 that may be used fo monitor powsr generstors andfor controliers such as power
generator 210 and controller 220 (both shown in FIG. 13 In some cmbodiments,
computing system 320 may be LEM 238, internal frewall 222, or TME 260 {all shown in
FiG. 1), Abernatively, any computer architecture that enables operation of computing

system 320 as deseribed hersin may be used,

[0033]  In the exemplary embodbnent, computing systems 320 includes a
memary device 3530 and g processor 352 operatively coupled o memory device 3530 for
execuling instructions.  In some embodiments, executable instructions are stored in

memory device 353 Computing system 320 is configurable to perform one or more

-
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operations described hergin by programming processor 352, For example, processor 352
may be programmed by encoding an operation as one or more executable instructions and
providing the executable instructions in memory device 350, Processor 332 may include

CRIE OF OIS processing units, e.g., without limitation, in 8 multi-core configurstion.

10036]  Further, In the exemplary embodiment, memory device 350 is
one or more devices that enable storage and retrieval of information such as exscutable
insiructions andfor other data. Memory device 350 may include one or more tangible,
non-transitory compuner-readable media, such as, without limitation, random sccess
memory {(RAM), dynamic random access memory {DRAM), static random access
memory (SRAM), a solid state disk, a hard disk, read-only memory (ROM), erasable
progranumable ROM (EPROM]), electrically erasable programmable ROM {(EEPROM),
andfor non-volatile RAM (NVRAM) memory. The sbove memory types are exemplary
only, and are thus not limiting as to the types of memory usable for storage of 8 computer

PEOZESIT,

{00371 Also, in the exemplary embodiment, memory device 350 may be
configured to store 8 varisty of monitoring data associated with power generator 218
and/or controller 220 such as, for example, vsluss or other datp associpted with

temperature, pressure, vibration, fucl How, conteoller seftings, and other constants,

(G038} In some embodiments, computing system 320 includes a
preseniation interface 354 coupled to processor 382, Presentation interface 354 presents
information, such as a user interface andfor an slarm, to a user 336, For example,
presentation interface 354 may inchude a display adapter {not shown} that may be coupled
to 3 display device {not shown), such a5 a cathode ray tube {CRTY, & liguid crystal display
{(LCDY, an organic LED (OLED) display, andfor a hand-held device with a display. In
some embodiments, presentation interface 354 includes one or more display devices. In
addition, or alternatively, presentation interface 354 may include an audio ocutput device

{not shown}, =.g., an audio adapter andfor a speaker.
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{00391 In some embodiments, computing system 320 includes a user
input interface 3538, In the exemplary embodiment, user input interface 338 s coupled to
processor 352 and receives input from user 3536, User input interface 358 may include,
for example, 8 keyboard, 8 pointing device, 8 mouse, 3 styhus, and/or 3 touch sensitive
panel, e.g., a touch pad or a touch screen. A single component, such as 2 touch screes,
may function as both a display device of presentation inlerface 354 and user input

interface 338,

18040] Further, 8 communication inferface 360 is coupled o processor
352 and is confipured fo be coupled in communication with one or more other devives
such as, without Hmitation, another computing system 320, one or more controllers 220
andfor power generators 210, one or more firewalls such as internal firewsll 222, one or
morg CME’s 260, and any device capable of accessing computing systenn 320 including,
without limitation, & portable laptop computer, a personal digital assistant {PDA), and 8
smart phone, Convnunication interface 360 may include, without limitstion, 3 wired
network adapter, & wireless network adapier, 2 mobile ielecommunications adapter, a
serial communication adapier, andlor a parallel communication adapier. Communication
interface 160 may receive data from andior transmit data to one or more ramoete devices.,
{omputing system 120 may be webh-enabled for romots communications, for example,

with a remote desktop computer (net shown}.

[0041]  Also, presentation interface 354 and/or communication interface
384 are both capsble of providing information suitable for use with the methods
described herein, 2.g., to user 156 or snother device, Accordingly, presentation interface
354 and communication interface 360 may be referved to as output devices. Similarly,
user input imterface 338 and communication interface 360 are capable of receiving
information suitable for use with the methods described herein and may be referred to as

input devices,

(00421 Further, processor 352 andfor memory device 3530 may alse be

operatively coupled to 3 storage device 362, Stwage device 362 is any computer-
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operaied hardware suitable for storing and/or retrieving data, such as, but not limited o,
data associated with o database 364, In the exemplary embodiment, storage devics 367 s
integrated in computing system 320, For example, computing system 328 may include
one or more hard disk drives as storage device 362, Moreover, for cxample, storage
device 362 may include multiple storage units such as hard disks andfor solid state disks
i a redundant areay of inexpensive disks (RAID) configuration. Siorags device 3682 may
include 8 storage area nstwork {SAN), & network sttached storage (NAS) system, andfor
cloud-based storage. Alternatively, siorage device 342 s exiernal (o computing system

320 and may be accessed by a storage interface (not shown).

90431 Moreover, in the exemplary embodiment, database 364 contains
g variety of static snd dynamic operational data associsted with monitoring powesr

generators 210,

{33441 The embodiments lustrated and describsd herein as well as
embodiments not specifically described herein bt within the scope of aspecis of the
disciosure, constitule exemplary means for securely monitoring power generators 2140,
For example, computing sysiemn 128, and any other similar computer device added
thereto or included within, when integrated together, inchude sufficlent computer-
readable storage media that isfarc programmed with sufficient computer-executable
instructions {0 execute processes and technigues with & processor s described hersin,
Specifically, computing system 120 and any other similar computer deviee added thersto
or included within, when integrated together, constitute an exemplary means for securely

monitoring powsr generators 210,

[8045] FIG. 4 15 3 schematic diagram of an exemplary networked
eavironment 400 that may be used o monitor power generation sies such as power
plants 102 and distributed generators 130 (both shown in FIG. 1} In some embodiments,
networked environment 400 i3 similar to neiworked environment 200 (shown in FIG. 2
In the exsmplary smbodiment, 8 power generation site 482 includes a power generstor

410 such as, for example, a gas turbine, that is used to generate eleciricity for a

3
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transmission network such as transmission grid 106 or g distribution network such as

distribution system 110,

(G046 In the exemplary embodiment, power penerator 418 &
communicatively coupled to 3 controller 420 such as, for example, a gas turbine
controller. In some embodiments, controlier 420 is similar in function o controller 230
as deseribed above in reference to FIG. 2. Further, power peneration site 402 also
includes 8 local manasgement server (LME} 430 and an internal firswall 422, In some
embodiments, LMS 438 is shmilar to LME 23€ (shown in FI{, 2} and internal firewall
422 s similar to internal firewall 222 (shown in FIG. 2) as described above in reference
to FIG. 2. In the exemplary embodiment, LMS 430 and controller 420 are coupled in
two-way conumunication across an internal network 4234 similar to the communications

relationship of LMS 230 and controller 220 as described above in reference to FIG. 2.

(90471 Further, in the exemplary embodiment, power generation site 402
includes an external firewall 440 that routes traffic from LMS 430 to an extornal o
putside managoment server {OMS) 470, In the cxemplary embodiment, OMS 476 s
physically located at 8 central mansgement site 4530 with a central management server
{{UMR) 468, and also exeoutes a portion of the management app. In some embodiments,
CMS 450 15 similar in functionality to CME 250 as shown and describsd and described
above in refergnce to FIG. 2. In some embodiments, central management site 450 may
inchude 2 perimeter firewall 455 that is configured o enable traflic from LMS 430 and
other local management servers from other power generation sites 404 as deseribed

herein.

[0048] LMS 430 and OMS 470, in the exemplary embodiment, are
configured in one-way communication. More specificaily, external firewall 440 i
configursd to allow LMS 438 1o send outhound data packets 442 across network 432 o
OMS 470, but is configured to reject, deny, drop, or otherwise disallow inbound daia
packets 444 associgted with the mansgement app exscuting on LMS 430, As used

herein, the term “disallow,” as used with regard to data packets, is used generally o refer

«id-
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e @ firewall rejecting, denving, dropping, ignoring, or otherwise not forwarding a data

packet.

[0049)  In some embodiments, owbound packets 442 are UDP packets
transmitted by the mansgement app from LMS 438, and external fleowall 440 is
confipured to allow outbound UDP packets from LMS 430 {e.g., where the source 1P
address of the data packets is an P address associated with LME 430 and the protocol
type of the packet is UDPFYL The UDP protocel is a unidirectional protocol, thus there is
0o relum transmission required from the recelver {e.g., no receipt acknowledgment
required). While UDP s described in these exemplary smbodiments, i should bhe
understood that other unidirectional protocels are possible and within the scope of this

disclosure,

[0050] For example, presume LMS 430 includes one nepwork interface
card {NIC) coupled to internal network 424 and hosting 2 single network address A {e.g.,
internal network 424 is the same as network 4323, The management app on LMS 430
may define sn inbound TCHIFR port of 9876 that LMS 430 uses for inbound
commugications from, for example, controlier 420, In other words, the management app
and LMS 430 are ‘listening’ on port B876 of MIC 4. Thus, any inbound connections to
LMS 430 on port 9876 of MIC 4 may be answered by the mansgement app.  For
example, controller 420 may initiate and transmit communications with LMS 430 on, for
example, address 4 port 3876, To timit ot least some security vulnerabilities associated
with the management app, external firowall 440 disallows all inbound data packets 444
destined for port 9876 of NIC 4 of LMS 430, As such, in the exemplary embodimeng, all
inbound eommunications 444 received by external frewall 440 indicating a source or
destination address and port of NIC 4 port 8875 of LMS 438 are disaHowed (s.g., not
sHowing any external devices o initiate or otherwise transmit peckets o LMS 430 on
port 9876, but still sllowing communications on other ports such as ports not associated
with the management app).  In other embodiments, all inbound communications 444

received by externs! firewall 440 indicating NIC 4 of LME 430 are disaliowed {2.g., not
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aliowing any packsis 444 to come in to LMS 430, regardiess of what app or port is

involved, and regardless of whether LMS 430 initigted the communication).

(86517  In other embodiments, LMS 430 may include s plurslity of NiCs.
For example, LME 430 may include a first NIC with 3 first IF address 4 on internal
network 424 and a second NIC with a second 1P address B on network 432, As such,
two-way communications between LMS 430 and controller 420 occurs on the firsi NIC
using IP address 4, but outbound one-way communications to OMS 470 ocours on the
second NIC using P address # {e.g., outhbound UDP taffic 442 routes through network
432 o external firewall 440 and on 1o OMSE 470} Accordingly, external firewall 440
may block incoming data packets 444 for 1P address B, and optionally IP address & as
well. Further, external firewall 440 may also block on ports andfor traffic types similar to

other embodiments.

[6052] In still other embodiments, LMS 430 may include one NIC
hosting multiple IP addresses (e.p., addresses 4 and ). LMS 430 and controlier 424 may
communicate wo-way raffic with each other using IF address 4, while LMS 430
transmits one-way traffic to OMS 470 using address 8 Accordingly, external frewall
444 may block incoming data packets 444 for 1P address &, and optionally 1P address A
as well. Fusther, external firewall 4480 may also block on ports and/or traffic types

similar to other embodiments.

{00531  Additonally, external firewaH 440 may perform [P masking, or
“network address transiation” (NAT). As such, the cutbound packets 442 from LMS 430
may be altered by external firewall 440 to reflect a source 1P address of something other
than an actugl 1P address of LMS 438 (L., the NAT address). As such, inbound waffic
444 10 the NAT address may also be blocked by external firewsii 440,

{30341 Further, in some embodiments, external firewall 440 may allow
multiple one-way communications streams from LMS 430 o OMS 470, In the

exemplary embodiment, OMS 470 receives two dats streams from LME 430 on two

i
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separate TCP ports of OMS 470, LMS 438 wansmits one daia stream consisting of
controtler data being replicated to OMS 470 {e.g., tag data), and another data stream
consisting of file data being replicated to OMS 470 (e.g., file aysiem data from a local fle
system of LMS 430),

{0033]  In the cxomplary embodiment, internal firewsll 422 and external
firewall 440 are separste devices. In some embodiments, external firewsll 440 and

internal firewall 422 may be the same device.

{0056] Further, in the sxemplary embodiment shown In FIG. 4, OMS
478 is o remote computing device, L.e., not physically residing on site al power generation
site 402, In other embodiments, OMS 470 may physically reside at power generation site
402, As such, firewall 440 is disposed between LMS 430 and OMS 478 as described
above, Le,, still residing on an external side of firewall 448 relative 10 LMS 430, and
there may or may not be a fivewall such as frowall 433 disposed between OMS 478 and
CME 460,

{00571 FIG. 3 is an cxemplary data flow diagram illustrating various
sofiware components of LMS 438 and OMS 470 {c.g., some components of the
management app}, snd sxemplary aspeets of data flow through external firewall 440, In
the exemplary smbodiment, LMS 430 includes a management agent 502 that receives
controller data 304 from one or more power generators andior coniroliers such as power
generator 410 and controller 420 (both shown in FIG. 4). LMS also includes a local file
system 314 that stores data such as, for example, configuration files used for monitoring
turbines, software configuration and log files that are used for monitoring the software of

LMS 430, and log files such as conteolier trip logs and alarm logs.

{00581 In the cxemplary smbodiment, LMS 430 includes a dats
replication componert 512 and a file replication component 522, Data replication
component 512 transmits controller data 510, such as deseribed above in reference

FiG. 4, o a dota rephication component 362 on OMS 470, More specifically, data
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replication component 312 transmits controller data using UDP protocol o 8 single port
on OMS 478 monitored by data replication component 362, File replication component
22 wansmits file replication data 524, such as desoribed above in reference 1o FIG. 4, t©
a file replication component 572 on OMS 470, More specifically, file replication
component 5322 wansmits controller data using UDP protoco! to another single port on

OMS 470 monitored by file replication component 572,

{00391 External firewall 448, in the oxemplary embodiment, is
configured to enable controller data 5310 and file replication data 520 on the two UDP
ports (o at least OMS 470, Further, external Brewall 448 disallows wraffic from OMS 470
back to LMS 438, In some embodiments, external firewall 440 disallows traffic on one

o7 more ports associated with management agent 502 and/or controller data 304,

[0060]  OMS 470, in the exemplary embodiment, includes a mansgement
agent 352 that communicates with a number of other components during operation. OMSE
470 includes 8 rules engine 567 and an associated rules configuration 566 for detecting
anomalies S65 within conirollers andfor power generators {e.g., within the replicated
controtier data 310} In some embodiments, controller data 510 replicated from LMS 436
is processed by local rules engine 367 andior a central rules enpgive {not separately
shown) of CMS 460, These rules engines analyvze controller data 510 for anomalies or
other conditlons such as, for example, rips, unexpected temperatures or pressures, and
high vibration. OMS 470 also includes a historian component 536 for storing tag data in
a compressed format for later use and analysis. s some embodiments, OMSE 470
includes an archive 390 for storing compressed data files stored by historian component
580, OMS 470 and/or CMS 460 may include historian components,

{00617 During operation, OMS 470 receives replicated controller data
510 from LMS 430 through date replication component 362, Coniroller data 510 s
disiributed by menagement agent 552 to various other components as deseribed above,
File replication data 320 is received by file replication component 572 and stored in a

focal file system 564 of OMSE 470,

18-
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{621 In the exemplary embodiment, management agent 552 i5 in
communication with central management server 460, Management agent 552 is g
configuration and maintenance {C&M) software component on LME 430 that
communicates C&M packages to a contral agent (not separately shown) of CMS 460 for
processing. MBS 460 transmits C&M packages to management agent 352 o configure

or perform maintenance on OME 470,

{00631 As uscd herein, the terms “local” or “internal” are used fo
deseribe LME 430 in relation 10 a local network such as network 424 (shown in FIG. 4)
and, more particniarly, in relation o how LMS 430 is networked in relation o firewall
440 and OME 470, In some embodiments, network 424 may be considered an “intermal”
network because, for example, it is protecied from comumunications of other networks by
firewall 440, Thus LMS 438 may be referred to as 2 locgl computing device or an
internal computing device because, for cxample, it is on a trusted side of firewall 440,
Similarly, the term "external” is used to describe OMS 470 in relation fo the same local
network {2.g., internal network 424) and, more particularly, in relation to how OMS 470
is networked in relation to firewall 448 and LMS 436, OMS 470 may be referred o as an
external computing device because, for oxample, # is on an un-trusted side of firewall
444,

100641 FIG 6 s 8 How chart of an exemplary method 600 of monitoring
power generators such as thoss shown in FIGs. 1, 4, and 5 using one or more computing
devices such as those shown in Fifis. 2-5. In the exemplary embodiment, method 600
includes receiving 140, at a first computing device, controller data from a controller
associated with 2 power generator, wherein the first computing device and the controller
are coupled in two-way communication, In some embodiments, receiving 610 controller
data inchudes receiving and transmitting TCP/IP data packets between the first computing

device and the contraller.

180631 In the exemplary embodiment, method 600 also includss

transmitiing 820 the controller data 1o a second computing device associated with

15
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monitoring the power gencrastor, wherein the first computing device tansmits the
coniroller data in one~way communication to the second computing device. In some
embodiments, transmitting the controller data to the second computing device includes
wransmitting UDP data packets from the fiest computing device to the second computing
device. In other embodiments, transmitting the controlier data (o the second computing
device further includes transmitting the controller data to a firewall device for forwarding
o the second computing device, whersin the first computing device is on an internal
network relative to the firewsll and the second computing device is on an external
network relative to the firewall.  Further, in some embodiments, transmitting the
controller data (0 a remote computing device further includss transmitiiog the controller
data 10 a firewall device that disallows return traffic associated with the wansmittal, In
other embodiments, transmitting the controller data to & remote computing device further
includes iransmitting the controller dats to a firewall device that disallows twaffic from

ihe second computing deviee to the first computing device.

108661 In some embodiments, the first computing device includes 2 file
system, and method 600 further includes transmitting 630 file system replication data to
the second computing device, wherein the first computing device transmits the file

system replication data in one-way communication o the second computing device.

(00677 FIG. 7 illustrates an exemplary configuration 700 of a database
720 within a computing device 710, along with other related computing componenis, that
may be used during analysis of model parameters as described herein. Database 720 is
coupled to several separate components within computing device 710, which perform
specific tasks. In the exemplary embodiment, computing device 710 may be computing
device 328 (shown in FIG. 3) andfor any of the computing devices shown i FIGs. 4 and
5.

{0068] In the exemplary embodiment, database 728 includes
controller/gensrator data 722, file system data 724, and firewall configuration data 726,

Controller/generator data 722 includes information associsted with the configuration,

X
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operation, andfor performance of power generalors andfor controllers associated with
power generators. File system data 724 includes information associated with 2 local file
system of computing device 710 or a remote computing device. Firewall configuration
data 726 includes information associated with parameters that are used by 3 firewall to

Himit the passage of dada traffic.

100697 Computing devics 710 includes the database 720, as well as daia
storage devices 730, Computing device 710 also includes 2 communications component
740 for operations such as receiving controller/generator data 722 and transmitiing
replication dala to other computing devices.  Computing deviee 710 also includes g
replication component 750 for operations such as forming the data (o be replicated, and
communicating with 2 remote replication component, A firewslt component 760 is also
included for operations such as allowing outbound waffic from computing device 710 and
blocking inbound wraffic to computing device 710, A processing component 770 assists

with execution of computer-execuiable instructions associated with the system,

{00701 The embodiments iHustrated and described hersin, as well as
embodiments not specifically described hereln, bul, within the scope of aspecis of the
disclosure, constitute cxemplary means for improved security in the network-based
monitoring of power generators,  For example, computing device 320, and any other
similar computer device added thereto or included within, when integrated together,
include sufficient computer-readable storage medis that isfare programmed with
sufficient computer-execuiable instructions to sxecule processes and technigues with a
processor 25 described herein. Specifically, computing device 320 and any other similar
computer device added thereto or included within, when integrated together, constitute an
exemplary means for improved security in the network-based monitoring of power

generalors.

(00711 The sbhove-described systems and methods provide 8 way
improved sscurity in the network-based monitoring of power generators,  Electrical

power genergtors are monitored by s system of computers, some of which are on site with

&
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or local to the power generation site, others of which are remote or otherwise external {o
the trusted internal network of the power generation site.  In some embodiments, one
party may manage the power generation sile, while another party may be responsible for
monitoring aspects for the power generators. The embodiments deseribed herein enable a
local party to restrict inbound data access through control of a local firewall while still
enabling a local monitoring device to ransmit important monitoring data ool t0 a remote

computing devicg.

(00721 An exemplary technieal effest of the methods, systems, and
apparatus described herein includes at least one of: (8} receiving monitoring data from a
power generator in two-way communication; (b} transmitting monitoring replication data
out from a local site 1o an external andfor remote site in one-way communication; and (v}
protecting the local stie and/or the local computing device by limiting inbound access

with 2 local firewall that may be controlied and configured by 2 manager of the locel site.

(00731 Exemplary embodiments of systems and methods for improved
seourity in the network-based monitoring of power generators are described above in
detail.  The sysiems and methods described herein are not limited 1o the specific
embodiments described herein, but rather, components of systems andfor steps of the
methods may be utilized independently and separately from other components andfor
steps described herein, For example, the methods may alse be used in combination with
pther monitoring systems, and are not limited to practice with only the monitoning
systems and methods as described herein.  Rather, the exemplary embodiments can be
implemented and wiilized in connection with many other monitoring and communications

applications,

{00741  Ahhough specific features of various smbodiments may be
shown i some drawings and not in others, this 15 for convenience only. In accordance
with the principles of the systems and methods described herein, any feature of a drawing

may be referenced andfor claimed in combination with any feature of any other drawing.
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(08751 This written description uses examples to disclose the invention,
including the best mode, and also o enable any person skilled in the at to practice the
invention, including making and using sny devices or systems and performing any
incorporated methods, The patentable scope of the invention s defined by the claims,
and may inclode other examples that oceur to those skilled in the art.  Such other
examples are intended to be within the scope of the claims if they have structural
clements that do not differ from the literal language of the claims, or if they include
equivalent structural clements with insubstantial differences from the Hieral languages of

the clabms.
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WHAT IS CLAIMER IS

1. A computer-based method for monitoring power gencration, said
method uses a first computing device including & processor and 8 memory, said method

comprising:

receiving, al the first computing device, controlier data from a controller
associated with 8 power generator, whereln the frst computing device and the controller

are coupled in two-way communication; and

transmitting the controlier data to a second computing device associated
with monitoring the power generator, wherein the frst computing device transmits the

controller data in one~way communication 1o the second computing devics,

2. The method of Claim 1, wherein the first computing device
inciudes a file systom, said methed further comprising transmitting file system replication
data to the second computing devive, wherein the first computing device transmits the file

sysiem replication dats in one~way communication to the second computing device,

3, The method of Claim 1, whereln receiving controlier data includes
recelving and transmitting TCPAPR data packeis betwesn the first computing device and

the controlber,

4, ‘The method of Claim |, wherein transmitting the controller data to
a second computing device includes transmitting UDP data packets from the first

computing device to the second computing deviee.

5. The method of Claim 1, wherein transmitting the controller data o
g second computing device further includes transmitting the controller datz o a Arewall
device for forwarding to the sccond computing device, wherein the first computing
device is on an internal network relative to the firewall and the second computing device

is on an external network refative (o the firewsll,
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6, The method of Claim 3, wherein transmiiting the controlier data to
a second computing device further includes transmitting the controller data to a firewall

devies that dizaliows return traffic sssocinted with the ransmittal,

7. The method of Claim 3, whercin transmitting the controller data to
a second computing device further includes transmitting the controller data to a firewall
device that disallows traffic from the second computing devics to the first computing

device,

B. A computing system for monitoring power peseration, said

computing system comprising & first computing device programmed to

receive controller data from a controller associsted with a power
generator, wherein the first computing device and the controller are coupled in two-way

communioation; and

tranamit the controlier data (o a second computing device associated with
monitoring the power generstor, wherein the first computing device transmits the

controlier dats in one-way communication to the second computing device,

9, The computing system of Claim 8§, whereln the first computing
device further includes s file system, wherein the first computing device is further
programmed o ransmit file system replication daia to the second computing device,
whergin the first computing device transmits the file system replication data in one-way

communication fo the second computing device.

1, The computing system of Claim &, wherein receiving controller
data ncludes receiving and transmitting TCPAP data packets between the first computing

device and the controller.
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11, The computing system of Claim 8, wherein transmitting the
controller data to a second computing device includes transmitting UDP data packets

from the first computing device w the second computing device.

12, The computing system of Claim & further comprising a firewal!
device, wherein transmitting the controller datz to a second computing device further
includes transmitting the controller data to the firewsll deviee, wherein the firewall
device is programmed to forward the controller data o the second compuling device,
whergin the first computing devics is on an internal network relative to the firewsl! and

the second computing device is on an external network relative to the firewall,

13, The computing system of Claim 12, whersin the firewall device is

configured o disallow return traffic associated with the transmittal,

14, The computing system of Claim 12, wherein the firewall deviee is
configured to disallow waffic from the second computing device to the first computing

device,

15, At least one non-transitory compuier-readable storage media
having somputer-exerutable instructions embodied therson, wherein when executed by at
feast one processor of a first computing device, the compuler-executable instructions

cause the ProCessor (o

receive comtroller data from 8 controlier associsted with g power
generator, wherein the first computing device and the controller are coupled in two-way

comumunication; and

transmit the controller data to 2 second computing device associated with
monitoring the power generator, wherein the flrst computing device transmits the

controller dats in one-way comnunication o the second computing devics.

o
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{6, The computer-readable storage media of Claim 15, wherein the
first computing device includes a file system, wherein the computer-executable
structions further cause the processor to transmit file system replication data to the
second computing device, whersin the first computing devics transmits the file systam

replication data in one-way copynunication t© the second compiting device,

i7. The computer-readable storage medin of Claim 15, wherein
receiving controller data includes receiving and transmitting TCOP/AP data packets

between the first computing device and the controller,

18, The computer-readable storsge media of Claim 15, wherein
transmitting the controller data to a second computing device includes transmitting UDP

data packets from the first computing device to the second computing device.

{9, The computer-readable storage media of Claim 15, wherein
fransmitting the controbler data to 8 second computing device further includes
transmitting the controller data to a frewall device fur forwarding lo the sscond
computing device, wherein the first computing device is on an internal network relative
1 the firewall and the sccond computing device is on an external network relative to the

firawall.

25, The computer-readable storage media of Claim 19, wherein the

Firewall device disaliows refurn traffic associated with the transmitisl
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