wo 2017/091401 A1 I} 1] 001 00O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(43) International Publication Date

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2017/091401 A1

1 June 2017 (01.06.2017) WIPO I PCT

(51) International Patent Classification: (74) Agent: HAQO, James, P.; MURABITO HAO & BARNER,
HO04L 29/06 (2006.01) HO04K 1/00 (2006.01) LLP, 2 N. Market St., 3rd Floor, San Jose, CA 95113 (US).
G060 20/00(2012.01) HO4L 9/32(2006.01) (81) Designated States (uniess otherwise indicated, for every
(21) International Application Number: kind of national protection available): AE, AG, AL, AM,
PCT/US2016/062183 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(22) International Filing Date: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
g .16 November 2016 (16.11.2016) DO, DZ, EC, EE, EG, ES, F1, GB, GD, GE, GH, GM, GT,
e HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(25) Filing Language: English KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME,
) MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(26) Publication Language: English OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
(30) Priority Data: SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
201510825231.0 24 November 2015 (24.11.2015)  CN gjv IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

(71) Applicant: ALIBABA GROUP HOLDING LIMITED . o
[—/US]; Fourth Floor, One Capital Place, P.o. Box 847, (84) Designated States (uniess otherwise indicated, for every
George Town, Grand Cayman (KY). kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(72) Inventors: WANG, Xiaofeng; Alibaba Group Legal De- TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,

partment, 5/f, Building 3 No. 969, West Wen Yi Road, Yu
Hang District, Hangzhou, 311121 (CN). WAN, Weiqin;
Alibaba Group Legal Department, 5/f, Building 3 No. 969,
West Wen Yi Road, Yu Hang District, Hangzhou, 311121
(CN). YU, Yang; Alibaba Group Legal Department, 5/f,
Building 3 No. 969, West Wen Yi Road, Yu Hang District,
Hangzhou, 311121 (CN).

TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: IDENTITY AUTHENTICATION METHOD, SYSTEM, BUSINESS SERVER AND AUTHENTICATION SERVER

(57) Abstract: Embodiments of the present application provide an identity
.«  authentication method, business server, authentication server and identity

/ authentication system. According to some embodiments, the method in-

cludes acquiring a first user identification code corresponding to a client

LSt
Acquirtng 2 first user ideatification eade cowesponding o 3 cliont |
4
P12
Sending the first wer identifisation onde fo an athentietion sover
o T " > Sy ¥ 13
Acquiring an interr eTearesponding 1o e First user ; {
Dentifion from tha authentisation seryer 1%
. tication.
Sending il intermediate maraber 1o the clisnt fo 3 clienr-side user 1o [
initiare i oull request fo §ig inermetiate nurabiy wsing a telophons
coummsmication tetwork
g th o identity ton fromthe | 13
aghenfieifon setver accorditg © the call regiiest } .

irig s et

idi TeGuRst deear
autherticatba resull

ing b U

when a data interaction request sent by the client is received, sending the
first user identitication code to the authentication server, acquiring an inter -
mediate number corresponding to the first user identification code from the
authentication server, sending the intermediate number to the client for a cli-
ent-side user to initiate a call request to the intermediate number using a tele-
& phone communication network, receiving an authentication result of the
identity authentication from the authentication server according to the call
request, and processing the data interaction request according to the authen-
tication result. The identity authentication method of embodiments of the
present application improves the reliability and security of identity authen-



WO 2017/091401 A1 |IWAK 00PN 0000

Published:
—  with international search report (Art. 21(3))



WO 2017/091401 PCT/US2016/062183

IDENTITY AUTHENTICATION METHOD, SYSTEM, BUSINESS SERVER AND
AUTHENTICATION SERVER

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application claims priority to Chinese Patent Application No. 201510825231.0,

filed on November 24, 2015, which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] Embodiments of the present application relate to interconnection network technology,
and particularly to an identity authentication method, system, business server and authentication

SCrver.

BACKGROUND

[0003] With the ongoing development of interconnection network technology, more and
more users may interact with each other or acquire services using interconnection networks. In
many cases, where users perform interconnection network or mobile interconnection network
activities, such as registration and login tasks, user identity authentication is necessary to
identify that a legal operation has been initiated by the user themselves. Currently, an
authentication code is sent to a user terminal using a voice or text message, and the user enters
the authentication code in a corresponding location in response to a prompt. Next, the
authentication code may be transferred to a backend server through the interconnection
network or the mobile interconnection network. Then, the backend server verifies consistency
between the authentication code entered by the user and the authentication code that has been
issued to the user. The authentication is verified if the result is consistent. However, such a
method results in lower security because the authentication code is prone to being intercepted
by a third party or a virus/malware during transmission or when arriving to the cell phone, and
the safe and timely arrival of the text message cannot be guaranteed. An authentication code
spoken verbally is prone to be mistaken, so the success rate of verbal identity authentication is

below an acceptable value, and the user experience suffers.
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SUMMARY

[0004] Embodiments of the present application provide an identity authentication method,
business server, authentication server and identity authentication system.  The identity
authentication method of embodiments of the present application improves the reliability and
security of identity authentication. According to one embodiment, a method of performing identify
authentication is disclosed and includes acquiring a first user identification code corresponding to a
client when a data interaction request sent by the client is received, sending the first user
identification code to the authentication server, acquiring an intermediate number corresponding to
the first user identification code from the authentication server, sending the intermediate number to
the client to initiate a call request to the intermediate number using a telephone communication
network, receiving an authentication result of the identity authentication from the authentication
server according to the call request, and processing the data interaction request according to the

authentication result.

[0005] According to another embodiment, an authentication server is disclosed. The
authentication server includes a receiving module for receiving a first user identification code sent
by a business server, an allocation module for allocating an intermediate number corresponding to
the first user identification code, a returning module for returning the intermediate number to the
business server to provide the intermediate number to a client, an acquisition module for acquiring
a second user identification code, where a call is initiated to the intermediate number using a
telephone communication network and the second user identification code, and an authentication
module for verifying consistency between the first user identification code and the second user
identification code to generate an authentication result, and for sending the authentication result to

the business server.

[0006] Additional aspects and advantages of the present application will be partially given
in the following description, portions of which will become apparent from the following

description, or understood through practice of the present application.
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BRIEF DESCRIPTION OF DRAWINGS

[0007] The above and/or additional aspects and advantages of the present application will
become apparent and easy to understand from the description of the embodiments in
conjunction with attached drawings below, in which:

[0008] Fig. 1 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application;

[0009] Fig. 2 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application;

[0010] Fig. 3 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application;

[0010] Fig. 4 is a schematic diagram showing an exemplary synchronous location update
of an authentication server according to embodiments of the present application;

[0011] Fig 5 is a schematic diagram showing an exemplary business server according to
embodiments of the present application;

[0012] Fig. 6 is a schematic diagram showing an exemplary business server according to
embodiments of the present application;

[0013] Fig. 7 is a schematic diagram showing an exemplary business server according to
embodiments of the present application;

[0014] Fig. 8 is a schematic diagram showing an exemplary authentication server
according to embodiments of the present application;

[0015] Fig. 9 is a schematic diagram showing an exemplary identity authentication system

according to embodiments of the present application.

DETAILED DESCRIPTION

[0016] Embodiments of the present application are described in detail below. Examples of
the embodiments are shown in attached drawings, in which the same or similar numerals indicate
the same or similar elements, or elements with the same or similar functions from beginning to
end. The embodiments described below with reference to the attached drawings are exemplary,
are used only for explanation of the present application, and cannot be understood as limitation

to the present application.
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[0017] Many networks, such as the internet, interconnection networks, or mobile
interconnection networks, are open networks, and have a very low access threshold and
relatively low security. There is security risk when an authentication code is transferred
through the internet during an identity authentication process. Therefore, an identity
authentication method, a business server, an authentication server and an identity
authentication system are proposed in embodiments of the present application in order to solve
the problems mentioned above.

[0018] The identity authentication method, the business server, the authentication server
and the identity authentication system according to the embodiments of the present application
are described below with reference to the attached drawings.

[0019] Fig. 1 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application.

[0020] As shown in Fig. 1, the identity authentication method 10 includes:

[0021] In step 11, a first user identification code corresponding to a client is acquired when a
data interaction request sent by the client is received through an internet.

[0022] The internet may include an interconnection network or a mobile interconnection
network, for example, or any IP network based on an IP (Intemet Protocol) protocol.

[0023] A data interaction request may be sent by means of an HTTP (Hyper Text Transfer
Protocol) request. The data interaction request may be a registration request, a login request, a user
information change request, a payment request, a transfer request, a query request, etc.

[0024] The first user identification code corresponding to the client includes identity
identification information of the client-side user in the telephone communication network for
uniquely identifying a client-side user in the telephone communication network. For example,
the first user identification code may be a phone number, a MSIN (Mobile Subscriber
Identification Number), an IMSI (International Mobile Subscriber Identification Number), etc.

[0025] According to some embodiments, the telephone communication network is a
closed network composed of signaling networks and traffic networks.

[0026] Specifically, a client may send a data interaction request to the business server in
response to an operation of the user. The business server may acquire the first user identification code

of the client-side user after receiving the data interaction request sent by the client.

4
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[0027] For example, as the user initiates a payment request through the client, the client
may send the payment request to the business server, and the business server then initiates a
subsequent authentication process.

[0028] According to some embodiments of the present application, a business server may
send a user identification code input request to the client for the client-side user to input the first
user identification code. Specifically, the business server may send the user identification code
input request to the client after receiving the data interaction request. After the user identification
code input request is received by the client, the client may provide a user identification code input
interface, prompt the user to input the code, and return the user identification code inputted by the
user to the business server.

[0029] According to some embodiments of the present application, the business server
extracts the first user identification code of the client-side user from a user database. The business
server may store the user identification code corresponding to user account information in advance,
and may look up a corresponding user identification code in the user data according to the account
information corresponding to the received data interaction request after receiving the data
interaction request. For example, when the user registers, or submits a phone number after
registration, the business server may store the association between the account of the user and the
phone number. When the data interaction request is received from the account of the user, the
corresponding phone number may be extracted using the account.

[0030] In step 12, the first user identification code is sent to the authentication server.

[0031] The authentication server is used to perform identity authentication for the user, and
the business server is used to provide a corresponding business service for the client. The business
server may communicate with the authentication server over the internet, for example.

[0032] In step 13, an intermediate number corresponding to the first user identification

code is acquired from the authentication server.

[0033] The authentication server may allocate and return a corresponding intermediate
number for the first user identification code to the authentication server when receiving the
first user identification code sent by the business server. The intermediate number may be a
phone number, a special service number, a fixed telephone number or a VoIP (Voice over

Internet Protocol) number, for example.
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[0034] According to some embodiments of the present application, the intermediate
number may be a fixed number or a temporary number. Specifically, the authentication server
may use a preset number as the intermediate number corresponding to the first user identification
code. In addition, the authentication server may also randomly select one temporary number
from a preset number pool, and use the temporary number as the intermediate number
corresponding to the first user identification code. The preset number pool may be created at the
business server in advance.

[0035] In step 14, the intermediate number is sent to the client for a client-side user to initiate a
call request to the intermediate number through a telephone communication network.

[0036] After the business server acquires the intermediate number corresponding to the
first user identification code from the authentication server, the intermediate number may be sent
to the client. The client may display the intermediate number, and the client-side user may
initiate the call request to the intermediate number using the telephone communication network.

[0037] Equipment used by the user for initiating a call may be client-side equipment, and
there may be other call equipment available to the user. For example, if the client-side
equipment is a phone, then the client may render a call interface corresponding to the
intermediate number on the phone, such that the user may initiate a call to the intermediate
number directly using numeric dial keys. If the client-side equipment is a computer, then the
user may use a phone to initiate a call to the intermediate number displayed at the client.

[0038] In step 15, an authentication result of the identity authentication from the
authentication server is received in response to the call request.

[0039] The authentication server may acquire a second user identification code, and initiate
a call to the intermediate number using the second user identification code, from the telephone
communication network, and verify consistency between the first user identification code and the
second user identification code, followed by returning an authentication result to the business
server.

[0040] In step 16, the data interaction request is processed according to the authentication
result.

[0041] If the authentication result returned by the authentication server shows consistency

between the first user identification code and the second user identification code, then the

6
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authentication for the client-side user is determined to be verified (this call is initiated by the user
themselves), and a response to the data interaction request is issued. If the authentication result
returned by the authentication server shows inconsistency between the first user identification code
and the second user identification code, then the authentication for the client-side user is
determined to have failed, and the response to the data interaction request is rejected. In this case,
the client-side user is prompted with a failure notification.

[0042] When the data interaction request of the client is received, the first user identification
code corresponding to the client may be acquired, and the intermediate number corresponding to the
first user identification code may be acquired from the authentication server and sent to the client for
display, allowing the client-side user to initiate a call to the intermediate number through the
telephone communication network, and allowing the authentication server to obtain an authentication
result according to the call request. In this way, the closed nature of a telephone communication
network, and the open nature of the internet are brought together to increase security and improve
performance.. Furthermore, the telephone communication network has a higher access threshold in
comparison to the internet due to the closed nature of the telephone communication network, making
it difficult to be accessed externally. Therefore, the reliability and the security of the identity
authentication are improved effectively by using the high security telephone communication network
for identity authentication on the traditional internet, and by changing the identity authentication
process from an asynchronous flow to a synchronous flow.

[0043] Moreover, by performing authentication over a telephone call, conversation and
authentication may be accomplished synchronously to increase authentication efficiency and
improve authentication experience of the user.

[0044] Fig. 2 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application.

[0045] As shown in Fig. 2, the identity authentication method 20 includes:

[0046] In step 21, a risk level of a data interaction request is identified when the data
interaction request sent by the client is received over the intemet.

[0047] According to some embodiments of the present application, the business server
may identify the corresponding risk level according to a request type of the data interaction

request. The risk levels corresponding to different request types may be system default values,

7
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or may be preset by the user according to requirements. For example, the risk level may be
high if the data interaction request is a large payment request; the risk level may be low if the
data interaction request is a query request; and the risk level may be intermediate if the data
interaction request is a user information modification request (e.g., a request to modify a user’s
profile information).

[0048] In step 22, the first user identification code corresponding to the client is acquired if
the risk level corresponding to the data interaction request is higher than a preset level.

[0049] The preset level may be a default setting, or may be defined by the user. For
example the preset level may be an intermediate level.

[0050] Accordingly, the business server will acquire the first user identification code
corresponding to the client, and initiate a subsequent authentication flow, only when the risk
level corresponding to the data interaction request is higher than the preset level.

[0051] In step 23, the first user identification code is sent to the authentication server.

[0052] In step 24, an intermediate number corresponding to the first user identification

code is acquired from the authentication server.

[0053] In step 25, the intermediate number is sent to the client for a client-side user to initiate a
call request to the intermediate number using a telephone communication network.

[0054] In step 26, an authentication result of identity authentication is received from the
authentication server in response to the call request.

[0055] 1In step 27, the data interaction request is processed according to the authentication
result.

[0056] Steps 23 to 27 are substantially the same as steps 12 to 16 of the embodiment
shown in Fig. 1, and are included herein by reference to the embodiment shown in Fig. 1.

[0057] According to some embodiments of the present application, when the identity of the
client-side user is authenticated, the authentication result returned by the authentication server is
considered, and further, an interactive operation of the user during the call process may be
considered when performing authentication.

[0058] Some embodiments of the present application further include: receiving an
interaction record sent by the authentication server during the call process, and performing identity

authentication for the client-side user according to the interaction record. The authentication server
8
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may record and return the interaction record of the user during the call process to the business
server, and the business server may determine if the interaction record meets a preset interaction
requirement. If the interaction record meets the preset interaction requirement, and the
authentication server determines that there is consistency between the first user identification code
and the second user identification code, then the identity authentication of the user is determined to
be verified. Otherwise, if a condition is not met, then the identity authentication of the user is
determined to have failed.

[0059] Interaction scenarios for the user in the call process may be set using different
security authentication levels.

Exemplary Scenario 1

[0060] Low level authentication: The authentication server plays a preset prompt tone after
a call initiated to the intermediate number is answered, and the conversation ends after the
playback is complete. In this process, the client-side user does not need to perform an operation.
After the conversation is completed, the business server indicates that the interaction record
meets the preset interaction requirement.

Exemplary Scenario 2

[0061] Intermediate level authentication: After the call initiated to the intermediate number
is answered, the authentication server plays verbal instructions prompting the user to press a
corresponding key, and records the key press operation of the user. If the key press operation of
the user is consistent with the voice prompt, the business server indicates that the interaction
record meets the preset interaction requirement.

Exemplary Scenario 3

[0062] High level authentication: After the call initiated to the intermediate number is
answered, the authentication server prompts the user with verbal instructions to enter a corresponding
string of characters, and records the string entered by the user. If the string entered by the user is
consistent with the string in the voice prompt, then the business server indicates that the interaction
record meets the preset interaction requirement.

[0063] Settings corresponding to the identity of the user, security environment of the client
etc., may be requested based on the identity authentication for the specific security authentication

level. For example, for a user with a normal status, when the client is in a secure service

9
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environment, the low level authentication is selected; if the user has an abnormal status (such as
being logged in a different location), intermediate level authentication is selected; if the user is
flagged or reported, or the client is in an insecure service environment (such as an environment that is
susceptible to malicious attack by a virus or trojan), high level authentication is selected.

[0064] The determination of whether the interaction record meets the preset interaction
requirement may also be determined by the authentication server. After which, the authentication
server determines whether the identity authentication of the user is verified according to the
determination result and the authentication result for the first user identification code and the second
user identification code, and returns the determination result to the business server.

[0065] When the data interaction request of the customer is received, a determination is
made whether to initiate the authentication process or not based on the risk level corresponding
to the data interaction request. Situations that do not rely on identity authentication can be
filtered out to effectively increase the response speed of the data interaction request.

[0066] Fig. 3 is a flow diagram showing an exemplary identity authentication method
according to embodiments of the present application.

[0067] As shown in Fig. 3, the exemplary identity authentication method 30 includes:

[0068] In step 31, a first user identification code sent by a business server is received.

[0069] The authentication server may receive the first user identification code sent by the
business server through the internet. The first user identification code may include identity
identification information of the client-side user for uniquely identifying the client-side user in
the telephone communication network. For example, the first user identification code may be a
phone number, a MSIN (Mobile Subscriber Identification Number), an IMSI (International
Mobile Subscriber Identification Number), etc.

[0070] The authentication server is used to process identity authentication for the user, while
the business server used to provide a corresponding business services for the client. The business
server may communicate with the authentication server over the internet.

[0071] The internet may be an interconnection network or a mobile interconnection
network, for example, an IP network based on an IP (Internet Protocol) protocol. The telephone
communication network is a closed network comprising signaling networks and/or traffic

networks.

10
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[0072] Specifically, a client may send a corresponding data interaction request to the
business server through an operation of the user. The business server may acquire the first user
identification code of the client-side user after receiving the data interaction request sent by the
client. For example, when the user initiates a payment request using the client, the client may send
the payment request to the business server, which then initiates a subsequent authentication
process.

[0073] The data interaction request may be a registration request, a login request, a user
information change request, a payment request, a transfer request, a query request, etc. The data
interaction request may be sent by means of an HTTP (Hy per Text Transfer Protocol) request.

[0074] The business server may send a user identification code input request to the client
for the client-side user to input the first user identification code. Alternatively, the business
server may extract the first user identification code of the client-side user from a user database.

[0075] In step 32, a corresponding intermediate number is allocated for the first user
identification code.

[0076] The intermediate number may be a phone number, a special service number, a
fixed telephone number or an VoIP (Voice over Internet Protocol) number, etc.

[0077]The intermediate number may be a fixed number or a temporary number.

[0078] In some embodiments of the present application, the authentication server may use
a preset number as the intermediate number corresponding to the first user identification code.

[0079] If a fixed number is used as the intermediate number, then the routing for the
fixed number in the telephone communication network is directed to the authentication server
such that the call to the fixed number can reach the authentication server.

[0080] In another embodiment of the present application, the authentication server may
randomly select one temporary number from a preset number pool, and use the temporary
number as the intermediate number corresponding to the first user identification code. The preset
number pool may be established by the business server in advance.

[0081] If a temporary number is used as the intermediate number, the authentication
server performs a synchronous location update after selecting the temporary number. As shown
in Fig. 4, Home Location Register (HLR) 43 in the telephone communication network is

notified that the routing for the selected temporary number is directed to the authentication

11
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server 41, and the call to the temporary number can reach the authentication server 41. The
authentication server communicates with HLR 43 through High/Low Signal Transfer Point
(HSTP/LSTP) 42, which is a signaling transfer point in traditional communication networks.

[0082] In step 33, the intermediate number is returned to the business server for providing
the intermediate number to the client.

[0083] After the business server acquires the intermediate number corresponding to the first
user identification code from the authentication server, the intermediate number may be sent to the
client. The client displays the intermediate number to the user, so that the client-side user may initiate
a call request to the intermediate number using the telephone communication network.

[0084] In step 34, a second user identification code is acquired from the telephone
communication network used to call the intermediate number.

[0085] Since the intermediate number is directed to the authentication server, when the
intermediate number is called, the authentication server may receive the call request, and a
number used to initiate a call to the intermediate number (e.g., the second user identification
code) may be acquired from the telephone communication network.

[0086] In step 35, consistency between the first user identification code and the second
user identification code is verified, and an authentication result is returned to the business
server.

[0087] If the authentication result of the authentication server shows consistency between the
first user identification code and the second user identification code, then the authentication for the
client-side user is determined to be verified, and the business server may respond to the data
interaction request. If the authentication result of the authentication server shows inconsistency
between the first user identification code and the second user identification code, then the
authentication for the client-side user may be determined to have failed, and the business server may
send a rejection or decline to respond to the data interaction request, and/or prompt the client-side
user that the authentication has failed.

[0088] According to some embodiments of the present application, the authentication
server may record the interaction record of the user during the call process, and determine
whether the interaction record meets the preset interaction requirement. If the interaction record

meets the preset interaction requirement, and the authentication server finds consistency between

12
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the first user identification code and the second user identification code, then the identity
authentication of the user is determined to be verified. Otherwise, if a condition is not met, then
the identity authentication of the user is determined to have failed. The authentication result is
then sent to the business server.

[0089] The authentication server may also send the interaction record of the user to the
business server during the call process. Next, the business server determines whether the
identity authentication is verified based on the result of the comparison between the user
identification codes and the determination result of the interaction record.

[0090] When performing an identity authentication method, according to some
embodiments of the present application, a corresponding intermediate number may be allocated
for the first user identification code sent by the business server, and may be provided to the
client of the user through the business server. When the intermediate number receives the call,
a second user identification code for initiating a call to the intermediate number is acquired
from the telephone communication network, and the authentication result is obtained after
verifying the consistency between the first user identification code and the second user
identification code. In this way, the closed nature of a telephone communication network and the
open nature of the internet are brought together to increase security and improve the performance
of identity authentication. Furthermore, the telephone communication network has a higher
access threshold in comparison to the internet due to the closed nature of the telephone
communication network, making it difficult for the network to be accessed externally. Therefore, the
reliability and the security of the identity authentication are improved effectively by using the
high security telephone communication network for identity authentication on the internet, and
by changing the identity authentication process from an asynchronous flow to a synchronous
flow.

[0091] In the present application, it should be understood that the business server and the
authentication server may be the same server according to some embodiments, and they may be
separate servers, according to other embodiments.

[0092] Fig. 5 is a schematic diagram showing a structure of an exemplary business server
according to embodiments of the present application.

[0093] As shown in Fig. 5, the business server 500 includes: a first acquisition module 110,

13
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a first sending module 120, a second acquisition module 130, a second sending module 140, a
first receiving module 150 and a process module 160.

[0094] Specifically, the first acquisition module 110 is used to acquire a first user
identification code associated with a client when a data interaction request sent by the client is
received over the internet.

[0095] The client may send a corresponding data interaction request to the business server in
response to an operation of the user. The first acquisition module 110 may acquire the first user
identification code of the client-side user after receiving the data interaction request sent by the client.

[0096] For example, when the user initiates a payment request using the client, the client
may send the payment request to the business server, which then initiates a subsequent
authentication process.

[0097] According to some embodiments of the present application, the first acquisition
module 110 may be used to send a user identification code input request to the client for the
client-side user to input the first user identification code. Specifically, the first acquisition
module 110 may send the user identification code input request to the client after receiving the
data interaction request. After the user identification code input request is received by the client,
the client may provide a user identification code input interface, prompt the user to input the
code, and return the user identification code inputted by the user to the business server.

[0098] In another embodiment of the present application, the first acquisition module 110
may be used to extract the first user identification code of the client-side user from a user
database. The business server may store the user identification code corresponding to user
account information in advance, and the first acquisition module 110 may look up a
corresponding user identification code in the user data according to the account information
corresponding to the data interaction request. For example, when the user registers or submits a
phone number after registration, the business server may preserve correspondence between the
account of the user and the phone number. When the data interaction request is received from
the account of the user, the corresponding phone number may be extracted and associated with
the account.

[0099] The sending module 120 is used to send the first user identification code to the

authentication server.
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[0100] The second acquisition module 130 is used to acquire an intermediate number
corresponding to the first user identification code from the authentication server.

[0101] According to some embodiments of the present application, the authentication
server may allocate and return a corresponding intermediate number for the first user
identification code to the authentication server upon receiving the first user identification code
sent by the business server. The intermediate number may be a phone number, a special service
number, a fixed telephone number or a VoIP (Voice over Internet Protocol) number etc.

[0102] The intermediate number may be a fixed number or a temporary number.
Specifically, the authentication server may use a preset number as the intermediate number
corresponding to the first user identification code. In addition, the authentication server may
randomly select one temporary number from a preset number pool, and use the temporary
number as the intermediate number corresponding to the first user identification code. The preset
number pool may be established by the business server in advance.

[0103] The second sending module 140 is used to send the intermediate number to the
client for a client-side user to initiate a call request to the intermediate number using a telephone
communication network.

[0104] After the second acquisition module 130 acquires the intermediate number
corresponding to the first user identification code from the authentication server, the second
sending module 140 may send the intermediate number to the client. The client may display the
intermediate number, and the client-side user may initiate the call request to the intermediate
number through the telephone communication network.

[0105] Equipment used by the user for initiating a call may be client-side equipment,
such as a phone or other communication equipment. For example, if the client-side equipment
is a phone, the client may render a call interface corresponding to the intermediate number in
the phone, such that the user may initiate a call to the intermediate number directly by pressing
or activating a dial keys. If the client-side equipment is a computer, then the user may use a
phone to initiate a call to the intermediate number displayed at the client.

[0106] The first receiving module 150 is used to receive an authentication result of the
identity authentication sent by the authentication server in response to the call request.

[0107] According to some embodiments of the present application, the authentication server
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may acquire a second user identification code for initiating a call to the intermediate number, using
the telephone communication network, and for verifying consistency between the first user
identification code and the second user identification code, followed by retuming an authentication
result to the business server.

[0108] The process module 160 is used to process the data interaction request according to the
authentication result.

[0109] If the authentication result returned by the authentication server shows consistency
between the first user identification code and the second user identification code, then the
authentication for the client-side user is determined to be verified, so that the process module 160
may respond to the data interaction request; if the authentication result returned by the authentication
server shows inconsistency between the first user identification code and the second user
identification code, then the authentication for the client-side user is determined to have failed, and
the process module 160 may reject the data interaction request, and notify the client-side user of the
failed authentication.

[0110] When the data interaction request of the client is received by the business server, the
first user identification code corresponding to the client is acquired, and the intermediate number
corresponding to the first user identification code is acquired from the authentication server and sent
to the client for display. The client-side user to initiate a call to the intermediate number through the
telephone communication network, and the authentication server obtains an authentication result
based on the call request. In this way, the closed nature of a telephone communication network, and
the open nature of the internet are brought together to increase security and improve performance.
Furthermore, the telephone communication network has a higher access threshold in comparison to
the internet due to the closed nature of the telephone communication network, making it difficult to
be accessed externally. Therefore, the reliability and the security of the identity authentication are
improved by applying the high security of the telephone communication network to identity
authentication for the traditional internet, and by changing the identity authentication process from an
asynchronous flow to a synchronous flow.

[0111] Fig 6 is a schematic diagram showing an exemplary business server according to
embodiments of the present application.

[0112] As shown in Fig. 6, the business server 600 includes a processor 100 and a
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memory 170 communicatively coupled to the processor 100. Processor 100 may include a first
acquisition module 110, a first sending module 120, a second acquisition module 130, a second
sending module 140, a first receiving module 150, a process module 160 and an identification
module 170, or alternatively, the modules may be implemented as separate components (e.g.,
dedicated hardware components) of business server 600. Memory 170 is used to store data for
processing by processor 100.

[0113] Specifically, the first acquisition module 110, the first sending module 120, the
second acquisition module 130, the second sending module 140, the first receiving module 150
and the process module 160 are generally the same components described with regard to the
embodiment shown in Fig. 5.

[0114] The identification module 170 is used for identifying a risk level corresponding to a
data interaction request when the data interaction request sent by the client is received over the
internet.

[0115] The identification module 170 identifies the corresponding risk level based on a
request type of the data interaction request. The risk levels corresponding to different request
types may be system default values, or may be preset by the user. For example, the risk level
may be high if the data interaction request is a large payment request, the risk level may be low if
the data interaction request is a query request, and the risk level may be intermediate if the data
interaction request is a user information modification request (e.g., a request to modify a user’s
account or profile information).

[0116] The first acquisition module 110 is used to acquire a first user identification code
of a user at a client when the risk level corresponding to the data interaction request is higher
than a preset level.

[0117] The preset level may be a default setting, or may be set by the user. For example
the preset level may be set to an intermediate level.

[0118] Accordingly, when the risk level corresponding to the data interaction request is
higher than the preset level, the first acquisition module 110 will acquire the first user identification
code corresponding to the client, and initiate a subsequent authentication flow.

[0119] When the data interaction request of the customer is received at the business server,

the decision to initiate the authentication process may be based on the risk level corresponding to
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the data interaction request, such that situations that do not call for identity authentication can be
filtered out to increase the speed at which data interaction requests are processed.

[0120] Fig. 7 is a schematic diagram showing an exemplary business server according to
embodiments of the present application.

[0121] As shown in Fig. 7, the business server 700 includes: a first acquisition module
110, a first sending module 120, a second acquisition module 130, a second sending module
140, a first receiving module 150, a process module 160, an identification module 170, a
second receiving module 180 and an authentication module 190.

[0122] Specifically, the first acquisition module 110, the first sending module 120, the
second acquisition module 130, the second sending module 140, the first receiving module 150,
the process module 160 and the identification module 170 are generally the same components
described with regard to the embodiment shown in Fig. 6.

[0123] The second receiving module 180 is used for receiving an interaction record sent by the
authentication server in a call process.

[0124] The authentication server may record and return the interaction record of a user
during a call process to the business server.

[0125] The authentication module 190 may be used for performing identity authentication
for the client-side user based on the interaction record.

[0126] Specifically, the authentication module 190 may determine if the interaction
record meets a preset interaction requirement. If the interaction record meets the preset
interaction requirement, and the authentication result from the authentication server indicates
consistency between the first user identification code and the second user identification code,
then the identity authentication of the user is determined to be verified. Otherwise, if a
condition is not met, then the identity authentication of the user is determined to have failed.

[0127] Interaction scenarios for the user in the call process may be set according to
different security authentication levels.

Exemplary Scenario 1

[0128] Low level authentication: The authentication server plays a preset prompt tone after
a call initiated to the intermediate number is answered, and the conversation ends after the

playback is complete. In this process, the client-side user does not need to perform an operation.

18



WO 2017/091401 PCT/US2016/062183

After the conversation is completed, the business server indicates that the interaction record
meets the preset interaction requirement.

Exemplary Scenario 2

[0129] Intermediate level authentication: After the call initiated to the intermediate number
is answered, the authentication server plays verbal instructions which prompt the user to press a
corresponding key, and records the key press operation of the user. If the key press operation of
the user is consistent with the voice prompt, the business server indicates that the interaction
record meets the preset interaction requirement.

Exemplary Scenario 3

[0130] High level authentication: After the call initiated to the intermediate number is
answered, the authentication server prompts the user with verbal instructions to enter a corresponding
string, and records the string entered by the user. If the string entered by the user is consistent with
the string played in the voice prompt, then the business server indicates that the interaction record
meets the preset interaction requirement.

[0131] Settings related to the identity of the user, the security environment of the client,
etc., may be requested according to the identity authentication for the security authentication
level.

[0132] For example, if the user has a normal status and the client is in a secure service
environment, then the low level authentication is selected, if the user is in an abnormal status
(such as being logged in at a different location), then the intermediate level authentication is
selected, and if the user is reported, or the client is in an insecure service environment (such as an
environment susceptible to malicious attacks by a virus or trojan), then the high level
authentication is selected.

[0133] Fig. 8 is a schematic diagram showing an exemplary authentication server
according to embodiments of the present application.

[0134] As shown in Fig. 8, authentication server 800 includes a processor 200 and a
memory 260 communicatively coupled to the processor 200. Processor 200 may include: a
receiving module 210, an allocation module 220, a returning module 230, an acquisition module
240 and an authentication module 250, or alternatively, the modules may be implemented as

separate components (e.g., dedicated hardware components) of authentication server 800.
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Memory 260 is used to store data for processing by processor 200.

[0135] Specifically, the receiving module 210 is used for receiving a first user
identification code sent by a business server.

[0136] The receiving module 210 may receive the first user identification code sent by the
business server through the intemet.

[0137] The client may send a corresponding data interaction request to the business server
in response to an operation of a user. The business server may acquire the first user identification
code of the client-side user after receiving the data interaction request sent by the client. For
example, when the user initiates a payment request through the client, the client may send the
payment request to the business server, which then initiates a subsequent authentication process.

[0138] The allocation module 220 is used to allocate a corresponding intermediate number
for the first user identification code.

[0139] The intermediate number may be a phone number, a special service number, a
fixed telephone number or an VoIP (Voice over Internet Protocol) number etc.

[0140] According to some embodiments of the present application, the intermediate number
may be a fixed number or a temporary number.

[0141] According to some embodiments of the present application, the allocation module
220 may be used to set a preset number as the intermediate number corresponding to the first
user identification code.

[0142] If a fixed number is used as the intermediate number, then the routing for the
fixed number in the telephone communication network is directed to the authentication server
such that the call to the fixed number can reach the authentication server.

[0143] According to some embodiments of the present application, the allocation module
220 may also be used to randomly select a temporary number from a preset number pool, and
use the temporary number as the intermediate number corresponding to the first user
identification code. The preset number pool may be established by the business server in
advance.

[0144] If a temporary number is used as the intermediate number, then the authentication
server has to perform synchronous location update after selecting the temporary number. As

shown in Fig. 4, the Home Location Register (HLR) 43 in the telephone communication
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network is notified that the routing for the selected temporary number is directed to the
authentication server 41 so the call to the temporary number can reach the authentication server
41. The authentication server 41 communicates with HLR 43 through HSTP/LSTP 42.

[0145] The returning module 230 is used for returning the intermediate number to the
business server so that the intermediate number can be provided to the client.

[0146] After the business server acquires the intermediate number corresponding to the first
user identification code from the authentication server, the intermediate number may be sent to the
client of the user. The client displays the intermediate number to the user, so that the client-side user
may initiate a call request to the intermediate number over the telephone communication network.

[0147] The acquisition module 240 is used to acquire a second user identification code used
to initiate a call to the intermediate number, from the telephone communication network.

[0148] When the intermediate number is called, the authentication server may receive the call
request, and the acquisition module 240 may acquire a number for initiating a call to the intermediate
number (e.g., the second user identification code) from the telephone communication network.

[0149] The authentication module 250 is used to verify consistency between the first user
identification code and the second user identification code, and an authentication result is
returned to the business server.

[0150] If the authentication result of the authentication module 250 shows consistency
between the first user identification code and the second user identification code, then the
authentication for the client-side user is determined to be verified, and the business server may
respond to the data interaction request; if the authentication result of the authentication module 250
shows inconsistency between the first user identification code and the second user identification
code, then the authentication for the client-side user may be determined to have failed. In this case,
the business server may the data interaction request and notify the client-side user that the
authentication has failed.

[0151] According to some embodiments of the present application, the authentication
module 250 may record the interaction record of the user during the call process, and
determine whether the interaction record meets the preset interaction requirement. If the
interaction record meets the preset interaction requirement, and the authentication module 250

finds consistency between the first user identification code and the second user identification
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code, then the identity authentication of the user is determined to be verified. Otherwise, if a
condition is not met, then the identity authentication of the user is determined to have failed.
The authentication result is then sent to the business server.

[0152] A corresponding intermediate number may be allocated by the authentication server for
the first user identification code sent by the business server, and the corresponding intermediate
number may be provided to the client of the user by the business server. When the intermediate
number receives the call, a second user identification code is used to call the intermediate number is
acquired from the telephone communication network, and the authentication result is obtained by
verifying the consistency between the first user identification code and the second user identification
code. In this way, the closed nature of a telephone communication network, and the open nature of
the internet are brought together to increase security and improve performance. Furthermore, the
telephone communication network has a higher access threshold in comparison to the intemet due to
the closure of the telephone communication network, making it difficult to be accessed extemally.
Therefore, the reliability and the security of identity authentication are improved effectively by
applying a high security telephone communication network to identity authentication over the
traditional internet, and by changing the identity authentication process from an asynchronous flow
to a synchronous flow.

[0153] Fig. 9 is a schematic diagram showing an exemplary identity authentication system
according to embodiments of the present application.

[0154] As shown in Fig. 9, the identity authentication system includes: a business server
550, an authentication server 850 and a client 300.

[0155] The business server 550 may be any business server described in the present
application.

[0156] The authentication server 850 may be any authentication server described in the present
application.

[0157] The client 300 may be a device for interacting with a web page, an application, a
wireless application protocol (WAP) page, etc.

[0158] For the identity authentication system of the present application embodiment, when
the business server receives the data interaction request of the client, the first user identification

code corresponding to the client may be acquired, and the intermediate number corresponding to
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the first user identification code is acquired from the authentication server and sent to the client for
display, allowing the client-side user to initiate a call to the intermediate number over the telephone
communication network. The authentication server may acquire a second user identification code
used to initiate a call to the intermediate number from the telephone communication network, and
the authentication result is obtained by verifying the consistency between the first user
identification code and the second user identification code. In this way, the closed nature of a
telephone communication network, and the open nature of the intemet are brought together to
increase security and improve performance. The telephone communication network has a higher
access threshold compared to the internet due to the closed nature of the telephone communication
network, making it difficult to be accessed externally. Therefore, the reliability and the security of
the identity authentication are improved effectively by applying the high security telephone
communication network to identity authentication on the traditional internet, and by changing the
identity authentication process from an asynchronous flow to a synchronous flow.

[0159] Any process or method in the flow diagrams or otherwise described herein may be
understood as including modules, sections or portions of executable instructions for one or
more steps used to implement specific logic functions or processes. Also, the scope for the
preferred embodiments of the present application includes another implementation, which may
not follow the illustrated or discussed orders, including function execution by means of
fundamentally simultaneous approaches or in reverse orders according to involved functions,
which should be understood by those of skill in the art relating to the embodiments in the
present application.

[0160] The logics and/or steps illustrated in the flow diagrams or described otherwise herein,
such as a sequencing list of executable instructions which may be regarded to be used for
implementation of logic functions, may be embodied in any computer readable medium for the
instruction execution systems, devices or equipment (e.g., computer based systems, systems
including processors, or other systems which may retrieve and execute instructions from instruction
execution systems, devices or equipment) to use, or for being used by combining these instruction
execution systems, devices or equipment. In this specification, "computer readable medium" may be
any device comprising, storing, communicating, propagating or transferring programs for the

instruction execution systems, devices or equipment to use, or being used by combining these
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instruction execution systems, devices or equipment. More specific examples of the computer
readable medium (not an exhaustive list) include: electrical connection (electronic device) with one
or more wirings, portable computer disk box (magnetic device), random access memory (RAM),
read only memory (ROM), erasable programmable read only memory (EPROM or flash storage),
optical fiber device, and portable compact disk read only memory (CDROM). Further, the computer
readable medium may even be a paper or other proper medium on which the program may be printed
because, for example, the program may be obtained electronically through performing optical scan
for the paper or the other medium, and then performing edition, explanation or, as needed,
performing process by other appropriate approaches, followed by storing the program in a computer
storage.

[0161] It should be understood that various portions in the present application may be
implemented by using hardware, software, firmware or a combination thereof. In the
embodiments, multiple steps or methods may be implemented in software or firmware stored in a
storage and executed by an appropriate instruction execution system. For example, if hardware is
used for implementation, the implementation is possible by using any one of the following
technologies well known in the art as another embodiment: a discrete logic circuit of logic gates
used to implement logic functions for data signals, an application specific integrated circuit with
appropriate combinational logic gates, a programmable gate array (PGA), a field programmable
gate array (FPGA) etc.

[0162] Those of ordinary skill in the art may understand that all or portions of the steps in the
methods of the embodiments mentioned above may be implemented by instructing related hardware
through a program. The program may be stored in a computer readable storage medium. The
program includes one of the steps or a combination thereof of a method embodiment in execution.

[0163] Moreover, various functional units in various embodiments of the present application
may be integrated in one process module, various units may exist alone physically, or two or more
units may be integrated into one module. The integrated module mentioned above may be
implemented in a form of hardware, or may be implemented in a form of software functional
module. The integrated module may also be stored in one computer readable storage medium if it
is implemented in a form of software functional module and is sold or used as an independent

product.
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[0164] The storage medium mentioned above may be a storage, magnetic disk or compact
disk etc.

[0165] In the description of the specification, reference terms "one embodiment”, "some
embodiments”, "example", "specific example" or "some examples" refer to a combination of
specific features, structures, materials or characteristics of the embodiment or example descriptions
included in at least one of the embodiments or examples of the present application. In the
specification, schematic expressions for the terms mentioned above may not indicate the same
embodiments or examples necessarily. Moreover, the described specific features, structures,
materials or characteristics may be combined appropriately in any one or more embodiments or
examples.

[0166] While the embodiments of the present application have been illustrated and
described, those of ordinary skill in the art may understand various variations, modifications,
replacements and alternations to these embodiments are possible without departing from the
principles and purposes of the present application, and the scope of the present application is

defined in claims and the equivalents thereof.
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What is claimed is:

1. An identity authentication method, comprising:

acquiring a first user identification code corresponding to a client responsive to a data
interaction request of the client;

sending the first user identification code to an authentication server;

acquiring an intermediate number corresponding to the first user identification code from
the authentication server;

sending the intermediate number to the client for initiating a call request to the
intermediate number using a telephone communication network;

receiving an authentication result from the authentication server, wherein the
authentication result is based on the call request; and

processing the data interaction request according to the authentication result.

2. The identity authentication method according to Claim 1, further comprising identifying a
risk level corresponding to the data interaction request,
wherein the first user identification code is acquired when the risk level corresponding to

the data interaction request is higher than a preset level.

3. The identity authentication method according to Claim 1, wherein the acquiring the first
user identification code comprises extracting the first user identification code from a user

database.

4. The identity authentication method according to Claim 1, wherein the acquiring the first
user identification code comprises sending a user identification code input request to the client

for inputting the first user identification code.

5. The identity authentication method according to Claim 1, further comprising:
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receiving an interaction record sent by the authentication server; and
performing identity authentication for the client according to the interaction record of the

authentication result.

6. An identity authentication method, comprising:

receiving a first user identification code sent by a business server;

allocating an intermediate number for the first user identification code;

sending the intermediate number to the business server, wherein the intermediate number
is provided to a client device of a user by the business server;

acquiring a second user identification code;

initiating a call using to the intermediate number over a telephone communication
network;

authorizing the user, based on the first user identification code and the second user
identification code, to generate an authentication result; and

sending the authentication result to the business server.

7. The identity authentication method according to Claim 6, wherein the allocating the
intermediate number for the first user identification code comprises randomly selecting a
temporary number from a preset number pool, and using the temporary number as the

intermediate number for the first user 1dentification code.

8. The identity authentication method according to Claim 6, wherein the allocating the
intermediate number for the first user identification code comprises using a preset number as the

intermediate number corresponding to the first user identification code.

9. A server, comprising:

a first acquisition module for acquiring a first user identification code corresponding to a
client when a data interaction request is received from the client;

a first sending module for sending the first user identification code to an authentication

server;
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a second acquisition module for acquiring an intermediate number corresponding to the
first user identification code from the authentication server;

a second sending module for sending the intermediate number to the client for a client-side user
to initiate a call request to the intermediate number using a telephone communication network;

a first receiving module, for receiving an authentication result of the identity authentication
from the authentication server according to the call request; and

a process module for processing the data interaction request according to the authentication

result.

10. The business server according to Claim 9, further comprising an identification module
for identifying a risk level corresponding to the data interaction request,

wherein the first acquisition module is used to acquire the first user identification code of
the client-side user when the risk level corresponding to the data interaction request is higher

than a preset level.

11. The business server according to Claim 9, wherein the first acquisition module is for

extracting the first user identification code of the client-side user from a user database.

12. The business server according to Claim 9, wherein the first acquisition module is for
sending a user identification code input request to the client for the client-side user to input

the first user identification code.

13. The business server according to Claim 9, further comprising:

a second receiving module, used for receiving an interaction record sent by the
authentication server during a call process; and

an authentication module, used for performing identity authentication for the client

according to the interaction record.

14. An authentication server, comprising:

a receiving module for receiving a first user identification code sent by a business server;
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an allocation module for allocating an intermediate number corresponding to the first user
identification code;

a returning module for returning the intermediate number to the business server to provide
the intermediate number to a client;

an acquisition module for acquiring a second user identification code, wherein a call is initiated
to the intermediate number using a telephone communication network and the second user
identification code; and

an authentication module for verifying consistency between the first user identification code
and the second user identification code to generate an authentication result, and for sending the

authentication result to the business server.

15. The authentication server according to Claim 14, wherein the allocation module is for
randomly selecting a temporary number from a preset number pool, and using the temporary

number as the intermediate number corresponding to the first user identification code.

16. The authentication server according to Claim 14, wherein the allocation module is used
for
setting a preset number as the intermediate number corresponding to the first user

1dentification code.

17. An identity authentication system, comprising:
a first server, comprising:

a first memory used to store user identification codes; and

a first processor communicatively coupled to the first memory that acquires a first
user identification code corresponding to a client when a data interaction request is
received from the client, sends the first user identification code to a second server,
acquires an intermediate number corresponding to the first user identification code
from the second server, sends the intermediate number to the client for a client-side user to
initiate a call request to the intermediate number using a telephone communication network,

receives an authentication result of the identity authentication from the second server
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according to the call request, and processes the data interaction request according to the

authentication result; and
the second server, comprising:

a second memory used to store user identification codes; and

a second processor communicatively coupled to the second memory that receives the
first user identification code sent by the first server, allocates an intermediate number
corresponding to the first user identification code, returns the intermediate number to the first
server to provide the intermediate number to a client, acquires the second user identification
code, wherein a call is initiated to the intermediate number using a telephone communication
network and the second user identification code, verifies consistency between the first user
identification code and the second user identification code to generate an authentication result,

and sends the authentication result to the first server.

18. The identity authentication system according to Claim 17, wherein the first processor extracts

the first user identification code of the user from a user database.
19. The identity authentication system according to Claim 17, wherein the second server
processor randomly selects a temporary number from a preset number pool, and uses the

temporary number as the intermediate number corresponding to the first user identification code.

20. The identity authentication system according to Claim 17, wherein the second server uses a

preset number as the intermediate number corresponding to the first user identification code.
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