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Apparatus for Calculating and Encryption
Related Application

This application is a continuation of and claims priority to U.S. Application No.
10/228,933, filed August 27, 2002. The entire teachings of the above application are

incorporated herein by reference.

Field of the Invention

The invention relates to an apparatus for calculating and encryption, and in
particular is concerned with the storage of data and forwarding to the calculating and

encryption apparatus with minimal delay.

Background of the Invention

It is becoming relatively common to exchange electronically stored documents
between parties to a transaction, for instance via a widely distributed information network
such as the Internet of the World Wide Web (WWW). A common problem with the
Internet is a lack of secure communication channels. Thus, in order for hospitals,
governments, banks, stockbrokers, and credit card companies to make use of the Internet,
privacy and security must be ensured. One approach to solving the aforementioned
problem uses data encryption prior to transmission. In a prior art system a host computer
system is provided with an encryption unit, for example an encryption processor that is in
electrical communication with at least a memory circuit for storing at least a private
encryption key. When information is to be transmitted from the host computer system to
a recipient via the Internet and is of a confidential nature, the information is first passed to
the encryption processor for encryption using the stored private key. Typically, a same
private key is used every time a data encryption operation is performed. Alternatively, an
encryption key is selected from a finite set of private encryption keys that is stored in the

at least a memory circuit in electrical communication with the encryption processor.
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Of course, a data encryption operation that is performed by an encryption
processor is a mathematical algorithm in which an input data value is the only variable
value. It is, therefore, possible to optimize the encryption processor to perform a desired
encryption function using a least amount of processor resources. Additionally, in the
prior art encryption units the optimized encryption processor is typically separate from
the microprocessor of the host computer system, because it is best optimized in this way.
In use, the microprocessor polls the encryption processor to determine a status of the
encryption processor before sending data for encryption. If the encryption processor
returns a signal that is indicative of an “available” status, then the microprocessor writes
data, for instance a hashed version of a document, into an area of the memory circuit in
electrical communication with the encryption processor, for instance a memory buffer.
The memory buffer is dual ported such that each one of the encryption processor and the
microprocessor has the ability to read data from the buffer and to write data to the buffer.
The encryption processor reads the data from the buffer, encrypts the data using a private
key, and writes the processed data back into the buffer. Of course, the encryption
processor must send a signal to the microprocessor to indicate that the data has been
processed and is available within the buffer. Alternatively, the microprocessor polls the
encryption processor to determine when the provided data has been processed and written
into the buffer. Unfortunately, the microprocessor is other than able to provide additional
data for processing by the encryption processor until the processed data previously

provided to the encryption processor has been safely read out of the buffer.

Tt will be obvious to one of skill in the art that the system described above is not
even efficient for a system comprising a single host computer and a single encryption
processor, the encryption processor being dedicated to the host computer. In fact, a single
encryption processor typically supports a plurality of host computers, wherein the
plurality of host computers and the encryption processor are in electrical communication,
for instance via a local area network (LAN). The encryption unit provides encryption
functions for every computer connected via the LAN, but not at a same time. When a
microprocessor has data for encryption by the encryption processor, the microprocessor
must wait until the encryption processor is available, and until all of the data that the

encryption processor has previously processed has been read out of the buffer safely.
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When the encryption processor indicates an “available” status, the microprocessor
authenticates itself to the encryption processor and establishes a protocol for the data
exchange. The encryption processor becomes dedicated to the authenticated
microprocessor until such time that the data provided by the authenticated microprocessor
is processed and safely read out of the buffer by the authenticated microprocessor. It is a
disadvantage of the prior art system that each microprocessor of the plurality of
computers must poll the encryption processor via the LAN prior to sending data thereto,
in order to determine one of an “available” status and a “not-available” status of the
encryption processor. Optionally, when the encryption processor is in an available state
for receiving data, the encryption processor broadcasts a signal that is indicative of this
available status to each microprocessor of the plurality of computers that are connected
via the LAN. It is, therefore, a further disadvantage of the prior art system that the
network messages exchanged between each of the plurality of host computers and the
encryption processor contribute to the total volume of network data traffic. For example,
if the encryption processor signs 60 documents per second, and there are 20 computers
connected via the LAN, then there are approximately 1200 network messages every

second to indicate that the encryption processor is available.

Prior art systems including a shared encryption processor are also known in which
the encryption processor is in electrical communication with a dual ported buffer. The
encryption processor and each microprocessor of the plurality of computers connected via
the LAN are able to write data to and read data from the buffer. In use, a microprocessor
establishes communication with the encryption processor, determines a protocol for the
data exchange, and signals to the encryption processor that it is the next microprocessor
for which dedicated encryption functions are requested. The microprocessor writes data
for processing by the encryption processor into the buffer. When the encryption
processor is available, it sends a signal to the microprocessor, which then returns a signal
to the encryption processor indicating that the data in the buffer is ready for processing.
Alternatively, the microprocessor polls the encryption processor to determine the ready
state thereof. When the encryption processor finishes processing the data, it sends the
data back to the buffer for retrieval by the microprocessor. Advantageously, the prior art
system having a large enough buffer reduces delays associated with reading data into and

out of the buffer. Unfortunately, the time that is required to exchange the network
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messages between the plurality of computers and the encryption processor to determine
the status of the encryption processor is wasted time, in terms of the actual processing
overhead of the encryption processor. For example, exchanging messages requires two or
three processing cycles, during which time the encryption processor is other than
performing encryption functions. When doing 40-bit encryption, for example, which
requires on the order of forty processing cycles, an approximately five percent processing
bandwidth loss is incurred. Even when 128-bit encryption is performed, requiring 128
processing cycles, there is an approximately one to two percent processing loss. Since the
encryption processor is typically a most expensive part of a computer network, it is highly

undesirable to incur any unnecessary loss of processor bandwidth.

It would be advantageous to provide a system and a method for allocating with
improved efficiency the processing resources of an encryption processor that is in
communication with a plurality of computers via a LAN. Most preferably, it would be
advantageous to provide a system and a method that allows the encryption processor to
identify a memory storage location, in which data that are ready to be processed are
stored, approximately immediately before the completion of a current processing
operation. Advantageously, such a system and method allows the encryption processor to
begin a next processing operation as soon as the current processing operation is

completed.
Summary of the Invention

In accordance with the present invention there is provided a system for encrypting
data comprising:
a multistage pipe-line processor including an array of processing stages for
processing data; and,
a memory circuit in electrical communication with the processor array, the
memory circuit including:
a first data storage area and a second data storage area for storing data for
processing; and,
a status indicator bit in each data storage area, the status indicator bit for

indicating that the data stored within the data storage area is ready for processing,
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wherein prior to completing the processing of the current data within a data
storage area the processor array determines a status of an indicator value for a second data
storage area other than the data storage area currently being processed, such that in use
upon completion of processing the data within the current data storage area and absent
5  external communication, the processor array begins a subsequent processing operation of

the data within the second data storage area in dependence upon the indicator value.

In accordance with another aspect of the invention there is provided a method for
allocating processor resources comprising the steps of:
10 a) writing data to a data storage area from a first client station;
b) setting a status indicator value in the first data storage area by providing a
value from the client station for indicating that the data in the first data storage

area is ready to be processed by a processor;,

) checking a status indicator value in the first data storage area to determine
15 a set value thereof; and,
d) connecting the processor to the first data storage area immediately after the

processor is completed processing of previous data, in dependence upon the status
indicator value in the first data storage area being set to a value indicative of a

ready status.
20  Brief description of the drawings
The invention will now be described with reference to the drawings in which:

Figure 1 shows a simplified block diagram of an encryption module in operative
communication with a plurality of client stations via a local area network according to the

present invention;

25 Figure 2 shows a simplified block diagram of a cryptographic module including
an encryption processor and a dual-ported memory circuit according to the present

invention;

Figure 3a shows a simplified flow diagram of a method according to the present
invention for allowing a client station of the plurality of client stations of Figure 1 to

30  provide electronic data to the cryptographic module of Figure 1 for processing thereby;
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Figure 3b shows a simplified flow diagram of another method according to the
present invention for allowing a client station of the plurality of client stations of Figure 1

to provide electronic data to the cryptographic module of Figure 1 for processing thereby;

Figure 4a and 4b together show a simplified flow diagram of a method for
allocating with improved efficiency the processing resources of an encryption processor

according to an embodiment of the present invention;

Figure 4a and 4c¢ together show a simplified flow diagram of a method for
allocating with improved efficiency the processing resources of an encryption processor

according to another embodiment of the present invention;

Figure 5a shows a simplified block diagram of a custom hardware implementation

according to the present invention in a first state;

Figure 5b shows a simplified block diagram of the custom hardware

implementation of Figure 5a in a second state, according to the present invention.
Detailed description of the invention

Referring to Figure 1, shown is a simplified block diagram of a system including
cryptographic module 10, for instance a PCMCIA card, for supporting a plurality of client
stations according to the present invention. The cryptographic module 10 is inserted
within a module housing 11, for instance a PCMCIA card reader, that is in electrical
communication with a local area network (LAN) 15. Also in communication with the
LAN 15 is a plurality of client stations 20, for example computer workstations, each
client station 20 having a unique authentication for communicating with the

cryptographic module 10.

Referring to Figure 2, a simplified block diagram of the cryptographic module 10
is shown. An encryption processor 12 for executing encryption algorithms is embodied
on the module 10. The encryption processor 12 is in electrical communication with a
memory circuit 16 having two memory banks, shown in Figure 2 as bank A and bank B.
The memory circuit 16 is for storing temporarily data that is ready for processing by the
encryption processor 12, and for storing temporarily the processed data that is returned by

the encryption processor 12. The module 10 has an input/output port 13 for mating with a
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corresponding port of the module housing 11. The input/output port 13 is in
communication with the memory circuit 16 and with a communications bus (not shown)
of the module housing 11 for transferring data between the LAN and the memory circuit
16. A real time clock 14 is also in communication with encryption processor 12 for
providing a local time value to the encryption processor 12. Optionally, the encryption
processor 12 performs time-stamping functions using the local time value provided by
real time clock 14. Of course, other hardware configurations are known and optionally

are used.

In the present example the encryption processor 12 includes a plurality of
processing stages (not shown) arranged in a serial array. The array defines a pipeline
processor, having a forward processing path and a return processing path. In use, each
client station 20 of the plurality of client stations writes data to an available data bank.
The encryption processor 12 reads the data that is ready for processing from a filled
memory bank, for example bank A, as a series of blocks or subsets of the data, each block
of data having a predetermined length. The blocks of data are provided time-sequentially
to a first processing stage of the serial array, which processing stage performs a same first
mathematical operation on each block of data that is provided thereto. In turn, each block
of data propagates in a step-by-step fashion from one processing stage to a next
processing stage in a forward processing path along the serial array. At each step, there is
a processing stage that performs a same mathematical operation on each block of data that
is provided thereto. Simultaneously, a result that is calculated at each processing stage is
provided to a previous processing stage of the serial array with respect to a return
processing direction, which results comprise in aggregate the processed data returned by
the encryption processor. Optionally, the encryption processor 12 is a pipeline processor

having only a forward path.

Advantageously, the number of processing cycles required to perform an n-bit
encryption operation is reduced to a predetermined number of cycles due to the efficient
use of processing resources within a bi-directional pipeline processor. Further
advantageously, during the final few processing cycles no new additional blocks of data
are being read from memory bank A, data is only stored therein. During the period of
time when no new additional blocks of data are being read from memory, encryption

processor 12 is able to simultaneously examine a “go-bit” value of a second memory
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bank, for example bank B, to determine one of a “go” and a “no-go” status thereof. If the
“go-bit” is set to a “go” value, then the encryption processor 12 immediately begins
processing the data that is written into bank B once it is finished writing the processed
first data to bank A. Of course, when the encryption processor 12 is implemented in
custom hardware, the “go-bit” is optionally coupled to the processor via gating circuitry
to indicate that a next data bank is prepared for processing, absent the encryption
processor 12 polling any data banks. Further, when more than two data banks are
implemented, the hardware preferably indicates which bank to process next. Having the
“g0-bit” coupled directly via gating circuitry to the encryption processor 12 obviates the
need for the encryption processor 12 to determine the “go-bit” value, since a signal is sent

continuously to the encryption processor 12 indicating the status of the data bank.

Referring to Figure 3a, shown is a simplified flow diagram of a method for a
client station 20 to provide data for processing by an encryption processor 12 that is
shared between a plurality of substantially similar client stations. At step 100 a client
station 20 finds an available data bank that is completely empty and ready to receive data
for processing. The client station optionally searches one of a set of data banks that are
shared between the plurality of client stations, and a set of data banks that are dedicated to
that client station only. At step 101 the client station writes data, for example a hashed
version of a document, to the available data bank. In the present invention the data banks
are “filled” when a complete “message” or data stream is loaded by the client station 20.
Optionally when the data is completely written to the data bank, the client station 20 sets,
at step 102, a predetermined number of “preference bits”. Each “preference bit” is set to
a value that is indicative of a preference for a particular option, the options being used for
processing the written data in a particular manner. Processing preferences include, for
example, selecting a particular private key identifier identifying a private key to be used
for encryption when more than one encryption key is available and selecting an operation
to be performed on the data, such as encryption and/or time-stamping. Of course, the
preferences could be stored before the other data or in parallel thereto. The “go” state of
the data bank becomes activated at step 103 when client station 20 sets the data bank “go-
bit” to a “go” value, after the particular data stream is loaded and the preference bits are

set. Preferably, the “go” value is the last value stored within a bank by a client processor
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since the encryption processor may begin processing of data within the bank at any time

after the “go” value is stored therein.

Referring to Figure 3b, shown is a simplified flow diagram of an alternate method
for a client station 20 to provide data for processing by an encryption processor 12 that is
shared between a plurality of substantially similar client stations. The method of Figure
3b is optionally implemented when a particular client station has only one dedicated data
bank available for writing data for processing by the shared encryption processor 12. At
step 101 the client station writes data, for example a hashed version of a document, to the
available data bank. Optionally, when the data is completely written to the data bank the
client station 20 sets, at step 102, a predetermined number of “preference bits”. Each
“preference bit” is set to a value that is indicative of a preference for a particular option,
the options being used for processing the written data in a particular manner. Processing
preferences include, for example, selecting a private key from available private keys and
identified via identifiers to be used for encryption when more than one encryption key is
available and selecting an operation to be performed on the data, such as encryption
and/or time-stamping. The “go” state of the data bank becomes activated at step 103 once

the particular data stream is loaded and preference bits are set.

Referring to Figure 4a and 4b, shown is a method for allocating the processing
resources with improved efficiency of an encryption processor 12 that is shared between a
plurality of client stations, the client stations being in communication with the encryption
processor 12 via a LAN. At step 110 the encryption processor begins reading data for
processing from a first data bank, for example data bank A of Figure 2. The encryption
processor 12 begins processing the data, for example a hashed version of a document, at
step 111 according to a predetermined algorithm and the processing preferences that were
set by the client station 20 at step 102 of Figure 3a or 3b. At step 111 the data is provided
to a first processing stage of the encryption processor 12 as a stream of data blocks, each
data block having a predetermined length and comprising a part of the total of data. At
some point during the processing of the data, represented in Figure 4a at decision step
112, the end of the data stream is read from data bank A and no new additional data is
being provided to the first processing stage of the serial array of encryption processor 12.
Of course, the encryption processor 12 is still actively processing the final data blocks of

the data stream and writing the processed data into a data bank, for example data bank A.
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Advantageously, in the present system the encryption processor 12 anticipates the end of
the processing cycle in advance of the data being completely processed and written to a
data bank.

Referring now only to Figure 4b, when the encryption processor is other than
reading new data from data bank A, the encryption processor 12 reads at step 113 a “go-
bit” value of a second data bank, for example data bank B of Figure 2. Step 113 is
performed in parallel with processing step 114, making the present method highly
efficient in terms of the processing resources that are expended, for instance by the
encryption processor 12. If at decision step 116 the encryption processor 12 is also
finished processing and writing the data from data bank A, then at step 117 the encryption
processor 12 sets a separate “ready-bit” within data bank A that is indicative of processed
data being contained therein. The “ready-bit” is a flag value that is set by the encryption
processor 12 to indicate that the data provided by the client station 20 is processed and
ready to be read out of the data bank, A. For example, after the client station 20 writes
data to a data bank for processing by the encryption processor 12, the client étation 20
polls periodically the ready bit of the data bank to determine one of a status of “ready” to
be read out and “not-ready” to be read out. Alternatively, the “ready” value is coupled
via ready gating circuitry to automatically result in transmission of an indication to at
least the appropriate client processor in response tot he “ready” value being stored in the
memory. Encryption processor 12 immediately establishes at step 118 an electrical
communication with data bank B to read data for processing therefrom, and the method of

Figure 4b is terminated at step 121.

Alternatively, after determining at step 115 that a “go-bit” of data bank B is set to
a “go” value, the encryption processor 12 continues processing and writing the data from
data bank A at step 114. At step 117 the encryption processor 12 sets the separate
“ready-bit” within data bank A that is indicative of processed data being contained
therein. Encryption processor 12 then immediately establishes at step 118 an electrical
communication with data bank B to read data for processing therefrom, and the method of
Figure 4b is terminated at step 121. In this way, there are no “lost” or extraneous
encryption processor processing cycles during which encryption is other than performed

unless there are no “jobs” waiting in the memory buffer.
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Of course, if the data bank B “go-bit” value is indicative of other than a “go”
status at decision step 115, then encryption processor 12 continues to check the data
banks “go-bit” value until it detects a “go-bit.” Alternatively, when more than two banks
exist, the processor checks all banks for the presence of a set “go-bit.” When more than
two banks exist, the processor continues to check the “go-bit” in each bank until a set
“go-bit” is found. If at decision step 116 the encryption processor 12 is also finished |,
processing and writing the data from data bank A, then at step 117 the encryption
processor 12 sets a “ready-bit” within data bank A indicative of processed data therein.
Alternatively, the encryption processor 12 continues processing the data at step 114,
Encryption processor 12 immediately establishes at step 118 an electrical communication
with data bank B to read data for processing therefrom. The method of Figure 4b is
terminated at step 121.

Further alternatively, the encryption processor 12 other than determines a “go-bit”
value at step 115 which is indicative of a “go” status for data bank B prior to finishing the
steps of processing and writing the data from data bank A at step 119. This leads
immediately to the encryption processor 12 setting at step 120 a “ready-bit” within data
bank A indicative of processed data therein. The method of Figure 4b is terminated at
step 121.

Preferably, the “go-bit” value is provided to the encryption processor through
gating logic, which provides as an output thereof the next bank to be processed. In this
fashion, the encryption processor need only receive the gated value immediately prior to
completing processing of current data in order to establish that further data is to be

processed in the subsequent cycle or not.

Referring now to Figures 4a and 4c, shown is a method for allocating the
processing resources with improved efficiency of an encryption processor that is shared
between a plurality of client stations, the client stations being in communication with the
encryption processor via a LAN. In the present example the encryption processor 12 is
implemented in custom hardware, such that the “go-bit” is coupled to the encryption
processor 12 to indicate that a next data bank is prepared for processing absent the
processor polling other data banks. At step 110 the encryption processor begins reading
data for processing from a first data bank, for example data bank A of Figure 2. The
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encryption processor 12 begins processing the data, for example a hashed version of a
document, at step 111 according to a predetermined algorithm and any processing
preferences that were set by the client station 20 at step 102. At step 111 the data is
provided to a first processing stage of the encryption processor 12 as a stream of data
blocks, each data block having a predetermined length and comprising a part of the total
data. At some point during the processing of the data, represented in Figure 4a at
decision step 112, the end of the data stream is read from data bank A and no new
additional data is being provided to the first processing stage of the serial array of
encryption processor 12. Of course, the encryption processor 12 is still actively
processing the final data blocks of the data stream and writing the processed data into a
data bank. Advantageously, the encryption processor 12 anticipates the end of the
processing cycle in advance of the data being completely processed and written to a data
bank.

Referring now to Figure 4c, the encryption processor 12 finishes processing and
writing the data from data bank A at step 122, and sets at step 123 a “ready-bit” within
data bank A indicative of processed data therein. The “ready-bit” is a flag value that is
set by the encryption processor 12 to indicate that the data provided by the client station
20 is processed and ready to be read out of the data bank, A. For example, after the client
station 20 writes data to a data bank for processing by the encryption processor 12, the
client station 20 polls periodically the ready bit of the data bank to determine one of a
status of “ready” to be read out and “not-ready” to be read out. Absent a polling signal,
the encryption processor 12 determines a hardware state at decision step 124 that is one of
either “switch” or “no-switch”. When a “switch” status is determined, encryption
processor 12 immediately establishes at step 125 an electrical communication with data
bank B to read data for processing therefrom. The method of Figure 4c is terminated at
step 127. Alternatively, when a “no-switch” status is determined at decision step 124,
encryption processor 12 enters an inactive or “pause” state, in dependence upon receiving

a signal that is indicative of a hardware “switch” status.

Referring to Figure 5a and 5b, shown is a simplified block diagram of a preferred
embodiment of a custom hardware implementation in a first state and in a second state,
respectively, according to the present invention. The encryption processor 12 includes a

serial processing array 51 that is in electrical communication with a first da‘;a bank, A, of
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the memory circuit 16. As shown in Figure 5a, only the encryption processor writes data
to or reads data from the data bank A in the first state. The encryption processor 12 is
also in electrical communication with a “next” gate-logic circuit 52 via an electrical
connection 53. The “next” gate-logic circuit 52 is also in electrical communication via
the electrical connection 53 with a “go-bit” 55 of a second data bank, B, of the memory
circuit 16. As shown in Figure 5a, only a client station connected to the LAN 15 writes

data to or reads data from the data bank B in the first state.

In use, and as shown schematically in Figure 5a, a client station 20 provides data
for processing to data bank B, and when the data is completely loaded and any preference
bits are set, client station 20 sets the “go-bit” to a “go” value. When encryption processor
12 finishes a current processing operation and has written the processed data to data bank
A, “next” gate logic circuit 52 provides a signal indicative of the data bank B “go” status
thereto. As shown schematically in Figure 5b, encryption processor 12 immediately
switches the data banks, for example encryption processor 12 establishes electrical
communication with data bank B and makes data bank A available to the client station 20
that is connected via the LAN. Advantageously, encryption processor 12 receives the
signal from “next” gate logic circuit 52 absent a polling signal being sent to the data bank.
As soon as a final processing cycle in the encryption processor 12 is completed, the
encryption processor 12 immediately connects to a data bank in which the “go-bit” isin a
“g0” state. Further advantageously, when more than two data banks are implemented,
this system avoids the encryption processor 12 having to search among the data banks for
one which is loaded. Of course, a two data bank system is optimised for use with a single
client processor having a client processor accessible data bank and an encryption
processor accessible data bank at any given time. Alternatively, both data banks are
accessible simultaneously unless one is currently being processed by the encryption

Processor.

The present system offers distinct advantages over the prior art systems, the prior
art systems requiring an exchange of at least a polling signal to determine a next data
bank having data for processing. It is therefore a first advantage of the present system
that the need for an exchange of polling signals between the encryption processor 12 and
each client station 20 of the plurality of client stations is obviated. As previously

disclosed, the exchange of polling signals accounts for up to 10% of the total processing
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resources of the encryption processor 12. Obviously, a similar amount of processing
resources are made available in the system according to the present invention for
performing more valuable processing functions, such as for example encryption and time-

stamping.

It is a second advantage of the system according to the present invention that,
since the need to exchange polling signals between the encryption processor 12 and each
client station 20 of the plurality of client stations is obviated, the total volume of network
traffic on the LAN is reduced accordingly. Advantageously, the communications “bottle-
necks” that often occur when network traffic volume is close to the system capacity are
alleviated or eliminated entirely. Further advantageously, existing communications
systems are optionally expanded to include a greater number of client stations without the
need to perform expensive upgrades, since the total volume of network traffic is increased

minimally.

Finally, it is a third advantage of the system according to the present invention
that the latency between a first encryption process ending and a second encryption
process starting, for example, is reduced. When encryption processor finishes processing
a set of data, it immediately determines a “go-bit” value of a other data bank and knows
whether it is going to process the data within the other bank or not, such that there is no
latency. Of course, this latency is a disadvantage of the prior art systems, which arises
due to the time that is required for the encryption processor to write the processed data
into a databank and the time that is required for a client station to safely read the data out
of the data bank. In particular, the encryption processor of a prior art system must finish
writing the processed data to a data bank before the client station can begin to read the

processed data out of the data bank.

Typically an encryption processor performs an encryption operation using one
fixed number of bits. Then, to encrypt 40 bits or 128 bits, for example, two separate
encryption processors are required. In use, a client station selects an appropriate one of
the plurality of encryption processors in dependence upon a particular encryption
operation that is requested. Of course, alternatively a single encryption processor is
provided which embodies a plurality of processors, each processor for encrypting with a

different predetermined number of bits, or a processor is provided which can perform
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encryption operations using any number of bits. In such a case, the advantages of the
system according to the present invention become even more significant. By way of
illustration a specific example is given. An encryption processor of a large financial
institution is capable of performing encryption operations using any number of bits. The
encryption processor performs 512-bit encryption operations 80% of the time, however,
there are periods of time processed by the encryption processor. Then in a prior art
system, during these periods of time the financial institution is incurring a loss of up to
10% of its encryption processor ability. The loss is due to the need to exchange polling
signals between the encryption processor and the client stations. Advantageously, in the
system according to the present invention the allocation of encryption processor
resources, during the periods of time when hundreds of data packets for 40-bit encryption
are being processed, remains consistently high. This consistency is achieved because the
encryption processor always knows which data bank it will process next, and it knows
this information before it has finished processing the previous data bank, such that any
latency is eliminated. Of course, an encryption processor for performing encryption
operations using a variable number of bits is easily implemented in the bi-directional

pipe-line processor that was described previously.

Numerous other embodiments may be envisaged without departing from the spirit

or scope of the invention.
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CLAIMS
What is claimed is:
1. A system for encrypting data comprising:

a multistage pipe-line processor including an array of processing stages for
processing data; and,

a memory circuit in electrical communication with the processor array, the
memory circuit including:

a first data storage area and a second data storage area for storing data for
processing; and,

a status indicator storage location in each data storage area for storing a
status indicator bit for indicating that the data stored within the data storage area is
ready for processing,
wherein prior to completing the processing of the current data within a data

storage area the processor array determines a status of an indicator value within the status
indicator storage location for a second data storage area other than the data storage area
currently being processed, such that in use upon completion of processing the data within
the current data storage area and absent external communication, the processor array
begins a subsequent Processing operation of the data within the second data storage area

in dependence upon the indicator value.

2. The system according to ‘claim 1 wherein the indicator value is a bit.
3. The system according to claim 1 wherein the data storage area is a data bank.
4. The system according to claim 3 wherein the client station is in operative

communication with the second data bank other than the data bank containing data

currently being processed, for writing data to and from the second data bank.

5. The system according to claim 4 wherein the memory circuit is a pseudo dual-

ported memory buffer, switchable from a first mode to a second mode by the processor
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array, such that in a first mode one data bank is available to the processor and the other
data barnk is available to the client station, and in the second mode the one data bank is

available to the client station and the other data bank is available to the processor.

6. The system according to claim 1 wherein the status indicator value in each data
storage area is electrically coupled to a hardware selector for providing an electrical
signal to the processor array, the electrical signal indicative of a next data storage area of

data that is ready to be processed by the processor.

7. The system according to claim 6 comprising a next gate-logic circuit disposed
between the processor array and the status indicator value in each data base, the next gate-
logic circuit for, in use, receiving an electrical signal from a data storage area other than
the data storage area data within which is currently being processed and for providing

said electrical signal to the processor array at the end of a processing cycle.

8. The system according to claim 1 comprising at least a preference value in each
data storage area, the at least a preference value operable by the client station between a
first position and a second position for indicating a predetermined processing preference

of the client station.

9. The system according to claim 8 comprising a second different storage location
for storing a second different status indicator value within each data storage area, the
second different status indicator value operable by the processor array between a first
position and a second position for indicating that the processing of data within the data

storage area is complete.

10. A method for allocating processor resources comprising the steps of:
a) writing data to a data storage area from a first client station;
b) setting a status indicator value in the first data storage area by providing a

value from the client station for indicating that the data in the first data storage
area is ready to be processed by a processor;
) checking a status indicator value in the first data storage area to determine

a set value thereof; and,
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d) connecting the processor to the first data storage area immediately after the
processor is completed processing of previous data, in dependence upon the status
indicator value in the first data storage area being set to a value indicative of a

ready status.

The method according to claim 10 wherein the processor is coupled to the status

indicator value in the first data storage area via gating logic.

12.

The method according to claim 11 wherein the gating logic provides a signal to

the processor indicative of a next data storage area having data that is ready for

immediate processing thereof.

13.

14.

15.

The method according to claim 11 comprising the step prior to step b) of:
al)  setting at least a separate preference value in the first data storage area by
providing a value from the client station for indicating at least a processing

preference of the client station.

The method according to claim 13 comprising the steps of:

a) writing processed data from the processor to the first data storage area;
and,
b) setting a second different status indicator value in the first data storage

area by providing a value from the processor, the second different status indicator

value indicative of processed data therein.

A method for allocating processor resources comprising the steps of:

a) writing data to a first data storage area from a first client station;

b) setting a status indicator value in the first data storage area by providing a
value from the client station for indicating that the data in the first data storage
area is ready for processing;

c) checking a status indicator value in the first data storage area immediately
before the processor is finished processing the data in a second other data storage

area, to determine a set value thereof; and,
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d) connecting the processor to the first data storage area for processing the
data therein immediately after the processor is completed processing the data in
the second other data storage area, in dependence upon the status indicator value

in the first data storage area being set to a value indicative of a ready status.

The method according to claim 15 wherein the processor polls the status indicator

value in the first data storage area to determine a set value thereof.

17.

18.

The method according to claim 16 comprising the step prior to step b) of:
al)  setting at least a separate preference value in the first data storage area by
providing a value from the client station for indicating at least a processing

preference of the client station.

The method according to claim 17 comprising the step of:

e) writing processed data from the processor to the data storage area; and,

1) setting a second different status indicator value in the first data storage
area by providing a value from the processor, the second different status indicator

value indicative of processed data therein.
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