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FLEXIBLE OTP SECTOR PROTECTION ARCHITECTURE
FOR FLASH MEMORIES

FIELD OF THE INVENTION
The present invention relates to flash memories, and more particularly to a
system and method for protecting portions of a memory, such as a flash memory, in a

more flexible fashion.

BACKGROUND OF THE INVENTION

Memories, such as flash memories, are used for storing a variety of data. Often,
it is desirable to protect a portion of the memory from being changed. Typically, the
portion of the memory is protected from being modified using conventional software
protection or conventional hardware protection. If conventional software protection is
used, then protect, unprotect, and lock-down commands are provided. The protect
commands allows the portion of the memory to be protected from any modificatrion.
The unprotect command allows the portion of the memory to be modified. The lock-
down command precludes changing the portion of the memory. If conventional
hardware protection is provided, then a dedicated pad is typically provided. In most such
conventional systems, when the dedicated pad is tied to ground, the portion of the
memory is protected. In some conventional memories, a particular portion of the
memory is pre-selected for protection .

Although the conventional software and hardware protection systems function,
one of ordinary skill in the art will readily recognize that each has drawbacks. Although
conventional software protection allows the protection of the portion of the memory to
be dynamically changed, the protection is volatile. Consequently, once power to the
memory is shut off, the protection is lost. Conventional hardware protection is
nonvolatile. However, one of ordinary skill in the art will readily recognize that tying
the dedicated pad to ground precludes any modification of the device. Conventional
systems do exist which allow a particular block of the memory to be protected from
programming in a nonvolatile fashion. However, such conventional mechanisms for
providing nonvolatile protection against programming still have drawbacks such as the
inability to configure the size of the portion of the memory being protected or the

inability to choose the address position of the portion of the memory to be protected.
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Accordingly, what is needed is an improved nonvolatile method and system for

protecting memories form being modified. The present invention addresses such a need.

BRIEF SUMMARY OF THE INVENTION

The present invention provides a method and system for protecting a memory
having a plurality of blocks from being modified. The method and system comprise
providing a plurality of one time programmable (OTP) cells and OTP cell logic coupled
with the OTP cells. An OTP cell of the plurality of OTP cells corresponds to a portion of
a block of the plurality of blocks. The OTP cell allows modification of the portion of the
block when the OTP cell is in a first state and permanently prevents modification of the
portion of the block when the OTP cell is in a second state. The OTP cell logic uses the
plurality of OTP cells to select the portion of the block as corresponding to the OTP cell.
This portion of the block is write protected when the OTP cell is placed in the second
state.

According to the method and system disclosed herein, the present invention
allows selected portions of blocks of memory to be permanently protected from

programming.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS

Figure 1 is a high-level diagram of one embodiment of a system in accordance
with the present invention for protecting a memory from being modified.

Figure 2 is a more detailed diagram of one embodiment of a system in
accordance with the present invention for protecting a memory from being modified.

Figure 3 is a more detailed diagram of one embodiment of a portion of a system
in accordance with the present invention depicting the correspondence between OTP
cells and a portion of the memory for a first size.

Figure 4 is a more detailed diagram of one embodiment of a portion of a system
in accordance with the present invention depicting the correspondence between OTP
cells and a portion of the memory for a second size.

Figure 5 is a more detailed diagram of one embodiment of an array of OTP cells
in accordance with the present invention.

Figure 6 is a flow chart depicting one embodiment of a method in accordance

with the present invention for protecting a memory from being modified.
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DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to memory devices. The following description is
presented to enable one of ordinary skill in the art to make and use the invention and is
provided in the context of a patent application and its requirements. Various
modifications to the preferred embodiments and the generic principles and features
described herein will be readily apparent to those skilled in the art. Thus, the present
invention is not intended to be limited to the embodiments shown, but is to be accorded
the widest scope consistent with the principles and features described herein.

The present invention provides a method and system for protecting a memory
having a plurality of blocks from being modified. The method and system comprise
providing a plurality of one time programmable (OTP) cells and OTP cell logic coupled
with the OTP cells. An OTP cell of the plurality of OTP cells corresponds to a portion of
a block of the plurality of blocks. The OTP cell allows modiﬁcati’on of the portion of the
block when the OTP cell is in a first state and permanently prevents modification of the
portion of the block when the OTP cell is in a second state. The OTP cell logic uses the
plurality of OTP cells to select the portion of the block as corresponding to the OTP cell.
This portion of the block is write protected when the OTP cell is placed in the second
state.

The present invention will be described in terms of a particular memory having a
particular number of blocks of a certain size. However, one of ordinary skill in the art
will readily recognize that other memories having another number of blocks of varying
sizes could be used.

Figure 1 is a high-level diagram of one embodiment of a system 100 in
accordance with the present invention for protecting a memory from being programmed.
The system 100 is used in protecting some portion of the memory 130 having blocks
132, 134, 136, and 138. Note that the memory 130 may merely be a portion of a larger
memory. The memory 130 is simply the portion that is desired to be protected against
subsequent modification. The system 100 includes OTP logic 110 and OTP array 120.
The OTP array 120 includes OTP cells 122, 124, 126, and 128. Although four OTP cells
122, 124, 126, and 128 are shown, another number of OTP cells may be provided. As
its name suggests, an OTP cell can be programmed only once. In general, the OTP has a
first, unprogrammed state that generally corresponds to a logical one as well as a

programmed state that generally corresponds to a logical zero. Once the OTP cell has
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been placed in the programmed state, the OTP cell cannot be erased or otherwise
rewritten. The OTP cell is generally also nonvolatile, maintaining its state even when
power to the system 100 is turned off.

The OTP cells 122, 124, 126, and 128 of the OTP array 120 correspond to the
memory blocks 132, 134, 136, and 138 respectively. In a preferred embodiment, each
OTP cell 122, 124, 126, and 128 of the OTP array is associated with a corresponding
OTP latch (not explicitly shown in Figure 1).

The OTP logic 110 determines the size of the blocks 132, 134, 136, and 138 to
which OTP cells 122, 124, 126, and 128, respectively, in the OTP array 120 that are to
correspond. Thus, the size of the memory 130 that can be write protected is selectable
through the OTP logic 110. In a preferred embodiment, the minimum size of the blocks
132, 134, 136, and 138 is the sector size for the memory 130. Also in a preferred
embodiment, the maximum size of the blocks 132, 134, 136, and 138 is the density of the
memory 130 divided by the number of OTP cells 122, 124, 126, and 128. However, in
an alternate embodiment, the maximum size might be different. In a preferred
embodiment, the OTP logic 110 can also select certain OTP cells 122, 124, 126, and/or
128 that are actually written in order provide protection for the corresponding blocks
132, 134, 136, and/or 138. Thus, the size of the blocks 132, 134, 136, and 128 can be
configured using the OTP logic 110 and the OTP cells in the sets 122, 124, and 126 of
the OTP array 120.

Figure 2 is a more detailed diagram of one embodiment of a system 150 in
accordance with the present invention for protecting a memory from being modified.
The system 150 includes OTP logic 160 and OTP array 190, which correspond to the
OTP logic 110 and OTP array 120 depicted in Figure 1. Referring back to Figure 2, the
system 150 also includes size selection block 170, command user interface (CUI) 180,
and enable/disable block 200. The enable/disable block 200 is preferably implemented
as part of the OTP array 190, using OTP cells (not explicitly shown in Figure 2).
However, in an alternate embodiment, the enable/disable block 200 may be separately
implemented. Also depicted is memory 210.

The size selection block 170 is depicted as being implemented in hardware that
allows one of two sizes to be selected. However, in another embodiment, another
programmable configuration might be used. The size selection block 170 shown

provides a maximum signal 172 and a minimum signal 174 indicating a maximum size
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and a minimum size, respectively, to be input to the OTP logic 160. Based on these
signals, the OTP logic 160 sets the minimum and maximum sizes of the blocks of the
memory 210. Thus, the size selection block 170 allows of each block of the memory 210
to be configured. In an alternate embodiment, other sizes, preferably between a
minimum size and a maximum size, might be selected and/or another number of signals
might be used.

In a preferred embodiment, the OTP logic 160 uses the maximum signal 172 and
the minimum signal 174 to determine to which portions of the memory 210 a particular
OTP cell corresponds. Also in such an embodiment, each OTP cell corresponds to a
single block of the memory 210. For example, the memory 210 may have a density of
eight megabytes and be divided into sixteen memory blocks. In such an embodiment,
the OTP array 190 may include sixteen OTP cells and the sector size may be sixty-four
KB. Consequently, the maximum size may be 512 KB (memory density divided by the
number of OTP cells), while the minimum size may be sixty-four KB. If the maximum
signal 172 and minimum signal 174 indicate that the maximum block size is to be
protected, the OTP logic 160 associates each of the OTP cells in the OTP array 190 with
blocks each of which is 512 KB in size. If the maximum signal 172 and minimum signal
174 indicate that the minimum block size is to be protected, the OTP logic 160
preferably associates each OTP cell in the OTP array 190 with blocks each of which is
sixty-four KB in size. In another embodiment, other sizes might be obtained by
associating each of the OTP cells with another portion of the memory 210. In addition,
in an alternate embodiment, the sizes of each of blocks of the memory 210 may be
different. 4

Figures 3-4 depict the example above. Thus, portions of Figures 3 and 4 are
labeled similarly to their counterparts in Figure 2. For example, the OTP array 190” and
190"’ of Figures 3 and 4, respectively, correspond to the OTP array 190 of Figure 2.
Similarly, the memory blocks 210° and 210°” of Figures 3 and 4, respectively,
correspond to the memory blocks 210 of Figure 2. Referring to Figures 2-4, the OTP
array 190” includes OTP cells 220-235. The memory 210 is depicted as including
sixteen blocks 240-255. For the state depicted in Figure 3, the OTP logic 160 has set the
size of the blocks 240-255 that may be protected against modification to the maximum
size. Thus, each OTP cell 220-235 corresponds to a single block 240-255, respectively,
of 512 KB in size. Stated differently, the OTP cell 220 corresponds to the first 512 KB
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of the memory, the OTP cell 221 corresponds to the second 512 KB of memory, and so
on. Similarly, for the state depicted in Figure 4, the OTP logic 160 has set the size of
the blocks 240-255 that are protected to the minimum size. Thus, each OTP cell 220°-
235’ of the OTP array 190°’ corresponds to a single block 240°-255°, respectively, of
sixty-four KB in size. Consequently, the OTP cell 220 corresponds to the first sixty-four
KB of the memory, the OTP cell 221 corresponds to the second sixty-four KB of
memory, and so on. Thus, in a preferred embodiment, the size of block 240-255 or 240’-
255 is configurable to be a maximum or minimum size, respectively, by associating
each OTP cell 220-235 or 220°-235’ respectively, with a different portion of each of the
memory blocks 210.

The CUI 180 provides commands to the OTP logic 160 as well as to the
enable/disable block 200. The CUI 180 preferably allows the entire OTP array 190 to be
disabled using an enable/disable command 182. Consequently, the programming protect
feature afforded by the system 150 is turned off. Using a programming enable/disable
command 184, the CUI 180 may disable programming of the OTP cells in the OTP array
190 by locking the OTP array 190. Such a feature might be used after certain portions of
the memory blocks 210 are selected as being protected to preclude further changes to the
portion of the memory blocks 210 that are protected. In order to provide these features,
the CUI 180 preferably provides the enable/disable command 182 and programming
enable/disable command 184 to enable/disable block 200. In one embodiment, the CUI
180 provides the enable/disable and programming enable/disable commands 182 and 184
to OTP cells (not explicitly depicted in Figure 2) in the enable/disable block 200.

Figure 5 is a more detailed diagram of a preferred embodiment of an array of
OTP cells in the OTP array 190°”’ in accordance with the present invention. However,
nothing prevents the use of another OTP array having other constituents. The OTP array
190°”” preferably corresponds to the OTP array 190 depicted in Figure 2. The OTP cells
2207°-235°’ preferably correspond to the OTP cells 220235 and 220°-235° depicted in
Figures 3-4. Referring to Figures 2 and 5, in the embodiment shown, the enable/disable
block 200’ is part of the OTP array 190°. The OTP array 190°** thus includes a total of
eighteen OTP cells 220°°-235"" and 236-237. Each of the OTP cells 220°°-235”
preferably corresponds to a single block of the memory blocks 210. Each OTP cell
220°°-235" also has a corresponding OTP latch 260-277.
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Figure 6 is a flow chart depicting one embodiment of a method 300 in accordance
with the present invention for protecting a memory from being programmed. For clarity,
the method 300 is described in the context of the system 150. However, nothing
prevents the method 300 from being used with another system.

Referring to Figures 2-6, the protection feature is enabled and programming of
the OTP cells in the OTP array 190 is allowed, via step 302. In a preferred embodiment,
step 302 is performed by setting the enable/disable and programming enable/disable
signals 182 and 184, respectively, to be a logical one. The size(s) of the blocks of the
memory 210 that may be protected from programming is determined, via step 304. Ina
preferred embodiment, step 304 is performed by setting either the maximum signal 172
(for the maximum size) or the minimum signal 174 (for the minimum size) to a logical
one. Thus, the OTP logic 160 is informed of the size of the blocks, such as the blocks
240-255 or 240°-255°. The OPT cells of the OTP array 190 are associated with the
appropriate portions of the memory 210 such that the blocks have the desired size, via
step 306. For example, the sizes of the blocks 240-255 or 240°-255” are set. The portion
of the blocks 240-255 or 240°-255’ that are desired to be protected are selected, via step
308. Step 308 may thus include the user selecting the desired portion of the blocks 240-
255 or 240°-255°, as well as the CUI 180 providing the command to permanently protect
the desired portion of the blocks 240-255 or 240°-255’ from subsequent modificaiton.
For example, if the maximum size is selected, and only the blocks 240-242 are desired to
be written, then the CUI 180 provides a command indicating that the OTP cells 220-222
are to be written. The appropriate ones of the OTP cells 220-235 or 220°-235” are
written, via step 310. In the example above, the OTP cells 220-222 would be written in
step 310. The user may then optionally lock the memory 210 against further
modification, via step 312. Step 312 preferably includes the CUI setting the
programming enable/disable signal 184 to a logical zero. Thus, the memory 210 is
protected against future modifications.

Once the method 300 is completed, each time a command to modify a portion of
the memory 210 is received, the OTP logic 160 determines whether a protected portion
of the memory 210 is desired to be modified. In order to do so, the OTP logic 160 uses
the OTP <15:0> 162, the address of the sector to be modified 164, whether the
programming protection features is enabled or disabled using the enable/disable signal

182, and the size of the blocks which have been locked. The OTP logic 160 returns a



10

15

WO 2006/044203 PCT/US2005/035788

8

sector protection signal 166 to the CUI, which indicates whether the requested portion of
the memory 210 can be modified. In the example above, where blocks 240-242 are
protected, the OTP logic 160 determines whether the modification requested lies within
the blocks 240-242. Based on the determination, the sector protection signal 166
indicates that the modification can be made (sector lies outside of blocks 240-242 or
protection is disabled) or not (the sector lies within the blocks 240-242 and the protection
is enabled). Thus, using the method 300, the size of the blocks that are protected against
programming can be configured, selected blocks can be protected against programming,
and the blocks can be locked against future modification in a nonvolatile fashion.
Consequently, the method 300 and system 100 can provide configurable, nonvolatile
write protection.

A method and system for protecting a memory from being programmed has been
disclosed. The present invention has been described in accordance with the
embodiments shown, and one of ordinary skill in the art will readily recognize that there
could be variations to the embodiments, and any variations would be within the spirit and
scope of the present invention. Accordingly, many modifications may be made by one
of ordinary skill in the art without departing from the spirit and scope of the appended

claims.
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CLAIMS
We Claim:
1. A system for protecting a memory from modification comprising:

a plurality of one time programmable (OTP) OTP cells corresponding to a
plurality of blocks of the memory, an OTP cell of the plurality of OTP cells
corresponding to a block of the plurality of blocks, the OTP cell allowing modification of
the block when the OTP cell is in a first state and permanently preventing modification
of the block when the OTP cell is in a second state; and

OTP cell logic coupled with the plurality of OTP cells for determining a
size of the block corresponding to the OTP cell.

2. The system of claim 1 further comprising:
at least one command user interface (CUI), coupled with the OTP cell
Jogic, for providing at least one command for protecting a number of the plurality of
blocks, the at least one command for placing a portion of the plurality of OTP cells in the
second state, thereby resulting in each of the number of the plurality of blocks being

protected from modification.

3. The system of claim 3 wherein the at least one command further is a

single command.

4, The system of claim 1 further comprising:
a size selection block, coupled with the OTP cell logic for providing a

signal indicating the size of the block.

5. The system of claim 4 wherein the size selection block is a hardware
block.

6. The system of claim 4 wherein the size selection block is a programmable
block.
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7. The system of claim 4 wherein the size is capable of being either a

minimum size or a maximum size.

8. The system of claim 7 wherein the size can be between the minimum size

and as large as the maximum size.
9. The system of claim 7 wherein the minimum size is a sector size.

10.  The system of claim 7 wherein the maximum size is a memory density for
a portion of the memory desired to be protected divided by a number of the plurality of
OTP cells.

11.  The system of claim 1 further comprising:
an enable block for enabling/disabling programming and/or use of the
plurality of OTP cells.

12.  The system of claim 11 wherein the enable/disable block further includes:

a first OTP cell for enabling/disabling programming of the plurality of
OTP cells.

13.  The system of claim 12 wherein the enable/disable block further includes:
a second OTP cell for enabling/disabling the plurality of OTP cells to

prevent the memory from being protected from modification.

14.  The system of claim 10 further comprising:
at least one command user interface (CUI), coupled with the OTP cell

logic, wherein the enable block is controlled using the CUI interface.

15. A system for protecting a memory from modification the system
comprising:
a plurality of one time programmable (OTP) OTP cells'correspondi_ng toa
plurality of blocks of the memory, at least one OTP cell of the plurality of OTP cells
corresponding to each of the plurality of blocks, the at least one OTP cell allowing
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modification of each of the plurality of blocks when the at least one OTP cell is in a first
state and permanently preventing modification of each of the plurality of blocks when
the at least one OTP cell is in a second state;

OTP cell logic, coupled with the plurality of OTP cells, for determining at
least one size of the block corresponding to the at least one OTP cell;

a size selection block, coupled with the OTP cell logic, for providing a
command indicating the at least one;

at least one command user interface (CUI), coupled with the OTP cell
logic, for providing at least one command for protecting a number of the plurality of
blocks, the at least one command for placing a portion of the plurality of OTP cells in the
second state;

a first OTP cell, coupled with the plurality of OTP cells, for
enabling/disabling programming of the plurality of OTP cells.

16. A method for protecting a memory from modification comprising:
determining a size of each of a plurality of blocks of the memory, the
plurality of blocks corresponding to a plurality of one time programmable (OTP) cells, at '
least one OTP cell of the plurality of OTP cells corresponding to a block of the plurality
of blocks, the at least one OTP cell preventing programming of the block when the at
least one OTP cell is in a first state, the at least one OTP cell allowing programming of
the block when the at least one OTP cell is in a second state; and

writing the at least one OTP cell to the first state.

17.  The method of claim 16 further including:

selecting a portion of the plurality of blocks for protection.

18.  The method of claim 16 further comprising:
turning on a protection feature to allow the at least one OTP cell to be

programmed to the first state.

19.  The method of claim 16 wherein the writing step further includes:
writing to the at least one OTP cell for each of the portion of the plurality
of blocks.
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20.  The method of claim 16 further including:
locking any remaining OTP cell.

21.  The method of claim 16 wherein the determining step further includes:

5 determining a minimum size and a maximum size.

22. The method of claim 21 wherein the size determining further includes:
determining the size to be between the minimum size and as large as the
maximum size.

10

23. The method of claim 21 wherein the minimum size is a sector size.

24,  The method of claim 21 wherein the maximum size is a memory density
for a portion of the memory desired to be protected divided by a number of the plurality
15 of OTP cells.

25. A method for protecting a memory from modification comprising:
providing a plurality of one time programmable (OTP) OTP cells
corresponding to a plurality of blocks of the memory, an OTP cell of the plurality of
20 OTP cells corresponding to a block of the plurality of blocks, the OTP cell allowing
modification of the block when the OTP cell is in a first state and permanently
preventing modification of the block when the OTP cell is in a second state; and
providing OTP cell logic coupled with the plurality of OTP cells for

determining a size of the block corresponding to the OTP cell.
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