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Description
FIELD
[0001] The invention relates to the field of secure mes-

saging and more specifically to generating a message
and sending the message.

BACKGROUND

[0002] For secure messaging, messages may be en-
crypted today such that a recipient of the message can
access the message only if the recipient has access to
the decryption key for decrypting the encrypted message.
Accordingly, a message only contains information which
is intended to be received by all recipients of the message
having access to this decryption key. For different infor-
mation which is intended to be received by only some of
these recipients or by different recipient a different mes-
sage (i.e. a message decryptable with a different decryp-
tion key) is accordingly used. This is particularly burden-
some in associated business processes where different
and at least partially overlapping information have to be
shared with different business partners involved in these
associated business processes, because for each busi-
ness partner a different message has to be used.
[0003] Patentpublication CA2296 631 shows adevice
and method for sending encrypted data to multiple recip-
ients. The device comprises a message recorder, an en-
cryptor, and a transmitter. The message recorder is op-
erative to store a message to be sent to multiple recipi-
ents. The encryptor is operative to encrypt the message
thereby generating a first encrypted message. The en-
cryptor is also operative to: select a session key, encrypt
the message using the session key thereby generating
the first encrypted message, encrypt the session key with
afirst secret thereby generating a first encrypted session
key, encryptthe session key with a second secret thereby
generating a second encrypted session key, and gener-
ate a second encrypted message comprising the firsten-
crypted session key, the second encrypted session key
and the first encrypted message. The transmitter is op-
erative to transmit the second encrypted message.

SUMMARY OF SOME EMBODIMENTS OF THE IN-
VENTION

[0004] According to a first aspect of the invention, a
method performed by an apparatus is presented, which
comprises:

- generating a message comprising a plurality of en-
crypted payload information items, wherein each of
the plurality of encrypted payload information items
is decryptable with a respective decryption key of a
plurality of decryption keys, and

- sending the message to at least one recipient.
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[0005] According to the first aspect of the invention, an
apparatus is presented, which comprises means for per-
forming the method according to the first aspect of the
invention. For example, the method according to the first
aspect of the invention may be a method performed by
the apparatus according to the first aspect of the inven-
tion.

[0006] The apparatus and the method according to the
firstaspect of the invention may be for secure messaging,
for example for sending a secure message.

[0007] The apparatus according to the first aspect of
the invention may be or may be part of a device such as
a sender device or a server device (e.g. a key server
device), for example a sender device or a server device
for a messaging system (e.g. the system according to
the third aspect of the invention). Alternatively, the ap-
paratus according to the first aspect of the invention may
comprise or may be formed by one or more devices such
as a sender device and/or a server device (e.g. a key
server device), for example a sender device and/or a
server device for a messaging system (e.g. the system
according to the third aspect of the invention).

[0008] According to the first aspect of the invention, a
computer program code is presented, the computer pro-
gram code when executed by a processor causing an
apparatus to perform the actions of the method according
to first aspect of the invention.

[0009] According to the first aspect of the invention, a
computer readable storage medium (e.g. a tangible
and/or non-transitory computer readable storage medi-
um) is presented, in which the computer program code
according to the first aspect of the invention is stored.
[0010] According to a second aspect of the invention,
amethod performed by an apparatus is presented, which
comprises:

- receiving a message comprising a plurality of en-
crypted payload information items, wherein each of
the encrypted payload information items is decrypt-
able with a respective decryption key of a plurality
of decryption keys, and

- decrypting one or more encrypted payload informa-
tion items of the plurality of encrypted payload infor-
mation items.

[0011] According to the second aspect of the invention,
an apparatus is presented, which comprises means for
performing the method according to the second aspect
of the invention. For example, the method according to
the second aspect of the invention may be a method per-
formed by the apparatus according to the second aspect
of the invention.

[0012] The apparatus and the method according to the
second aspect of the invention may be for secure mes-
saging, for example for receiving a secure message.
[0013] The apparatus according to the second aspect
of the invention may be or may be part of a device such
as a recipient device or a client device, for example a
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recipientdevice or a clientdevice fora messaging system
(e.g. the system according to the third aspect of the in-
vention). Alternatively, the apparatus according to the
second aspect of the invention may comprise or may be
formed by one or more devices such as arecipientdevice
(e.g. a user device) and/or a client device, for example
a recipient device (e.g. a user device) and/or a client de-
vice for a messaging system (e.g. the system according
to the third aspect of the invention).

[0014] Accordingtothe second aspectofthe invention,
a computer program code is presented, the computer
program code when executed by a processor causing an
apparatus to perform the actions of the method according
to second aspect of the invention.

[0015] Accordingtothe second aspectoftheinvention,
a computer readable storage medium (e.g. a tangible
and/or non-transitory computer readable storage medi-
um) is presented, in which the computer program code
according to the second aspect of the invention is stored.
[0016] According to a third aspect of the invention, a
method is presented, which comprises the steps of the
methods according to the first and second aspect of the
invention. The method according to the second aspect
of the invention may be a method performed in a mes-
saging system (e.g. the system according to the third
aspect of the invention).

[0017] According to the third aspect of the invention, a
system is presented, which comprises at least one ap-
paratus according to the first aspect of the invention and
at least one apparatus according to the second aspect
of the invention. The system according to the third aspect
of the invention may be a messaging system (e.g. a se-
cure messaging system).

[0018] In the following, the first, second and third as-
pects of the invention are - at least partially exemplary -
described.

[0019] A message comprising a plurality of encrypted
payload information items may be understood to mean
that the message comprises at least two, for example at
least three different payload information items in encrypt-
ed form. Due to the encryption, the message may be
referred to as a secure message.

[0020] A payload information item may represent in-
formation that is intended to be received by one or more
recipients of the message. For example, the payload in-
formation items may represent information necessary to
perform one or more associated business processes
such as completing different bookings for a travel ar-
rangement.

[0021] Accordingly, each of the plurality of encrypted
payload information items (i.e. each encrypted payload
information item of the plurality of encrypted payload in-
formation items) may represent such information in en-
crypted form. In addition to the plurality of encrypted pay-
load information items the message may for example
comprise further information items for facilitating and/or
controlling transmitting of the message such as header
and/or metadata information items (e.g. a signature in-
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formation item, a sender information item, a recipient in-
formation item, an encryption information item, and/or a
message policy information item).

[0022] Each of the plurality of encrypted payload infor-
mation items (i.e. each encrypted payload information
item of the plurality of encrypted payload information
items) is decryptable with a respective decryption key of
a plurality of decryption keys. This may be understood
to mean that for decrypting one of the encrypted payload
information items a respective decryption key of the plu-
rality of decryption keys is to be used. For example, the
respective decryption key of the plurality of decryption
keys is different for each of the plurality of encrypted pay-
load information items.

[0023] As a result of decrypting the one or more en-
crypted payload information items of the plurality of en-
crypted payload information items one or more accessi-
ble payload information items may be obtained. Access-
ing an encrypted payload information item of the plurality
of encrypted payload information items may be under-
stood to mean that the encrypted payload information
item is decrypted.

[0024] For different encrypted payload information
items of the plurality of encrypted payload information
items different respective decryption keys of the plurality
of decryption keys may be used for decrypting. Accord-
ingly, a recipient (e.g. the at least one recipient) may for
example access a certain encrypted payload information
item of the plurality of encrypted payload information
items if the recipient is associated with and/or has access
to the respective decryption key of the plurality of decryp-
tion key with which the certain encrypted payload infor-
mation item is decryptable.

[0025] Encrypting the payload information items may
thus have the effect that access to the encrypted payload
information items of the plurality of encrypted payload
information items may be controlled independently by
controlling access to the decryption keys of the plurality
of decryption keys. For example, different recipients may
have access to different decryption keys of the plurality
of decryption keys and may thus decrypt and/or access
different encrypted payload information items of the plu-
rality of encrypted payload information items. According-
ly, the information represented by the payload informa-
tionitems are protected against unauthorized access and
security is increased.

[0026] The message may be or may be part of a mes-
sage according to a message standard such as the In-
ternet Message Format (IMF) which is specified in
RFC5322 of the Internet Engineering Task Force (IETF)
and/or the Cryptographic Message Syntax (CMS) which
is specified in RFC5652 of the IETF.

[0027] Generating the message may be understood to
mean that the message is at least partially assembled
from the plurality of encrypted information items. Addi-
tionally the message may be assembled from further in-
formation items such as header and/or metadata infor-
mation items as disclosed above. For example, the plu-
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rality of encrypted information items and/or the further
information items may at least partially be hold available
and/or received by the apparatus according to the first
aspect of the invention for generating the message. Al-
ternatively or additionally, generating the message may
comprise at least partially generating and/or determining
the plurality of encrypted information items and/or the
further information items.

[0028] A recipient may be understood to mean a per-
son (e.g. a user) and/or an organization (e.g. a company
such as a service provider company) to which the mes-
sage is sent and/or which receives the message.
[0029] Sending the message to at least one recipient
may be understood to mean that the message is sent
such that it is receivable by the recipient and/or an ap-
paratus of the recipient (e.g. the apparatus according to
the second aspect of the invention). For example, the
message may be addressed to the at least one recipient
and/or to an apparatus of the recipient (e.g. the apparatus
according to the second aspect of the invention). For ex-
ample, the message may comprise an address associ-
ated with the at least one recipient (e.g. a recipient iden-
tifier and/or arecipientaddress such as an email address)
and/or an address associated with an apparatus of the
recipient (e.g. a device identifier and/or a device address
such as an IP address and/or a phone number) as a
recipient information item.

[0030] For example, the message may be sent by the
apparatus according to the first aspect of the invention
in a signal or as part of a signal (e.g. a communication
signal). The message may for example be sent by com-
municating the message in such a signal or as part of
such a signal by communication means of the apparatus
according to the first aspect of the invention, for example
a communication interface such as a network interface.
Alternatively or additionally, the message may for exam-
ple be sent by communication means external to the ap-
paratus according to the first aspect of the invention.
[0031] The message may be sent and/or received via
a communication link, for example a network link such
as an internet link, a virtual private network link and/or a
cellular network link. The communication link may be
composed of one or more intermediate communication
links and comprise one or more intermediate stations.
[0032] Receiving the message may be understood to
mean that a signal (e.g. a communication signal) com-
prising the message is received and that the message is
extracted from the received signal.

[0033] For example, the message is received by the
apparatus according to the second aspect of the inven-
tion. For example, the message is received by commu-
nication means of the apparatus according to the second
aspect of the invention such as a network interface.
[0034] The means of the apparatuses according to the
first and second aspect of the invention may be imple-
mented in hardware and/or software. They may comprise
for example at least one processor for executing compu-
ter program code for realizing the required functions, at
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least one memory storing the program code, or both. Al-
ternatively, they could comprise for example circuitry that
is designed to realize the required functions, for example
implemented in a chipset or a chip, like an integrated
circuit. In general, the means may comprise for example
one or more processing means such as a processor and
a memory. Optionally, the apparatuses may comprise
various other components, like a communication inter-
face (e.g. a network interface such as a network card),
a user interface (e.g. a touch-sensitive display, a key-
board, a touchpad, a display, etc.) etc.

[0035] For example, the apparatus according to the
first aspect of the invention may comprise at least one
processor and at least one memory including computer
program code, the atleast one memory and the computer
program code configured to, with the at least one proc-
essor, cause an apparatus at least to perform at least
partially the method and/or the steps of the method ac-
cording to the first aspect of the invention. Similarly, the
apparatuses according to the second aspect of the in-
vention may comprise at least one processor and at least
one memory including computer program code, the at
least one memory and the computer program code con-
figured to, with the at least one processor, cause an ap-
paratus at least to perform at least partially the method
and/or the steps of the method according to the second
aspect of the invention.

[0036] As disclosed above, access to the encrypted
payload information items of the plurality of encrypted
payload information items of the message may be con-
trolled independently by controlling access to the decryp-
tion keys of the plurality of decryption keys. The present
invention thus enables to use the same message to se-
curely provide different recipients with different informa-
tion by providing the different recipients access to differ-
ent decryption keys of the plurality of decryption keys.
This for example allows efficiently providing information
to different service provider companies providing asso-
ciated services. An example of such associated services
is making travel arrangements such as booking a flight,
ahotel and arental car. The same message may be used
to provide the information necessary to complete the dif-
ferent bookings to the airline company, the hotel compa-
ny and the car rental company. For completing booking
a flight (e.g. credit card information, identity information,
etc.) different information than for completing booking a
hotel (e.g. credit card information, etc.) and/or a rental
car (e.g. credit card information, driver license informa-
tion, etc.) may be necessary. Accordingly, access of the
airline company to the encrypted payload information
items of the plurality of encrypted information items may
be restricted differently than the access of the hotel com-
pany and/or the car rental company by providing the air-
line company, the hotel company and the car rental com-
pany access to at least partially different decryption keys
of the plurality of decryption keys.

[0037] In the following, the features of exemplary em-
bodiments according to the invention are described by
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way of examples.

[0038] According to an exemplary embodiment of the
invention, the plurality of encrypted payload information
items comprises at least a first encrypted payload infor-
mation item and a second encrypted payload information
item, wherein the first encrypted payload information item
is decryptable with a first decryption key and the second
encrypted payload information item is decryptable with
a second decryption key different from the first decryption
key.

[0039] According to an exemplary embodiment of the
invention, the method according to the first aspect of the
invention further comprises:

- receiving and/or holding available a plurality of pay-
load information items, and

- encrypting the plurality of payload information items
to obtain the plurality of encrypted payload informa-
tion items.

[0040] Holding available the plurality of payload infor-
mation items may be understood to mean that the plu-
rality of payload information items is stored in memory
means of the apparatus according to the first aspect of
the invention. Example of memory means include a vol-
atile memory and a non-volatile memory. Alternatively or
additionally, the plurality of payload information items
may be received by the apparatus according to the first
aspect of the invention, for example by communication
means of the apparatus according to the first aspect of
the invention such as a communication interface.
[0041] As aresult of encrypting the plurality of payload
information items the plurality of encrypted payload in-
formation items is obtained. For example, the message
is assembled from this plurality of encrypted payload in-
formation items.

[0042] According to an exemplary embodiment of the
invention, the plurality of encrypted payload information
items are encrypted and/or decryptable by use of one of:

- an asymmetric cryptography algorithm, and
- asymmetric cryptography algorithm.

[0043] An example of an asymmetric cryptography al-
gorithm is the RSA-Algorithm (Rivest-Shamir-Adleman-
Algorithm). The RSA-Algorithm is for example specified
in Public-Key Cryptography Standards #1 (PKCS #1) as
published by the RSA Laboratories.

[0044] In case the plurality of encrypted payload infor-
mation items are encrypted and/or decryptable by use of
an asymmetric cryptography algorithm, each of the plu-
rality of decryption keys may be a public key of an asym-
metric key pair comprising a private key and the public
key. For each of the plurality of payload information items
a different asymmetric key pair may be generated and/or
used for encrypting and decrypting.

[0045] Exemplary symmetric cryptography algorithms
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are the Advanced Encryption Standard (AES-Algorithm)
and the Triple Data Encryption Algorithm (3DEA-Algo-
rithm). The AES-Algorithm and the 3DEA-Algorithm are
for example specified by the U.S. National Institute of
Standards and Technology (NIST).

[0046] In case the plurality of encrypted payload infor-
mation items are encrypted and/or decryptable by use of
a symmetric cryptography algorithm, each of the plurality
of decryption keys may be a symmetric key. For each of
the plurality of payload information items a different sym-
metric key may be generated and/or used for encrypting
and decrypting.

[0047] According to an exemplary embodiment of the
invention, the method according to the first aspect of the
invention further comprises:

- determining whether the at least one recipient is al-
lowed to access one or more of the encrypted pay-
load information items of the plurality of encrypted
payload information items, and

- generating at least one decryption key set for the at
least one recipient, wherein the at least one decryp-
tion key set for the at least one recipient comprises
arespective decryption key of the plurality of decryp-
tion keys for each of the one or more of the encrypted
payload information items of the plurality of payload
information items for which it is determined that the
at least one recipient is allowed to access.

[0048] The determining whether the at least one recip-
ient is allowed to access one or more encrypted payload
information items of the plurality of encrypted payload
information items is for example based on access rules
for the encrypted payload information items. For exam-
ple, such access rules may define which recipient(s) are
allowed to access which one or more encrypted payload
information items of the plurality of encrypted payload
information. An example of access rules is an access
control matrix defining which recipient(s) are allowed to
access which one or more encrypted payload information
items of the plurality of encrypted payload information.
[0049] Generating the at least one decryption key set
for the at least one recipient may be understood to mean
that the atleast one decryption key setis assembled only
from the decryption keys of the plurality of decryption
keys for decrypting the encrypted payload information
items of the plurality of encrypted payload information
items for which it is determined that the at least one re-
cipient is allowed to access.

[0050] The method according to the first aspect of the
invention may further comprise:

- encrypting the at least one decryption key set to ob-
tain an encrypted decryption key set that is decryp-
table with a decryption key associated with and/or
accessible to the at least one recipient.

[0051] As a result of encrypting the at least one de-
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cryption key set the encrypted decryption key set is ob-
tained. Therein, the at least one decryption key set is
encrypted such that it is decryptable with a decryption
key associated with and/or accessible to the at least one
recipient.

[0052] Furthermore, the method according to the sec-
ond aspect of the invention may further comprise:

- decrypting such an encrypted decryption key set,
wherein the encrypted decryption key set comprises
a respective decryption key for each of the one or
more encrypted payload information items of the plu-
rality of payload information items which the recipient
is allowed to access.

[0053] For example, a decryption key associated with
and/or accessible to a recipient may be used for decrypt-
ing the encrypted decryption key set.

[0054] A decryption key may be understood to be as-
sociated with and/or accessible to a recipient if the de-
cryption key is associated with and/or accessible to an
apparatus of the recipient (e.g. the apparatus according
to the second aspect of the invention), for example if the
decryption key is stored in memory means of the appa-
ratus of the recipient (e.g. the apparatus according to the
second aspect of the invention).

[0055] Alternatively or additionally, a decryption key
may be understood to be associated with and/or acces-
sible to a recipient if the decryption key has been previ-
ously exchanged with (e.g. send to and/or received from)
the recipient and/or an apparatus of the recipient (e.g.
the apparatus according to the second aspect of the in-
vention).

[0056] Forexample,the atleastone encrypted decryp-
tion key set is encrypted and/or decryptable by use of
one of:

- an asymmetric cryptography algorithm, and
- asymmetric cryptography algorithm.

[0057] As disclosed above, an example of an asym-
metric cryptography algorithm is the RSA-Algorithm, and
exemplary symmetric cryptography algorithms are the
AES-Algorithm and the 3DEA-Algorithm.

[0058] In case the at least one encrypted decryption
key set is encrypted and/or decryptable by use of an
asymmetric cryptography algorithm, the decryption key
may be a private key of an asymmetric key pair of the at
least one recipient that has been previously assigned to
the at least one recipient, for example the private key of
this asymmetric key pair is (e.g. only) stored in memory
means of the apparatus according to the second aspect
of the invention. In this case, the public key of this asym-
metric key pair may be used for encrypting the decryption
key set.

[0059] In case the at least one encrypted decryption
key set is encrypted and/or decryptable by use of a sym-
metric cryptography algorithm, the decryption key may
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be a symmetric key that has been previously exchanged
with the at least one recipient, for example the symmetric
key has been exchanged with (e.g. received from and/or
send to) the apparatus according to the second aspect
of the invention. In this case, this symmetric key may be
used for encrypting the decryption key set.

[0060] According to an exemplary embodiment of the
invention, the message further comprises the atleastone
encrypted decryption key set. For example, the message
may further comprise a plurality of encrypted decryption
key sets, for example the at least one encrypted decryp-
tion key setand one or more further encrypted decryption
key sets.

[0061] For example, the message may comprise at
least a first encrypted decryption key set and a second
encrypted decryption key set, wherein the first encrypted
decryption key set represents a first decryption key and
asecond decryption key of the plurality of encryption keys
in encrypted form, wherein the second encrypted decryp-
tion key set represents either the first decryption key or
the second decryption key of the plurality of encryption
keys in encrypted form. The first encrypted decryption
key set may be decryptable with a decryption key asso-
ciated with and/or accessible to a first recipient, and the
second encrypted decryption key set may be decryptable
with a different decryption key associated with and/or ac-
cessible to a second recipient.

[0062] This exemplary embodiment of the invention
may have the effect that access to the encrypted decryp-
tion key set(s) and, thus, to one or more payload infor-
mation items of the plurality of payload information items
is restricted to recipients being associated with and/or
having access to the decryption key(s) with which the
encrypted decryption key set(s) is(are) decryptable.
[0063] According to an exemplary embodiment of the
invention, the method according to the first aspect of the
invention further comprises:

- receiving a request for the at least one decryption
key set for the at least one recipient, and

- sending the at least one encrypted decryption key
set to the at least one recipient (for example, in re-
sponse to the request).

[0064] Furthermore, the method according to the sec-
ond aspect of the invention may further comprise:

- sending a request for the at least one decryption key
set for the at least one recipient, and

- receiving the at least one encrypted decryption key
set.

[0065] Sending the request may be understood to
mean that a signal (e.g. a communication signal) com-
prising the request is sent. Receiving the request may
accordingly be understood to mean that a signal (e.g. a
communication signal) comprising the request is re-
ceived and thatthe requestis extracted from the received
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signal.

[0066] The request may be sent and/or received via a
communication link, for example a network link such as
an internet link, a virtual private network link and/or a
cellular network link.

[0067] For example, the request is sent by the appa-
ratus according to the second aspect of the invention.
For example, the request is sent by communication
means of the apparatus according to the second aspect
ofthe invention such as a network interface. Forexample,
the request is received by the apparatus according to the
first aspect of the invention. For example, the request is
received by communication means of the apparatus ac-
cording to the first aspect of the invention such as a net-
work interface.

[0068] The request may comprise an information item
identifying the at least one recipient. In response to this
request, the above disclosed determining whether the at
least one recipient item is allowed to access one or more
ofthe encrypted payload information items of the plurality
of encrypted payload information items may be per-
formed for the recipient identified by this information item.
Subsequently, decryption key set may be generated and
encrypted for the at least one recipient identified by the
information item as disclosed above.

[0069] The encrypted decryption key set may be send
to the at least one recipient in response to the request.
Sending the encrypted decryption key set to the at least
one recipient may be performed similar to sending the
message to the atleast one recipient as disclosed above.
[0070] For example, the encrypted decryption key set
may be received as a response to the request. Receiving
the encrypted decryption key set may be understood to
mean that a signal (e.g. a communication signal) com-
prising the message is received and that the message is
extracted from the received signal.

[0071] The encrypted decryption key set may be sent
and/or received via a communication link, for example a
network link such as an internet link, a virtual private net-
work link and/or a cellular network link.

[0072] For example, the encrypted decryption key set
is sent by the apparatus according to the first aspect of
the invention. For example, the encrypted decryption key
set is sent by communication means of the apparatus
according to the first aspect of the invention such as a
network interface. For example, the encrypted decryption
key set is received by the apparatus according to the
second aspect of the invention. For example, the encrypt-
ed decryption key set is received by communication
means of the apparatus according to the second aspect
of the invention such as a network interface.

[0073] This exemplary embodiment of the invention
may have the effect that access to one or more payload
information items of the plurality of payload information
items is controlled by requiring the recipients to request
for a decryption key set if the they desire to access the
one or more payload information items of the plurality of
payload information items. Accordingly, changes in ac-
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cess rules after sending the message may be also en-
forced by this exemplary embodiment.

[0074] According to an exemplary embodiment of the
invention, the method according to the firstand/or second
aspect of the invention further comprises:

- sendingthe messageto atleast one further recipient.

[0075] Forexample, the message may be sent at least
to a first recipient (e.g. the at least one recipient) and to
asecond recipient (e.g. the atleast one further recipient).
[0076] Sendingthe message may be performed as dis-
closed above. For example, the message may be sent
(e.g. forwarded) from the apparatus according to the sec-
ond aspect of the invention to the at least one further
recipient. Alternatively or additionally, the message may
be sent from the apparatus according to the first aspect
of the invention to at least one further recipient.

[0077] According to an exemplary embodiment of the
invention, the message further comprises at least one of:

- asignature information item,

- asender information item,

- arecipient information item,

- an encryption information item, and
- a message policy information item.

[0078] A signature information item may for example
represent a digital signature of the message such as sig-
nature according to the RSASSA-PSS signature algo-
rithm as specified in PKCS#1. Such a digital signature
may allow to verify whether the message was created by
aknown sender, that the sender cannot deny having sent
the message and/or that the message was not altered in
transit.

[0079] A senderinformation item and a recipient infor-
mation item may for example represent a address asso-
ciated with the sender and an address associated with
the atleast one recipient (e.g. arecipient identifier and/or
arecipient address such as an email address) and/or an
address associated with an apparatus of the sender and
an address associated with an apparatus of the recipient
(e.g. a device identifier and/or a device address such as
an IP address and/or a phone number). This may allow
routing the message from the sender and/or an appara-
tus of the sender to the recipient and/or an apparatus of
the recipient.

[0080] An encryptioninformationitem may forexample
identify the cryptography algorithm used for encrypting
the plurality of information items.

[0081] A message policy information item may for ex-
ample define policy rules for accessing and/or processing
the message and/or the plurality of encrypted information
items. For example, the message policy information item
defines a date and time when the message expires and/or
restricts the location where the message may be opened
(e.g.onlyonline, only offline, only ata certain geolocation,
etc.) and/or requires additional user identification before
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the message and/or the plurality of encrypted information
items may be accessed (e.g. by requiring input of a pass-
word).

[0082] Other features of the present invention will be-
come apparent from the following detailed description
considered in conjunction with the accompanying draw-
ings. It is to be understood, however, that the drawings
are designed solely for purposes of illustration and not
as a definition of the limits of the invention, for which
reference should be made to the appended claims. It
should be further understood that the drawings are not
drawn to scale and that they are merely intended to con-
ceptually illustrate the structures and procedures de-
scribed herein.

BRIEF DESCRIPTION OF THE FIGURES

[0083]
Fig. 1 is a block diagram of an exemplary embod-
iment of an apparatus according to the first
aspect of the invention;

Fig. 2 is a block diagram of an exemplary embod-
iment of an apparatus according to the sec-
ond aspect of the invention;

Fig. 3 is a block diagram of an exemplary embod-
iment of a system according to the third as-
pect of the invention;

Fig. 4a-b  are flowcharts of exemplary embodiments
of a method according to the first aspect of
the invention;

Fig. 5a-b  are flowcharts of exemplary embodiments
of a method according to the second aspect
of the invention;

Fig. 6a-c  are exemplary embodiments of an access
rule matrix, messages and decryption key
sets according to the invention; and

Fig. 7 is a schematic illustration of examples of
tangible and non-transitory storage media
according to the invention.

[0084] Fig. 1 is a block diagram of an exemplary em-
bodiment of an apparatus according to the first aspect of
the invention. In the following, it is assumed that the ap-
paratus is a sender device 100.

[0085] Sender device 100 comprises a processor 101.
Processor 101 may represent a single processor or two
or more processors, which are for example at least par-
tially coupled, for example via a bus. Processor 101 ex-
ecutes a program code stored in program memory 102
(for example program code causing sender device 100
to perform one or more of the embodiments of a method
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(or parts thereof) according to the first aspect of the in-
vention (as for example further described below with ref-
erence to Figs. 4a and 4b), when executed on processor
101), and interfaces with a main memory 103. Some or
all of memories 102 and 103 may also be included into
processor 101. One of or both of memories 102 and 103
may be fixedly connected to processor 101 or at least
partially removable from processor 101, for example in
the form of a memory card or stick. Program memory 102
may for example be a non-volatile memory. It may for
example be a FLASH memory (or a part thereof), any of
a ROM, PROM, EPROM, MRAM or a FeRAM (or a part
thereof) or a hard disc (or a part thereof), to name but a
few examples. Program memory 102 may also comprise
an operating system for processor 101. Program memory
102 may for example comprise a first memory portion
thatisfixedly installed in senderdevice 100, and a second
memory portion that is removable from sender device
100, for example in the form of a removable SD memory
card.

[0086] Main memory 103 may for example be a volatile
memory. It may for example be a DRAM memory, to give
non-limiting example. It may for example be used as a
working memory for processor 101 when executing an
operating system and/or programs.

[0087] Processor 101 further controls a communica-
tion interface 104 configured to send and/or receive in-
formation such as messages via a communication link.
For example, the communication interface 104 is config-
ured to send and/or receive information in a signal or as
part of a signal (e.g. a communication signal) via a com-
munication link. An example of a communication inter-
face is a network interface such as a network card.
[0088] Furthermore, processor 101 may further control
an optional user interface 105 configured to present in-
formation to a user of sender device 100 and/or to receive
information from such a user. User interface 105 may for
instance be the standard user interface via which a user
of ender device 100 controls other functionality thereof,
such as browsing the internet, etc. Examples of such a
user interface are a touch-sensitive display, a keyboard,
a touchpad, a display, etc.

[0089] The components 102-105 of sender device 100
may for example be connected with processor 101 by
means of one or more serial and/or parallel busses.
[0090] Itis to be understood that sender device 100
may comprise various other components such.

[0091] Fig. 2 is a block diagram of an exemplary em-
bodiment of an apparatus according to the second aspect
of the invention. In the following, it is assumed that the
apparatus is a recipient device 200.

[0092] Recipient device 200 comprises a processor
201. Processor 201 may represent a single processor or
two or more processors, which are for example at least
partially coupled, for example via a bus. Processor 201
executes a program code stored in program memory 202
(for example program code causing recipient device 200
to perform one or more of the embodiments of a method
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(or parts thereof) according to the second aspect of the
invention (as for example further described below with
reference to Figs. 5a and 5b), when executed on proc-
essor 201), and interfaces with a main memory 203.
Some or all of memories 202 and 203 may also be in-
cluded into processor 201. One of or both of memories
202 and 203 may be fixedly connected to processor 201
or at least partially removable from processor 201, for
example in the form of a memory card or stick. Program
memory 202 may for example be a non-volatile memory.
It may for example be a FLASH memory (or a part there-
of), any of a ROM, PROM, EPROM, MRAM or a FERAM
(or a part thereof) or a hard disc (or a part thereof), to
name but a few examples. Program memory 202 may
also comprise an operating system for processor 201.
Program memory 202 may for example comprise a first
memory portion thatis fixedly installed in recipient device
200, and a second memory portion that is removable
from recipient device 200, for example in the form of a
removable SD memory card.

[0093] Main memory 203 may for example be a volatile
memory. It may for example be a DRAM memory, to give
non-limiting example. It may for example be used as a
working memory for processor 201 when executing an
operating system and/or programs.

[0094] Processor 201 further controls a communica-
tion interface 204 configured to send and/or receive in-
formation such as messages via a communication link.
For example, the communication interface 204 is config-
ured to send and/or receive information in a signal or as
part of a signal (e.g. a communication signal) via a com-
munication link. An example of a communication inter-
face is a network interface such as a network card.
[0095] The components 202-204 of recipient device
200 may for example be connected with processor 201
by means of one or more serial and/or parallel busses.
[0096] Itis to be understood that recipient device 200
may comprise various other components such as a user
interface (e.g. a touch-sensitive display, a keyboard, a
touchpad, a display, etc.).

[0097] Fig. 3 is a block diagram of an exemplary em-
bodiment of a system 300 according to the third aspect
of the invention.

[0098] System300comprises asenderdevice 100and
recipient devices 200-1 and 200-2. Sender device 100
corresponds to the sender device 100 of Fig. 1 as dis-
closed above; and each of recipient devices 200-1 and
200-2 corresponds to recipient device 200 of Fig. 2 as
disclosed above.

[0099] Sender device 100 and recipient devices 200-1
and 200-2 may communicate with each other via com-
munication links 301, 302 and 303 respectively.

[0100] System 300 may optionally comprise further en-
tities such as a key server device (e.g. a public key server
device) and/or further sender devices and/or further re-
cipient devices.

[0101] Fig. 4ais a flow chart 400 illustrating an exem-
plary embodiment of a method according to the first as-
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pect of the invention. The actions of flow chart 400 may
be performed by sender device 100, for example. In the
following, it is assumed that processor 101 and the pro-
gram code stored in memory 102 of sender device 100
may cause the sender device 100 to perform all or some
of actions 401 to 407 when program code is retrieved
from program memory 102 and executed by processor
101. Furthermore, it is assumed that sender device 100
is part of system 300 described above with respect to
Fig. 3.

[0102] Senderdevice 100 receives and/or holds avail-
able a plurality of payload information items (action 401).
For example, the plurality of payload information items
may be at least partially received by communication
means 104 and/or by user input on optional user interface
105. Alternatively or additionally, the plurality of payload
information items may be at least partially stored in pro-
gram memory 102.

[0103] Each of the plurality of payload information
items may represent information intended to be received
by one or more recipients of a message (e.g. the mes-
sage generated in action 406). For example, the plurality
of payload information items may represent information
necessary to perform different associated business proc-
esses such as completing different bookings for a travel
arrangement.

[0104] Senderdevice 100 encrypts the plurality of pay-
load information items such that each of the plurality of
encrypted payload information items is decryptable with
a respective decryption key of a plurality of decryption
keys (action 402).

[0105] Without limiting the scope of the invention, it is
assumed in the following that each of the plurality of pay-
load information items is encrypted by use of a symmetric
cryptography algorithm. Accordingly, the respective de-
cryption key of the plurality of decryption keys is a sym-
metric key that is different for each of the plurality of pay-
load information items. This may have the effect that ac-
cess to each of the plurality of encrypted payload infor-
mation items may be restricted to recipient being asso-
ciated with and/or having access to the respective de-
cryption key of the plurality of decryption keys.

[0106] Using a symmetric cryptography algorithm al-
lows to reduce the processing time and/or capacity for
encrypting and/or decrypting compared to an asymmetric
cryptography algorithm. As disclosed above, exemplary
symmetric cryptography algorithms are the AES-Algo-
rithm and the 3DEA-Algorithm.

[0107] Senderdevice 100 determines whether at least
one recipient is allowed to access one or more of the
encrypted payload information items of the plurality of
encrypted payload information items (action 403).
[0108] A recipient may be understood to mean a per-
son (e.g. a user) and/or an organization (e.g. a company
such as a service provider company) to which the mes-
sage is sent and/or which receives the message. In the
following, it is assumed that the at least one recipient
uses recipient device 200-1 for sending and/or receiving
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messages.
[0109] The determining may for example be based on
access rules for the encrypted payload information items.
For example, such access rules define which recipient(s)
are allowed to access which one or more encrypted pay-
load information items of the plurality of encrypted pay-
load information. The access rules may be received
and/or hold available by the sender device 100. For ex-
ample, the access rules may be at least partially received
by communication means 104 and/or by user input on
optional user interface 105. Alternatively or additionally,
the access rules may be at least partially stored in pro-
gram memory 102. As disclosed above, an example of
access rules is an access control matrix defining which
recipient(s) are allowed to access which one or more
encrypted payload information items of the plurality of
encrypted payload information.

[0110] An exemplary embodiment of such an access
rule matrix 800 for a first recipient using recipient device
200-1 for sending and/or receiving messages and a sec-
ond recipient using recipient device 200-2 for sending
and/or receiving messages is shown in Fig. 6a. As indi-
cated in access rule matrix 800 the first recipient is al-
lowed to access encrypted payload information items 1
to 3 (i.e. Items 1 to 3), whereas the second recipient is
only allowed to access encrypted payload information
items 1 and 2 (i.e. Items 1 to 3).

[0111] After determining whether the at least one re-
cipient (i.e. the recipient which uses recipient device
200-1 for sending and/or receiving messages) is allowed
to access one or more of the encrypted payload informa-
tion items of the plurality of encrypted payload informa-
tion items, at least one decryption key set for the at least
one recipient is generated (action 404). The at least one
decryption key set for the at least one recipient comprises
a respective decryption key of the plurality of decryption
keys for each of the one or more of the encrypted payload
information items of the plurality of payload information
items for which it is determined that the at least one re-
cipient is allowed to access.

[0112] Sender device 100 encrypts the at least one
decryption key set for the at least one recipient to obtain
an encrypted decryption key set that itis decryptable with
a decryption key associated with and/or accessible to the
at least one recipient (action 405).

[0113] The decryption key may be understood to be
associated with and/or accessible to the at least one re-
cipient if the decryption key is stored in program memory
202 of recipient device 200-1.

[0114] Without limiting the scope of the invention, it is
assumed in the following that the decryption key set is
encrypted by use of an asymmetric cryptography algo-
rithm. Accordingly, the respective decryption key of the
plurality of decryption keys may be a private key of an
asymmetric key pair associated with and/or accessible
to the recipient. The sender device 100 may receive the
public key of this asymmetric key pair for encrypting the
decryption key set from the recipient device 200-1 and/or
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a public key server (e.g. a public key server of system
300).

[0115] Incombinationwith the symmetric cryptography
algorithm used for encrypting the payload information
items a hybrid cryptography scheme may be realized by
using an asymmetric cryptography algorithm for encrypt-
ing the decryption key set. This may have the effect that
itis not necessary that the sender and the recipient share
a common secret.

[0116] Optionally, actions 403 to 405 may be repeated
for one or more further recipients.

[0117] Sender device 100 generates a message com-
prising the plurality of encrypted payload information
items and the at least one encrypted decryption key set
(action 406). In case that actions 403 to 405 have been
repeated for one or more further recipients, the message
may comprise for each of the one or more further recip-
ients a respective encrypted decryption key set.

[0118] For example, the message is at least partially
assembled from the plurality of encrypted payload infor-
mation items and the at least one encrypted decryption
key set. Additionally, the message may comprise further
information items, for example for facilitating and/or con-
trolling transmitting of the message such as header
and/or metadata information items (e.g. a signature in-
formation item, a sender information item, a recipient in-
formation item, an encryption information item, and/or a
message policy information item).

[0119] An exemplary embodiment of such a message
900-1 is shown in Fig. 6b. Message 900-1 comprises
encrypted payload information items 1 to 3 as denoted
by reference signs 901 to 903 in Fig. 6b. In the following
it is assumed that these encrypted payload information
items 1 to 3 corresponds to encrypted payload informa-
tion items 1 to 3 of access rule matrix 800 (i.e. ltems 1
to 3). As indicated in Fig. 6b, encrypted payload informa-
tion item 1 is encrypted by KEY 1, encrypted payload in-
formation item 2 is encrypted by KEY2 and encrypted
payload information item 3 is encrypted by KEY3.
[0120] Furthermore, message 900-1 comprises en-
crypted decryption key sets 704 and 705. Encrypted de-
cryption key set 904 comprises KEY1, KEY2 and KEY3
and is encrypted with PUB_KEY_REC1 which is a public
key of an asymmetric key pair associated with and/or
associable to the first recipient of access rule matrix 800
using recipient device 200-1 (e.g. PRIV_KEY_REC1
which is the private key of this asymmetric key pair is
storedin program memory 102 of recipient device 200-1).
Encrypted decryption key set 905 comprises KEY1 and
KEY2 and is encrypted with PUB_KEY_REC2 which is
a public key of an asymmetric key pair associated with
and/or associable to the second recipient of access rule
matrix 800 wusing recipient device 200-2 (e.g.
PRIV_KEY_REC2 which is the private key of this asym-
metric key pair is stored in program memory 202 of re-
cipient device 200-2). Accordingly, encrypted decryption
key sets 904 and 906 reflect the access rules defined by
access rule matrix 800.
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[0121] As indicated by reference sign 906, message
900-1 may optionally comprise further information items.
[0122] The message is sent by sender device 100 to
the at least one recipient (action 407). Sending the mes-
sage to atleast one recipient may be understood to mean
that the message is sent such that it is receivable by the
recipient device 200-1. For example, the message is sent
by sender device 100 via communication link 301 to re-
cipient device 200-1.

[0123] Optionally, the message may be sent by sender
device 100 to one or more further recipients (e.g. recipient
device 200-2).

[0124] Fig. 4b is a flow chart 500 illustrating another
exemplary embodiment of a method according to the first
aspect of the invention. The actions of flow chart 500 may
be performed by sender device 100, for example. In the
following, it is assumed that processor 101 and the pro-
gram code stored in memory 102 of sender device 100
may cause the sender device 100 to perform all or some
of actions 501 to 509 when program code is retrieved
from program memory 102 and executed by processor
101. Furthermore, it is assumed that sender device 100
is part of system 300 described above with respect to
Fig. 3.

[0125] Sender device 100 receives and/or holds avail-
able a plurality of payload information items (action 501)
and encrypts the plurality of payload information items
such that each of the plurality of encrypted payload in-
formation items is decryptable with a respective decryp-
tion key of a plurality of decryption keys (action 502).
Actions 501 and 502 corresponds to actions 401 and 402
of flowchart 400 as disclosed above.

[0126] In contrast to flowchart 400, sender device 100
now generates a message comprising the plurality of en-
crypted payload information items (action 503).

[0127] For example, the message is at least partially
assembled from the plurality of encrypted payload infor-
mation items. Additionally, the message may comprise
further information items, for example for facilitating
and/or controlling transmitting of the message such as
header and/or metadata information items (e.g. a signa-
ture information item, a sender information item, a recip-
ient information item, an encryption information item,
and/or a message policy information item).

[0128] An exemplary embodiment of such a message
900-2 is shown in Fig. 6¢c. Message 900-2 comprises
encrypted payload information items 1 to 3 as denoted
by reference signs 901 to 903 in Fig. 6c¢. In the following
it is assumed that these encrypted payload information
items 1 to 3 correspond to encrypted payload information
items 1 to 3 of access rule matrix 800 (i.e. Items 1 to 3).
As indicated in Fig. 6¢, encrypted payload information
item 1 is encrypted by KEY1, encrypted payload infor-
mation item 2 is encrypted by KEY2 and encrypted pay-
load information item 3 is encrypted by KEY3. As indi-
cated by reference sign 906, message 900-2 may op-
tionally comprise further information items.

[0129] The message is sent by sender device 100 to
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the at least one recipient (action 504). Action 504 corre-
spondstoaction407 of flowchart400 as disclosed above.
Optionally, the message may be sent by sender device
100 to one or more further recipients (e.g. recipient device
200-2).

[0130] Subsequently, the sender device 100 receives
a request for a decryption key set for the at least one
recipient (action 505). For example, the request is re-
ceived by sender device 100 via communication link 301
from recipient device 200-1.

[0131] The request may comprise an information item
identifying the at least one recipient.

[0132] In response to the request, the sender device
100 determines whether the at least one recipient (e.g.
the at least one recipient identified in the request) is al-
lowed to access one or more of the encrypted payload
information items of the plurality of encrypted payload
information items (action 506). The determining is per-
formed as disclosed above regarding action 403 of flow-
chart 400.

[0133] After determining whether the at least one re-
cipient is allowed to access one or more of the encrypted
payload information items of the plurality of encrypted
payload information items, at least one decryption key
set for the atleast one recipientis generated (action 507)
and the at least one decryption key is encrypted to obtain
an encrypted decryption key set thatitis decryptable with
adecryption key associated with and/or accessible to the
at least one recipient (action 508). These actions corre-
spond to actions 404 and 405 of flowchart 400 as dis-
closed above.

[0134] Exemplary embodiments of such encrypted de-
cryption key sets 904 and 906 are shown in fig. 6¢. En-
crypted decryption key set 904 comprises KEY1, KEY2
and KEY3 and is encrypted with PUB_KEY_REC1 which
is a public key of an asymmetric key pair associated with
and/or associable to the first recipient of access rule ma-
trix 800 wusing recipient device 200-1 (e.g.
PRIV_KEY_REC1 which is the private key of this asym-
metric key pair is stored in program memory 102 of re-
cipient device 200-1). Encrypted decryption key set 905
comprises KEY1 and KEY2 and is encrypted with
PUB_KEY_REC2 which is a public key of an asymmetric
key pair associated with and/or associable to the second
recipient of access rule matrix 800 using recipient device
200-2 (e.g. PRIV_KEY_REC2 which is the private key of
this asymmetric key pair is stored in program memory
202 of recipient device 200-2). As disclosed above, en-
crypted decryption key sets 904 and 906 reflect the ac-
cess rules defined by access rule matrix 800.

[0135] Subsequently, the sender device 100 sends the
at least one encrypted decryption key set to the at least
one recipient (action 509). Sending the at least one en-
crypted decryption key set to the at least one recipient
may be understood to mean that the at least one encrypt-
ed decryption key set is sent such that it is receivable by
the recipient device 200-1. For example, the at least one
encrypted decryption key set is sent by sender device
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100 via communication link 301 to recipient device 200-1.
[0136] Forexample, actions 505 to 509 may be repeat-
ed if one or more further requests for a decryption key
set for one or more further recipients are received.
[0137] Fig. 5ais a flow chart 600 illustrating an exem-
plary embodiment of a method according to the second
aspect of the invention. The actions of flow chart 600 may
be performed by recipient device 200-1 of system 300
described above with respect to Fig. 3, for example. In
the following, it is assumed that processor 201 and the
program code stored in memory 202 of recipient device
200-1 may cause the recipient device 200-1 to perform
all or some of actions 601 to 603 when program code is
retrieved from program memory 202 and executed by
processor 201.

[0138] The recipientdevice 200-1 receives a message
comprising a plurality of encrypted payload information
items and at least one encrypted decryption key set,
wherein each of the encrypted payload information items
is decryptable with a respective decryption key of a plu-
rality of decryption keys (action 601). For example, the
message is received by recipient device 200-1 via com-
munication link 301 from sender device 100.

[0139] Without limiting the scope of the invention, it is
assumed in the following that the message received in
action 601 corresponds to the message sent in action
407 of flowchart 400 as disclosed above. For example,
the message is message 900-1 shown in Fig. 6b.
[0140] A recipient may be understood to mean a per-
son (e.g. a user) and/or an organization (e.g. a company
such as a service provider company) to which the mes-
sage is sent and/or which receives the message. By re-
ceiving the message by the recipient device 200-1 the
message may thus be understood to be received by the
recipient using recipient device 200-1 for sending and/or
receiving messages.

[0141] The recipient device 200-1 decrypts the atleast
one encrypted decryption key set, wherein the encrypted
decryption key set comprises a respective decryption key
of the plurality of decryption keys for each of the plurality
of encrypted payload information items which the recip-
ient is allowed to access (action 602).

[0142] As disclosed above, the at least one encrypted
decryption key set is encrypted such thatitis decryptable
with a decryption key associated with and/or accessible
to the at least one recipient using recipient device 200-1
for sending and/or receiving messages. Without limiting
the scope of the invention, it is assumed that the at least
one encrypted decryption key set is encrypted by use of
an asymmetric cryptography algorithm. For example, the
decryption key is a private key of an asymmetric key pair
stored in program memory 202 of recipient device 200-1.
Alternatively, the decryption key may be received by re-
cipient device 200-1 (e.g. by input on a user input inter-
face of recipient device 200-1). For example, the decryp-
tionkeyis PUB_KEY_RECH1 for decrypting encrypted de-
cryption key set 904 of message 900-1 shown in Fig. 6b.
[0143] Subsequently, the recipient device 200-1 de-
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crypts the one or more encrypted payload information
items of said plurality of encrypted payload information
items which said recipient is allowed to access (action
603). For example, the decryption keys of the at least
one encrypted decryption key set that is decrypted in
action 602 may be used for decrypting the one or more
encrypted payload information items of said plurality of
encrypted payload information items.

[0144] The recipient using recipient device 200-1 for
sending and/or receiving messages may be understood
to be allowed to access each of the plurality of encrypted
payload information items (i.e. the one or more encrypted
payload information items of the plurality of encrypted
payload information items) for which the at least one en-
crypted decryption key set comprises a respective de-
cryption key of the plurality of decryption keys.

[0145] Without limiting the scope of the invention, it is
assumed that each of the plurality of payload information
items is encrypted by use of a symmetric cryptography
algorithm. Accordingly, the decryption keys of the en-
crypted decryption key set that is decrypted in action 602
are symmetric keys that are different for each of the one
or more encrypted payload information items.

[0146] Optionally, the message may be sent (e.g. for-
warded) by recipient device 200-1 to one or more further
recipients (e.g. recipientdevice 200-2). For example, the
message may be sent by recipient device 200-1 via com-
munication link 302 to recipient device 200-2. Recipient
device 200-2 may then perform actions 601 to 603 of
flowchart 600 as disclosed above.

[0147] Fig. 5b is a flow chart 700 illustrating an exem-
plary embodiment of a method according to the second
aspect of the invention. The actions of flow chart 700 may
be performed by recipient device 200-1 of system 300
described above with respect to Fig. 3, for example. In
the following, it is assumed that processor 201 and the
program code stored in memory 202 of recipient device
200-1 may cause the recipient device 200-1 to perform
all or some of actions 701 to 705 when program code is
retrieved from program memory 202 and executed by
processor 201.

[0148] The recipientdevice 200-1 receives a message
comprising a plurality of encrypted payload information
items, wherein each of the encrypted payload information
items is decryptable with a respective decryption key of
a plurality of decryption keys (action 701). For example,
the message is received by recipient device 200-1 via
communication link 301 from sender device 100.
[0149] Without limiting the scope of the invention, it is
assumed in the following that the message received in
action 601 corresponds to the message sent in action
503 of flowchart 500 as disclosed above. For example,
the message is message 900-2 shown in Fig. 6c¢.
[0150] The recipient device 200-1 sends a request for
at least one decryption key set for the least one recipient
(action 702). Forexample, the requestis sent by recipient
device 200-1 via communication link 301 to sender de-
vice 100.
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[0151] The request may corresponds to the request
received by sender device 100 in action 505 of flowchart
500 as disclosed above and may comprise aninformation
item identifying the at least one recipient.

[0152] As a response to the request, recipient device
200-1 receives at least one encrypted decryption key set
(action 703). Without limiting the scope of the invention,
it is assumed in the following that the at least one en-
crypted decryption key set received in action 703 corre-
sponds to the at least one encrypted decryption key set
sent by sender device 100 in action 506 of flowchart 500
as disclosed above.

[0153] The recipient device 200-1 decrypts the atleast
one encrypted decryption key set, wherein the encrypted
decryption key set comprises a respective decryption key
of the plurality of decryption keys for each of the plurality
of encrypted payload information items which the recip-
ient is allowed to access action (704). For example, the
decryption key is PUB_KEY_REC1 for decrypting en-
crypted decryption key set 904 shown in Fig. 6c¢. Action
704 corresponds to action 602 of flowchart 600 as dis-
closed above.

[0154] Subsequently, the recipient device 200-1 de-
crypts one or more encrypted payload information items
of the plurality of encrypted payload information items
which the recipient is allowed to access (action 705). For
example, the decryption keys of the at least one encrypt-
ed decryption key set that is decrypted in action 704 may
be usedfordecrypting the one or more encrypted payload
information items of said plurality of encrypted payload
information items. Action 705 corresponds to action 603
of flowchart 600 as disclosed above.

[0155] Optionally, the message may be sent (e.g. for-
warded) by recipient device 200-1 to one or more further
recipients (e.g. recipient device 200-2). For example, the
message may be sent by recipient device 200-1 via com-
munication link 302 to recipient device 200-2. Recipient
device 200-2 may then perform actions 701 to 705 of
flowchart 700 as disclosed above.

[0156] Fig. 7 is a schematic illustration of examples of
tangible and non-transitory computer-readable storage
media according to the present invention that may for
instance be used to implement program memory 102 of
Figs. 1 and 2. To this end, Fig. 6 displays a flash memory
1000, which may for instance be soldered or bonded to
a printed circuit board, a solid-state drive 1001 compris-
ing aplurality of memory chips (e.g. Flash memory chips),
a magnetic hard drive 102, a Secure Digital (SD) card
1003, a Universal Serial Bus (USB) memory stick 1004,
an optical storage medium 1005 (such as for instance a
CD-ROM or DVD) and a magnetic storage medium 1006.
[0157] Any presented connection in the described em-
bodiments is to be understood in a way that the involved
components are operationally coupled. Thus, the con-
nections can be direct or indirect with any number or com-
bination of intervening elements, and there may be mere-
ly a functional relationship between the components.
Any of the processors mentioned in this text, in particular
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but not limited to processors 101 and 201 of Figs. 1 and
2, could be a processor of any suitable type. Any proc-
essor may comprise but is not limited to one or more
microprocessors, one or more processor(s) with accom-
panying digital signal processor(s), one or more proces-
sor(s) without accompanying digital signal processor(s),
one or more special-purpose computer chips, one or
more field-programmable gate arrays (FPGAS), one or
more controllers, one or more application-specific inte-
grated circuits (ASICS), or one or more computer(s). The
relevant structure/hardware has been programmed in
such a way to carry out the described function.

[0158] Moreover, any of the actions described or illus-
trated herein may be implemented using executable in-
structions in a general-purpose or special-purpose proc-
essor and stored on a computer-readable storage medi-
um (e.g., disk, memory, or the like) to be executed by
such a processor. References to 'computer-readable
storage medium’ should be understood to encompass
specialized circuits such as FPGAs, ASICs, signal
processing devices, and other devices.

[0159] It will be understood that all presented embod-
iments are only exemplary, and that any feature present-
ed for a particular exemplary embodiment may be used
with any aspect of the invention on its own or in combi-
nation with any feature presented for the same or another
particular exemplary embodiment and/or in combination
with any other feature not mentioned. It will further be
understood that any feature presented for an example
embodiment in a particular category may also be used
in a corresponding manner in an example embodiment
of any other category.

Claims

1. A method performed by a sending apparatus, said
method comprising:

- generating a message comprising a plurality
of encrypted payload information items, wherein
each of said plurality of encrypted payload infor-
mation items is decryptable with a respective
decryption key of a plurality of decryption keys,
wherein said respective decryption key of said
plurality of decryption keys is different for each
of said plurality of encrypted payload information
items, wherein said plurality of encrypted pay-
load information items comprises at least a first
encrypted payload information item and a sec-
ond encrypted payload information item, where-
in said first encrypted payload information item
is decryptable with a first decryption key and the
second encrypted payload information item is
decryptable with a second decryption key differ-
ent from said first decryption key,

- determining whether at least one recipient is
allowed to access one or more of said encrypted
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payload information items of said plurality of en-
crypted payload information items, wherein dif-
ferent recipients of said message are allowed to
access partially different encrypted payload in-
formation items of said plurality of encrypted
payload information items,

- generating at least one decryption key set for
said at least one recipient, wherein said at least
one decryption key set for said at least one re-
cipient comprises a respective decryption key
of said plurality of decryption keys for each of
said one or more of said encrypted payload in-
formation items of said plurality of payload infor-
mation items for which it is determined that said
at least one recipient is allowed to access,

and sending said message to said at least one
recipient.

The method according to claim 1, wherein said plu-
rality of encrypted payload information items com-
prises at least three encrypted payload information
items, wherein a first recipient of said message is
allowed to access all of said three encrypted payload
information items of said plurality of encrypted pay-
load information items, and wherein a second recip-
ient of said message is allowed to access only two
of said three encrypted payload information items of
said plurality of encrypted payload information item.

The method according to any of claims 1 and 2, said
method further comprising:

- receiving and/or holding available a plurality of
payload information items, and

- encrypting said plurality of payload information
items to obtain said plurality of encrypted pay-
load information items.

The method according to any of claims 1 to 3, where-
in said encrypted payload information items are en-
crypted by use of one of:

- an asymmetric cryptography algorithm, and
- a symmetric cryptography algorithm.

The method according to any of claims 1 to 4, said
method further comprising:

- encrypting said at least one decryption key set
to obtain an encrypted decryption key set that it
is decryptable with a decryption key associated
with and/or accessible to said at least one recip-
ient.

The method according to claim 5, wherein said at
least one encrypted decryption key set is encrypted
by use of one of:
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- an asymmetric cryptography algorithm, and
- a symmetric cryptography algorithm.

The method according to any of claims 5 and 6,
wherein said message further comprises said at
least one encrypted decryption key set.

The method according to any of claims 1 to 6, said
method further comprising:

- receiving a request for said at least one de-
cryption key set for said at least one recipient,
and

- sending said at least one decryption key set to
said at least one recipient.

The method according to any of claims 1 to 8, where-
in said message further comprises at least one of:

- a signature information item,

- a sender information item,

- a recipient information item,

- a key information item,

- an encryption information item, and
- a message policy information item.

The method according to any of claims 1 to 9, where-
in said message is forwarded by said at least one
recipient to one or more further recipients, and/or
wherein said payload information items of said plu-
rality of payload information items represent infor-
mation necessary to perform one or more associated
business processes.

An apparatus, said apparatus comprising means for
performing the method according to any of claims 1
to 9.

A method performed by a receiving apparatus, said
method comprising:

- receiving a message comprising a plurality of
encrypted payload information items, wherein
each of said encrypted payload information
itemsis decryptable with a respective decryption
key of a plurality of decryption keys, wherein said
respective decryption key of said plurality of de-
cryption keys is different for each of said plurality
of encrypted payloadinformation items, wherein
said plurality of encrypted payload information
items comprises at least a first encrypted pay-
load information item and a second encrypted
payload information item, wherein said first en-
crypted payload information item is decryptable
with a first decryption key and the second en-
crypted payload information item is decryptable
with a second decryption key different from said
first decryption key,
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- decrypting an encrypted decryption key set,
wherein said encrypted decryption key set com-
prises a respective decryption key for each of
said one or more encrypted payload information
items of said plurality of payload information
items which a recipient is allowed to access,
wherein different recipients of said message are
allowed to access partially different encrypted
payload information items of said plurality of en-
crypted payload information items,

and decrypting one or more encrypted payload
information items of said plurality of encrypted
payload information items using decryption keys
from the decrypted decryption key set.

13. An apparatus, said apparatus comprising means for

performing the method according to claim 12.

14. A computer program code, said computer program

code when executed by a processor causing an ap-
paratus to perform the actions of the method accord-
ing to any of claims 1 to 9 or 12.

15. A system, said system comprising:

- at least one apparatus according to claim 11,
and
- at least one apparatus according to claim 13.

Patentanspriiche

Verfahren, das von einer Sendevorrichtung durch-
gefuhrt wird, wobei das Verfahren umfasst:

- Erzeugen einer Nachricht, die eine Vielzahl von
verschlisselten Nutzlastinformationselemen-
ten umfasst, wobei jedes der Vielzahl von ver-
schlisselten  Nutzlastinformationselementen
mit einem jeweiligen Entschlisselungsschliis-
sel aus einer Vielzahl von Entschlisselungs-
schlisseln entschliisselt werden kann, wobei
der jeweilige Entschlisselungsschlissel aus
der Vielzahl von Entschlisselungsschliisseln
fur jedes der Vielzahl von verschlisselten Nutz-
lastinformationselementen verschieden ist, wo-
bei die Vielzahl von verschlisselten Nutzlastin-
formationselementen mindestens ein erstes
verschlisseltes Nutzlastinformationselement
und ein zweites verschlisseltes Nutzlastinfor-
mationselement umfasst, wobei das erste ver-
schlisselte Nutzlastinformationselement mit ei-
nem ersten Entschlisselungsschlissel ent-
schlisselt werden kann, und das zweite ver-
schlisselte Nutzlastinformationselement mit ei-
nem zweiten Entschlisselungsschlissel ent-
schlisselt werden kann, der vom ersten Ent-
schliisselungsschlissel verschieden ist,
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- Bestimmen, ob mindestens ein Empfanger auf
eines oder mehrere der verschliisselten Nutz-
lastinformationselemente aus der Vielzahl von
verschlisselten Nutzlastinformationselemen-
ten zugreifen darf, wobei verschiedene Empfan-
ger der Nachricht auf teilweise verschiedene
verschlisselte Nutzlastinformatioriselemente
aus der Vielzahl von verschlisselten Nutzlast-
informationselementen zugreifen dirfen,

- Erzeugen mindestens eines Entschlisse-
lungsschliisselsatzes fiir den mindestens einen
Empfanger, wobei der mindestens eine Ent-
schliisselungsschlisselsatz fir den mindestens
einen Empfanger einen jeweiligen Entschlisse-
lungsschlissel aus der Vielzahl von Entschlis-
selungsschlisseln fiir jedes des einen oder der
mehreren der verschlisselten Nutzlastinforma-
tionselemente aus der Vielzahl von verschlis-
selten Nutzlastinformationselementen umfasst,
flr welches bestimmt wird, dass der mindestens
eine Empfanger darauf zugreifen darf, und

- Senden der Nachricht an den mindestens ei-
nen Empfanger.

Verfahren nach Anspruch 1, wobei die Vielzahl von
verschliisselten Nutzlastinformationselementen
mindestens drei verschlisselte Nutzlastinformati-
onselemente umfasst, wobei ein erster Empfanger
der Nachricht auf alle der drei verschliisselten Nutz-
lastinformationselemente aus der Vielzahl von ver-
schliisselten Nutzlastinformationselementen zu-
greifen darf, und wobei ein zweiter Empfanger der
Nachricht nur auf zwei der drei verschliisselten Nutz-
lastinformationselemente aus der Vielzahl von Nutz-
lastinformationselementen zugreifen darf.

Verfahren nach einem der Anspriiche 1 und 2, wobei
das Verfahren ferner umfasst:

- Empfangen und/oder Bereithalten einer Viel-
zahl von Nutzlastinformationselementen, und

- Verschlisseln der Vielzahl von Nutzlastinfor-
mationselementen, um die Vielzahl von ver-
schliisselten Nutzlastinformationselementen zu
erhalten.

Verfahren nach einem der Anspriiche 1 bis 3, wobei
die verschlisselten Nutzlastinformationselemente
verschlusselt werden durch Verwendung von einem
von:

- einem asymmetrischen kryptographischen Al-
gorithmus, und

- einem symmetrischen kryptographischen Al-
gorithmus.

Verfahren nach einem der Anspriiche 1 und 4, wobei
das Verfahren ferner umfasst:
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- Verschlisseln des mindestens einen Ent-
schliisselungsschlisselsatzes, um einen ver-
schlisselten Entschliisselungsschliisselsatz zu
erhalten, der mit einem Entschlisselungs-
schlissel entschliisselt werden kann, der mit
dem mindestens einen Empfanger assoziiert
und/oder fur diesen zuganglich ist.

Verfahren nach Anspruch 5, wobei der mindestens
eine verschlisselte Entschlisselungsschlisselsatz
verschlusselt wird durch Verwendung von einem
von:

- einem asymmetrischen kryptographischen Al-
gorithmus, und

- einem symmetrischen kryptographischen Al-
gorithmus.

Verfahren nach einem der Anspriiche 5 und 6, wobei
die Nachricht ferner den mindestens einen ver-
schliisselten Entschlisselungsschliisselsatz um-
fasst.

Verfahren nach einem der Anspriiche 1 bis 6, wobei
das Verfahren ferner umfasst:

-Empfangen einer Anforderung des mindestens
einen Entschlisselungsschlisselsatzes fir den
mindestens einen Empfanger, und

- Senden des mindestens einen Entschliisse-
lungsschliisselsatzes an den mindestens einen
Empfanger.

Verfahren nach einem der Anspriiche 1 bis 8, wobei
die Nachricht ferner mindestens eines der Folgen-
den umfasst:

- ein Signaturinformationselement,

- ein Senderinformationselement,

- ein Empfangerinformationselement,

- ein Schlisselinformationselement,

- ein Verschlisselungsinformationselement,
und

- ein
ment.

Nachrichtenrichtlinieninformationsele-

Verfahren nach einem der Anspriiche 1 bis 9, wobei
die Nachricht von dem mindestens einen Empfanger
an einen oder mehrere weitere Empfanger weiter-
geleitet wird, und/oder wobei die Nutzlastinformati-
onselemente aus der Vielzahl von Nutzlastinforma-
tionselementen Informationen reprasentieren, die
zum Durchflihren eines oder mehrerer zugehdériger
Geschaftsprozesse erforderlich sind.

Vorrichtung, wobei die Vorrichtung Mittel zum
Durchfilhren des Verfahrens nach einem der An-
spriiche 1 bis 9 umfasst.
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Verfahren, das von einer Empfangsvorrichtung
durchgeflihrt wird, wobei das Verfahren umfasst:

- Empfangen einer Nachricht, die eine Vielzahl
von verschlisselten Nutzlastinformationsele-
menten umfasst, wobei jedes der verschlissel-
ten Nutzlastinformationselemente mit einem je-
weiligen Entschlisselungsschliissel aus einer
Vielzahl von Entschliisselungsschlisseln ent-
schliisselt werden kann, wobei der jeweilige
Entschliisselungsschliissel aus der Vielzahl von
Entschliisselungsschliisseln fir jedes aus der
Vielzahl von verschlisselten Nutzlastinformati-
onselementen verschieden ist, wobei die Viel-
zahl von verschlisselten Nutzlastinformations-
elementen mindestens ein erstes verschlissel-
tes Nutzlastinformationselement und ein zwei-
tes verschlisseltes Nutzlastinformationsele-
ment umfasst, wobei das erste verschlisselte
Nutzlastinformationselement mit einem ersten
Entschlisselungsschliissel entschlisselt wer-
den kann, und das zweite verschlisselte Nutz-
lastinformationselement mit einem zweiten Ent-
schliisselungsschlissel entschlisselt werden
kann, der vom ersten Entschllisselungsschlis-
sel verschieden ist,

- Entschlisseln eines verschlisselten Ent-
schliisselungsschlisselsatzes, wobei der ver-
schliisselte Entschlliisselungsschlisselsatz ei-
nen jeweiligen Entschlisselungsschlissel fir
jedes des einen oder der mehreren verschlis-
selten Nutzlastinformationselemente aus der
Vielzahl von Nutzlastinformationselementen,
auf welches ein Empfanger zugreifen darf, um-
fasst, wobeiverschiedene Empfanger der Nach-
richt auf teilweise verschiedene verschliisselte
Nutzlastinformationselemente aus der Vielzahl
von verschlisselten Nutzlastinformationsele-
menten teilweise zugreifen dirfen, und

- Entschliisseln eines oder mehrerer verschlis-
selter Nutzlastinformationselemente aus der
Vielzahl von verschlisselten Nutzlastinformati-
onselementen unter Verwendung von Ent-
schliisselungsschlisseln aus dem entschlis-
selten Entschliisselungsschlisselsatz.

Vorrichtung, wobei die Vorrichtung Mittel zum
Durchfiihren des Verfahrens nach Anspruch 12 um-
fasst

Computerprogrammcode, wobei der Computerpro-
grammcode bei Ausfiihrung durch einen Prozessor
eine Vorrichtung zum Durchfiihren der Vorgange
des Verfahrens nach einem der Anspriiche 1 bis 9
oder 12 veranlasst.

System, wobei das System umfasst:
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- mindestens eine Vorrichtung nach Anspruch
11, und

- mindestens eine Vorrichtung nach Anspruch
13.

Revendications

Procédé réalisé par un appareil émetteur, ledit pro-
cédé comprenant les étapes consistant a :

- générer un message comprenant une pluralité
d’éléments d’information de charge utile chif-
frés, dans lequel chaque élément de ladite plu-
ralité d’éléments d’information de charge utile
chiffrés est déchiffrable avec une clé de déchif-
frement respective d’une pluralité de clés de dé-
chiffrement, dans lequel ladite clé de déchiffre-
ment respective de ladite pluralité de clés de
déchiffrement est différente pour chaque élé-
ment de ladite pluralité d’éléments d’information
de charge utile chiffrés, dans lequel ladite plu-
ralité d’éléments d’information de charge utile
chiffrés comprend au moins un premier élément
d’'information de charge utile chiffré etun second
élément d’information de charge utile chiffré,
dans lequel ledit premier élément d’'information
de charge utile chiffré est déchiffrable avec une
premiére clé de déchiffrement et le deuxieme
élément d’information de charge utile chiffré est
déchiffrable avec une deuxiéme clé de déchif-
frement différente de ladite premiére clé de dé-
chiffrement,

- déterminer siau moins un destinataire est auto-
risé a accéder a un ou plusieurs desdits élé-
ments d’information de charge utile chiffrés de
ladite pluralité d’éléments d’information de char-
ge utile chiffrés, dans lequel différents destina-
taires dudit message sont autorisés a accéder
a des éléments d'information de charge utile
chiffrés partiellement différents de ladite plura-
lité d’éléments d’information sur la charge utile
chiffrés,

- générer au moins un ensemble de clés de dé-
chiffrement pour ledit au moins un destinataire,
dans lequel ledit au moins un ensemble de clés
de déchiffrement pour ledit au moins un desti-
nataire comprend une clé de déchiffrement res-
pective de ladite pluralité de clés de déchiffre-
ment pour chacun desdits un ou plusieurs des-
dits éléments d’information de charge utile chif-
frés de ladite pluralité d’éléments d’information
de charge utile pour lesquels il est déterminé
que ledit au moins un destinataire est autorisé
a avoir acces,

etenvoyer ledit message audit au moins un des-
tinataire.
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Procédé selon la revendication 1, dans lequel ladite
pluralité d’éléments d’information de charge utile
chiffrés comprend au moins trois éléments d’infor-
mation de charge utile chiffrés,

dans lequel un premier destinataire dudit message
estautorisé a accéder a I'ensemble desdits trois élé-
ments d’information de charge utile chiffrés de ladite
pluralité d’éléments d’information de charge utile
chiffrés, et dans lequel un deuxiéme destinataire du-
dit message n’est autorisé a accéder qu’a deux des
trois éléments d’'information de charge utile chiffrés
de ladite pluralité d’éléments d’information de char-
ge utile chiffrés.

Procédé selon I'une quelconque des revendications
1 et 2, ledit procédé comprenant en outre :

- la réception et/ ou la mise a disposition d’'une
pluralité d’éléments d’information de charge uti-
le, et

- le chiffrement de ladite pluralité d’éléments
d’'information de charge utile pour obtenir ladite
pluralité d’éléments d’information de charge uti-
le chiffrés.

Procédé selon I'une quelconque des revendications
1 a 3, dans lequel lesdits éléments d’information de
charge utile chiffrés sont chiffrés en utilisant 'un des
algorithmes suivants :

- un algorithme de cryptographie asymétrique,
et
- un algorithme de cryptographie symétrique.

Procédé selon I'une quelconque des revendications
1 a4, ledit procédé comprenant en outre :

- le chiffrement dudit au moins un ensemble de
clés de déchiffrement pour obtenir un ensemble
de clés de déchiffrement chiffré qui est déchif-
frable avec une clé de déchiffrement associée
et/ou accessible auditau moins un bénéficiaire.

Procédé selon la revendication 5, dans lequel ledit
au moins un ensemble de clés de déchiffrement chif-
fré est chiffré en utilisant 'un des algorithmes
suivants :

- un algorithme de cryptographie asymétrique,
et
- un algorithme de cryptographie symétrique.

Procédé selon I'une quelconque des revendications
5 et 6, dans lequel ledit message comprend en outre
ledit au moins un ensemble de clés de déchiffrement
chiffré.

Procédé selon I'une quelconque des revendications
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1 a 6, ledit procédé comprenant en outre :

-laréceptiond’'une demande pour ledit au moins
un ensemble de clés de déchiffrement pour ledit
au moins un destinataire, et

- 'envoi dudit au moins un ensemble de clés de
déchiffrement audit au moins un destinataire.

Procédé selon I'une quelconque des revendications
1 a 8, dans lequel ledit message comprend en outre
au moins I'un des éléments parmi :

- un élément d’'information sur la signature,

- un élément d’information sur I'expéditeur,

- un élément d’'information sur le destinataire,

- un élément d’information sur la clé,

- un élément d’'information de chiffrement, et

- un élément d’information de politique de mes-
sage.

Procédé selon I'une quelconque des revendications
1 a9, dans lequel ledit message est transmis par
ledit au moins un destinataire a un ou plusieurs
autres destinataires, et / ou dans lequel lesdits élé-
ments d’informations de charge utile de ladite plura-
lité d’éléments d’'informations de charge utile repré-
sentent des informations nécessaires pour effectuer
un ou plusieurs processus d’affaires associés.

Appareil, ledit appareil comprenant des moyens
pour exécuter le procédé selon'une quelconque des
revendications 1 a 9.

Procédé réalisé par un appareil récepteur, ledit pro-
cédé comprenant les étapes consistant a :

- recevoir un message comprenant une pluralité
d’éléments d’'informations de charge utile chif-
frés, dans lequel chacun desdits éléments d’in-
formations de charge utile chiffrés est déchiffra-
ble avec une clé de déchiffrement respective
d’une pluralité de clés de déchiffrement, dans
lequel ladite clé de déchiffrement respective de
ladite pluralité de clés de déchiffrement est dif-
férente pour chaque élément de ladite pluralité
d’éléments d’information de charge utile chif-
frés, dans lequel ladite pluralité d’éléments d’in-
formation de charge utile chiffrés comprend au
moins un premier élément d’information de
charge utile chiffré et un second élément d'in-
formation de charge utile chiffré, dans lequel le-
dit premier élément d’information de charge utile
chiffré est déchiffrable avec une premiere clé de
déchiffrement et le deuxiéeme élément d’infor-
mation de charge utile chiffré est déchiffrable
avec une deuxieme clé de déchiffrement diffe-
rente de ladite premiére clé de déchiffrement,

- déchiffrer un ensemble de clés de déchiffre-
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ment chiffré, dans lequel ledit ensemble de clés
de déchiffrement chiffré comprend une clé de
déchiffrement respective pour chacun desdits
un ou plusieurs éléments d’'information de char-
ge utile chiffrés de ladite pluralité d’éléments
d’'information de charge utile auxquels un des-
tinataire est autorisé a accéder, dans lesquels
différents destinataires dudit message sont
autorisés a accéder partiellement a des élé-
ments d’'information de charge utile chiffrés dif-
férents de ladite pluralité d’éléments d’'informa-
tion de charge utile chiffrés,

et déchiffrer un ou plusieurs éléments d’infor-
mation de charge utile chiffrés de ladite pluralité
d’éléments d’information de charge utile chiffrés
en utilisant des clés de déchiffrement provenant
de 'ensemble de clés de déchiffrement déchif-
fré.

Appareil, ledit appareil comprenant des moyens
pour exécuter le procédé selon la revendication 12.

Code de programme informatique, ledit code de pro-
gramme informatique lorsqu’il est exécuté par un
processeur amenant un appareil a exécuter les ac-
tions du procédé selon I'une quelconque des reven-
dications 1 a 9 ou 12.

Systeme, ledit systéme comprenant :
- au moins un appareil selon la revendication

11, et
-aumoins un appareil selon la revendication 13.
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Generating a message comprising the plurality of encrypted
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payload information items
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504

v

Receiving a request for at least one decryption key set for the at

505

least one recipient
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v

Generating at least one decryption key sef for the af least one
recipient, wherein the at least one decryption key set for the at
least one recipient comprises a respective decryption key of the
plurality of decryption keys for each of the one or more of fhe
encrypted payload information items of the plurality of payload
information items for which it is defermined that the at least one

507

recipient is allowed fo access

Encrypting the at least one decryption key sef to obtain an
encrypted decryption key set that it is decryptable with a
decryption key associated with and/or accessible to the at least
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Sending the at least one encrypted decryption key sef to the af
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least one recipient
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Receiving a message comprising a plurality of encrypted
payload information items and at least one encrypted
decryption key set, wherein each of the encrypted payload
information items is decryptable with a respective decryption
key of a plurality of decryption keys
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;

Decrypting the at least one encrypted decryption key set,
wherein the encrypted decryption key sef comprises a
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