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(57) Abstract: An asymmetric one-time-password (OTP) authentication, biometric authentication and remote directive strong au-
thorization systems are disclosed. The asymmetric OTP authentication system includes a plurality of authentication clients and at last
one authentication server. The plurality of authentication clients are configured to generate asymmetric encryption and decryption
key pairs and OTP keys and register in the at least one authentication server decryption keys and OTP keys. The plurality of authen-
tication clients are configured to generate OTPs using the OTP keys, to encrypt the generated OTPs using the encryption keys and to
generate authentication credentials using encrypted OTPs. The authentication server is configured to decrypt the clients' OTPs using
the decryption keys, to generate servers' OTPs using the OTP keys and to authenticate requests by matching decrypted clients' OTPs
with server's generated OTPs.
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ASYMMETRIC OTP AUTHENTICATION 5YSTEM

FIELD OF THE INVENTION

HEEDY The mvention relates gencrally to authentication svstems and more
particolarly the nvention relates to access authentication, biometric anthentication

and remote directive strong authorization systerms.

BACKGROUND

06002} Authentication 1s a foundation service designed to provide mformation

security. It is crucial to authorization and auditing services.

HEEIRY One time passwords (OTPs} are passwords that are valid for a single
authentication session or transaction in contrast 1o static passwords. OTPs avoid a
number of shoricomings that are associated with static passwords. The most
mnportant shortcoming that is addressed by OTPs is that, in contrast to static
passwords, they are not vulnerable to replay attacks. A potential intruder, who
manages o record an OTP that was already used to log into a service or {o conduct a
transaction, will not be able to abuse 1t, since it will be no longer valid.

106084] Several OTP system implementations are known: Time-based and keved-
hash message authentication code (HMAC/Timej)-based OTP (TOPT/HOTP), two-
step authentication (28TEP-OTP), Public-kev cryptography (PKI)-based two-step
authentication (PKI-OTP}, Qut-of-band aunthentication - QOB (using alternative
channels for OTP delivery, c.g. SMS, c-mail, mobile push, cic). OO0B method
depends on permanpent availabibity of sccured delivery channels. TOPTHOTP,
2STEP-OQTP and PKI-OTP are commanication independent and therefore are more
universal methods.

[8005] PK1, refers to a crvptographic algorithm which requires generation of two
separate keys, one of which is secret (or private) and one of which 1s public. Although
different, the two parts of this key pair are mathematically linked. The public key is

used to encrypt plaindata and the private key is used to decrypt the cipherdata. The

PCT/IL2014/050263
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term "asynupetne” stems from the use of different kevs to perform these opposite
functions, cach the inverse of the other.
HEEES, TOPT/HOTP, 25TEP-OTP and PKI-OTP systems use share secret kevs

and other synchronized data {c.g. synchronized time, PIN, seral numbers, etc.) as

(9]

seed nput for an OTP algomthm that allows servers to authenticate passwords

generated by clients. Thus, TOPT/HOTP, 28TEP-OTP and PKI-OTP systems are

valnerable to shared secrets discovery due to keys thefts, keys leaks, vansecure keys
cxchange and the hike.

{007 Biometric authentication systems match captured biometric identifiers with

16 specific templates stored in a biometric database repository in order to verify that an
mdividual is the person he or she claims to be. Biometrie identifiers arc the
distinctive, measurable charactenistics used to label and descrnibe individuals.
Hxamples include, but are not hmited to fingerprint, face recogmtion, DNA, Palm
print, hand geometry, iris recognition, retina odor/scent.

15 [0008] However, the collection of biometric identitiers stored in a biometric
database repository raises privacy concerns about the safety and authonzed use of
biometric information, concerns that limit a wider use of biometric authentication
systems in financial and commercial systems, such as web based businesses and ¢-
commerce.

20 {6009} Phishing is the act of attempting to acquire information such as

psemames, passwords, credit card details and the like by masquerading as a

trustworthy entity in an electromic communication. Phishing emails may contain links

to websites that arc infected with malware. Phishing may be carried out by email
spoofing or mstant messaging, and it may direct users to enter details at a fake website

25 whose look and feel are almost identical to the legitimate one.

EEIRL) In view of the above, there i3 a need for a highly secure OTP
authentication and biometric authentication systems. There is further a need for
remote directive strong authentication systems designed to prevent phishing attacks.

30
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SUMMARY
{8011} This summary is provided to introduce a selection of concepts n a

simplified form that are further described in the detailed description of the inveuntion.

(o

According to an aspect of some embodiments of the present invenmtion there is
provided an asymmetric OTP authentication system. The asvmmetric QTP
authentication system may nclude a plurality of authentication chients and at least ong
authentication server. The plurality of authentication clients may be configured to
generate asymmetnic encryption and decrvption key pairs and OTP kevs, may register
10 in the at least one authentication server the decryption kevs and OTP kevs. The
phurality of authentication chients may be configured to generate OTPs using the OTP
keys, to encrypt the generated O'TPs using the encryption keys and to provide to the
authentication server the encrypted OTPs. The at least one authentication server may
be configured to decrypt the clients” OTPs using the decryption kevs, to generate
15 servers' OTPs using the OTP keys and to authenficate requests by matching the
decrypted authentication clients’ OTPs with the server's gencrated OTPs.
6012} According to a further feature of an embodiment of the present
mvention, authentication requests, by the authentication chients, may be single step
PTOCCSSES.
20 (03] According to a further feature of an embodiment of the present
nvention, the authentication chents may be configured to initiate registration
processes on a plurality of authentication servers.
{0661 4] According to a further feature of an embodiment of the present

mvention, the authentication chients may be configured to store in the authentication

]
2

chients the generated encryption keys.

{601 5] According to a further feature of an embodiment of the present
mvention, the OTPs may be gencrated using an algorithm such as: RFC 1760
(S/KEY), RFC 2289 (OTP), RFC 4226 (HOTP), RFC 6238 (TOTP) and the hike.
[6016] According to a further feature of an embodiment of the present
30 mvention, the authentication clients may be: tokens, mobile devices, computing

systems and the like.
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[6617] According to a further feature of an embodiment of the present
mvention, the phurality of authentication clients may be further configured to receive
biometric mputs, by biometric capable input devices, to generate and store biometric

templates in the authentication clients.

(9]

{0661 8] According to a further feature of an embodiment of the present
mvention, the OTP kevs and/or the asymmetric encryption and decryption key pairs
may be built upon the stored biometric templates.
[6019] According to a further feature of an embodiment of the present
mvention, the plurality of authentication clients configured to receive biometric inputs
16 may be further configured to maich the biometne inputs with the stored biometric
templates and to generate the OTPs 1 the biometric inputs and the biometric templates
match.
{80620} According to a further feature of an embodiment of the present
invention, the biometric inputs may be: fingerprints, face images, voice recordings,
15 DNA sequences, palm prints, hand geometnies, iris images, retina images and odor,
scent recordings and the like.
[6621] According to a further feature of an embodiment of the present
mvention, the OTP authentication svstem may be configured to authorize remote
directives, wherein approval passwords may be the encrypted OTPs, wherein prior to
20 generating the approval passwords, the plurality of authentication clients may be
configured to receive encoded data bilocks that may include the remote directives'
content, and wherein the generated approval passwords may be gencrated using the
OTP keys, the encryption and decryption keys and the remote directives' content.
[6022] According to a further feature of an embodiment of the present
25 invention, the plurality of authentication clients mayv include mcans for receiving the
data blocks from terminals and extracting the remote directives' content from the data
blocks.
{6623} According to a further feature of an embodiment of the present
mvention, the plurality of authentication clients may include means for displaving the
36 extracted remote directives' content accompanied with the clients’ generated approval

passwords.
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[6024] According to a further feature of an embodiment of the present
vention, the encoded data blocks may be: QR codes, blue tooth, NFC, Wi-Fi
transmission, and combination thereof.

[6625] According to a further feature of an embodiment of the present

N

mvention, an OTP authentication method 15 disclosed. The OTP authentication

method includes generating, by a plurality of awthentication clients, asymmetric

encryption and decryption key pairs and OTP kevs and registening on at least one
authentication server the decryption kevs and OTP keys. The mcthods includes
generating authentication credentials, by the plurality of authentication clients, using

16 encrvpted OTPs wherein the OTPs may be geonerated using the OTP keys and
encrypted using the encryption keys and authenticating the authentication requests, by
the authentication servers, by decrvpting the authentication clients’ OTPs using the
decryption keys, generating servers’ OTPs using the OTP keys, and matching the
decrypted authentication clients’ 3TPs with the servers’ generated OTPs.

15 [0026] According to a further feature of an embodiment of the present
mvention, requesting authentication permits may include transmitting the cnerypte
OTPs in a single step.

{6627 According to a further feature of an embodiment of the present
mvention, a biometric asymumetric encrypting OTP authentication method s

20 disclosed. The biometric asymmetric encrypting OTP authentication method may
mchude receiving biometric inputs, by a plurality of authentication chients, by
biometric capable input devices, generating and storing biometric templates n the
client's devices, generating using the biometric templates, biometric asymmetric
encrvption and decryption key pairs and OTP keys and registering in at least one

25  authentication server the decrvption kevs and OTP keys. The method may include
matching, by the phirality of authentication clients, biometric inputs with biometric
templates. The method may include generating authentication credentials, by plurality
of aothentication clients, using the encrypted OTPs wherein the OTPs may be
generated using the OTP keys and encrypted using the encryption kevs. The method

30 may include authenticating the authentication requests, by the authentication servers,

by decrypting the chients' OTPs using the decryption kevs, generating scrvers' OTPs
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using OTP kevs, and by matching the decrypied authentication clients’ OTPs with the
servers’ generated OFPs.
[6028] According to a further feature of an embodiment of the present

mvention, requesting biometric anthentication may inchude transmitting the encrypted

(9]

OTPs n a single step.
{80629} According to a further feature of an embodiment of the present
mvention, a remote-directive strong authorization method i3 disclosed. The remote-
dircctive strong authorization method may mclude generating, by a plurality of
authentication chients, asymmetric encryption and decryption kev pairs and OTP kevs
16 and registening on authorization servers, the decryption keys and OTP kevs. The
method may include transmutting, by the authorization servers, encoded data blocks
that include the encoded content of remote directives to the authentication chients. The
method may mmclude communicating, by the plurality of authentication clients,
enerypted approval passwords generated using the remote directives' content and OTP
15 kevs and encryvpted by the encryption key. The method may include anthonizing the
remote ditectives, by the authorization servers, by decrypting the clients' approval
password  using the decryption kevs, generating servers' approval passwords using
the remote directives’ content and QTP keys, and by matching the decrypted
authentication chients' approval passwords with servers' generated approval
20 passwords.
{6030 According to a further feature of an embodiment of the present
imvention, the method may include a plurality of tenminals used for communicating
messages to the authorization servers and for presenting data blocks recetved from the
authorization servers to Users.
25 j6031) According to a further feature of an embodiment of the present
mvention, the encoded data blocks may be QR codes, biue tooth, NFC, Wi-Fi
transpussion, and the hike.
{6632} Additional features and advantages of the invention wil become
apparent from the following drawings and description.

30
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BRIEF DESCRIPTION OF THE DRAWINGS
{6633} For a better vaderstanding of the invention and to show how the same

16

23

30

may be carried mio effect, reference will now be made, purely by way of example, to
the accompanving drawings in which like numerals designate corresponding elements
o1 sections throughout,

{6634] With specific reference now to the drawings in detail, it is stressed that
the particulars shown arc by way of example and for purposes of #iustrative
discussion of the preferred embodiments of the present mvention only, and are
presented in the cause of providing what is beheved to be the most usefid and readily
understood description of the principles and conceptual aspects of the wnvention. In
this regard, no attempt 15 made to show structural details of the invention in more
detail than is necessary for a fundamental onderstanding of the invention, the
description taken with the drawings making apparent to those skilled in the art how

the several forms of the invention may be embodied in practice. In the accompanving

drawings:
[8035] FIG. 1 illustrates an asymmetric OTP  authentication system

architecture, according to certain embodiments;

{06636} FIG. 2 dlustrates OTP authentication system asymmetric key pairs’
generation and registration, according to certain embodiments;

{6637} FIG. 3 illustrates an overview of an OTP authenfication process,
according to cortain embodiments;

[(038] FIG. 4 illustrates authentication clients' registration on an OTP server,
according to certain embodiments;

[6039] FIG. 5 illustrates a single step OTP authentication process, according
to certain embodiments;

[0040] FIG. 6 illustrates a flow chart of the OTP authentication process,
according to certain embodiments;

[0041] FIG. 7 illustrates authentication client's registration on a plurality of
OTP servers, according to certain embodiments;

6042} FIG. 8 iHustrates authentication clients' biometric registration on an

OTP server, according to certain embodiments;
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[B043] FIG 9 illustrates a biometric OTP authentication process, according to
certain embodiments;
[6044] FIG 10 dlustrates & flow chart of the biometric OTP authentication

process, according to certain embodiments;
5 (0045} FIG. 11 illustrates a remote directive authorization system's submission
form, according to cerfain embodiments;
{0046} FIG. 12 illustrates a remote directive authorization system's
confirmation request, according to certain embodiments;
047 FIG. 13 illustrates presenting remote directive’s content and the
16 generated approval password on client's display. according to certain embodiments;
[06048] FIG. 14 ilustrates suboussion of the approval password to the
application server, according to certain embodiments;
8049} FI(z. 15 illustrates a remote directive strong authorization process,
according to certain erabodiments;
15 (0050 FIG. 16 illustrates a flow chart of the remote directive strong
authorization process, according to certain embodiments;
[6051] FIG. 17 illustrates a flowchart of an OTP authentication method,
according to certain embodiments;
{8652} FIG. 18 illusirates a flowchart of a biometric GTP authentication
20 method, according to certain embodiments; and
{6653} FIG. 19 illestrates a flowchart of a remote directive strong

authorization method, according to certain embodiments.

DETAILED DESCRIPTION

]
2

{0054} While a number of exemplary aspects and embodiments have been
discussed above, those of skill in the art will recogmize certain modifications,
permutations, additions and subcombinations thereof. It i1s therefore intended that the
following appended claims and claims hereafter introduced be interpreted to include
all such modifications, permutations, additions and sub-combinations as are within

3G thewr true spirit and scope.
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[B055] In the description and claims of the application, cach of the words

“comprise” "include” and "have”, and forms thereof, are not necessarily limited to
members in a list with which the words may be associated.

{0056] According to certaimn cmbodiments of the present invention, an

(9]

asymmetric OTP authentication system s disclosed. The asymmetnc OTP
authentication system uses different keys for OTP gencration and authentication.
Together with shared OTP key, the asymmetric OTP authentication system utilizes
asymmetnc kevs pair, also known as encrypting/decrypting or public/private keys
pair, where encrvpting kev is used for encrypted OTP generation (i.e. authentication
16 credentials) and decrypiing key is used for OFTP authentication. The asymmetric OTP
authentication system includes at lcast one authentication client and at least onc
authentication server. The one or more authentication clients are configured to
generate asymmetrie encryplion and decryption key pairs and OTP keys and register
on the at least one awthentication server the decryption and OFP kevs. The one or
15 more authentication chients are configured to generate OTPs using the OTP kevs, to
encrypt the generated OTPs using the encryption keys and allow authentication using
encrypted OTPs in a single authentication step. The authentication servers are
configured to decrypt the clients' OTPs using the registered decrvption keys, to
generate servers' OTPs using the registered OTP keys and to anthenticate requests by
20 matchimg authentication chients’ OTPs with server's gencrated OTPs.
{6857} According to certain embodiments of the present invention, on
registration, authentication clients are configured to provide the decryption kevs, and
not the encryption keys, to the contra-party authentication server. Since encryption
kevs are generated and stored at the authentication clents, only avthentication clients
25 are able to issuc authentication credentials {c.g. encrvpted OTPs) and hence
encryption keys thefts, encryption keys leaks, unsecure encryption kevs exchange and
the like from authentication servers are impossible.
{0658] According to cortain embodiments of the present invention,
authentication clients arc configured to generate OTPs and encrypt the generated
30 OTPs using encryption kevs generated and stored at the authentication clients only.
103659] As used herein, the terms issued authentication credentials and/or secure
codes mean encrypted O1Ps that arc provided by authentication clients and the terms

encrypted OTPs, secure codes and issued credentials are used interchangeably.
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As used herein, the terms user name and user {3 mean a umique scquence of
characters used to identify a user and allow access to a computing system. The terms
user name and user 1D are used mterchangeably herein.

As used herecin, the term secure keys means authentication keys, OTP keys,

5 cnervption/decrvption keys needed to generate and/or validate authentication
credentials.
{0068 According to certain erabodiments of the present invention, the usc of

asymmetric cnerypted OTPs allows authentication servers to validate that the
16 authentication client that provided credentials for authentication requests is the same
authentication client that provided the decryption key on registration since ounly the
encrypting authentication client preserves the encrvption key. The encryption kevs are
created by the authentication clients and are not disclosed at any time to external
computing environments.
15 jode1] Advantageously, embodiments of the present invention facilitate a
single step authentication process similar to static password authentication process.
[6062] Another advantage of the asymmetric OTP authentication system is
that the use of OTPs prevents man-in-the-middle attacks since OTPs change in cach
authentication request. Since OTPs are encrvpted by the authentication chients and
20 only the authentication client that provided the decryption kev on registration
preserves the paired encryption key and can gencrate a valid encrypied OTP,
mathematical means cannot be used to crack the authentication keys used to gencrate
the authentication credentials.
[6063] Another advantage of the asymmetric OTP authentication system is
25  that a user name is not required to be stored with the security kevs at the
authentication client. Hence, even 1t security keys are stolen they will not be
accompanied by the user names in contrast to asthentication servers where user names
must be linked to security kevs and may be both stolen by hackers.
[6064] Optionally, authentication clients” registration processes may be
36 mitiated by authentication clients on a plurality of authentication servers and may be
re-initiated by the authentication clionts.
{0065] According to certain embodiments of the present invention, a biometric

asymmetric OTP authentication system is disclosed. A plurality of authentication
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chients are configured to receive biometric npuis using biometric capable input
devices, to convert biometric inputs into biometric templates and store the biometric
templates m the authentication clients™ repository, to match biometric inpuots with

stored biometric templates, to generate encryption and decryption key pairs and GTP

(9]

keys build upon biometric templates denvatives (e.g. biometric feraplate’s digital
representation or biometric template’s digital signature), to generate OTPs using the
generated OTP keys and encrypt OTPs using encryption key. The plorality of
authentication clients arc configured to issuc authentication credentials allowing a

ringle step authentication process. Authentication servers are configured to decrypt

53

17

16 authentication credentials using the decryption kevs and to generate OTPs using QTP
kevs. Authentication servers are configured to authenticate received requests by
validating the decrypted clients’ OTPs with the server's generated OFPs.

{8066} Optionally, the plurality of biometric authentication clients may be
configured to generate asymmetric encryption and decryption key pairs and/or OTP

15 keys using biometric mputs and/or biometric templates derivatives.

(3067 Biometric inputs may be fingerprints, face images, voice recordings,
DNA sequences, palm prints, hand geometrics, iris images, retina tmages, odor and
scent recordings, veins topography and the like.

{0068] According to certain embodiments of the present invention, a remote

20 directives strong authorization system is disclosed. A plurality of acthentication
chients are configured to generate asymmetric encryption and decryption key pairs and
OTP kevs and to provide the decrvption keys and OTP keys to authorization servers.
The plurality of authentication clients are configured to receive encoded data blocks
that include the content of remote directives from the authorization servers, to issue

25  encrypted approval passwords based on the remote directives’ content and the QTP
kevs. The authonzation servers are configured to decrypt the authentication clients’
approval passwords using the decryption keys, to generate servers’ approval
passwords using the remote directives' content and the OTP kevs and to authenticate
the remote directives by matching decrypted clients' approval passwords with server's

36 generated approval passwords.

[(6069] According to certain embodiments of the present imvention, a phurality
of terminals arc configured to provide data blocks received from authorization scrvers

{by displaving Quick Response (QR) codes for example). QR codes are given as an
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cxample only and Blue Tooth and/or NFC and/or Wikt conununication and the like
may be used by terminals to provide the data blocks to the authentication clignts.
{6670] According to certain embodiments of the present imvention, a phurality
of authentication clients may be configured to receive the provided data blocks from
authonization servers and to present the data blocks’ content (1.¢. remote directive) to
psers.

{6671} Reference 13 now made to FIG 1, which dlustrates an OTP
authentication svstem, according to certain embodiments. OTP authentication system
may include a plurality of anthentication clients 181a and 161b configured to connect
to one or more computing systems 183 using their mput means further comnected
through a network 105 to one or more application servers 187, Application servers
187 may be connected to OTP server 113

[6072] Computing system 103 may be a personal computer (PC), a mobile
device, an IPAD and the hike.

[6673] Authentication clients $81a and ¥81b arc configured tc issue
credentials for web server 187 to be further authenticated by OTP awthentication
server 113.

{8074} Reference 1s now made to FIG. 2, which iHustrates OTP anthentication
sysiermn asyvowmetric key pairs' geperation and registration, according to cortain
embodiments. Authentication client 181, which may be mobile device and/or tokens
for example, may be configured to generate secure kev 201 and complementary key
211 Secure key 281 may includes OTP key 283 and encryption key 285 that may be
stored at chent 181, Complementary key 211 may include OTP kev 213, a copy of
OTP key 203, and decryption key 215 that may be registered on OTP server 113
Encrvption key 205 and decryption kev 218 arc an asymmetric key pair.

[6675] Reference is now made to FIG. 3, which Hlustrates an overview of an
OTP authentication process, according to certain embodiments. Authentication Client
161 may be configured to generate OTPs 310 using OTP key 203, to encrypt OTPs
using encryption key 283 and provide encrypted OTPs to OTP server 113. OTP
server 113 may be configured to generate OTPs 328 using OTP key 213, which is
wdentical to OTP key 203. OTP server 113 may be configured to decrvpt O1Ps

PCT/IL2014/050263
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provided by client 181 using registered decryption key 215 and match 33¢ decrypted
clients' OTPs 318 with servers' OTPs 328

{8676} Reference 1s now made to FIG. 4, which illustrates chients’ registration

(o

on an authentication server, according to certain embodiments. OTP authentication

svsiern may include at least one anthentication server 113 and a plurality of

authentication clients 101a, 101b and 181c. Plumality of authentication clients 181a,
i18ib and 1¢ic may be configured to generate 402, 404 and 406 asymmetric

encryption and decryption key pairs and OTP kevs and to register the keys 401, 483

10 and 405 on the at least one authentication server 113, Clients 181a, 101b and 18ic
may be computers, tokens, mobile devices and the hike. According to embodiments of
the present invention, chients 181a, 101k and 181¢ may be configured to register the
decryption key 215, OTP kev 283 on authentication server 113 and to store the
generated encryption key 2058, GTP key 203 in the clients.

15 [8677] According to embodiments of the present invention, generating and
storing the encrypting key at the clients, facilitates an efficient authentication process
baving a single authentication step simiuar to static password systems and
furthermore, guarantees that only authentication clients are able to generate valid
credentials using their keys.

20 [0078] Reference 1s now made to FiG. 5, which itiustrates a single step OTP

authentication process, according to certain embodiments. Single step OTP

authentication system 508 includes at least one authentication server 113 and at least
one authentication client 141, Authentication client 181 may be configured to issue

credentials for authentication request (a8} using an encryption key 208 encrypted OTP

]
2

283 Augthentication server 113 may be configured to authenticate request (b} by
decrvpting 215 and matching the decrypted authentication request’s QTP with a
generated OTP using OTP key 203, Authentication server 113 may be configured to
generate OTPs using OTP key 203 stored in authentication server 113, According to
embodiments of the present invention, the mformation required for authenticating by
30 server 113, e.g. encrypted OTP and optionally a user 1D, may be provided in a single

authentication step {a) similar to static password authentication systems.
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[B079] Reference is now made to FIG. 6, which dlustrates a flow chart of the
(TP authentication process 600, according to certain embodiments.  Authentication
chient 181, may be configured to generate OTP using OTP key 283 and cucrypt the
generated OTP using encryption key 2065 (FIG, 3). OTP server 113 may be

5 contigured to draw the user's regisiered decryption key 215 and OTP key 213 from a
reposttory stored in the OTP server using user name 608, OTP server 113 may be
configured to receive the chient's encrypied OTP 683 to decrypt the client's OTP 609
using decryption key 213, OTP server 113 may be configured to generate OTP 611
using the registered OTP key 213,

10 |6080) Optionally, OTP Server 113 and authentication client 181 may be
configured to generate OTPs using the svnchronized clock and other synchronized
data (not shown}.

{0081} O'FP server 113 may be configured to match 613 the client's decrvpted
OTP 669 with the authentication server’s generated OTP 611, OTP authentication

15 server 113 may be configured to authenticate the request 615 if the two OTPs match
614.

[6082] Optionally, OTPs may be gencrated, by authentication clients and
servers, using algorithms such as RFC 1760 (8/KEY), RFC 2289 (OTP), RFC 4226
{(HOTP), RFC 6238 (TOTP)}, combinations of thereot and the fike.

20 [0083} According to embodiments of the present invention, authentication
chient 181 is configured to generate valid encrypted OTPs using OTP key 263 and
encryption key 203 Smcee encryption key 205 is generated and stored at,
authentication clicnt 101, cncrvption kev 265 cannot be stolen or leak out from

authentication server 113,

]
2

{0084] Reference 1s now made to FIG. 7, which illustrates chient’s registration
on a plurality of authentication servers 700, according to certain embodiments.
Authentication client 101, may be configured to register on a plurahity of
authentication servers 113, 115 and 117 Authentication client 10631, may be
configured to generate identical or diverse sets of decryption/encryption keys and
30 OTP kevs 781 for cach onc of the OTP authentication servers and register them in

cach OTP servers 113, 115 and 117,
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{O085] Authentication client 181, may be configured to store for cach server
§13, 1153 and 117 cneryption keys {718, 725 and 738) and OTP keys (713, 723 and
733) during the authentication client’s registrations 783, 785 and 707 on OTP servers
113, 115 and 117,

5 (0086} Proposed biometric authentication systems use biometric identifiers
repository  to store  biometric  images/tomplates  of  users  recorded  on
registration/enrollment procedure. In contrast to traditional biometric database
repository  systems, according to certain embodiments of the present inveuntion,
biometric identifiers are stored in authentication chients and not in centralized

16 database repositories. Authentication clients are configured to store and match
biometric inputs and to generate OTPs that may be authenticated by awthentication
servers that are not required {o store any biometric identifiers.

{8087} According 1o embodiments of the present invention, biometric
templates are stored at the authentication clients only. Furthermore, storing the

15 encrypting kevs only at the authentication clients prevents stealing the encrypting
kevs from authentication servers. Finally, storing the encryption kevs at the
authentication clients allows a single step authentication process similar €0 static
password authentication systems.

{0688} Reference 15 now made to FI1G. 8, which illustrates chients’ registration

20 808 on an OTP server, according to cerfain embodiments. Plurality of anthentication
clients 101a, 141b and 18ic may be configured to receive biometric inputs 862, 812
and 822 bv biometric capable devices 852, 862 and 872 that may be included n
authentication clients 181a, 161b and 181c or may be external devices.  The plurality
of clients 181a. 181b and 101c may be configured to generate 803, 813 and 823

25  biometric templates from the biometric inputs and to store the generated biometric
templates in the chients on enrolment.

{6089} Biometric inputs may be fingerprints, face images, voice recordings,
DNA sequences, palm prints, hand geometries, iris tmages, retina images, odor and
scent recordings. However, any biometrie input known in the art may be used and

36 such biometric inputs are n the scope of the present mvention.

[6090] Phurality of authentication clients 101a, 1€1b and 18ic may be
configured to gencrate asymmetric encryption and decryption kev pairs (866 and 868,

816 and 818, 826 and 828) and OTP kevs (804, 814 and 824) that may be built upon
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the generated biometric templates. Plurality of authentication chents 191a, 101b and
§181e may be configured to provide 803, 815 and 825 decryption keys (808, 818 and
828), OTP keys (B4, 814 and 824) to OTP server 113 and to store the gencrated
encryption keys (806, 816 and 826} and OTP kevs in the authentication clients.

5 [6091} Optionally, the plarality of anthentication clients may be configured to
generate asymmetric gncryption and decryption key pairs and/or OTP keys using the
biometric aputs and/or the biometric templates.

[6092] Reference i1s now made to FIG. 9, which illustrates a biometric OTP
authentication  process, according to certain  embodiments. Biometric OTP

10 authentication system 908 may include at least one authentication server 113 and at
least one authentication client 101, Authentication client 181 may be configured to
issue credentials for biometnc authentication request {8) using encrypted OTP 9¢1.
OTP server 113 may be configured to authenticate the biometric anthentication
request {b) by matching the decrvpted clients’ authentication request’s OTP with OTP

15 server's 113 generated OTP. OTP server 113 may be configured to generate OTPs
using OTP keys stored in the authentication server om registration. According to
embodiments of the present invention, the OTP authentication process may be a single
step authentication process where the nformation required for biometric
authentication may be provided in a single step (a).

20 j6093) Reference is now made to FIG. 10, which illustrates a flow chart of
biometnic authentication process 1000, according to certamn  embodiments.
Authentication chient 181a, may be configured to recetve biometric input 862 from
biomeiric capable devices 852 and may be configured to match biometnic input 802
with a stored biometric template 10801 gencrated on registration. If matching 1002,

25  client 101a may be configured to gencrate an OTP and to encrypt it 1004 using
encryption key 886 generated on registration.  OTP 1004 may be generated usimg
OTP key 804.

[6094] OTP server 113 may be configured to draw user's decrvption key 808
and OTP kev 804 from the server repository using user 1D 1806, OTP server 113 may

30 be configured to receive the client's encrypied OTP 1805 and to decrvpt the client's
OTP 1809 using decryption key 808. OTP server 113 may be configured to generate

OTP 1011 using OTP koy 804,
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[0095] Optionally, OTP server 113 and client 10ia may be configured to
generate OTP 1011 and 1004 using in addition to OTP key 884 and also synchronized
clock and other synchronized data {not shown).

{00%96] OTP scrver 113 mav be configured to match 1013 the client's
decrypted OTP 1869 with the server's generated OTP 1811, OTP server 113 mayv be

(9]

configured to authenticate the requested biometric authentication 1814 if the two
OTPs match 1413,

[0097] Phishing techmiques atiempt to substitutc content of users remote
directives transmitied over a network by masquerading as a trustworthy entity in the

10 remoie directive transmission chain, Phishing techniques may attempt to change
remote directives' amounts and receiver's identity in bank transfers or payment orders,
change items type and buver details in purchase orders and the bike.

6098} According to embodiments of the present invention, approval
passwords, generated in both authentication clients and authorization servers, among

15 other security keys, arc based on the remote directives' content. Phishing attempts
may be prevented since the approval passwords that are based on the remote
directives’ content will not match if the remote directive content is changed by a man-
mn-the-nuddie~attack or other means. Furthermore, according to embodiments of the
present invention, authentication chients may be configured to receive data blocks by

20 means of QR codes (blue tooth, Wi-Fi communication, NFC and the like) that are
generated by authorization servers that inclade the remote directive contents and to
present the contents to users. Thus, users may validate that the content of their remote
dircctives have not been changed using a phishing or other malware techniguces, which
makes the present invention's authorization system a strong apthorization system.

25 [0099) Reference 1s now made to FIG. 11, which illustrates a remote directive
authorization systent's submission form, according to certain embodiments. A remoie
dircctive's submission form 1101 may mmclude payment order mformation, such as
Name: Mr. John Smuith for example, Account: 123-456789/A and Amount; $15.45 for
example.

30 {0G106] Submission form 1181 may appear on terminal's screen where the

terminal may be configured to transmit the submission form (a) to web server 107
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Optionally, Subnussion form 1191 may appear on anv kind of computing system’s
display.
006161 ] Reference 1s now made to FIG. 12, which illustrates a remote directive

authorization system's confirmation request, according to certain embodiments.

(o

Application server 187 may be configured to transmit a confinnation request with
data block m plamm form or encrypted (b) to client 101a that contains the remote
directives content in a QR code 1201 representation that may be displaved on
computing system screen FIG. 1, 163 for example.
[06192] Reference 15 now made to FIG. 13, which illustrates presenting remote
10 divective's content and the generated approval password on client's display, according
to certain embodiments. Authentication client $81a (shown m FIG. 12) may be
configured to scan the QR code 1301, cxtract the directive conterd from the scanned
QR code and present 1509 the content on authentication chent's 8ia display 10 a
user. The remote directive content that may include for example Name: Mr. John
15 Smith, Account: 123-456789/A, Amount: $1545 may be presented to the user
accompanied by an approval password 1303,
1860103} The approval password, 753847 for example, is the remote directive's
content dependent OTP. According to embodiments of the present invention, the
remote  directive's  content  dependent  approval  password is  generated by
20 authentication client 10%a using client’s OTP key (FIG. 2, 203) and is further
encrypted by an encrvption key (FIG. 3, 205).
{00104 Reference is now made to FIG. 14, which illustrates submussion of an
approval password to apphication server 37, according to certain embodiments.

Aupthentication client 181a may be configured fo provide the remote directive's

]
2

content dependent approval password {¢) to application server 167 through termunal
1283, To complete the remote directive authorization process, authorization server
{not shown) may be configured to decrypt the received remote directive's content
dependent OTP {¢) using decryption key FIG. 3, 215, to generate a remote directive's
content dependent approval password using a registered OTP key (FIG 3, 213 and to
30 match decrvpted client's OTPs and Server's generated OTP as dllustrated in FIG. 15

below.
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[00105] Reference is now made to FiG. 15, which illustrates a remote directive
strong avthorization process, according to certain embodiments. Remote directive
strong authorization system 1308 may mchide at least one authorization server 1501

and at least one authentication chent 181, Authentication chent 181 mav be

5  configured to generate encryption and decryption kevs and OTP kevs and register the
OTP and decryption kevs on at least one authorization server 1501, Authentication
client 181 may be configured to store the decrvption key and OTP key m
authonzation server 1501 and to store the generated eneryption key and OTP key in
authentication client 161,

10 [00106] Authonization server 15301 may be configured to provide 1o

authentication client 141 encoded data blocks 1383 that inclade remote directives'
contents 1562, The provided encoded data blocks 1510 may be for example in form of
QR codes 1503 (c.g. 2D barcodes). Authentication client 181 may be configured to
decode encoded blocks 1504 and to present the encoded blocks' content 1566 1o users
15 accompanied with encrypted OTP 1505, which 1s encrypted by encryption key 205
genecrating approval password 1589, Authentication client 181 may be configured to
provide 1520 the cncrvpted approval password 1309 io authorization sever 1561
Authornization server 1581 may be configured to authorize remote directives 1530 by
matching 1508 decrypted authentication clients' communicated approval passwords
20 with server's generated approval passwords 1567,
[06197] Reference 1s now made to FIG. 16, which illusirates a flow chart of the
remote directive authorization process 1608, according to cerfain embodiments.
Authorization server 1861, is configured fo receive 1683 a remote directive 1661.
Authorization server 1801 may be configured to encode the remote directive's content
25 i data block m form of QR code 1603 and to provide the QR code 13518 1o
authentication client 161 {¢.g. by displaving it on directive terminal’s screen).
[06108] Authentication clignt 101, may be configured to scan the QR code
1607 and to display the content of the remote directive encoded in the QR code to the
user 1689 for vahdation. Authentication client 161 may be contfigured to generate
30 approval passwords using OTP key 283 and the remote directives' content 1611,

Authentication client 181 may be configured to encrypt approval passwords using
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encrvption key FIG. 3, 203 and may be configured to provide 1528 the cocrvpted
approval passwords 1611 for authorization on authorization server 1501,
[66109] Authonzation Server 1381 mayv be configured to draw the user’s

decryption key 215 and OTP key 213 from the authorization server 1501 repository

5 using user name 1604,
{66116 Authonization server 1501 mayv be configured to decrvpt approval
passwords 1613 using decryption kev 215, Authorization server 150! may be
configured to generate server's approval passwords 1615 using OTP key 213 and the
remote directive content 1606,

10 j66111] Optionally, authorization server 1501 and chent 161 may be

configured to generate the server's and client’s approval passwords 1615 and 1611
using the synchronized data c.g. clock and the like (not shown). Authorization server
1331 may be configured to match 1617 the decrypted client's approval passwords
1613 with the server's generated approval passwords 1615, Authorization server 1501
13 may be configured to avthorize 1530 the client's remote directive 1681 if the two
approval passwords match 1617,
[66112] FIG, 17 illustrates a flowchart of an OTP authentication method,
according to certain embodiments. QTP authentication method 1780 includes: in stage
1719, generating, by a plurality of authentication clients, asvmmetric encryption and
20 decryption key pairs and OTP keys and registering on authentication servers the
decrvption kevs and QTP keys; in stage 1720, requesting authentication permits, by
using credentials gencrated by plurality of authentication clients, using cnorypted
OTPs wherein the OTPs are gencrated using the OTP keys and cncrypted by the

encryption keys; in stage 1738, approving the authentication requests, by the

]
2

authentication servers, by matching the decrypted client’s OTPs with the server's
generated O Ps.

{66113 OTP authentication method 170806 stage 1728 includes a single step
authentication that may mnclude further communicating users 1Ds to the authentication
SEIVCr.

30 06114 OTP authentication method 1700 stage 1730 may include decrypting
the authentication request credentials using the decryption keys and generating OTPs

using the OTP kevs.
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[00115] FIG. 18 illustrates a flowchart of biometric OTP authentication
method, according to certain embodiments. Biometric OTP authentication method
1808 includes: in stage 1810, wmeceiving biometric mputs, by a plurality of
authentication clients, using biometric capable input devices, generating and storing
5 biometric templates in the authentication chient's devices, generating asymmetric
eneryption and decrvption key pairs and OTP kevs and registering on authentication
servers the decryption kevs and OTP keys; inn stage 1828, matching, by a phirality of
authentication clients, biometric inputs with biometrnic templates; m stage 183,
requesting authentfication permits using authentication credentials, e.g. encrypted
16 biometric OTPs, wherein the authentication credentials are generated using the OTP
kevs and encrypted by the encrvption keys; in stage 1840, authenticating the
authentication requests by matchimg the decrypted chent’s OTPs with the server's
generated OTPs.
{00116} Biometric OTP authentication method 1808 stage 1810 gencrating
15  asymmetric encryption and decrvption kev pairs and OTP keys may mclude

generating the keys using the biometric templates.

[66117] Biometric OTP auothentication method 1800 stage 1830 includes a
single step authentication that may include fiwrther communicating users 1Bs to the
20 authentication server.
[66118] Biometric OTP authentication method 1880 stage 1840 may mclude,
by the authentication server, decrypting the authentication credentials using the
decryption keys and generating OTPs using the OTP keys.
{60119 FIG. 19 illustrates a flowchart of remote directive strong authorization
25  wmethod, according to certain cmbodiments. Remote directive OTP  strong
authorization method 1908 includes: in stage 1918, generating, bv a plarality of
chients, asymmeiric encrvption and decryption key pairs and OTP kevs and
registering on authonzation servers the decrvption keys and OTP keys; in stage 1926,
transmitting, by the authorization servers, encoded data blocks that include remote
30 directives' content fo authentication clients; in stage 1938, communicating, by the
plurality of authentication clicnts, encrypted approval password based on the remote

dircctives’ content and the OTP keys; in stage 1944, authorizing the remote directives
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bv matching decrvpted clients' approval passwords with servers' generated approval
passwords.
[00126] Remote directive strong authorization method 1908 stage 1948 may

mclude decrypting clients' approval passwords using decryption keys and generating

5 approval passwords using remote directives’” content and OTP keys.
{66121} Remote directive strong authorization method 1900 plurality of
authentication chients may include a plorality of terminals configured to
communicating messages to authorization servers and to presenting data blocks {e.g.
QR codes) recerved from the authonzation servers to users.
10 |90122] Advantageously, the above described OTP authentication system may

be used to authenticate in a single step similar to static password authentication

Systems.

[66123] Another advantage of the above described OTP authentication svstem

is that authentication clignts are configured o encrypt credentials using encryption
15 keys, generated and stored only in the authentication chients, and thus the encryption

kevs are not provided to authentication servers and hence cannot be stolen or leak

from authentication servers.

100124] Advantageously, the above described biometric OTP aunthentication
system may be used for biometric authentication without storing biometric identifiers

20 i biometric database repositories.
[06G125] Another advantage of the above described biometnic OTP
authentication svstem 1s that biometric authentication may be a single step
authentication sinnlar to static password authentication systems,
[00126] Advantageously, the above described remote directive strong
25  authorization system may be used to authorize remote directives and prevent phishing
attacks by the usage of encrypted approval passwords that 1s based on the remote
directive content and OTP kevs.
1086127} Another advantage of the above described remote directive
authorization system is that it is a strong authentication system that use asynimetric
30 encryption and decryption key pairs to encrypt and decrypt OTPs, e.g. the approval
passwords, and furthermore use the content of the remote directives as additional

security factor when gencrating the approval passwords.



WO 2014/141263 PCT/IL2014/050263

37

3

{00128 Although the invention has been described in conjunction with specific
embodiments thereof, it is evident that many alternatives, modifications and variations
will be apparent to those skilled in the art. Accordingly, it is intended to embrace all

such altematives, modifications and vanations that fall within the spuit and broad

(9]

scope of the appended claims.
{60129} It is appreciated that certain features of the mvention, which are, for
clanty, described in the context of separate embodiments, may alse be provided in
combination 1n a single embodiment. Conversely, vanious features of the mvention
which are, for brevity, described in the context of a single embodiment, may also be
16 provided separately or in any suitable sub-combination.
[06136] Unless otherwise defined, all technical and scientific terms used herein have
the same meanings as are commonly understood by one of ordinary skill in the art to
which this invention belongs. Although methods similar or egquivalent to those
described hercin can be used in the practice or testing of the present invention,
15 suitable methods are described herein. In addition, the methods and examples are
tilustrative only and not mtended to be hmiting.
{00131} It will be appreciated by persons skilled in the art that the present
mvention is not limited to what has been particularly shown and described
hereinabove. Rather the scope of the present invention is defined by the appended
20 claims and mcludes both combinations and sub-combinations of the various features
described hercinabove as well as variations and modifications thereof, which would
occur 1o persons skilled m the art upon rcading the foregoing descrption. While
preferred embodiments of the present mvention have been shown and described, it
should be understood that various alternatives, substitutions, and equivalents can be
25 used, and the present invention should only be Himited by the claims and equivalents

thereof,
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What is claimed 1s:
1. An asymmetric OTP authentication system, the system comprising:
a plurality of authentication clients and at least one authentication

SCIVer,

(9]

wherein said plurality of authentication chients are configured to
generate asymmetric encryption and decryption key pairs and OTP keys,

register in said at least one authentication server said decrvption keys and OTP

e

cys,
wherein said plurality of authentication clients are configured to
16 generate OTPs using said OTP keys, to encrypt said generated OTPs using said
encryption keys and to provide to said authentication server said encrypted OTPs,
wherein said at least one authentication server 1s configured to decrypt
said clients” OTPs using said decryption kevs, to generate servers' (0TPs using
said OTP kevs and to avthenticate requests by matching said decrypted

i5 authentication chents’ OTPs with said server's generated OTPs.

2. The system according to claim 1, whercin authentication requests, by said

authentication chients, are single siep processes.

20 3. The system according to clamm 1, wherein said authentication clients are
configured to iutiate registration processes on a plurality of authentication

SCIVCIS.

4. The system according to clanm 1, wherein said authentication clients are

25 configured to store in said anthentication chients said generated encryption keys.

[

The system according to claim 1, wherein said OTPs are generated using an
algorithm selected from the group consisting of RFC 1760 (S/KEY), RFC 2289
{OTP), RFC 4226 (HOTP), RFC 6238 (TOTP), and combinations thereot.
30

6. The system according to claim 1, wherein said authentication clients are selected
from the group consisting oft tokens, mobiie devices, computing systems and

combinations of thereof.
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The system according to claim 1, whercin said plurality of authentication clients
are turther configured {o receive biometric inputs, by biometric capable input

devices, to generate and store biometric templates in said authentication chients,

The system according to claim 7, wherein said OTP keys and/or said asymmetric
encryption and decryption key pairs are built upon said stored biometric

templates.

The system according to claim 8, wherein said plurality of authentication clients
configured to recetve biometric inputs are further configured to match said
biometric inputs with said stored biometric templates and to generate said OTPs if

said biometric inputs and said biometric templates match.

. The system according to claim 9, wherein said biometnic inputs are selected from

the group consisting of fingerprints, face images, voice recordings, DNA
sequenaes, palm prints, hand geometrics, iris images, retina images and odor and

scent recordings.

. The system according to claim 1, wherem said OTP authentication systern is

configured to authorize remote dirgctives, wherein approval passwords are said
encrypted OTPs, wherein prior to generating said approval passwords, said
plurality of authentication clients arc configured to roceive encoded data blocks
that include the remote directives' content, and wherein said generated approval
passwords are generated using said OTP kevs, said cncryption and decryption

kevs and said remote directives' content.

. The system according to claun 11, wherein said plurality of authentication clients

further comprising means for receiving said data blocks from terminals and

extracting said remote directives' content from said data blocks.

PCT/IL2014/050263
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13. The system according to claim 12, wherein said plurality of authentication chients
further comprising means for displaying said extracted remote direetives' content

accompanied with said clients' generated approval passwords.

5 14, The system according to claim 11, wherein said encoded data blocks are selected
from the group consisting oft QR codes, blue tooth, NFC, Wi-Fi transmission and
combination thercof.

15. An asymmetric one-time-password {OTP) authentication method, the method
16 comprising:

generating, by a plurality of authentication clients, asyvmmetric encrvption

and decryption key pairs and OTP keys and registering on at least one
authentication server said decryption keys and OTP kevs;

generating authentication credentials, by said  plurality of authentication

15 chents, using encrypted OTPs wherein said O'TPs are generated using said OTP keys

and encrypted using said encrvption kevs; and

authenticating said authentication requests, by said authentication servers, by

decrypting saxd authentication clients’ OTPs using said decryption kevs, generating

servers' OTPs using said OTP keys. and matching said decrypted authentication

20 chents' OTPs with said servers' generated OTPs.

16. The method according to claim 15, wherein said requesting authentication permits

comprising transmitting said encrypted OTPs in a single step.

25 17 A biometric asymmetric encrypting one-time-password (OTP} authentication
method, the method comprising:

receiving biometric nputs, by a plurality of authentication clients, by

biometric capable input devices, generating and storing biometric templates

said client's devices, generating using said biometric templates, biometric

30 asymmetric encryption and decrvption key pairs and OTP kevs and registering
in at east one authentication server said decryption keys and OTP kevys;

matching, by said plurality of authentication clients, biometric inpuis with

biometric templates
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gencrating authentication credentials, by plurality of authentication clients,
using said encrvpted OTPs wherein said (FTPs are generated using said OTP keys and
encrvpted using said encryption kevs; and

authenticating said authentication requests, by said authentication servers,

(9]

by decrypting said clients' OTPs using said decryption keys, generating servers' OTPs
using OTP kevs, and by matching said decrypted authentication chents’ OTPs with

said servers' generated OTPs.

16 13 The method according to claim 17,  wherein said requesting biometric

authentication comprising transnutting said encrypied OTPs in a single step;

15 18, A remote-directive strong authonzation method, the method comprising:
generating, by a plurality of authentication clients, asymmetric encryption
and decryption kev pairs and OTP keys and registering on authorization
servers, said decryption keys and OTP keys;
transmitting, by said authorization servers, encoded data blocks that include
20 the encoded content of remote directives to said authentication clients;
communicating, by said plurality of authentication clients, encrvpted
approval passwords generated using said remote directives’ content and OTP keys and
encrypted by said encryption key;
authorizing said remote directives, by said authorization servers, by
25 decrvpting said clients' approval password using said decrvption kevs, gencrating
servers' approval passwords using said remote directives” content and OTP keys, and
bv matching said decrypted auwthentication clients' approval passwords with servers’

generated approval passwords.

30 20. The method according to claim 19, further comprising a plurality of terminals
used for communicating messages to said authorization servers and for presenting

data blocks received from said authorization servers (o users.
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21, The method according to claim 19, wherein said encoded data blocks are QR

codes, blue tooth, NFC, Wi-Fi transnussion and combination thercof.

(v
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