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$101 RECEIVE A NODE ENCRYPTION REQUEST, AND
ACQUIRE, ACCORDING TO THE NODE ENCRYPTION
REQUEST, NETWORK DATA INFORMATION OF A NETWORK
NODE

$102  TRANSMIT, TO A RELIABLE THIRD PARTY, AND USING
THE NODE DATA INFORMATION, AN ENCRYPTION
CERTIFICATE APPLICATION

$103  RECEIVE A CERTIFICATE VERIFICATION REQUEST
COMPRISING A VERIFICATION FILE USED TO PERFORM
PERMISSION VERIFICATION OF A PRECONFIGURED LINK,
WHEREIN THE CERTIFICATE VERIFICATION REQUEST IS
GENERATED BY THE RELIABLE THIRD PARTY AND
ACCORDING TO THE ENCRYPTION CERTIFICATE
APPLICATION

$104  ASSOCIATE, ACCORDING TO THE CERTIFICATE
VERIFICATION REQUEST, A PRECONFIGURED LINK OF THE
NETWORK NODE AND A VERIFICATION FILE
CORRESPONDING TO THE CERTIFICATE VERIFICATION
REQUEST, SO AS TO RESPOND THE RELIABLE THIRD PARTY
WITH AN ASSOCIATION RESULT

$105  RECEIVE AN ENCRYPTION CERTIFICATE. AND
DEPLQY AT THE NETWORK NODE THE ENCRYPTION
CERTIFICATE, WHEREIN THE ENCRYPTION CERTIFICATE IS
GENERATED BY THE RELIABLE THIRD PARTY AND
ACCORDING TO THE ASSOCIATION RESULT

(57) Abstract: The application provides a network node encryption method comprising: receiving a node encryption request, and
acquiring, according to the node encryption request, network data information of a network node; requesting, using the node data
information, an encryption certificate application from a reliable third party; receiving a certificate verification request, and associating,
according to the certificate verification request, a preconfigured link of the network node and a verification file corresponding to the
certiticate verification request, so as to respond the reliable third party with an association result; and receiving an encryption cettificate,
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