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(57) Abstract: A system for servicing streaming media requests (200). The system includes stream director nodes (205) and in-
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load among the stream engine nodes by duplicating stream objects on other stream engine nodes.
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PROVIDING STREAMING MEDIA DATA
Inventor:

Andrew D. Hospodor

Background of the Invention

Cross-Reference to Related Applications

[0001] The present invention claims priority from U.S. Provisional Patent
Application Serial No. 60/308,918 for “System and Method for Providing
Streaming Media Data,” filed July 27, 2001, and U.S. Patent Application Serial No.
10/176,498 “Providing Streaming Media Data,” filed June 21, 2002.

Field of the Invention

[0002] The present invention relates generally to a system and method for
providing streaming content to a requester and more specifically to streaming
content from a stream engine node to a requester while meeting Quality of Service
constraints.

Description of the Related Art

[0003] Digital streaming data, which includes continuous media such as audio
and video streams, must be delivered in a predictable way from source to
destination in order to preserve and reproduce at the destination the timing
relationships that existed at the source. This generally means delivering packets
making up the stream in order and on time. Failure to do so causes garbled and
unusable results at the destination. One way of reliably delivering the packets that
make up digital streaming data is under a Quality of Service constraint.

[0004]  Quality of Service (QoS) constraints are well known in the area of
networking. For example, a QoS constraint on the transport service of a network
can require that a transport connection be established within a specified period of
time, that a certain level of throughput be maintained by the established
connection over a specified time interval, and that the transport layer provide

protection against unauthorized third parties accessing transported data. These
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constraints can be requested by the user when establishing the connection at the
transport level. Very often, if the transport layer cannot achieve the requested
constraints, a negotiation occurs between the requesting site and the remote sites
of the connection for a set of constraints that are acceptable to both ends of the
connection. If a set of constraints is found to be acceptable to both ends of the
connection, the connection is set up and the constraints are maintained
throughout the duration of the connection.
[0005] Though difficult, meeting reasonable QoS constraints in the network
context is achievable because the times involved are on the order of microseconds.
However, a storage system that is connected to a network meeting QoS
constraints is another matter. Storage systems that provide streaming data operate
with times on the order of milliseconds and, if rotating media are involved, may
have unpredictable response times and throughputs. Streaming data includes an
audio stream or video stream or other continuous media for which the receiver
must reproduce the timing relationship that existed at the transmitter. The
delivery of such data benefits from traversing a network having QoS constraints.
[0006] For a network that is connected to such storage systems, it does little
good for streaming to have the network meet the QoS constraints while the
storage system does not. The servicing of a streaming request by such a storage
system will appear to the user as unpredictable and slow and possibly
unworkable if the stream is being viewed in real time, even though the network is
performing adequately under its QoS constraints. One such prior art streaming
storage system 100 is shown in Fig. 1.
[0007] InFig. 1, a plurality of intelligent storage managers 101 each control a
plurality of disk or tape devices 102. These intelligent storage managers are
connected to one or more servers 103 via a first set of switches 104. The servers in
turn are connected to routers 105 for access to the outside world via a second set
of switches 106. When a streaming request 107 is made of the system, the request
107 passes through the router 105 and second set of switches 106 to one of the
servers 103, which then accesses one of the storage nodes 102 on which the
requested streaming object is located. The requested data 108 is then delivered to
2
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the server 103 servicing the request, and that server 103 then delivers the
requested data to a switch 106 in the second set, to the router 105 and then to the
outside world where the requester is located.

[0008] Such a system configuration makes it difficult, if not impossible, to meet
a QoS constraint on the response time and throughput in servicing the streaming
request. The reason is that the requested data must flow through the server 103
system. Thus, a QoS constraint or guarantee can only go so far as the routers 105
and the second set of switches 106, as shown. Prior art systems have sought to
remedy this problem by providing more processors and memory in the servers, in
effect over-provisioning the servers. However, this solution is expensive, wastes
resources, and is not scalable, in the sense that the system cannot grow easily to
handle more concurrent streaming requests.

[0009] Therefore, there is a need for a storage system, especially a storage
system that supplies streaming data to provide the data under the QoS constraints
just as the network does, in a scalable manner and without requiring excess

resources.
Summary of the Invention

[0010] The present invention is directed towards such a need. A method, in
accordance with the present invention, includes receiving a request for a
streaming media object at the stream director node and locating a stream engine
node to which or from which the streaming media object is to be transferred. The
method further includes verifying that sufficient system resources are available to
service the request, and preparing a data transfer path between the stream engine
node and the client system that made the streaming media request. The data
transfer path includes one or more resources along the path, but not the stream
director node. The method further includes causing resources along the prepared
path to be reserved for use by the data transfer, passing the request for the
streaming media object from the stream director node to the located stream

engine node for servicing, and transferring, over the prepared path, data
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comprising the streaming media object between the client system that made the
request and the located stream engine node.

[0011] In one embodiment of the present invention, the transfer of the
streaming media object is performed under a Quality of Service constraint.
[0012] A system in accordance with the present invention includes at least one
stream director node that is configured to: receive a request for a streaming media
object at the stream director node; locate a stream engine node to which or from
which the streaming media object is to be transferred; verify that sufficient system
resources are available to service the request; prepare a data transfer path
between the stream engine node and the client system that made the streaming
media request, where the stream director node is not included in the data transfer
path and the data transfer path includes one or more resources along the path;
cause resources along the prepared path to be reserved for use by the data
transfer; pass the request for the streaming media object from the stream director
node to the located stream engine node for servicing; and transfer, over the
prepared path, data comprising the streaming media object between the client
system that made the request and the located stream engine node. The system
further includes at least one stream engine node for storing streaming media
objects including the requested streaming media object, the stream engine node
being configured to receive the request for a streaming media object and transfer,
over the prepared path, data comprising the streaming media object between the
stream engine node on which the object resides and the client system that made
the request.

[0013] One advantage of the present invention is that the system servicing the
streaming media request can operate under a Quality of Service constraint
because the processing node is not involved in the transfer of data comprising the
streaming media object. The stream engine nodes on which the streaming media
object resides handles the data transfer.

[0014]  Another advantage of the present invention is that it is scalable to
handle increased numbers of streaming media requests by adding stream engine
nodes and without having to overprovision the stream director node or nodes.

4
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Brief Description of the Drawings

[0015] These and other features, aspects and advantages of the present
invention will become better understood with regard to the following description,
appended claims, and accompanying drawings where:

[0016] Fig. 1 shows a system of the prior art for delivering streaming data to a
requester;

[0017] Fig. 2 shows a system of the present invention for delivering streaming
data to a requester;

[0018] Fig. 3 shows the protocol stacks used in the present invention;

[0019]  Figs. 4A-4G show flow charts for processing a request for content in the
form of a stream;

[0020] Fig. 5 shows a flow chart for load balancing in the present invention;
[0021] Fig. 6A-6E show flow charts for authenticating and configuring low
level device drivers for streaming data operation; and

[0022] Fig. 7 shows a representative directory in accordance with the present

invention.
Detailed Description of the Invention

[0023] Fig. 2 shows a system, in accordance with one version of the present
invention, for delivering streaming data to a requester. The system 200 includes
one or more edge routers 201 that are configured to connect to the outside world
from which requests are received, one or more high-speed switches 202 to which
are connected, via a high-speed point-to-point connection such as Gigabit
Ethernet 203, a plurality of stream engine nodes 204 and one or more stream
director nodes 205. The stream engine node 204 has a network interface (not
shown), such as an Ethernet interface and sometimes called a Network Attached
Storage Device (NASD). The stream director node 205 is a standalone computing
system and, in one version of the invention, is a PC motherboard with a network
card. In other versions of the invention the high speed switches 202 are not

present and the stream engine nodes 204 and stream director nodes 205 connect
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directly to the router or routers 201. In yet another version, server blades (not
shown) with various combinations of processor and storage elements are used.
[0024] In the system of Fig. 2, a streaming request 107 is passed to a stream
director node 205 via an edge router 201 and high-speed switch. The stream
director node 205 locates the stream engine node 204, if any, on which the
requested streaming media object resides and verifies that sufficient system
resources are available to service the request. The stream director node 205 then
queues the request 107 until resources to sustain the stream are obtained, prepares
a data transfer path 206 that does not include the stream director node 205, and
passes the request to the stream engine node 204 for servicing. The stream engine
node 204 with the requested data then starts streaming the data via the switches
202 and router 201 of the system to the outside world and ultimately to the user’s
system that requested the streaming data.
[0025] If sufficient resources are not available, the stream director node 205
may hold the request 107 in its queue until a later time, pass the queued request
along to another stream director node 205, which may be able to obtain the
needed resources to service the request, or simply return the request 107 to the
requester.
[0026] In the configuration of the present invention there are no servers
through which the streaming data 108 must pass to reach the ultimate requester.
Therefore, a QoS constraint can be imposed on the system all the way to and
including the stream engine node 204 servicing the request. Furthermore, the
system is scalable without over-provisioning by simply adding more stream
engine nodes 204 and not necessarily more stream director nodes 205, and the
system is deadlock free because all resources needed to service the stream request
107 are obtained before the request 107 is serviced and as a condition of the
request 107 being serviced.
[0027]  Fig. 3 shows the protocol stacks used in one embodiment of the present
invention. The system employs a protocol such as MPLS 302A that is spliced into
layer 302, and RSVP in application layer 304 to assure that a QoS constraint can be -
met, and such protocols as Gigabit Ethernet (GbE) 301A, SCSI (Small Computer
6
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System Interface) 301B or Fibre Channel (FC) 301C for links between switches 202
and routers 201 and the stream engine node 204 and stream director nodes 205.
[0028] MPLS (Multiprotocol Label Switching) 302A is a protocol that relies on
a modified set of routing tables in the routers making up a network. The routing
tables are modified to route based on a specific label rather than source and
destination addresses in packet headers. This permits faster service through the
routers 201 and guarantees a fixed transmission path throughout the network,
which provides a mechanism by which a QoS constraint can be enforced.

[0029] In the protocol, routing occurs based on label-switched paths (LSP),
which are a sequence of labels at every node along the path from the source to the
destination of a connection. An LSP is established prior to the data transmission
by means of a label distribution protocol (LDP) or other similar protocol. Labels
are spliced into a Layer 2 header. A router that receives such a packet examines
the label to determine the next hop in the pre-established route. Information
called a forward equivalence class (FEC) is bound to a label in each router that
participates in the LSP. The FEC determines the service requirements that a
packet or set of packets receive when traversing the LSP.

[0030] Devices that participate in the LSP are Label Edge Routers (LERs) and
Label Switching Routers (LSRs). Label Edge Routers operate at the edge of the
LSP and LSRs operate in the core of the network to support the LSP.

[0031] In order for a data packet to travel through a network according to an
LSP several steps occur prior to the data actually traversing the LSP. First, labels
are created and distributed to the various routers in the network from source to
destination of the connection. In this step, the routers bind labels to FECs. Second,
tables in the routers are constructed. These tables contain the mappings between a
label and a FEC. Third, an LSP is created starting from the destination and
working towards the source from which label distribution started.

[0032] RSVP (Resource Reservation Protocol) 304 A is an application level
protocol that uses IP datagrams as the signaling mechanism for LSP setup
communications. These communications include peer discovery, label requests
and mapping and management. The protocol supports a RESV message to

7
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reserve resources with traffic and QoS Parameters (such as guaranteed
bandwidth) in the LSR upstream direction (towards the ingress). In one
embodiment, the upstream direction for RSVP 304 A is away from the client/user
system and the downstream direction is towards the client/ user system. This
means that, in this embodiment, the user/client system obtains information from
the streaming server system in order to send the RESV message to reserve
resources along an LSP. In an alternative embodiment, the upstream direction is
towards the client/ user system. A RESVConf message to confirm the LSP setup is
sent in the downstream direction (towards the client/user system). Once the
reservations have been setup in the LSP, refresh messages are required to
maintain the path and the reservations.

[0033] Figs. 4A-4F show flow charts for processing a request 107 for content in
the form of a stream. Fig. 4A is the top level flow chart and steps in that flow chart
that have designators are described in more detail in a separate flow chart,
corresponding to that designator. A non-primed designator signifies entry into
the flow and a primed designator signifies return to the flow that invoked the step
with a designator.

[0034] In Fig. 4A, the user first requests 401 content in the form of a stream
object from a stream director node 205 and the stream director node 205 identifies
the stream engine node 204 that contains the requested stream object. This step is
shown in detail A, Fig. 4B. The stream director node 205 then authenticates and
authorizes 402 the user and passes information, such as billing information onto
other management applications. Optionally, in this step, the low level drivers can
be authenticated and configured for streaming. Next, the stream is started 403, in
detail C. The stream engine node then supplies 404 the data to the user in UDP
packets in detail D, after which the stream is torn down 405 and the resources that
were used are freed, in detail E.

[0035] Fig. 4B, detail A shows that a stream request arrives 401A at the stream
director node 205 as a TCP/IP packet. A database or directory is searched 401B,
next, to find the content requested or the stream object name, following which
verification occurs 401C to determine whether there are sufficient resources to

8
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begin the stream and sustain certain QoS constraints. Next, the name of the
stream object is virtualized 401D into a stream ID number, and the stream director
node queues 401E the request.
[0036] InFig. 4C, detail B, the steps of authenticating the user and passing
information to other management applications are set forth as well as enabling the
user to issue a reservation request for resources. First, the user/client is
authenticated, its authorization to use the streaming server is checked, and
information is sent to billing software to charge the client for the use of the
streaming server or a downloaded streaming media object. Next, the location of
the streaming media object and reservation parameters are passed back to the
user. The user/client then issues a reservation request for resources along the
path from the user to the stream director node. When resources necessary to
provide and maintain the stream actually become available for the expected
stream duration (plus about a 10% margin), the request is de-queued. Finally, the
data stream ID is assigned for use by the stream engine node.
[0037] InFig. 4C, detail C, the steps to start a stream 403 are set forth. The
stream director node 205 verifies 403A user receipt of a confirmation message that
resources are reserved. Then the stream engine node 204 verifies 403B that
switches and the routers along the path between the stream engine node 204 and
the user are properly programmed. The stream director node 205 then passes
403C the stream ID number to the stream engine node 204.
[0038] InFig. 4D, detail D, the steps of the stream engine node 204 supplying
the data to the user in UDP packets are set forth. First, a pointer is initialized
404 A to point to the beginning of the stream. The stream engine node 204 then
schedules 404B a transfer from the disk to a buffer based on the pointer position
and associates 404C the MPLS stream ID number to all data packets comprising
the stream. The stream engine node 204 next schedules 404D transfer to the
network as described below in connection with Fig 4F. If during the transfer a
navigation request 404E is received, the pointer to the stream is modified 404F,
and if the navigation has not caused a move to the end of the stream 404G, the
loop 404B-404G repeats with the stream engine node 204 scheduling a disk access
9
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at the new pointer location into the buffer. Transfers from the network to a
stream engine node 204 are also contemplated. To transfer a streaming object
from the network to a stream engine node 204, the stream engine node 204 first
schedules a transfer into a buffer from the network. A disk access is then
scheduled to write the buffer onto the disk included in the stream engine node
204.

[0039] Fig. 4F, detail F sets forth the steps by which the stream engine node 204
schedules the transfer of the buffer to the network. First, a UDP packet is created
404D1 with a MPLS header. Next data is transferred from the buffer 404D2 into
the UDP packet. The UDP packet is then sent 404D3 over the established LSP in
the network. If the user has requested that the stream stop 404D4 possibly as a
result of flow control or buffering limitations, then a wait loop 404D5 is entered
until the stream is started again. This continues until all of the UDP packets
making up the stream have been transferred 404D6 to the user. To transfer data
from the network to the stream engine node 204, first the UDP packet is received
and then transferred to a buffer, which is written to the disk included in the
stream engine node 204.

[0040] Fig. 4E, detail E, sets forth the steps for tearing down the stream. The
stream transmission is terminated 405A either because the stream completed
normally, the reservation of resources expired, the user navigated to the end of
the stream or the user’s authentication is invalidated. Next, the resources
reserved for the stream are released 405B and allocation tables are updated. The
stream ID is then returned 405C and tables associated with the stream ID are
updated. Finally, the LSP from the stream engine node 204 to the user is cleaned
up 405D by deprogramming the switches 202 and routers 201 involved in the LSP.
Directory Enabled Network Services

[0041]  Because stream objects have a relatively long lifetime ranging from
seconds to hours, there is no need for complex databases to keep track of the
streams. A directory 700 as shown in Fig. 7, located in the stream director node
205, is sufficient. This directory 700 contains the common file or external object
name 701 of each stream. The stream director node 205 virtualizes the streams by

10
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presenting each stream as an object or file to the outside world. A typical
directory 700 lists the stream objects by name or number, along with the resources
706 or attributes 702, 703 associated with the stream. The directory 700 thus
provides a simple means for managing stream objects distributed across stream
engine nodes 204.

[0042] In the present invention, a directory 700 contains the paths or routes
705, 704 (the Border Gateway Protocol (BGP) may be used to share route
information) to each stream object 707 and the resources 706 required along the
path to sustain the stream. When a request arrives at the stream director node 205
containing the directory 700, the stream director node 205 determines the location
of the desired object and possible routes the stream data may traverse.

[0043] Inaddition to the directory 700, the stream director node also contains a
list of resources 706, such as available bandwidth and buffers. Leases associate an
object with a resource for a specified amount of time. When a lease expires, the
object no longer moves through the network and the associated resources are
returned. The stream director nodes 205 track available resources, and inform
each other whenever a lease is granted for a resource.

Load Balancing

[0044] Because storage capacity is increasing faster than the speed of an
individual stream engine node 204, load balancing is preferably accomplished by
replicating the stream object on multiple stream engine nodes. Replication, i.e., the
complete copy of a stream object on another device, doubles or further multiplies
the number of streams that may be served.

[0045] Within a directory 700, replicated stream objects are adjacent. A stream
director node 205 can easily determine the load associated with access to and from
a particular stream object by examining the lease reservations in the
corresponding directory 700 entry. The stream director node 205 balances the
load by choosing the stream engine nodes 204 with the lowest load (fewest or
shortest lease reservations). If no replicated stream objects have sufficient
resources, then the user’s request is held until such time as enough lease
reservations expire to support the request.

11
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[0046] In an alternative embodiment, a small amount of resources are allocated
to a background task that creates another stream object copy dynamically, as
needed. Once the replicated storage object is available on another stream engine
node 204, the load on the overburdened node 204 is mitigated. After the demand
for the storage object subsides, the replicated storage object is abandoned.

[0047]  Fig. 5 sets forth the steps for load balancing the stream engine nodes.
First a test 501 is made to determine whether a stream engine node 204 is
overloaded. If so, a stream engine node 204 that is unloaded or lightly loaded
compared to the overloaded node 204, is identified 502, and the object data
causing the overloaded condition is copied 503 from the overloaded node 204 to
the identified node 204. Next, a new directory entry is created 504 in the stream
director node’s 205 directory 700 and that information is shared 505 among all of
the other stream director nodes 205. If the load on the overloaded node 204 falls
below a preset threshold 506, then the replicated object on the identified node 204
is abandoned 507 by removing its entry from the directories 700, and any
resources assigned to the replicated object are returned 508.

Authenticating and Configuring Low Level Device Drivers For
Streaming Data Operation

[0048] Device drivers operate to abstract the underlying hardware apparatus,
such as a hard disk drive (HDD), for file systems and operating systems. In
particular, the device driver abstracts the attributes of a variety of types of HDDs
into a consistent interface, called an Application Programming Interface (API) or
I/O Control Interface (IOCTL).

[0049]  As part of this abstraction, present device drivers translate the logical
block addressing (LBA) of the HDD into the cluster or block addressing of the file
system. For example, HDD blocks are small, on the order of 512 bytes, while file
system blocks are 2KB to 8KB. The file system block sizes align well with the
paging memory subsystems that are used in virtual memory operating systems
such as Unix, Linux, Windows NT, Solaris and VMS.

[0050] A well-designed device driver attempts to minimize the movement of
the HDD positioning arm and rotational delays associated with the HDD access.

12
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The device driver accomplishes this by accessing larger amounts of data than
requested of the device. These larger accesses effectively pre-fetch data into
memory in anticipation of a future request. For example, the Linux Operating
System may obtain up to 64K bytes from the HDD when a request is made of an
HDD.
[0051] However, as large as these requests are, streaming requests are even
larger. In the case of a video stream a request of IMegabyte is not uncommon.
These large requests tend to flush other useful data out of the pre-fetch memory
and degrade the performance of traditional applications. Furthermore, these
large requests may cause positioning arm movements due to crossing cylinder
boundaries and may require several rotations of the HDD to obtain. Itis desired
that these transfers avoid the positioning arm and rotational delays as much as
possible in order to facilitate the meeting of QoS constraints.
[0052] Therefore, the invention dynamically configures device drivers for
either traditional operation or streaming operation. Because device drivers are
aware of the application or process requesting service, this becomes a matter of
identifying or authenticating the process as a streaming process. Default device
driver requests are sized according to the particular operating system. Streaming
applications cause the device driver to reconfigure itself for the specific request
size required to sustain the stream. For example, audio streams are expected to
have smaller request sizes than video streams.
[0053] The streaming application authenticates by sending an authentication
request to an authentication server located on the World Wide Web. The
authentication server verifies that a valid license has been issued to the
client/user of the streaming application.
[0054] Figs. 6A-6E set forth the steps for authenticating and configuring low-
level device drivers for streaming data operation. The authentication process,
preferably occurs at the time that a streaming request is received at the stream
director node 205. The streaming application is authenticated 601 and is
associated 602 with a Dynamic Link Library (DLL). In Fig. 6B, the streaming
application is disassociated 605 with the DLL (see detail J).

13
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[0055]  Fig. 6C sets forth the steps of detail G. First an authentication request is
sent 601A to the authentication server, which then validates 601B the license of the
requester. Next, the authentication server determines 601C the DLL containing
the parameters for the desired stream and then queries 601D the client/user for
the status of the DLL (installed or not) 601E on the client/user system. If the DLL
is not installed, the DLL is sent and installed 601F on the client/user system
(because that system is part of the connection that is involved in the streaming
data transfer).

[0056] Fig. 6D sets forth the steps of detail H. In this flow, the process ID of
the authenticated streaming application is added 602A by the device driver to a
table of authenticated processes and a pointer to the DLL is provided 602B. Next,
the process IDs of future requests are searched 602C for in the table. If an
authenticated process is found 602D, the parameters in the DLL are loaded 602E
into the device driver, thus configuring the device driver for streaming operation.
[0057] Fig. 6F sets forth the steps of detail ]. Two cases are tested; either the
stream has completed 605A or the authentication has been invalidated 605B. In
either case, the device driver removes 605C the process ID from the table of
authenticated processes, thus ending the association of DLL with the streaming
application.

[0058]  Although the present invention has been described in considerable
detail with reference to certain preferred versions thereof, other versions are
possible. Therefore, the spirit and scope of the appended claims should not be

limited to the description of the preferred versions contained herein.
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Claims
[0059] What is claimed is:

1. A method for servicing a request from a client system for the transfer of
a streaming media object which resides in a system that includes at least one
stream engine node and at least one stream director node, comprising:

receiving a request for a streaming media object at the stream director

node;

locating a stream engine node to which or from which the streaming media

object is to be transferred;

verifying that sufficient system resources are available to service request;

preparing a data transfer path between the stream engine node and the

client system that made the streaming media request, the stream
director node not being included in the data transfer path and
the data transfer path including one or more resources along the
path;

causing resources along the prepared path to be reserved for use by the

data transfer;
passing the request for the streaming media object from the stream director
node to the located stream engine node for servicing; and

transferring, over the prepared path, data comprising the streaming media
object between the client system that made the request and the
located stream engine node.

2. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, further comprising, upon completion of the
transfer, tearing down the prepared path and de-allocating the allocated
resources.

3. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, wherein the step of directing the stream engine
node to transfer, over the prepared path, the data to or from the client system

includes performing the data transfer meeting a Quality of Service constraint.

15
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4. A method for servicing a request from a client system for a streaming
media object, as recited in claim 3, wherein the Quality of Service constraint
includes an upper bound on the response time in servicing the request.

5. A method for servicing a request from a client system for a streaming
media object, as recited in claim 3, wherein the Quality of Service constraint
includes a lower bound on the throughput in servicing the request.

6. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, wherein a table is employed at the stream
director node to keep track of the streaming data objects residing on the stream
engine node.

7. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, wherein a table is employed at the stream
director node to keep track of the resources that are available in the system for
servicing a streaming media request.

8. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, wherein there are two stream engine nodes, the
method further comprising the steps of:

determining that one of the stream engine nodes is overloaded by request

to at least one streaming media object; and

copying the at least one streaming media object involved in the overload to

the other stream engine node so that the other stream engine
node services requests for the copied streaming media object.

9. A method for servicing a request from a client system for a streaming
media object, as recited in claim 1, wherein the step of receiving a request for a
streaming media object at the stream director node includes:

| installing a dynamic link library (DLL) containing streaming parameters
for a driver on the system;

authenticating a streaming application process;

associating a pointer to the DLL containing streaming parameters for a disk

driver with the authenticated streaming application process; and
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loading the parameters in the DLL into a device driver for the stream
engine node.
10. A system for servicing a request from a client system for a streaming
media object, comprising:
at least one stream director node that is configured to:
receive a request for a streaming media object at the stream director
node;
locate a stream engine node to which or from which the streaming
media object is to be transferred;
verify that sufficient system resources are available to service
requesf;
prepare a data transfer path between the stream engine node and
the client system that made the streaming media request,
the stream director node not being included in the data
transfer path and the data transfer path including one or
more resources along the path;
cause resources along the prepared path to be reserved for use by
the data transfer;
pass the request for the streaming media object from the stream
director node to the located stream engine node for
servicing; and
transfer, over the prepared path, data comprising the streaming
media object between the client system that made the
request and the located stream engine node; and
at least one stream engine node for storing streaming media objects
including the requested streaming media object, the stream
engine node being configured to:
receive the request for a streaming media object and
transfer, over the prepared path, data comprising the streaming

media object between the stream engine node on which
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the object resides and the client system that made the
request.

11. A system for servicing a request from a client system for a streaming
media object, as recited in claim 10, wherein the stream engine node is further
configured to transfer, over the prepared path, the data between the stream
director node and the client system while meeting a Quality of Service constraint.

12. A method of dynamically configuring a device driver for a computer
system, comprising:

sending an authentication request, including a license for reconfiguring the

device driver for a particular application, to an authentication
server;

validating the license at the authentication server;

if the license is validated by the authentication server,

obtaining, from the authentication server, a file containing
parameters for reconfiguring the device driver for the
particular application,

installing the file containing the parameters on the computer system,
and

loading the parameters from the installed file into the device driver
to reconfigure the driver for operation with the particular
application.

13. A method of dynamically configuring a device driver for a computer
system as recited in claim 12, wherein the authentication server is a server

connected to the Internet.

14. A method of dynamically configuring a device driver for a computer

system as recited in claim 12,

wherein the particular application is a streaming application; and
wherein the file contains parameters for reconfiguring the device driver for

the streaming application.

18



WO 03/012667 PCT/US02/23517

15. A method of dynamically configuring a device driver for a computer
system as recited in claim 12, wherein the computer system is a client computer
System.

16. A method of dynamically configuring a device driver for a computer
system as recited in claim 12, wherein the computer system is a server computer

system.
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