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AUTHENTICATION MECHANISMS FOR 
WIRELESS NETWORKS 

RELATED APPLICATIONS 

0001. This Application is a Continuation of and claims 
benefit from or priority of U.S. patent application Ser. No. 
147806,985 that was filed Jul. 23, 2015, and that is a 
Continuation of U.S. patent application Ser. No. 12/035,531 
(U.S. Pat. No. 9,105,031), filed Feb. 22, 2008 (Issued Aug. 
11, 2015), each of which is incorporated herein by reference 
in its entirety. 

BACKGROUND OF INVENTION 

0002 Conventional web-based advertising frameworks 
typically transmit advertisements to consumers of a web 
based service through a connection that the client device has 
established, through a network, to a server hosting the 
web-based service. For example, the owner/administrator of 
a server may configure the server to transmit to the client 
device a web page with an advertisement in response to a 
user of a client device entering a Uniform Resource Locator 
(URL) into the client device. The advertisement may be in 
the form of text/image/video/audio data and may be embed 
ded in the web page, or may be an initial web page to be 
displayed to the user prior to displaying the web page 
accessed by the client device. 
0003. In such advertising frameworks, advertisements 
are exchanged between a web-based service (e.g., a web 
site) and users of the web-based service. The network to 
which a user's client device connects and through which the 
client device accesses the web-based service has limited 
involvement in controlling the content of the web page and 
thus has limited capability to provide advertisements to a 
user of the client device. Instead, some networks implement 
alternative, complementary advertising frameworks, for 
example, ones which transmit web pages containing adver 
tisements to users of client devices connected to the net 
work. The advertising frameworks implemented by these 
networks, for example, may require a user of the network to 
view an initial web page when first connecting to the 
network, or may periodically transmit web pages containing 
advertisements to client devices using the network. 

SUMMARY OF INVENTION 

0004 Conventional advertising frameworks for wireless 
networks are limited in their ability to transmit advertise 
ments to users, as the advertisements may only be transmit 
ted to client devices with an established connection to the 
wireless network and/or which are requesting data from the 
wireless network. If advertisements could be transmitted to 
client devices not connected to a wireless network, then the 
advertisements may reach more users and advertising busi 
nesses may draw more customers and more revenue. 
0005 Enabling client devices to accept openly unre 
quested content from networks to which they are not con 
nected, however, may open users of the devices to various 
risks. For example, undesirable advertisements (e.g., porno 
graphic advertisements) may be transmitted by a organiza 
tion in which a user is not interested, or by a malicious party 
masquerading as an organization in which the user is inter 
ested. Without any security mechanisms and/or methods of 
identifying the networks transmitting advertisements and 
other content, such undesirable advertisements may be 
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received by a client device and displayed to the user and may 
cause offense or outrage to the user. 
0006 Frameworks other than advertising frameworks 
may also benefit from being able to transmit unrequested 
content to client devices and, in turn, these client devices 
may benefit from security mechanisms and/or methods of 
identifying networks transmitting unrequested content. For 
example, wireless access points may transmit location data 
for themselves to client devices tracking their own locations, 
and confirming the identity of these wireless access points 
may prevent malicious parties from broadcasting fraudulent 
location data. 

0007 Disclosed herein are various principles for security 
techniques and security mechanisms for wireless networks 
which transmit content Such as advertisements. According to 
Some of the exemplary techniques, control messages com 
prising unrequested content (e.g., advertisement data) may 
be transmitted in response to a request from a client device, 
while in other exemplary techniques the control messages 
may be transmitted without any request from a client device. 
In some exemplary implementations, security mechanisms 
Such as public key cryptography algorithms may be used to 
secure transmissions. In some of these techniques which 
implement public key cryptography, a user may be required 
to retrieve a public key from a source other than the wireless 
access point transmitting encrypted advertisements (e.g., a 
sign or terminal in a commercial entity transmitting Such 
advertisements, or from a web service), such that the user 
may confirm that the encrypted content is from a source 
matching the retrieved public key and thus confirm the 
authenticity of a wireless access point. 
0008. In one embodiment, there is provided a method of 
operating a client device to display advertisement informa 
tion relating to a commercial service. The method comprises 
obtaining trust information for a wireless access point, 
verifying, based on the trust information, the authenticity of 
a control transmission from the wireless access point, and 
selectively displaying to a user an advertisement for at least 
one commercial service contained within the control mes 
sage based at least in part on the act of verifying. 
0009. In another embodiment, there is provided at least 
one computer-readable medium encoded with computer 
executable instructions which, when executed, cause a com 
puter to execute a method for confirming authenticity of a 
control transmission from a wireless access point associated 
with an entity. The method comprises obtaining trust infor 
mation for the entity, Verifying, using the trust information, 
the authenticity of a control transmission from the wireless 
access point, and selectively using contents of the control 
transmission based at least in part on the act of Verifying. 
0010. In a further embodiment, there is provided an 
apparatus for transmitting control messages in a wireless 
network. The apparatus comprises at least one data store 
storing trust information and contents, at least one processor 
adapted to construct a control transmission comprising the 
contents and to encrypt at least a portion of the control 
transmission using the trust information, and a communica 
tion circuit to transmit the control transmission. 

BRIEF DESCRIPTION OF DRAWINGS 

0011. The accompanying drawings are not intended to be 
drawn to scale. In the drawings, each identical or nearly 
identical component that is illustrated in various figures is 
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represented by a like numeral. For purposes of clarity, not 
every component may be labeled in every drawing. In the 
drawings: 
0012 FIG. 1A is a diagram of an exemplary computer 
system in which some, but not all, of the techniques dis 
closed herein for transmitting, receiving, and Verifying the 
authenticity of control messages may act, the computer 
system comprising kiosks from which trust information for 
entities may be read; 
0013 FIG. 1B is a diagram of an exemplary computer 
system in which some, but not all, of the techniques dis 
closed herein for transmitting, receiving, and Verifying the 
authenticity of control messages may act, the computer 
system comprising a web server hosting a web site from 
which trust information may be retrieved; 
0014 FIG. 1C is a diagram of an exemplary system in 
which some, but not all, of the techniques disclosed herein 
for transmitting, receiving, and verifying the authenticity of 
control messages may act, the system comprising a paper 
directory from which trust information may be retrieved; 
0015 FIG. 2 is a flowchart of an illustrative process 
implementing some of the principles disclosed herein that 
may be implemented by a computer system for exchanging 
information about a commercial service between a wireless 
network and a client device; 
0016 FIG. 3 is a flowchart of one exemplary technique 
implementing some of the principles disclosed herein for 
confirming the authenticity of a wireless access point of a 
wireless network; 
0017 FIG. 4 is a flowchart of one exemplary technique 
implementing Sonic of the principles disclosed herein for 
confirming the authenticity of control messages received 
from a wireless access point of a wireless network; 
0018 FIG. 5 is a flowchart of another exemplary tech 
nique implementing some of the principles disclosed herein 
for confirming the authenticity of control messages received 
from a wireless access point of a wireless network; 
0019 FIG. 6 is a flowchart of an exemplary technique 
implementing some of the principles disclosed herein which 
may be used by wireless access points to transmit control 
messages; 
0020 FIG. 7 is a block diagram of an exemplary wireless 
access point which may implement some, but not all, of the 
techniques disclosed herein for transmitting and verifying 
the authenticity of control messages; and 
0021 FIG. 8 is a block diagram of an exemplary client 
device which may implement some, but not all, of the 
techniques disclosed herein for receiving and verifying the 
authenticity of control messages received from wireless 
access points of wireless networks. 

DETAILED DESCRIPTION 

0022 Applicants have appreciated that both businesses 
and consumers may benefit from a simple mechanism for 
making computer-based advertisements available to con 
Sumers in close proximity, for example, to the locations at 
which advertised services are available. For example, users 
may learn of sales or special promotions offered by a 
business. Also, the user can learn about services offered by 
a business to determine that the user is interested in the 
services offered by the business before entering the premises 
for that business. 
0023 Conversely, advertisers may focus advertisements 
on potential customers who are near their establishments and 
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therefore most likely to make purchases. For example, a 
restaurant having a wireless network may seek to draw more 
customers by transmitting to client devices within range a 
description of the restaurant's daily specials. Conventional 
advertising frameworks cannot deliver advertisements in 
this fashion. While capable of transmitting advertisements to 
large numbers of users, conventional frameworks are limited 
to displaying advertisements to users of client device already 
connected to a wireless network through a wireless access 
point who request data from the wireless network. Such 
conventional frameworks are not capable of displaying 
advertisements to users not connected to the wireless net 
work or alerting users who do not know to request infor 
mation that advertisements are available for businesses in 
close proximity to the user. 
0024 Applicants have appreciated the desirability of 
advertising services of a business, including services such as 
selling one or more products, to users of client devices not 
connected to a wireless network operated by the business. If 
businesses were capable of advertising their products or 
services to all client devices within range of their wireless 
networks, rather than just client devices connected to the 
wireless networks, then the advertisements would be able to 
reach a wider audience and the business might attract more 
customers and more revenue. Further, users of client devices 
within range of the wireless network are the most likely 
group of potential customers because of their proximity to 
the business when they receive the transmitted advertise 
mentS. 

0025 Applicants have additionally appreciated, however, 
that enabling client devices to receive openly content from 
nearby networks and displaying that content to a user 
without verifying the authenticity of the networks and/or 
content opens the user to various risks. For example, adver 
tisements in which a user is not interested may be displayed, 
and/or advertisements which are offensive to a user may be 
displayed. For example, a user walking through a shopping 
mall may walk within range of a business selling goods that 
the user finds undesirable (e.g., pornography) and the user 
may find any advertisement for the business undesirable or 
offensive. Further, if a client device displays all received 
advertisements to a user, then a malicious third party may set 
up a fraudulent wireless network and transmit advertise 
ments that appear to be for a legitimate source but which are 
actually offensive or undesirable images and/or text that the 
client device would automatically display to a user. 
0026. Additionally, Applicants have appreciated that 
frameworks other than advertising frameworks may benefit 
from transmitting unrequested content through wireless net 
works to client devices and that those client devices may 
benefit from confirming the identity of those networks prior 
to accepting the content. For example, a wireless access 
point broadcasting data indicating the location of the wire 
less access point may be helpful to a client device, within 
range of the wireless access point, attempting to ascertain its 
own location. Without any techniques in place for confirm 
ing the identity of wireless access points and/or wireless 
networks, however, the client device, in this scenario, is 
open to accepting fraudulent location data from a malicious 
third party. Other frameworks that exchange information 
wirelessly with client devices may similarly benefit from the 
techniques disclosed herein. 
0027 Applicants have therefore appreciated that desir 
ability of security mechanisms for wireless networks to 
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enable client devices to confirm the identity of wireless 
networks prior to accepting unrequested information from 
the wireless networks. Security mechanisms may permit a 
user and/or a client device to verify the authenticity of a 
control message from a wireless access point containing 
content (e.g., an advertisement, location data, or other infor 
mation). Alternatively or additionally, the security mecha 
nisms may be used to verify the authenticity of a wireless 
network comprising one or more wireless access points 
transmitting control messages, or any other component of 
any suitable framework before content is displayed to the 
user. Additionally, security mechanisms may permit a user to 
limit content the user wishes the client device to use (e.g., 
the content selected to be displayed to the user). 
0028. In view of the foregoing, techniques have been 
devised which are directed to security mechanisms for 
confirming the identity of wireless networks. In one exem 
plary technique, a user receives trust information for one or 
more commercial entities, Verities the authenticity of one or 
more control transmissions or network components using 
the trust information, and selectively displays content con 
tained in the one or more control transmissions from those 
commercial entities based on the Success of the verification. 

0029. Any suitable transmission may be a control trans 
mission in accordance with one or more of the principles 
described herein. For example, layer 2 control transmissions 
Such as announcement transmissions may comprise any 
Suitable information about a wireless access point, including 
one or more network characteristics enabling a client device 
receiving the control transmission to open a connection to 
the wireless access point. An announcement transmission 
may be, for example, a beacon in accordance with an 
Institute of Electrical and Electronics Engineers (IEEE) 
802.11 wireless protocol periodically broadcast by a wire 
less access point to all client devices within range of the 
wireless access point, a probe response transmitted to a 
client device in response to a request for control information 
sent by the client device, or any other Suitable announcement 
transmission sent by a wireless access point. Control trans 
missions sent by a client device to a wireless access point 
may be any Suitable transmission, Such as a probe requesting 
control information about the wireless access point and/or 
wireless network which may or may not comprise test data, 
an authentication test message of any suitable type, and/or 
any other Suitable transmission. 
0030. In some, but not all, implementations of the tech 
niques described herein the security techniques may be 
implemented as a one- or two-way public key encryption 
algorithm. In implementations which do use public key 
encryption, any suitable public key algorithm may be used, 
such as the popular Rivest-Shamir-Adleman (RSA) public 
key algorithm, though the invention is not limited to imple 
menting any particular security technique or any particular 
public key algorithm. 
0031. In some implementations, such as those imple 
menting public key cryptography, a user or a client device 
may obtain trust information from an “out of hand source 
(i.e., a source other than through the wireless network itself) 
Such as a book, sign, key service, electronic key provider, a 
kiosk or other device communicating using one or more 
protocols such as the Near-Field Communication (NFC) 
protocol, or any other suitable source. The trust information 
may be, in some implementations, a public key associated 
with a wireless network or wireless access point and/or a 
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Public Key Infrastructure (PKI) certificate approved by a 
certificate authority. As described in greater detail below, a 
client device having trust information for a wireless network 
or wireless access point may use the trust information in any 
suitable manner to confirm the identity of the wireless access 
point and/or wireless network. 
0032 For example, in some techniques implementing 
Some of the principles described herein, a wireless access 
point may transmit control transmissions encrypted using a 
private key corresponding to a public key retrieved by the 
client device as part or all of the trust information. In sonic 
implementations, the control transmissions may be entirely 
encrypted, while in alternative transmissions only a portion 
or all of the control transmission payload (e.g., contents such 
as advertisement data, or information elements comprising 
one or more pieces of content) are transmitted. If the client 
device is able to correctly decrypt the control message using 
the public key, the client device can confirm that the control 
message was encrypted using a private key corresponding to 
the retrieved public key and, accordingly, the wireless access 
point transmitting the encrypted control message is the 
wireless access point from which the client device expected 
to receive information. 

0033. Additionally or alternatively, in some implementa 
tions, the client device may exchange one or more test 
transmissions as control transmissions to test the authentic 
ity to of a wireless access point and/or wireless network. For 
example, a client device may encrypt test data using the trust 
information (e.g., the retrieved public key) and transmit the 
encrypted test data to the wireless access point. If the control 
transmission received from the wireless access point in 
response to the test transmission contains the correct test 
data, then the client device can confirm that the wireless 
access point was able to correct decode the transmission, and 
as Such the wireless access point has the private key corre 
sponding to the public key and is the wireless access point 
with which the client device expected to communicate. 
Greater security may be provided by adding other informa 
tion to the test data. This other information may be any 
Suitable information, such as a public key of a client device, 
and replies sent by the wireless access point may be sent 
encrypted using the public key of the client device. Alter 
natively, the test data could be a nonce or other unique 
symbol (e.g., unique text or a transmission time) so that even 
if a control transmission from a wireless access point is 
intercepted, recorded, and rebroadcast from a hoax device 
(to make the hoax device appear authentic), the client device 
may detect that the control transmission is being “replayed 
by using one or more techniques for avoiding reply attacks, 
such as by noting the repetition of what should have been a 
unique symbol or an unusual delay in the transmission time 
(i.e., an extreme difference between a current time and the 
claimed transmission time of the control transmission may 
imply that the control transmission had been recorded at the 
transmission time and rebroadcast by a hoax device at a later 
time). 
0034. It should be appreciated that these techniques are 
merely illustrative of techniques that may implement the 
principles described herein, and that the principles described 
herein for confirming the identity of wireless networks may 
be implemented in any Suitable manner using any Suitable 
security mechanism, as the invention is not limited in this 
respect. 
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0035. It should be additionally appreciated that control 
transmissions may be formatted in any suitable manner to 
contain any suitable type or types of contents (e.g., adver 
tisement data and/or location data). Exemplary techniques 
for encapsulating contents in information elements of con 
trol transmissions are discussed in co-pending applications 
Ser. No. 11/973,589 (“Advertising framework for wireless 
networks') and Ser. No. 11/973,590 (“Transmitting location 
data in wireless networks'). These applications describe 
using, among other formats, information elements of the 
IEEE 802.11 wireless communication protocol to include 
advertisement and location data in control transmissions 
Such as beacons and probe responses. The principles 
described herein, however, may be implemented using any 
Suitable control transmission incorporating contents in any 
Suitable manner, and are not limited to the techniques 
discussed therein. 
0036. The techniques described herein may be imple 
mented in any suitable system comprising one or more 
wireless networks, each comprising one or more wireless 
access points and any suitable means for the client device to 
obtain trust information for wireless networks, as the inven 
tion is not limited in this respect. Described below are three 
exemplary systems which implement some of the principles 
described herein. 
0037 FIG. 1A shows an exemplary system in which 
Some of the techniques disclosed herein may act. It should 
be appreciated that embodiments of the invention may act in 
any suitable system and are not limited to being imple 
mented in the illustrative system shown in FIG. 1A. 
0038. The system of FIG. 1A comprises an exemplary 
client device 112 within range of three wireless access points 
104, 104A, and 104B. Each of the wireless access points 
shown in FIG. 1A is associated with an entity, such as entity 
100, entity 114, and entity 116. In some embodiments of the 
invention, an entity may be a commercial entity Such as a 
business, collection or association of businesses, non-profit/ 
public organization, or other commercial entity, though it 
should be appreciated that embodiments of the invention are 
not limited to be implemented with commercial entities. It 
should be additionally appreciated that, as used herein, an 
“entity, including a commercial entity, may be any single 
entity, Such as a person, group, organization, or business, or 
any combination of persons, groups, organizations, busi 
nesses, or any other entities which may be associated with 
one another in any Suitable manner (e.g., as a business 
association or a group of businesses sharing infrastructure 
Such as in a shopping mall). It should be appreciated that 
while various examples are described below in which, for 
clarity, the entity is described as a commercial entity Such as 
a business or shopping mall, the invention is not limited to 
being implemented with any particular type or types of 
entities. 
0039 FIG. 1A shows in entity 100 an exemplary imple 
mentation of an entity (including entities such as entities 
114A and 1141) in accordance with embodiments of the 
invention. An entity may comprise at least one wireless 
access point 104, which may be communicatively coupled to 
a data store 106 and a server 110 associated with the wireless 
access point 104. Data store 106 may be any suitable 
computer-readable medium, and may be a component of the 
wireless access point 104, or may be coupled to the wireless 
access point 104 directly or through any suitable wired 
and/or wireless communication medium or media. As shown 
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in FIG. 1A, in some implementations, data store 106 may 
store information comprising advertisement data that may be 
retrieved and transmitted by the wireless access point 104. 
The advertisement data 108 may be any suitable type or 
types of data that may be transmitted by a wireless access 
point 104, including, for example, data describing text, 
images, audio, or video, or any combination thereof. The 
advertisement data 108 may be data describing a single 
advertisement for one or more services associated with the 
entity 100, or may be data describing multiple advertise 
ments for one or more services associated with the entity 
100. It should be appreciated that, as discussed above, 
advertisement data is merely illustrative of the types of data 
that may be transmitted by wireless access points of wireless 
networks, and that any suitable type or types of information 
may be transmitted, as the invention is not limited in this 
respect. 
0040 Server 110 may be any suitable computing appa 
ratus for storing information (e.g., data and/or instructions) 
to be provided to a client device connected to wireless access 
point 104. While FIG. 1 shows server 110 as separate from 
wireless access point 104 and data store 106, in sonic 
embodiments of the invention, server 110 may be a com 
ponent of wireless access point 104 and/or may be imple 
mented as an electronic device comprising a computer 
readable medium (or computer-readable media) acting as 
both a server 110 and a data store 106. In the embodiment 
illustrated server 110 is connected to a network that a device 
may access once it associates with wireless access point 104 
and gains access to that network. However, it should be 
appreciated that the system of FIG. 1A is merely exemplary, 
and that it is not a requirement of the invention that a 
wireless access point providing advertising data or other 
contents ultimately Support connections to other networked 
devices. 

0041. The information stored by server 110 may com 
prise, in Some implementations, information related to the 
one or more advertisements described by the advertisement 
data 108 stored by data store 106. The information related to 
the one or more advertisements may be any Suitable infor 
mation, including, for example, one or more web pages 
describing one or more product(s) or service(s) being adver 
tised by the advertisement data 108. In the embodiments 
illustrated, data store 106 may not fully define contents of 
advertisements described by the advertisement data 108. 
However, Such advertisements, for example, may contain a 
URI: pointing to server 110 such that a user may select to 
connect through wireless access point 104 or any other 
suitable network connection to server 110 to obtain infor 
mation related to an advertised service. 

0042 Wireless access point 104 may be any suitable 
wireless signal generator generating signals according to one 
or more wireless networking protocols. For example, the 
wireless access points may be WiFi access points operating 
according to the Institute of Electrical and Electronics 
Engineers (IEEE) 802.11 standard for Wireless Local Area 
Networks (WLANs), may be cellular-style wireless access 
points operating a Wireless Wide Area Network (WWAN) 
according to any suitable WWAN protocol (e.g., the Global 
System for Mobile Communications (GSM)), personal area 
network (PAN) protocols such as Bluetooth, other protocols 
such as the Worldwide Interoperability for Microwave 
Access (WiMAX) protocol and the Ultra-wideband (UWB) 
protocol, or any other Suitable wireless protocol. In an entity 
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having multiple wireless access points, the wireless access 
points may be operating according to the same wireless 
protocol or may be operating according to different wireless 
protocols. 
0043. As discussed above, systems implementing some 
of principles disclosed herein may have methods for obtain 
ing trust information for wireless access points and wireless 
networks other than through the wireless access points and 
wireless networks themselves (i.e., an out of band Source). 
In some non-preferred implementations, the trust informa 
tion may be retrieved from the wireless network itself, but 
it should be appreciated that out of band sources are pre 
ferred. 

0044) In the embodiment of the FIG. 1A, entity 100 is 
equipped with a kiosk 102 from which a client device may 
retrieve trust information. The kiosk 102 may be, for 
example, an electronic device located within or in proximity 
to the entity 100. In some implementations, the kiosk 102 
may be a device mounted at the entrance to a business or the 
entrance of a shopping mall, or at locations throughout the 
business or shopping mall (e.g., mounted on a pillar or wall), 
which the user may access to retrieve one or more pieces of 
trust information for that business or shopping mall. The 
client device 112 may communicate with the kiosk 102 to 
retrieve the trust information in any suitable manner. In 
Some implementations, the client device 112 may commu 
nicate with the kiosk 102 using any suitable wireless pro 
tocol, such as a WLAN or PAN protocol or using any 
suitable Near Field Communication (NFC) protocol (e.g., 
Radio Frequency Identification (RFID) techniques), or using 
any suitable wired or contact-based communication tech 
niques. For example, in Some implementations, a user may 
retrieve from the kiosk 102 a memory unit (e.g., a memory 
card) to be inserted into the client device 112 from which the 
client device 112 may copy trust information or which the 
user may keep while shopping at the business or shopping 
mall (or otherwise interacting with an entity). As discussed 
above, the trust information retrieved from the kiosk 102 
may be any suitable trust information, Such as a public key 
or a PKI certificate for the entity 100. 
0045. As shown in FIG. 1A, a client device 112 receiving 
transmissions from one or more wireless access points 104. 
104A, and 104B, may be a laptop personal computer. It 
should be appreciated, however, that embodiments of the 
invention are not limited to be implemented with a laptop 
personal computer, and may be implemented with any 
Suitable electronic device for receiving wireless signals, 
mobile or immobile, such as a desktop or laptop personal 
computer, a personal digital assistant (PDA), or Smart 
phone. 
0046. The client device 112 may or may not have a 
connection open to one or more wireless access points 104. 
104A, and 104B, but is within range of each of the wireless 
access points 104, 104A, and 104B and is capable of 
receiving transmissions from the wireless access points 104. 
104A, and 104B. As discussed above, in accordance with 
embodiments of the invention the transmissions received 
from the wireless access points 104, 104A, and 104B may 
comprise any Suitable information, including advertisement 
data 108 stored by the data store 106. In accordance with 
Some illustrative techniques, the transmissions sent by the 
wireless access points 104, 104A, and 104B and received by 
the client device 112 may be layer 2 control transmissions. 
Layer 2 control transmissions such as announcement trans 
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missions may comprise any Suitable is information about the 
wireless access point 104, including one or more network 
characteristics enabling a client device receiving the control 
transmission to open a connection to the wireless access 
point 104. As discussed above, an announcement transmis 
sion may be, for example, a beacon in accordance with an 
IEEE 802.11 wireless protocol periodically broadcast by a 
wireless access point 104 to all client devices within range 
of the wireless access point 104 (including client device 
112), a probe response transmitted to a client device 112 in 
response to a request for control information sent by the 
client device 112, or any other Suitable announcement trans 
mission sent by a wireless access point 104. 
0047. In some embodiments of the invention, a wireless 
access point 104 may encode in a control transmission the 
advertisement data 108 stored by the data store 106. As 
discussed in greater detail below, a client device 112 may be 
adapted to receive the control transmission comprising con 
tent the advertisement data 108 or any other suitable con 
tent) and read from the control transmission the content. 
Once read, the content may be processed in any Suitable 
manner, Such as providing the advertisements described by 
the advertisement data 108 to a user of the client device 112 
through any suitable user interface. In some advertising 
frameworks which may implement the techniques described 
herein for security, a user may then view the advertisements 
and may indicate to the client device 112 that he or she 
desires more information on the products or services 
described by the advertisements. The client device may then 
establish a connection to a wireless access point transmitting 
the advertisement in which the user indicated he or she was 
interested (if the client device 112 does not already have an 
open connection to the wireless access point), and retrieve 
any suitable additional information about the one or more 
services described by the advertisement. The additional 
information may comprise one or more web pages contain 
ing more information about the services or one or more web 
pages from which the user may order or subscribe to the 
services. It should be appreciated, however, that in some 
advertising frameworks implementing the techniques 
described herein the additional information may not be one 
or more web pages and may instead be any suitable addi 
tional information that may be provided to a user of a client 
device. 

0048. It should be appreciated that the exemplary com 
puter system in FIG. 1A is merely illustrative, and that 
embodiments of the invention may act in any Suitable 
computer system comprising any suitable number of client 
devices, entities, and wireless access points. Further, it 
should be appreciated that entities and wireless access points 
are not limited to being implemented as shown in the 
example of FIG. 1A, as embodiments of the invention may 
be implemented with any suitable entity employing any 
suitable hardware and/or software. 

0049 FIGS. 1B and 1C show alternative systems in 
which techniques implementing some of the principles 
described herein may act. As shown in FIGS. 1B and 1C, 
entities 100' and 114A are substantially similar as the 
entities shown in FIG. 1A, but the entities are not shown 
comprising a kiosk 102. Rather, in FIG. 1B, a server 116 is 
shown communicatively connected to the client device 112 
through a communication network 118 comprising any 
Suitable wired and/or wireless communication medium or 
media. Server 116 may be a server for providing trust 
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information for one or more entities in any suitable manner, 
such as through a web site or web service, such as the MSN 
or Windows Live services available from the Microsoft 
Corporation of Redmond, Wash., that may act as a certificate 
authority for issuing PKI certificates and/or as a repository 
for trust information of any type or types. The web site, 
acting as a repository of trust information may be structured 
as an on-line directory of trust information for entities, 
similar to an online directory of telephone numbers. In 
techniques operating in a system Such as the system of FIG. 
1B, a user of the client device 112 may retrieve the trust 
information for an entity (e.g., entity 100" or entity 114A) 
prior to visiting the entity Such that the user does not have 
to retrieve the trust information from the kiosk 102 or so that 
the entity does not have to provide the kiosk 102. Alterna 
tively, the client device may retrieve the trust information 
while visiting the entity (e.g., shopping at a business) by 
accessing the server 116 through a wireless and/or wired 
network different than that of the wireless access point 104 
(e.g., by accessing a WWAN network). 
0050 Server 116 may have a data store 120 comprising 
one or more pieces of trust information 122 (illustrated in 
FIG. 1B as “keys,” but not so limited) for one or more 
entities. In some techniques operating in this system, a user 
may request from the server 116 an individual key for an 
individual entity, or may request a plurality of keys in any 
Suitable group, such as entities in a certain geographic 
location or within a certain range of a certain geographic 
location, entities of a certain type, and/or entities associated 
with one another in a certain way (e.g., all businesses within 
a specified shopping mall). 
0051. The system of FIG. 1C shows another manner in 
which a client device 112 may retrieve trust information for 
one or more entities. In the system of FIG. 1C, a user 124 
of the client device 112 may use a physical directory 126 to 
retrieve the trust information for one or more entities 100' 
and then manually enter the trust information into the client 
device 112 through any suitable user interface. The directory 
may be structured in any suitable manner, such as in a book 
format similar to a conventional telephone book (as illus 
trated in FIG. 1C) or as a sign listing trust information which 
may be displayed (e.g., mounted on a wall) within or near 
the entity (e.g., in a format similar to the floor map direc 
tories in shopping malls or as a sign at the entrance to a 
business). The directory 126 may provide trust information 
for one or more entities. In the case where the directory 126 
provides information for multiple entities, the listed entities 
may be those in any suitable grouping, such as entities of a 
particular type or types, entities within a certain geographic 
area, or according to any other grouping. A user 124 may use 
the directory 126 to retrieve trust information for an entity 
prior to visiting the entity (for example, in the case where a 
directory 126 is structured like a telephone book), or may 
use the directory 126 while visiting the entity (for example, 
in the case where a directory 126 is a sign). 
0052. It should be appreciated that, in some implemen 

tations, multiple techniques for allowing client devices to 
retrieve trust information may be implemented in one sys 
tem. For example, an entity may make its trust information 
available through a web service and/or a directory and may 
additionally provide one or more kiosks from which trust 
information may be retrieved, and may implement any other 
Suitable technique as well, as the invention is not limited to 
implementing any single technique for providing or retriev 
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ing trust information alone or in combination with any other 
technique(s). It should also be appreciated that the invention 
is not limited to being performed with the illustrative 
techniques described above for retrieving trust information, 
as any suitable technique for retrieving trust information 
may be implemented in accordance with the principles 
described herein. 
0053 FIG. 2 shows an exemplary process 200 which 
implements some of the principles disclosed herein for 
passing content (e.g., information about products and/or 
services in the form of advertisements) between a wireless 
access point 104 of an entity 100 and a client device 112. It 
should be appreciated that the process 200 is merely illus 
trative and that the invention is not limited to implementing 
any particular process or processes for exchanging content 
between a wireless access point and a client device. As 
discussed above, it should be appreciated that, while process 
200 is described in conjunction with advertisements, this 
type of content is merely illustrative as the invention is not 
limited to exchanging any particular type or types of content. 
0054 The process 200 begins in block 202, wherein an 
entity (or any person or device associated with an entity) 
specifies advertising information related to one or more 
services associated with the entity. The one or more services 
may be, as shown in FIG. 2, a commercial service. Such as 
sale of a product through any service that may be performed 
by the entity. For example, if the entity is a restaurant, a 
commercial service provided by the entity may be serving 
food and the advertisement relating to the service may 
describe the specials of the day served by the restaurant. As 
used herein the term “commercial service' is not limited to 
services provided by entities for profit. Commercial services 
may include announcements of events conducted by non 
profit or governmental groups, such as free concerts. 
0055. In accordance with some techniques implementing 
the principles described herein, specifying advertising infor 
mation in block 202 may comprise encoding in a data store 
associated with the wireless access point data describing one 
or more advertisements for the specified commercial Ser 
vice, while in other implementations specifying the com 
mercial service may comprise selecting from a list of 
preconfigured products and/or services which product(s) 
and/or service(s) are to be the specified commercial service. 
0056. In block 204, the wireless access point transmits 
advertisement data relating to the specified advertisement 
information for the commercial service. In some is imple 
mentations, the transmission sent by block 204 may be part 
of a control transmission sent by the wireless access point 
and may be, in accordance with some illustrative techniques 
for transmitting unrequested content, an announcement 
transmission Such as a beacon broadcast periodically to all 
client devices within range of the wireless access point. The 
advertising data may be incorporated into the control trans 
mission in any Suitable manner. For example, in techniques 
which are implemented in an IEEE 802.11 wireless network, 
the advertisement data may be included in an information 
element of a beacon or probe response, though the invention 
is not limited to this exemplary technique and may incor 
porate content into control transmissions in any Suitable 
a. 

0057. In block 206, a client device retrieves trust infor 
mation (e.g., a public key or PKI certificate) for the entity 
(i.e., for a wireless network comprising the wireless access 
point and/or for the wireless access point). This may be done 
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in parallel with the acts 202 and 204, with the trust infor 
mation being retrieved at the same time advertisement 
information is specified and transmitted, or may be done at 
any suitable time after the acts 202 and 204 have been 
completed. Retrieving trust information may be done in any 
Suitable manner, Such as by any of the illustrative techniques 
discussed above. The trust information may be retrieved 
from a kiosk, a server holding one or more pieces of trust 
information, a directory of trust information, and/or any 
other suitable “out of band' source of trust information. 

0058. In block 208, the client device 112 receives the 
control transmission of block 204 comprising the advertise 
ment data and performs any suitable processing on the 
transmission. In accordance with the principles disclosed 
herein, this processing comprises using the trust information 
in block 210 to confirm the identity of the wireless access 
point and/or the wireless network to which the wireless 
access point is connected. The processing of block 210 may 
be done in any Suitable manner, including by any of the 
processes 300, 400, and 500 described in greater detail 
below. 

0059. In block 212, following the confirmation process 
ing of block 210, the process 200 branches, depending on 
whether or not the wireless access point is the wireless 
access point from which the control transmission was 
received is the wireless access is point from which the client 
device 112 expected to receive content (e.g., whether the 
wireless access point is authentic or fraudulent). If it is 
determined that the wireless access point is the expected 
wireless access point, then in block 214 the client device 
makes use of the content of the control message by, for 
example, presenting advertisement data to a user of the 
client device via a suitable user interface, and the process 
200 ends. If, however, in block 212 the wireless access point 
is determined not to be the expected wireless access point, 
then in block 216 the wireless access point (and control 
messages transmitted by it) are ignored for a Suitable period 
of time (e.g., minutes, days, until the client device exits the 
range of the wireless access point, until new trust informa 
tion is obtained, forever, or any other suitable period of 
time). 
0060. It should be appreciated that process 200 is merely 
illustrative of techniques which implement some of the 
principles described herein, and that the invention is not 
limited to implementing a process Such as process 200 or 
any particular process executing one or more acts of the 
process 200. Any suitable technique(s) for exchanging infor 
mation about products and/or services between a wireless 
access point associated with an entity and a client device 
may be implemented in accordance with the principles 
described herein. For example, in alternative techniques, 
while FIG. 2 describes process 200 in terms of a commercial 
service being advertised by a commercial entity, embodi 
ments of the invention may be implemented by entities 
which are not commercial entities, and as such the product 
(s) and/or service(s) associated with the entity may not be 
commercial services. Additionally, it should be appreciated 
that some alternative techniques may implement the acts 
shown in FIG. 2 in a different order. As an example, in some 
techniques operating in accordance with the principles 
described herein, a client device 112 may confirm the 
identity of a wireless access point 102 prior to receiving any 
control transmissions comprising advertisement data (or 
other content), such that the acts described above of con 
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firming the identity of a wireless access point and/or wire 
less network (i.e., acts 210 and 212) may be executed prior 
to the act 208. 
0061. As mentioned above in connection with process 
200, confirming the identity of a wireless access point and/or 
wireless network (as in block 210 of process 200) may be 
done in any suitable manner. Discussed below in connection 
with FIGS. 3-5 are illustrative techniques for confirming the 
identity of wireless access points and/or wireless networks. 
It should be appreciated, however, that these techniques are 
merely exemplary of the types of techniques that may be 
implemented in accordance with the principles described 
herein, and that other techniques are possible. 
0062 FIG. 3 shows an exemplary process 300 by which 
the identity of a wireless access point may be confirmed. As 
above, while FIG. 3 is discussed in connection with adver 
tisements and commercial entities, any suitable type or types 
of content may be used. 
0063 Process 300 begins in block 302, in which the 
client device retrieves trust information for one or more 
commercial entities. The trust information may comprise a 
public key and/or PKI certificate for the entity, and may be 
retrieved in any Suitable manner, such as from a kiosk 
associated with the entity. In block 304, the client device 
detects that it is within range of a wireless access point for 
which it has trust information (e.g., by comparing an iden 
tifier for the detected wireless access point to identifiers for 
the trust information). In block 306, the client device trans 
mits to the wireless access point a test control transmission 
which is encrypted using the trust information. The test 
control transmission may comprise any suitable information, 
and may include a challenge phrase and/or a nonce. Any 
Suitable message may be used in the test control transmis 
sion a random or pseudo-random bit string, unique text Such 
as “Red trees are blue,” a transmission time and/or trans 
mission location, or any other Suitable data). In some 
techniques operating according to the example of FIG. 3, the 
payload of the test control transmission may also comprise 
trust information for the client device 112, such as a public 
key/PKI certificate for the client device and/or a public 
key/PKI certificate for the user (collectively referred to 
below, for clarity, as the client trust information). 
0064. In block 308, the client device receives from the 
wireless access point a control transmission in response to 
the test control message. The response control transmission 
may comprise the contents of the test control transmission 
sent unencrypted or, in the implementations in which the test 
control message additionally included client trust informa 
tion, the content of the response control message may be 
sent back encrypted using the client trust information. If, 
upon receiving (and, in some techniques, decrypting) the 
response control transmission the client device determines 
that the contents match what was encrypted and transmitted 
(e.g., the contents of the test control transmission), then the 
client device may assume that the wireless access point 
holds the private key corresponding to the public key with 
which the contents of the test control transmission was 
encrypted and, therefore, that the wireless access point with 
which the client device is exchanging messages is the 
expected wireless access point. 
0065. In block 310, if the wireless access point is the 
expected wireless access point (e.g., if the wireless access 
point is authentic) then the client device may accept all 
future transmissions from the wireless access point as 
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authentic, and use the contents of control messages freely 
(e.g., may display advertisements transmitted by the wire 
less access point to the user and the process ends. If, 
however, in block 310 the wireless access point is deter 
mined not to be the expected wireless access point, then in 
block 314 the client device may ignore the wireless access 
point and control transmissions from the wireless access 
point for any suitable period of time. 
0.066. In some implementations of techniques operating 
according to the example of FIG. 3, control messages 
comprising content (e.g., advertisement data) may not be 
transmitted encrypted, but rather are sent unencrypted. In 
Some alternative implementations, following the authenti 
cation techniques of process 300, the wireless access point 
may, as an alternative to or in addition to broadcasting 
control messages, send to the client device control messages 
which are encrypted using the client trust information. In 
other embodiments, all or a portion of the control messages 
comprising content which are transmitted by the wireless 
access point are encrypted using the trust information for the 
wireless access point and the client device would decrypt 
each message using the trust information prior to using the 
contents (e.g., displaying the contents to a user). 
0067. In some techniques implementing the principles 
disclosed herein, confirmation of the identity of a wireless 
access point may rely on only the correct decryption of 
control messages for confirming the identity of a wireless 
access point and/or wireless network. FIG. 4 shows a 
process 400 which is illustrative of such techniques. As 
before, process 400 is discussed below in connection with 
advertisements for commercial entities, but techniques 
which may be implemented in accordance with some of the 
principles disclosed herein may exchange any suitable type 
or types of information as content of control messages. 
0068. Process 400 begins in block 402, in which the 
client device retrieves trust information for a commercial 
entity. The trust information may be retrieved in any suitable 
manner, Such as by reading the trust information from a 
kiosk associated with the commercial entity. In block 404, 
the client detects that it is within range of a wireless access 
point for which it has trust information (e.g., by comparing 
an identifier for the detected wireless access point to iden 
tifiers for the trust information) and, in block 406, receives 
a control transmission a beacon or a response to a probe 
request sent by the client device) from the wireless access 
point. 
0069. In block 408, the client device 112 processes the 
control transmission using the trust information retrieved in 
block 402 to confirm the identity of the wireless access 
point. Processing the control transmission may comprise 
using the trust information to decrypt the control transmis 
Sion. If the control transmission can be correctly decrypted 
using the retrieved trust information, then the client device 
112 may assume that the control transmissions were 
encrypted using a private key corresponding to the public 
key of the trust information, and thus that the wireless access 
point is the expected wireless access point and the trans 
mission is authentic. 

0070 If, in block 410, it is determined that the transmis 
sion is authentic, then in block 412 the content of the control 
transmission may be used in any suitable manner, Such as by 
extracting the advertisement and displaying it to a user, and 
the process ends. If, however, in block 410 the transmission 
is determined not to be authentic (i.e., the transmission 
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cannot be confirmed to come from the expected wireless 
access point), then in block 414 the wireless access point is 
ignored for any Suitable period of time, and the process ends 
without the contents being used. 
(0071 FIG. 5 shows an alternative process 500 operating 
in accordance with some of the principles disclosed herein. 
Process 500 begins in block 502, in which the client device 
112 retrieves trust information for a commercial entity. The 
trust information may be retrieved in any Suitable manner, 
Such as by retrieving the trust information from a server Such 
as a server 116 that may, in Some implementations of 
techniques operating according to the example of FIG. 5, 
implement a web service acting as a certificate authority 
and/or as a repository of trust information. The trust infor 
mation retrieved in block 502 may be a single piece of trust 
information, or may be multiple pieces of trust information 
retrieved in any suitable grouping. In some implementations, 
the trust information may be retrieved in response to a user 
request, while in some implementations the client device 
112 may be adapted to retrieve, additionally or alternatively, 
the trust information automatically in response to any Suit 
able stimulus. The stimulus may be a time or location (e.g., 
when the client device detects that it is near the location of 
an entity), a detection of a wireless access point associated 
with an entity, an indication received from the server 116 
that previously-retrieved trust information has been added or 
changed, or any other Suitable stimulus. 
0072. In block 504, the client device 112 detects that it is 
within range of a wireless access point for which it has trust 
information (e.g., by comparing an identifier for the detected 
wireless access point to identifiers for the trust information) 
and, in block 506, receives a control transmission (e.g., a 
beacon or a response to a probe request sent by the client 
device) from the wireless access point. 
(0073. In block 508, the client device 112 processes the 
control transmission using the trust information retrieved in 
block 502 to confirm the identity of the wireless access 
point. Processing the control transmission may comprise 
using the trust information to decrypt the control transmis 
Sion. If the control transmission may be correctly decrypted 
using the retrieved trust information, then the client device 
112 may assume that the control transmissions were 
encrypted using a private key corresponding to the public 
key of the trust information, and thus that the wireless access 
point is the expected wireless to access point and the 
transmission is authentic. 

0074. If, in block 510, it is determined that the transmis 
sion is authentic, then in block 512 the content of the control 
transmission may be used in any Suitable manner, Such as by 
extracting the advertisement and displaying it to a user, and 
the process ends. If, however, in block 510 the transmission 
is determined not to be authentic (i.e., the is transmission 
cannot be confirmed to come from the expected wireless 
access point), then in block 514 the wireless access point is 
ignored for any Suitable period of time, and the process ends 
without the contents being used. 
0075. It should be appreciated that the techniques 
described above in conjunction with FIGS. 3-5 are merely 
exemplary of the types of techniques that may implement 
some of the principles described herein for confirming the 
identity of wireless networks and/or wireless access points. 
It should be appreciated that the invention is not limited to 
implementing any particular one of these techniques, or 
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limited to implementing any technique, as any Suitable 
techniques may be implemented in accordance with the 
principles disclosed herein. 
0076 While the exemplary techniques described above 
focused on confirming the identity of a wireless access point 
and/or wireless network by decrypting control messages 
encrypted using trust information, the invention is not so 
limited. Techniques may be implemented that additionally or 
alternatively confirm the identity of wireless networks in 
other ways, including using environment information. For 
example, trust information for a wireless access point or 
wireless network may be an expected location for the 
wireless access point or wireless network and may be 
compared to location of the client device when within range 
of the wireless access point and/or to location information 
included in a control transmission from the wireless access 
point. In this manner, if the client device detects the wireless 
access point when it is not at the expected location, or if the 
location information in the control transmission is not the 
expected location information, then the detected wireless 
access point may be fraudulent. Location information which 
may be used may be any Suitable location information, Such 
as a street address, position within a building, latitude/ 
longitude data, and/or any other Suitable location informa 
tion. Additionally or alternatively, environment information 
may comprise time information for the control transmission. 
Time information may be, for example, included in a control 
transmission describing a time at which the control trans 
mission was first transmitted. A client device, upon receiving 
the control transmission, may compare the time information 
for the control transmission to trust information comprising 
a current time. The trust information may be used to 
determine if the broadcast time is within a reasonable 
difference from the current time. For example, if the differ 
ence between the broadcast time for a control transmission 
and the current time is greater than a certain amount of time 
(e.g., 10 seconds), the client device may determine that it is 
being Subjected to a reply attack by a device rebroadcasting 
control transmissions, and determine that the detected wire 
less access point is fraudulent. Other embodiments may 
implement other techniques for confirming the identity of a 
wireless access point and/or wireless network, as the inven 
tion is not limited in this respect. 
0077 Discussed above are various techniques that may 
be used by client devices to implement some of the prin 
ciples described herein. It should be appreciated, however, 
that in Some systems implementing one or more of the 
principles described herein one or more elements of the 
wireless network to which a client device is connecting may 
execute techniques in accordance with these principles. FIG. 
6 shows an exemplary process 600 that may be implemented 
by a wireless access point in accordance with Some of these 
principles. 
0078 Process 600 begins in block 602, wherein the 
wireless access point retrieves local trust information from 
a data store. The local trust information may comprise any 
Suitable trust information, Such as a private key that may be 
used in a public key cryptography algorithm or any other 
suitable local trust information. In block 604, content is 
retrieved from data store 106 and encoded in a control 
transmission, and the control transmission is encrypted 
using the local trust information of block 602. The content 
encrypted in block 604 may be any suitable content, such as 
advertisement data, location data, data described one or 
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more services offered by the wireless access point and/or the 
wireless network (e.g., printing services), or any other type 
of information. In block 606 the control transmission is then 
transmitted by the wireless access point. In some implemen 
tations, the control transmission may be transmitted as a 
beacon to all client devices within range of the wireless 
access point, while in alternative implementations the con 
trol transmission may be sent as a response to a probe 
request received by the wireless access point from a client 
device, or as any other Suitable control transmission. 
007.9 Techniques implementing one or more of the prin 
ciples described herein may be is implemented on any of 
numerous computer system configurations and are not lim 
ited to any particular type of configuration. FIGS. 7-8 show 
various computer systems in which embodiments of the 
invention may act, though others are possible. It should be 
appreciated that FIGS. 7-8 are intended to be neither a 
depiction of necessary components for a computing device 
to operate as a wireless access point or client device, nor a 
comprehensive depiction. 
0080 FIG. 7 shows an illustrative wireless access point 
104. Wireless access point 104 comprises a processor 702, 
a network adapter 704, and computer-readable media 706. 
Network adapter 704 may be any suitable hardware and/or 
software to enable the wireless access point 104 to commu 
nicate with any other Suitable computing device over any 
Suitable computing network. The computing network may 
be any suitable wired and/or wireless communication 
medium or media for exchanging data between two or more 
computers, including the Internet. For example, the com 
puting network may be, at least in part, a wireless network 
operating according to any Suitable wireless networking 
protocol, such as IEEE 802.11, GSM, Bluetooth, WiMAX, 
UWB, and/or any other suitable protocol. In some embodi 
ments of the invention, wireless access point 104 may 
comprise two network adapters 704 to enable the wireless 
access point 104 to communicate with two different com 
munication networks—for example, a wired computing net 
work and a wireless computing network and exchange data 
between the two. Computer-readable media 706 may be 
adapted to store data to be processed and/or instructions to 
be executed by processor 702. Processor 702 enables pro 
cessing of data and execution of instructions. The data and 
instructions may be stored on the computer-readable media 
706 and may, for example, enable communication between 
components of the wireless access point 104. 
I0081. In accordance with some of the exemplary tech 
niques described herein, data store 106 of FIGS. 1A, 1B, and 
1C may be implemented as computer-readable media 706, 
and the data and instructions stored on computer-readable 
media 706 may comprise access point firmware 708, which 
may be software executed by the processor 702 instructing 
the wireless access point 104 to perform any suitable func 
tion, such as retrieving content (e.g., advertisement data 710 
or other Suitable content) from a data store for transmission, 
encoding the content in a control transmission, and gener 
ating a control transmission. The computer-readable media 
706 may further store content such as advertisement data 
710 (i.e., advertisement data 108). Advertisement data 710 
may be any suitable type or types of data that may be 
transmitted by a wireless access point 104, including, for 
example, data describing text, images, audio, or video, or 
any combination thereof. The advertisement data 710 may 
be data describing a single advertisement for one or more 
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services associated with an entity associated with the wire 
less access point 104, or may be data describing multiple 
advertisements for one or more services associated with an 
entity. In embodiments of the invention, the entity may be a 
commercial entity (e.g., a business) and the services may be 
commercial services. It should be appreciated, as discussed 
above, that advertisement data is merely illustrative of the 
type of content that may be transmitted by a wireless access 
point 104 in accordance with one or more of the principles 
described herein. 

0082 In accordance with some of the exemplary tech 
niques described herein, computer-readable media 706 may 
further hold trust information 712 for the wireless access 
point 104 and/or a wireless network to which the wireless 
access point is connected. The trust information 712 may be 
any suitable trust information, Such as a private key for the 
wireless access point 104 and/or wireless network to be used 
in a public key cryptography algorithm. It should be appre 
ciated, however, that any suitable trust information may be 
used as trust information 712, including, for example, envi 
ronment information, as a private key is merely illustrative 
of the types of information that may be used as trust 
information in accordance with the principles described 
herein. 

I0083 FIG. 8 shows an exemplary client device 112 
which may be implemented as a client device in accordance 
with the principles described herein. As discussed above, 
any suitable computing device, mobile or immobile, may be 
used as a client device 112. Client device 110 may be a 
computing device designed for multiple purposes and for 
use by a user, such as a desktop personal computer, a laptop 
personal computer, a server, a personal digital assistant 
(FDA), a smart/mobile telephone, or any other suitable 
electronic device. Alternatively, client device 110 may be 
any computing device not is intended for typical use by a 
user or intended for a single purpose or limited purposes, 
Such as a server or a rack-mounted networking device. 
0084 Client device 112 comprises a processor 802, a 
network adapter 804, and computer-readable media 808. 
Network adapter 804 may be any suitable hardware and/or 
software to enable the client device 112 to communicate 
with any other Suitable computing device over any Suitable 
computing network. The computing network may be any 
Suitable wired and/or wireless communication medium or 
media for exchanging data between two or more computers, 
including the Internet. For example, the computing network 
may be, at least in part, a wireless network operating 
according to any Suitable wireless networking protocol. Such 
as IEEE 802.11, GSM, Bluetooth, WiMAX, UWB, and/or 
any other suitable protocol. Network adapter 804 may 
further comprise an Application Programmer Interface 
(API) 806 to enable interaction between the network adapter 
804 and applications executing on the client device 112. API 
806 may provide executable functions to applications on the 
client device 112 Such that the applications may request that 
network adapter 804 begin monitoring for transmissions 
from wireless access points, provide content from transmis 
sions (e.g., advertisement data, location data, or any other 
Suitable content), request additional information from the 
wireless access points, or any other Suitable function. Com 
puter-readable media 806 may be adapted to store data to be 
processed and/or instructions to be executed by processor 
802. Processor 802 enables processing of data and execution 
of instructions. The data and instructions may be stored on 
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the computer-readable media 806 and, for example, may 
enable communication between components of the client 
device 112. 
0085. In accordance with some embodiments of the 
invention, the data and instructions stored on computer 
readable media 808 may comprise a user interface 810 by 
which the content of control transmissions received by the 
network adapter 804 (e.g., advertisement data and/or addi 
tional information regarding advertised product(s) or service 
(s)) may be presented to a user. User interface 810 may 
present content in any Suitable format. In some embodi 
ments of a client device 112, the user interface 810 may be 
a component of an operating system or firmware of the client 
device 112, while in alternative embodiments of the inven 
tion the user interface 810 may be a standalone application, 
or a piece of an application Such that the content may be 
displayed and used within the application. 
I0086. In accordance with one or more of the principles 
described herein, computer-readable media 808 of the client 
device 112 may further comprise a data store of trust 
information 812. The trust information 812 may be one or 
more pieces of trust information for one or more wireless 
access points and/or wireless networks, and may comprise 
any suitable type or types of trust information. For example, 
as discussed above, the trust information may be public keys 
and/or PKI certificates for the wireless access points and/or 
wireless networks, and/or may be environment information 
Such as time or location data for the wireless access points 
and/or wireless networks. 
I0087 Computer-readable media 808 may further com 
prise a verification module 814 to test control messages 
received by the network adapter 804, using the trust infor 
mation 812, to determine the authenticity of a wireless 
access point and/or wireless network. Verification module 
814 may implement any suitable technique, including, but 
not limited to, any one or more of the exemplary techniques 
discussed above. In some implementations, the verification 
module 814 may be incorporated into an operating system of 
the client device 112, while in alternative implementations 
the verification module 814 may be implemented separate 
from the operating system, for example, as a stand-alone 
application executing on the client device 112 or in any other 
Suitable manner. 

I0088. The above-described embodiments of the present 
invention can be implemented in any of numerous ways. For 
example, the embodiments may be implemented using hard 
ware, software or a combination thereof When implemented 
in Software, the software code can be executed on any 
Suitable processor or collection of processors, whether pro 
vided in a single computer or distributed among multiple 
computers. 
I0089. Further, it should be appreciated that a computer 
may be embodied in any of a number of forms, such as a 
rack-mounted computer, a desktop computer, a laptop com 
puter, or a tablet computer. Additionally, a computer may be 
embedded in a device not generally regarded as a computer 
but with Suitable processing capabilities, including a Per 
Sonal Digital Assistant (PDA), a Smart phone or any other 
suitable portable or fixed electronic device. 
0090 Also, a computer may have one or more input and 
output devices. These devices can be used, among other 
things, to present a user interface. Examples of output 
devices that can be used to provide a user interface include 
printers or display screens for visual presentation of output 
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and speakers or other sound generating devices for audible 
presentation of output. Examples of input devices that can be 
used for a user interface including keyboards, and pointing 
devices, such as mice, touch pads, and digitizing tables. As 
another example, a computer may receive input information 
through speech recognition or in other audible format. 
0091 Such computers may be interconnected by one or 
more networks in any Suitable form, including as a local area 
network or a wide area network, such as an enterprise 
network or the Internet. Such networks may be based on any 
Suitable technology and may operate according to any 
suitable protocol and may include wireless networks, wired 
networks or fiber optic networks. 
0092. Also, the various methods or methods outlined 
herein may be coded as software that is executable on one 
or more processors that employ any one of a variety of 
operating systems or platforms. Additionally, such software 
may be written using any of a number of Suitable program 
ming languages and/or conventional programming or Script 
ing tools, and also may be compiled as executable machine 
language code or intermediate code that is executed on a 
framework or virtual machine. 

0093. In this respect, the invention may be embodied as 
a computer storage medium (or multiple computer readable 
media) (e.g., a computer memory, one or more floppy discs, 
compact discs, optical discs, magnetic tapes, flash memo 
ries, circuit configurations in Field Programmable Gate 
Arrays or other semiconductor devices, etc.) encoded with 
one or more programs that, when executed on one or more 
computers or other processors, perform methods that imple 
ment the various embodiments of the invention discussed 
above. The computer readable medium or media can be 
transportable. Such that the program or programs stored 
thereon can be loaded onto one or more different computers 
or other processors to implement various aspects of the 
present invention as discussed above. 
0094. The terms “program” or “software are used herein 
in a generic sense to refer to any type of computer code or 
set of computer-executable instructions that can be 
employed to program a computer or other processor to 
implement various aspects of the present invention as dis 
cussed above. Additionally, it should be appreciated that 
according to one aspect of this embodiment, one or more 
computer programs that when executed perform methods of 
the present invention need not reside on a single computer 
or processor, but may be distributed in a modular fashion 
amongst a number of different computers or processors to 
implement various aspects of the present invention. 
0095 Computer-executable instructions may be in many 
forms, such as program modules, executed by one or more 
computers or other devices. Generally, program modules 
include routines, programs, objects, components, data struc 
tures, etc. that perform particular tasks or implement par 
ticular abstract data types. Typically the functionality of the 
program modules may be combined or distributed as desired 
in various embodiments. 

0096 Various aspects of the present invention may be 
used alone, in combination, or in a variety of arrangements 
not specifically discussed in the embodiments described in 
the foregoing and is therefore not limited in its application 
to the details and arrangement of components set forth in the 
foregoing description or illustrated in the drawings. For 
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example, aspects described in one embodiment may be 
combined in any manner with aspects described in other 
embodiments. 
0097. Use of ordinal terms such as “first,” “second, 
“third,' etc., in the claims to modify a claim element does 
not by itself connote any priority, precedence, or order of 
one claim element over another or the temporal order in 
which acts of a method are performed, but are used merely 
as labels to distinguish one claim element having a certain 
name from another element having a same name (but for use 
of the ordinal term) to distinguish the claim elements. 
0098. Also, the phraseology and terminology used herein 
is for the purpose of description and should not be regarded 
as limiting. The use of “including.” “comprising,” or “hav 
ing.” “containing.” “involving,” and variations thereof 
herein, is meant to encompass the items listed thereafter and 
equivalents thereof as well as additional items. 
0099 Having thus described several aspects of at least 
one embodiment of this invention, it is to be appreciated that 
various alterations, modifications, and improvements will 
readily occur to those skilled in the art. Such alterations, 
modifications, and improvements are intended to be part of 
this disclosure, and are intended to he within the spirit and 
Scope of the invention. Accordingly, the foregoing descrip 
tion and drawings are by way of example only. 
What is claimed is: 
1. A method performed on a computing device that 

includes at east one hardware processor and hardware 
memory, the method comprising: 

obtaining, by computing client device, trust information; 
detecting, by the computing device, a wireless access 

point to which the obtained trust information applies; 
sending, by the computing device to the wireless access 

point, a message encrypted based on at least a portion 
of the trust information; 

receiving, by the computing device from the wireless 
access point in response to the sending, a response 
message; and 

confirming, by the computing device based on the 
received response message, an identity of the wireless 
access point. 

2. The method of claim 1 where the obtained trust 
information comprises a public key. 

3. The method of claim 1 where the obtained trust 
information comprises a certificate. 

4. The method of claim 1 where the detecting is based on 
comparing an identifier of the wireless access point to an 
identifier for the obtained trust information. 

5. The method of claim 1 where the obtaining is from a 
Source other than the wireless access point. 

6. The method of claim 1 where the determining is based 
on the received response message including a correct 
decryption of the message. 

7. The method of claim 1 further comprising accepting, in 
response to the determining, transmissions from the wireless 
access point. 

8. A system comprising: 
a client computing device configured for obtaining trust 

information; 
a processor configured for detecting a wireless access 

point to which the obtained trust information applies; 
a network adapter configured for sending, to the wireless 

access point, a message encrypted based on at least a 
portion of the trust information; 



US 2017/O 14258.6 A1 

the network adapter further configured for receiving, from 
the wireless access point in response to the sending, a 
response message; and 

the client computing device further configured for con 
firming, based on the received response message, an 
identity of the wireless access point. 

9. The system of claim 8 where the obtained trust infor 
mation comprises a public key. 

10. The system of claim 8 where the obtained trust 
information comprises a certificate. 

11. The system of claim 8 where the detecting is based on 
comparing an identifier of the wireless access point to an 
identifier for the obtained trust information. 

12. The system of claim 8 where the obtaining is from a 
Source other than the wireless access point. 

13. The system of claim 8 where the determining is based 
on the received response message including a correct 
decryption of the message. 

14. The system of claim 8, the client computing device 
further configured for accepting, in response to the deter 
mining, transmissions from the wireless access point. 

15. At least one computer-readable medium comprising 
hardware memory that comprises computer-executable 
instructions that, based on execution by a client computing 
device, configure the client computing device to perform 
actions comprising: 
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obtaining trust information; 
detecting a wireless access point to which the obtained 

trust information applies; 
sending, to the wireless access point, a message encrypted 

using at least a portion of the trust information; 
receiving, from the wireless access point in response to 

the sending, a response message; and 
confirming, based on the received responsive message, an 

identity of the wireless access point. 
16. The at least one computer-readable medium of claim 

15 where the obtained trust information comprises a public 
key or a certificate, or where the obtaining is from a source 
other than the wireless access point. 

17. The at least one computer-readable medium of claim 
15 where the detecting is based on comparing an identifier 
of the wireless access point to an identifier for the obtained 
trust information. 

18. The at least one computer-readable medium of claim 
15 where the obtaining is from a source other than the 
wireless access point. 

19. The at least one computer-readable medium of claim 
15 where the determining is based on the received response 
message including a correct decryption of the message. 

20. The at least one computer-readable medium of claim 
15, the actions further comprising accepting, in response to 
the determining, transmissions from the wireless access 
point. 


