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ABSTRACT

The disclosed mobile device-based end-user filter is a software application that features
configuration functionality allowing an end-user to define, set-up and save one or more profiles. This
enables the end-user to apply any combination of rules to allow, block, filter or monitor mobile
content or content attributes. Examples of these are filtering based on content rating classifications
(such as G, M, MA etc ratings), age, cookies, pop-ups, chat sessions, newsgroups, email filtering,
unclassified content, file sharing, on-line games or gaming. The software application is compatible
with a range of devices and wireless networks, allowing the software application to switch between
wireless bearers or maintain multiple sessions simultaneously over single or multiple bearers. The
software application has the capability to pass its pre-defined and user-customized content settings
from the mobile device to a compatible network element, for example a customized WAP-gateway,
that allows for further filtering by this WAP-gateway.
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MOBILE DEVICE-BASED END-USER FILTER

STITLE
C Mobile Device-Based End-User Filter

DESCRIPTION
This invention is across the fields of mobile data, mobile device access and Internet content control.

The growth of the mobile and Internet industries have resulted in a convergence of these
technologies. Today, the majority of mobile devices in the market support access to the Internet
over various data bearers, enabling mobile devices to access the full range of Internet content. This
content encompasses a broad range of content types, for example, informational, entertainment,
adult, and more. This content can be requested by the end-user and/or pushed to the mobile device.
The invention detailed below, has been specifically designed to provide the end-user with the
capability to control and manage this content.

l~ Mobile devices access the Internet over a variety of wireless network data bearer technologies, for
0example GSM, GPRS, EDGE, 3G, WiFi and various standards for CDMA and WCMDA via Access
0Points, typically managed by the mobile carrier. Mobile carriers currently have the ability to control
6 mobile access to the Internet, typically via gateways (for example a WAP gateway) and/or proxy

servers. However, this access control is only possible if the carrier forces operator-specific handset
settings. In almost all mobile networks, the carrier also allows for an open "internet" Access Point. It
is over this access point that operator control becomes difficult due to the sheer volumes of data that
the carrier needs to manage. In addition, should the mobile device switch between different wireless,
packet-switched networks (for example, from 3G to WiMax) the network carrier control is lost, or
handed over to other gateways and proxies. The invention described in this provisional patent,
complements the network carriers' infrastructure for managing user access to content.

The Invention Essential Features
The invention is a software application resident on a mobile device. The application performs the
following functions:
1. Provides a mobile device browser with user-configurable settings under password control. The

user can act as an administrator of settings to allow for content access in line with content
classification ratings, for example, G, M, MA, R etc.

2. Provides the capability for the end-user to define their own Allowed-List of Internet sites, based
on URL's, IP addresses, text strings, or content format.

3. Provides the capability for the end-user to define their own Barred-List of Internet sites, based
on URL's or IP addresses, text strings, or content format.

4. As part of the configuration rights, supports the ability for the user to apply any combination of
filtering rules saved in the mobile application.
Provides the end-user with the capability to administer what they would like access to through
specifying which categories of content, for example, Sport, Adult, Entertainment and more, may
be downloaded to, or uploaded from, the mobile device.

6. Provides the capability to prevent other applications on the handset from sending or receiving
data from the Internet.

7. Support content control across any data bearer that the mobile device supports. This is
necessary as mobile devices begin to support more than one type of wireless, data bearer
network protocols.

8. Supports the ability to pass the content settings from the mobile device to a network element,
for example a WAP-gateway. The mobile browser can therefore interact with a customized
network gateway, where the Content Filter settings can be passed to this gateway. Further
filtering can then be performed by the WAP-gateway, for example, support for anti-spam
functionality. This Information is appended and passed in the URL request header. As a
minimum, the following parameters would be passed:

URL
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Allowed Content Profile
Blocked Content Profile
User Settings

9. Supports the ability to view internet activity Ibgs
Offers protection of confidential customer details and information such as banking data.

11. Provides the ability to jam cookies and block pop-ups to minimise exposure to advertising
material

12. Provides the ability to block and monitor chat sessions and newsgroups
13. Provides the ability to support email filtering
14. Provides the ability to block file sharing

Provides the ability to block on-line games

The Invention Optional Features
16. Manage both content downloaded to, upload;ed from, and shared across mobile devices. For

example, mobile devices have the capability to share folders of audio, picture, video content and
other files. The content filter proposed would include scan this content too.

17. Provides the capability to setup multiple user profiles to tailor content filtering according to the
user.

Systems Architecture
Figure 1 describes the systems architecture of the software application and surrounding elements.
Figure 1 is labelled to which corresponds to the following description:

User connects to the Internet via an Internet settings profile on the handset. These settings
contain the specified Access Point Name (APN), WAP gateway IP address, any DNS or proxy
server addresses and IP port numbers, and a default homepage. The software application is able
to block other setting profiles. This is achieved by either temporarily altering the settings or by
proxying and blocking traffic using other setting profiles.
The mobile content filter applies its pre-defined rules and performs content allowing or blocking,
based on these rules.
The wireless network transports the packets of data over its data bearer. Examples given here
cover various wireless standards: GSM/GPRS/EDGE, CDMA, WCDMA, 3G, 4G, WiFi, WiMax, etc
The network carrier will perform standard AAA functions: Authenticate the user and device,
authorise a user session, and perform some basic accounting on the user session.
The network carrier provides initial access control via APN's and Internet Gateways. This may
also include converting the wireless packet network to TCP/IP.
The data routed to the Internet arrive first at a specified WAP gateway, compatible with the
mobile content filter. Contained in the header Information is the pre-defined user access profile.
This profile is then used by the said WAP gateway in order to perform further filtering of content,
which may be limited on the device Itself. This limitation is typically due to phone memory size
and processing power.
The filtered content (or warning page) is then retrieved from the Internet
The same content filtering rules are applied on the downlink.
At any point the user may switch wireless bearer protocols. The content filtering will remain in
place.

Software Design
The software design is illustrated in Figure 2. This figure shows the modularity of the design
implementation for managing and maintaining the software application and storing all related
application data.

Usability
The usability of the invention is best understood following the diagrams that describe use of the
product below.
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Figure 3 shows the user's ability to use the mobile device based end-user filter and maintain their
personal details and is labelled to corresponding to the following description:

The user accesses the internet via the mobile device
The user can only access content from the internet via the mobile device based end-user filter
The mobile device based end-user filter homepage as illustrated in (c)
Accessing content would function as illustrated in (d)
The mobile device based end-user filter applies the rules associated with the user profile to
validate what content the user can access
The user has the ability to update personal details
To change any details only the registered user can do this with a login and password
Update of personal details including contact details and username and password is illustrated.

Figure 4 shows the user's ability to register and configure a profile on the mobile device based end-
user filter and is labelled to corresponding to the following description:

The user must register, create an account and establish the age of the user
If the user cannot prove their age as 18 or over they will be restricted to a G rated content
profile
If the user can prove their age as 18 or over they have the ability to configure the filter based on
content rating classifications such as G, M, and so on. Additionally if content not rated and is
"unclassified" the user has the ability to block or allow this content to be viewed.

All users, under 18 or over have the ability to set their preferences. As Illustrated in the
user can select what content categories they want to see, including content access based on
keywords, URL references and other standard built in rules.
The user can select what content they do NOT want to see based on keywords, URL references
and other standard built in rules. The rules include blocking other types of services such as on-
line games, file sharing, cookies, pop-ups and chat rooms and so on. Other monitoring tools can
be applied as well, such as monitoring email Ibased on the rules defined by the user.
The user also has the ability to set their site preferences by adding frequently accessed sites to
their preferences.
The user has the ability to save all of these preferences to a profile and apply the profile
according to the user. Multiple profiles can be defined and saved and applied as per the age and
preferences of the user.

GLOSSARY OF TERMS
The following glossary is used to contextualize the terms used in this patent application.

Black-list A blocked list. In this context, a list of URLs, IP addresses or text strings
Categories A topic areas such as news, sport, entertainment
Content A broad term used to describe any piece of formatted information, for example,

text, audio, video, etc. In this context, it refers to these types of content resident
or exchanged between mobile devices and the internet.

Content Class Types of services offered such as e-mail, newsgroups, chat rooms etc.
Content Rating is defined as the classification of content suitable for audience age eg. MA is 18

and over viewing
Cookies Text files downloaded onto a visitor's computer hard drive to store the visitor's

actions in order to better customise their following visits
EDGE Enhanced Data rates for Global Evolution
GPRS General Packet Radio Service,
GSM Global System for Mobile cordmunicatlon
Mobile device The terms mobile device and handset are used interchangeably. This refers to

any mobile communication device and generally classified Personal Data
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Assistants (PDA)
Pop-ups Primarily used as a form of internet advertising that interrupts the viewer's

progress through a website by popping up a window with a message.
TCP/IP Transport Control Protocol Internet Protocol
WAP Wireless Application Protocol. This is the protocol stack used to transport

wireless browsing, typically via a gateway, which connects to the internet.
WCDMA Wideband Code Division Multiple Access.
White-list An allowed list. In this context, a list of URLs, IP addresses or text strings
WiFi Wireless Fidelity
WiMax Worldwide Interoperability for Microwave Access
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CLAIMS

The following daims are made in favour of the invention for this Innovation Patent:

1. A mobile content filter, built as a software application, which provides the end-user with
control of content accessed via the mobile device, on both the uplink (mobile to internet)
and the downlink (internet to mobile) over packet-switched mobile networks.

2. The said software application in 1 above, is compatible with, and not restricted by, the
device (make, model, operating system, and any virtual machine platforms resident on the
device) or the wireless network over which the device operates, allowing the software
application to switch between wireless bearers or maintain multiple sessions simultaneously
over single or multiple bearers, while the software application's content control remains in
effect.

3. The said software application in 1 above has the capability to pass its pre-defined and user-
customized content settings from the mobile device to a compatible network element, for
example a WAP-gateway, that allows for further filtering by the customized WAP-gateway.

4. The said software application in 1 above contains a mobile device-based end-user content
filter which features configuration functionality that allows an administrator to define, set-up
and save one or more profiles allowing the user to apply any rules to allow, block, filter or
monitor the following content or content attributes: content rating classifications (such as G,
M, MA etc ratings), age, cookies, pop-ups, chat sessions, newsgroups, email filtering/
monitoring, unclassified content, file sharing, on-line games or gaming
The invention described in this Innovation Patent, complements the carriers infrastructure
for managing user access. This is illustrated in Figure 1- 4.
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