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SYSTEM AND METHOD FOR ELECTRONIC DEPOSIT AND
AUTHENTICATION OF ORIGINAL ELECTRONIC INFORMATION OBIECTS

CROSS REFERENCE TO RELATED APPLICATIONS

The present application denives priority from ULS. Provisional Application

Serial No. 62/236.495, filed 2 October 2015,

BACKGROUND OF THE INVENTION

i, Figld of the Invention

The present invention relates generally to systemns and methods for providing a
verifiable chain of evidence and security for the anthentication and deposit of ontginal
electronic documenis and other information objects in digital formats,

2. Description of the Background

The continuing evolution of metlids of commerce s evident in the increasing
replacement of paper-based compumications and transactions with slectronic
commmications and fransactions. When communication 1s by electronicaily
reproduced messages such as e-mail, facsimile maching, imaging, digital documents,
glectroniv data interchange or electronic fund transfer, however, there no longer exists
a handwritten signatare or 8 notary’s raised seal to suthenticate the identity of a party
1o 4 transaction. Forther, pnilike the words of a docwnent that ave largely fixed on a
page i & human readable format, the content of an electronically prepared,

commumicaled and executed docurnent stored 1o machine readable format can be

subject to alteration and tampenng alfier execution.
To address these challenges with maintaining the integrity of electronic

documents, a third-party operated Trusied Repostiory Systemn (TRS) has been

PCT/US2016/055218
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described that provides secore deposit and suthentication of electionic documents and
other mformation objeets o a secure and trusted repository. The TRS
advantageously wtilizes an gsymmetaic crypiographic system that helps to susuve that
a party depositing an information object is electromicslly identifiable as such, and that
the integrity of electronically stored docwments snd other information objects are
protected after deposit and even alier transler of control of such data, documents and
mformation objects {0 a transferee. These miormation objects may melude document
execuiion wnformation, slectronically signed documents, and other mformation objects
representing or comtaining information related to the overall transaction, The TRS
logically relates ali the deposited mmformation objecis to the owner of such mibrmation
objects, such that the owner may verify, monitor, analyze, sudit and evaluate the
information objects, regardless of whether the owner originated the deposited
pformation objeets of recetved the depostted mformation objects by wansfer afler
ongingtion.

As annitial matter, 3t will be helpfad to anderstand the following tevminology
that is common in the field of secore electronic commerce and conumenications.

“Pablic key cryptography {PRCY 15 a crvptographic technigue that uses 8 paiy
of "kevs", one private {secret) key and a pablic key that are associated with respective
registered users. The public keys are published for anyone to use for encrypting
information intended for the respective users. Only the holder of the paired private
key can decrypt and access an electronic information object encrypted with the public
key. Conversely, the holder of a user’s public key can decrvpt and access an
electromc information object that was encrypted using that user's private key. The

encrypt and decrypt functions of the two keys are truly "one-way”, meaning that 1 is
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nol possible 1o determine a private key from the coresponding public key, snd vice
versa, due to the fact that #t 15 currently computationally easy for g computerio
identify large prime numbers but extremely difficult for a computer to facior the
products of two large prime numbers.

The one-way charcteristic of a PKUC gystent also enables a private key holder
to “digitally sign™ an elecironic information object by creating a “hash™ of the
mformation object iisell and then encrypting the hash with the private key and
appending the encrypted hash (now referred 1o as a digital signature) to the origmal
information object. The hash is produced by applving an algorithm to the information
object {o be digitally signed, the results of which correspond divectly to the
iformation object so that the slightest change in the information ohject itseif will
result in a change in the hash. On receipt, a public key holder can verity a digital
signature by decrypling the bash and comparing the decrypled hash to anewly
copputed hash of the information shiject. If the two hashes match the vecipient can be
assured that the vser appending the signature o the information object was in
possession of the privale (secrety keyv and is thus presumably whom they purport {o
bet Comparison of the newly computed hash lo the decsypied hash also verifies that
the information object itself has not been alteved since it was signed. If the new hash
matchey the original hash decrypted with the public key then the recipient can be
assured that the information object Hsell hag not been altered as even the shghtest
change in the information object itself will result in the two hashes not matching.
Example PKC algorithms that comply with government andfor commercial standards
include the digital signature algorithm {DSA/RSA ) and secure hash algorithm (SHA-

b

1/MDS),
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A "dignal signature” 18 a cryptographically created data element that 18
fogically associated with, apphied or ptherwise appended to an electronic information
object with the intent of the creator to indicate their assent to the information
contained in the mformation object or their willingness 1o be otherwise bound by the
terms or conditions reciied 1n the information object. As described, a digital signature
is typically created by "hashing” an mformation object and encrypting the resulting
hash {integrity block) using the signer’s private (secret) key and thereafter appended
to the information olyect.

An “eglectronic signature™ 13 any one of the mechanical, holographic, digital,
voice, video or biometric signatures, or such other electronic sound, symbeol, picturs,
or process that is logically associated, applied or attached to an electronic document
with the intent or conunitinent of the signer © sign or otherwise be bound by the
terms of the electronic docwment. Blectronic signatures may contain additionad

mformetion about the sigoer {eg. name, ematl address, ele.} and the signing event
(e, reason, date and time, place; ele.).

An "muthentication certificate™ is an unforgeable data element that binds a
wser's pubdic key to that aser’s wdentily information and that advantageousty, but not
necessarily, conforms to the mternational standard X309 version 3, "The Directory-
Agthentication Framework 1988" promudgated by the International
Telecommunications Union (ITU). Authentication certificates are issued by a
Certificate Authority {(CA) that is a known entity and is responsible for ensuring the
unique identification of all of 1ts users and both source and coutent integrity of the
information contained in the certificate. An authentication certificate is created when

a CA uses its own private key 1o digitally sign (L.e. hash gnd encrypt) an ndividual’s
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public key along with cerlain of the individual’s identifving information {name,
focation e1¢. Y and ceriain information regarding the ceritficate dsell (1ssuer, expiration
date ete. ). The act of digitally sipning by the CA makes 3 certificate substantially
tamper-proot such that further protection 1s not needed. The intent of the vertificate is
tor reliably associate (bind) » user’s identity to the user’s public crypiographic key.

Egch authentication certificate mcludes the following critical information
needed m the signing and vertfication processes: § version mumber, 8 serial number,
an dentification of the Certification Authorty {CA} that issued the certificate,
wdentifications of the issuer's hash and digital signature algorithins, 8 validity period, a
wnque identification of the vser who owns the certificate, and the user's public
cryptographic signature verification key.

Certificate extensions can also be used as a way of associating additional
atiributes with users or public Revs, and for managing the public key infrastructure
certificate hierarchy. A user's authentication certifieste s advantageously and
preferably appended to an electrome information object that the user has digitally
signed with the user’s private key so that it is possible to verify the digital signature
by decrypting the user’s public ey with the kaown and tnisted CA's public key.
Aliernatively, the certificate may be refrieved from the ssuing CA or directory
archive,

The "Public Key Infrastracture (PRI 15 the bievarchy of CAs responsible for
issuing authentication certificates and certified crvptographic keys used for digitally
signing and encrypting information objects.

A “wrapper” is used to securely hold and associate dightal or electronic

signatures with part or all of one or more electronic wformation objects contained
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therein. Wrappers may take the form of any open standard eoveloping ot information
object (docunent) fornwailing schemas. Two examples gre the RS A Public Key
Cryptographic Standard (PROS) #7 and the World Wide Web Consortium (W3()
Extensible Markup Language (XML} Sipnature Syntax aud Processing Draft

& Recommendation. The RSA PRCS #7 standard supports zevo, one, and muuluple
parallel and serial digital signatures {cosign and countersign}. An unanthenticated
attribule 15 not protected. Some other formats that provide sapport for signature
syntax, processing and postioning {lags) are S/MIME, HTML, XHTML, and XFDL.

Ary of these wrapper formats can be applied recursively and markup languages

it extended o provide signature and protection layering,
As described in ULS, Pat. Nos, 5615268 5748738, 6,237,096, 6 367 013,

7,062,635, 7,743,248, and &,924,302 to Bisbeswt al., an otlginal electvonic document
oy information object having the same legal weight as a blue-ink-signed paper
document (e.g., 8 negotiable instrument or chattel paper) is made possible by contract
S and by PRI and associated computer technelogy. An electronic document, or more
generally an information object, s created and transferved to a Trusted Repository
Systeny (TRS) that is specifically designed and empowered by contract lo securely
and rehably store any such object for its full effective life. The contractual aspect 18 an
agreement between the TRS and the party sabmitting or relying on the electronically
20 signed information object to accept reliance on the TRS as the custodian of the
mformation objects.
The TRS implements defined business roles for information obyects handled
by the TRS {i.¢., a complete set of anthorized actions). The TRS also implements 8

defined security policy {1.e., a set of protective measures that is necessary (o prevent
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unsuthorized actions). The TRS uses s business rules and security policy 1o govern
requests and access to the TRS over the respective ke oyeles of all docaments and
other information ohjecls within its control, verifying the identities and authorities of
parties {loca! and remote) requesting access, The TRS securely stores and securely

& retripves dighally signed, suthenticated, and encrvpted information objects such as
electronic documents, Upon request, the TRS prints and issues certified copies of
information objects. The TRS advantageously supports a multi-port token server for
proving mformation object authenticity, for verifymyg the identities of signing parties,
and for authenticating information object submissions. The TRS provides for backup

10 and disaster recovery, and ensures that stored information is not Jost within a specified

retention pericd, whether that period is specified by a user, law, or regulation.

With ali of the advantages of original electronic information objects that are
provided by the LLS. patents cited above, it is buportant to realize that coples of an
mnformetion ohiect that exist outside of the control of 8 TR must not be able to be

is wustaken for the original mionmation obiect. For certain transactions, thigis g
coppliance requirement of with various Federal and State laws. Soch laws include
State enactments of the Uniform Commercial Cede (U § 9103, which provides g
fegistative framewaork that gives secured parties the ability to implement electromic

It

systems for keeping track of and controlling “electronic chattel paper” (docoments

20 that evidence both a monetary obligation and a secunty interest). Fov electronic
chattel paper, UCC §9-105{a) requires the secured party to maintain a system (such as
the TRS with which a secured party may contract) emploved for evidencing the

transfer of interests in the electronic chattel paper, which system reliably establishes

the secured party as the person to which the chattel paper was assigned. The UCC also



WO 2017/059454 PCT/US2016/055218

provides move detailed specifications for such a system which will meet the broad
requirements of §9-105(a). Such a system must create, store, and assign slectronic
chattel paper iy such & manner that

{1} a single aumthoritative copy of the record or records exists which is unigue,

& wdentifinble and, except as otherwise provided w1 (4}, (8) and {6} below, unalterable;

{2} the authorttative copy wentifies the secured party as the assignee of the
record or records;

{3} the authoritative copy 18 comnwunicated to and maintained by the sscured
party or its designated custodian;

it (4} copies or amendments that add or change an identified assignes ot the
authoritative copy can be made only with the consent of the secured party;

{3} each copy of the authoritative copy and any copy of a copy is readdy
wdentifiable a3 a copy that is not the authoritative copyviand

{6} any amendment of the authoritative copy s readily dentifiable as

H authorized or wnaothorized,

As shown in the above, an information object may be effective as a blue-ink-
signed paper document provided that a controlled, secure method of deposit s utifived
with a system such as the TRS that reliably and securely stores original information
objects for their fisl] effective lves.

20

SUMMARY OF THE INVENTION

Appheants’ invention solves these and other problems Incurred by prior
approaches with a software-hased method and system that provides secure and

reliable deposit into a Trusted Repository System (TRS) of an aunthoritative
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information object which was electromically signed and maintained using one or more
third party systerus, such that the TRS may subsequently facilitate electronic
fransmission, storage, and retrieval of verifiable copies of the stored anthenticated
authoritative information object without the TRS rehnquishing control of the
autheniicated authoritative information object.

In addition, Applicants” invention provides a means for depositing
authoritative information objects into the TRS which can be implemented on
comumercially available conputer hardware 1o create an miegrated closed system for
authentication of miormation obyects such as electronic documents.

Copies of an iInformiation object that east outside of the control of a TRS must
not be able to be mistaken for the onginal information object. Therefore, one portion
of the overall workflow that is prone {o risk, &t least in conventional systems, 13 the
initial deposit of the avthontative slectronie mformation olbyject with the TRS.
Apphicant’s process entails exporting an electronically signed information object, such
as an electronic document, from a third party electronic sigming system (such as, for
example, DocaSign® or AdobeSign® formerty EchoSignit), or from an intermediary
third party storage system having received an electronically signed mformation object
such as a docwment from a third party clectromc signing system, and depositing it
with the TRS as an authoritative original information object. After receipt of a notice
from a third party signing or storage system that an information object is veady for
deposit, the TRS creates an eniry {0 hold the wformation object and then exports the
signed information object from the third party system, along with any available
metadata and other information regarding the creation, execution, and stotage history

of the signed mformation object. The TRS then requires a certtfication fron the third
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party system as to the authentictly and aniqueness of the information object by
verifving that the deposited mformation ohject is now the only authoritative and
original copy. Successfinl suthomticity verification attests io the lepitimacy of the
submutted information object. The TRS then ¢reates the original aunthenticated

& information object by appending a date-time stamp and s digital signature and
certificate, This TRS action establishes and demonsirates the TRS® asswaption of
control of the original authenticated mformation object. The present mvention
provides a method and system for more reliable computer-implementation of the
electronic deposit with the TRS of an original authenticated information object.

10

BRIEF DESCRIPTION OF THE DRAWINGS

FIGL 1 s a schematic view of a Trusted Repository System {TRS) archilectne,
140} of the method according to the present invention.
is FIG. 3 13 a depiction of a sample andit trall associated with a deposited

authenticated original mformation object.

DETAILED DESCRIPTION QF THE PREFERRED EMBODIMENT

20 Applicants’ invention is a method and system for secarely and reliably
authenbicating and depositing an original information object with a Trusted
Repository Systemt {TRS3, such that the TRS may subsequently facilitate electromic
transmission, storage, and retrieval of verifiable copies of the stored anthoritative
information object without the TRS relinquishing control of the authoritative

25 miormation object. As described above, the TRS 1s a third-party trusted repository
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that 1s specifically designed and empowered by contract to securely and reliably store

any such information object lor us full effective hife. The TRS is contrgctually bound

by agreement between the TRS and the party(ies) submitting or relying on the

authoritative information obiect 1o accept rehiance on the TRS to serve as a repositoty
& and custedian of the authenticated sutheritative mformation object

The Conmputer Architectyre

The invention can be implemented utilizing comnercially available computer
bardware to create an mtegrated closed sysiem for authentication of electronic
mformation objects such as docurments, as will be defined below,

it With reference to FIG. 1, a diagram of a high availability, secuve trusted
repository svstem architecture is provided that ensures the security of the authoritative
copy of an information object, such as an electronic document, and any affixed
electionit signatures or information, All compating components behind the firewall
109 are hoased in a physically secwre factlity and make up the components of the

is trusted repository system (TRS). Stropg authentication 13 requived for client
workstations, devices and systems to access the TRS and no TRS resowres can be
accesaed divectly. Authorized instructions that may accompany payviocads {e.g.
electronic documents, electronic signature blocks, etc.} are required to request and
receive TRS services.

20 An Taternet browser ramning o & workstation such as a laptop 101, PDA 103
or deskiop 103 equipped with an input device such as a mouse, keyvboard, stytus, or
voice 1o text conversion, Is required for chient access to the TRS.

The workstation transmits & reguest protected through the use of X509

certificates and asymmetric crypiography to authenticate the counterpart with whom
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they are conuninicating, and {o negotiate g symmetric session key (such as TLS ot
SSLJ via the Internet 107 or other data network to the firewall 109 which forwards the
request to & web server 111, The web server 111 acts on the regquest and forwards the
wmstruction anddor payload 1o sny available application server 119, The application
& server 119 performs the requested actions, applying, storing, retrleving, auditing,
sealing, authenticating, ete. elecironic information objects that are stored and retvieved
using a database management system {DBMS} 127, Actual storage media can be
handled externally by a storage area network 131, All network and apphication traffic
can be mirrored to an external application security module 13¢ for intrusion detection
it and prevention monitoring and alerting. The TRY pecessarily performs all requested
authorized actions without ever disclosing the actual authoritative copy of the
information object, such as an electronic document. The TRS provides centralized
suppovt for a distributed network of clients and supports a wide range of present and
future e-copumerce apphications by providing a secure, standards-based foundation
13 wpon which business appheations can be and are bl
TRS Chain of Troast
Applicanis” invertion is, in general terns, an eight-step, software-
mptemented process which combines business and techuieal procedwres to achizve a
more reliable asthentication and deposit of an information object with the TRS as the
20 suthenticated and authoritative copy of such information object
FIG. 2 is a block diagram illasirating the eight basic steps 100-800 of at least
one embodiment of Applicants” process m the context of the overall method of

subnutting and depositing an original information object to the TRS.
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An original nformation obyect is itself an information object, and the
underlving formatiing of an original information object engbles parsing and
provessing for performing verification and validation of one or more of #s ¢lectronic
signatures, and exiraction of the onginal contents for viewing or processing,

& With reference o FIG, 2, typically, at step 100, the information object
consisting of an elecironic docwment is electronically created and electronieally
signed by all signatory parties, based on the purpose and content of the information
obyect, utthizng a third party signing system {such as, for example, DocuSign® or
AdobeSin® formerly EchoSign®). The information object may be stored at the third

it partv signing systen or alisrmatively with an intermediary third party storags system
having received an electronically signed document or information olyject from a third
party electronic signing system. According to the mathods of the present invention, a
hard copy, pen-and-ink docwment containing the wformation embodied in the
mnformetion ohject 1s never created. The electronic docuinent infosmation object 15
18 smbodiad w asolely elactronic form from the ime ol i wmogption.

As used hergin, the term “Transfer Agent” refers generally to an entity {or an
individual eser or thivd pariy system acting on behalf of such entity) which attesis to
the integnity and vahdity of an information object before it is subnnited to the TRS
and which is authorized to submit sach information object 1o the TRS. In addition,

20 for the sake of clanity, the term “original information object” will be used to refer to
an authenticated information object created by a process mvolving the TRS and a
Transfer Agent, and the term "tansaction” will be used to refer to a deal or account

that corresponds to or is defined by a set of onginal information objects. An



WO 2017/059454 PCT/US2016/055218
14

“mformation object” as used herein may be an electronic document or any other data,
such gs elecironic media content, that is stored 1 a computer-readable format,
The Travsfer Agent enters into the third party system, or the third party system
othenwise generates, pertinent retadata describing the transaction. Metadata are high-
& level sumniary data that deseribe a1 transaction - analogous to the mesatags that are
associated with World Wide Web pages and that ave used by Internet search engines
i searching for information. For purposes of the present inverstion, the pertinent
metadata mcludes mibrmation swrvounding the signature process related to the
mformation object source fite. This metadata 15 subnutted along with a computer-
it senerated image of the information object or electronic document, and inchudes, but is

not Hmited o, at least the following metadata:

i Each signer’s full name;
2. Each signer's anthentication method;
3. The date and time of each signer’s consent; and
is 4. The dute and time each signer signed the electronic docuanent.

The Transfer Agent accepis custody of the information object and

authewticates it. Prior to submitting the information object fo the TRS, the Transfer
Agent piust attest 1o its integrity and vahdity, snd so the Transfer Agent {acting on
behalf of the TRS) must take certain affirmative pre~-gualification steps. More

20 specifically, at step 120, the Transfer Agent verifies that the information object source
fite, which was originated as an electronic document file, bears at least one verifiable
digital signature. At step 130, the Transfer Agent verifies that no andifferentiated
copies of the information object have been distributed prior to beginning the

electronic deposit process. This ensures that all copies made or distributed of the
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signed information object source file are marked as copies by digital watermarking or
the like.

At step 140, the Transfor Agent provides notice to the TRS that an information
object residing on a third party system is ready for submission to the TRS, snd that

& the Transfer Agent will atiest to ¥ts integrity and validity,

After successful completion of steps 100-144, including the Transfer Agent
verification at step 120, the TRS mnplements the following seven hasic steps 200-800
n accordance with Apphicants” mvention to securely and reliably deposit the
mformation object with the TRS as an onginal information objeet.

it Upon recetving notice, at step 200, the TRS intiates the electronic deposit
process by creating a record entry i Database Layer 127 (FIG. 1) to hold and record
the electronic deposit. The record entry may be, for example, a tuple (e.g., single,
structured data item in a relational database table). In certain embodiments of the
present invention, the Transfer Agent causes the TRS to create such record entry.

H Suchembodiments include implementations of the present invention wherein the
Transfer Agent 1s a user on behalf of such entity Transfer Agent. In either case,
mportantly, inunediately after creation of the record entry, the TRS places a seoure
fock on the record entry against any thurd party access to enswre that no other achion
outside of the electronic deposit process 1s taken before completion of said process.

20 Afler creating the record entry, at step 300 the TRS exports a copy of the
mformation object source file {image file and any available metadata} from the third
party system. In certain embodiments of the present nvention, the Transfer Agent

performs such export in Heu of the TRS,
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Al step 400, upon receipt of the exported information object source file, the
TRS uploads such file and verifies that the information object contained in the source
file contains at least oue digital signatere and that all digital signatores, and all
electronie signatires, n the mformation object are valid.

s Upon contpletion of such venfication, the TRS at step 500 deposigs the
information object source file into the record entry created at step 200, Awtomatically
upon deposit, the TRS then digitally tamper-seals the subnutied information object,
Specificallv, the TRS appends a date and time stamp and s digital certificate (o the
filex using industry standard digital certificate technology. Preferably, the tamper seal

it is accomplished with an X 509 digital certificate issued by a vertification authority ©
the TRS. The X509 digital cernficate associates the TRS identity with a public key
value. More specifically, the cartificate inchudes at least: (1) the TRS identity (the
cerfificale owner); (2} the public Key associated with the TRS; (33 X 509 version
mformation; {4} a sevial pumber that wiguely wWdentifiss the centificate; (5) the

H certification authority; {6} the digiial signatwre of the TRS: and (7) information about
the algorithm used 1o sign the digital signature. The digital signature applied by the
TRS elinunates the possthility of unmsthorized alleration or tampering with an
information object subsequent {o its sealing. In addibion, the TRS s digital signature
can advantageously provide for non~repudiation, 1.e., precluding the Transfer Agent

20 from disavowing the object.

Furthermore, upon deposit to the TRS, the TRS creates an “audit trail” record,

e.g., a vecord consisting of 4 sequential listing of audit entries representing Important
events and interactions conducted with respect to the information object source file,

which record is digially signed by the TRS 1o miake such record tamper evident. The
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gadit trail record may be howsed 1 TRS database 127 using & means by which it may
be associated with the original miormation object for review. The TRS formais the
audit trai! such that it includes suttable instructions for parsing and processing s
contents, A convenient form of wrapper (e.g., PEM, RSA PKOSHT, or SIMIME) or
& markup language (e.g., HTML, XML, or XEDL) can be used for this purpose. The

contents can be one or more information objects, date-time stamps, digital signatures
and matching certificates, electronic signatures, andior indicators, which imclude, but
are not Hmited o, content types, object dentifiers, and encoding rules and tags. Inthe
case of the audit trad, the contents of the wrapper consist of audit entries and the TRS

10 date and time stamp and digital signature and certificate. Each {ime additional andit
entries are added to the audit trail, the TRS combines the new entries with the existing
digitally signed entries and applies a recursive wrapper over the package to provide
signature and protection layering.

Upon creation of the audit rail for a sowree file, the TRS populates the audi

H trail with any provided metadata surroonding the signature process related to the
source file. Such events may include creation of the source file in the thivd party
systeny and the apphcation of each electromic signature to such source file as shown
FIG. 3. In certain embodiments of the present mvention, such metadata is not
available to be debivered 1o the TRS in metadata format. In such instances, the TRS

20 creates a second vecord entry in the TRS which is logically associated with the mitial
record entry containing the information object, creates a file containing the signing
nformation provided by the third party system, and deposits such file into the second

record entry, The TRS further populates the audit trail with events representing the
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export of a copy of the source fle from the third party signing system and deposit of
such copy into the TRS! See FIG. 3.
After the copy of the source file has been successfully deposiied info the TRS-
locked record, and the audit teatl has been created, populated using any provided
& metadata, and popudated with events docomenting deposit of the source file with the

TRS at step 500, then st step 600 the TRS notilies the Transler Agent to destroy or
otherwise permanently mark the information object source file as a non-original
obyect. Step 604 13 paramount to bemg able to prove, via docummented and enforced
policies or other artifacts, that the original source file and all copies thereof existing

it cutside of the TRS have been destroyed or otherwise permanently marked and that the
Transfer Agent {reats and identifies the version held in the TRS as the sole and
authoriative original information object.

At step 700, the Transfer Agent provides notice to the TRS that the destruction

or permanent marking of the oniginal soarce file and all copies thereot has been

is completed. The confirmation information, including ideptity; time/date of destruction,
and file'copy destroyed or marked as & copy, isappended to the recorded audit frail
maintained by the TRS. In certain embodiments of the present invention wherein the
Transfer Agent is a third party signing systemn on behalf of such entity Transfer
Agent, this destruction step 700 may occur immediately upon completion of export of

20 the source fife at step 304 T such ersbodiments, the export process of the thurd panty
signing system sends to the TRS the executed information object and signing
mformation in encrypted format and the pubhic key for such encryption. Upon receipt
of the export, the TRS runs a hash of the encrypted export package using the public

key, and returns the hash to the third party signing system, If the hash matches the
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bash of the encrypted export package of the information object source e prepared by
the third party signing system prior o export, the third party signing system then
sends the TRS the private key to decrypt the encrypied export package and destroys or
permanently marks the ongival source file and all copies thereof.

Aj step 800, the TRS then automatically removes the lock on the now
anthoritgtive origingl information olject, and the recorded audit trail gssociated with
the information object is updated with an audit entry o denote completion of the
electromc deposit process. This action by the TRS marks the TRS s assmnption of
custody and conirol of the original information object as the authoritative copy.

Secure audit, record tracking, and record management complete the
technnlogical aspects of maintaming an original information object. The TRS vault
stores the authenticated authoritative original information object in an account and
captrols access to the account for the benglit of the account owner and activities
pernuntted with respect to origmal information objects stored in the accouns. The
oviginal information objects are Mored and the corresponding accounts are maintained
by the TRS in any convenient form of memory, sach as on optical andfor magnetic
disks. Once a transaction is completed and the associated original information
object{s) are deposited into the TRY, the set of authortred parties who can access the
TRS 1o obtain or further transmit an original information object may change.

The authoritative original information object 1§ never disclosed or rendered by
the TRS i its onginal state. Any copy of said information object must contain at least
one forgery-resistant indictom or watermark that clearly identifies the vendered
information object as a copy of the authoritative original information object held at

the TRS. This combination of actions by the TRS, in conjunction with a protected
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gadit trail, can be used at a future date to prove conclusteely that a party initiated &
wransaction, precluding a Transfer Agent from denving that the original mformation
object originated with that Transfer Agent and providing irrevocable proofof
authenticity.

A validated mstrogtion will canse the TRS to conmunicste the marked copy
of the authoritative original information object o the designated remote workstations,
An encrypied connection, such as TLS, is used o protect conumunications between
the TRS and designated workstations, In addition, the workstation meorporates
methods that accurately parse and accurately display the TRS marked copy of the
authoriative original information object.

Whers security 15 required to guarantee that the information object received at
a remate workstation is a valid copy of the authoritative authenticated original
pnformation object depostied i the TRS, the TRS appends its digilal signatuve and
certificate to the marked copy of the aunthoritative original mformation object prior o
transimission. The workstation rejects the marked copy as fravdulent i {he TRS digital
signature and certificate fad to test as valid. The workstation notifies the TRS to
veport the problem. The TRS retransmits the digitally signed marked copy of the
suthoritative onginal information object. Appropriate actions are witiated by the TRS
if the TRS failed to transmit the marked copy of the authoritative original information
object.

The sbove~described embodiment is for the purpose of promoting an
understanding of the principles of the invention. It should nevertheless be understood
that no limitation of the scope of the invention is thereby intended, such alternations

and further modifications in the dlustrated device, and such further apphications of the
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principles of the fnvention as Hlnsirated herein being contemplated as would normally

oecur o one skilled i theart 1o which the inventson relates,
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STATEMENT OF INDUSTRIAL APPLICARILITY

e

The continuing evolution of moethods of comerce is evident in the ncreasing
replacement of paper-based comnumications and transactionss with electronie
communications and transactions. LUnlike the words of a docwment that are largely
fixed on 8 page in & human readable fovmat, the contont of an electronically prepared,
communicated and executed document stored 1 maching readable format can be
subject to alteration and tampering aller execution, a critical risk m financial and other
conumercial transactions. Therefore, there woukd be great mdusinal applicability in a
software-based method and system providing secure and reliable deposit into a
Trusted Repostiory System (TRS) of an authoritative information object which was
electronically signed and maintained vsing one or more third party systems, such that
the TRS mav subsequently facilitale electronic transimission, storage, and retrieval of
verifiable copies of the stored authenticated authoritative information object without

the TRS relinguishimg control of the auwthenticated awthoritative indonnation object

PCT/US2016/055218
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We elamoy

i. b a data processing svstem that inclodes at least one remofe computer

ih

workstation, that is connected via a communications network to at least one tfrusted
repository system imcluding at least one application server and at least one secure
database management system, a method for securely depositing an information ohject
in said trusted repository system, wherein said information ohject is verified by an
authorired ranafer agent with custody of said information object as bearing at least
10 one vertfiable digital signature, and that no other coples of said information object
exist thal ave not marked as copies of said inforpation object, comprising the steps of!
recetving, by sawd rusted repository system, notice of sad verification by sad
travsfer agent;
creating, by said trusted repository system, an electrowic record 10 receive
i5 submission of savd information object and placing, by said trusted repository system, 8
secure fock on said electronic record to ensare that no other action is taken during the
subinission process;
exporting, by said trasted repository system, a copy of sad formation object
from a third party storage or signing system;
24 uploading, by said trusied repository system, said copy of saud information
object onto the trusted repository system, and verifving, by satd trusted repository
system, that said copy of smd information object contains as least one digttal
signature, and verifving, by said trasted reposttory systeny, the validity of st digital

signatures and slecironic signatures in said copy of satd infonmation objset
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depositing, by said trusted reposiory system, said verihied copy of the
electronic mlormation object o said electronic record n said trustad repository
system, and applving, by said trusted repository system, a date and time stamyp snd
digiial signatore of such trusted repository svstem o said deposited copy of said
& nformation objeet;
establishing, by said wrusted repository systent, an auddl rail corresponding to
said electronic record containing said deposited copy of said information object, and
populating, by said trusted repository system, said audit trail with eniries
corresponding to the export and verification of saud copy of said mformation object,
it and applving, by said trusied repository system, a digital signature and date-ime
stamp 1o said updated andy oail;
receiving, by said trusted repository systeny from said transfer agent,
cerfification that the transfer agent has destroyved all copies of said information object
or has permanently marked all copies of said iformation object such that savd copy of
i3 said information object now stored in the trusted repository system s the only
authoritative onginal mformation obiect;
removing, by satd trusied reposiiory gystem, the secure lock from the record in
the trusted repostory system now contaimag the authoritative original information
object; and
20 updating, by said trusted repository system, sard audit traid with an euiry
corvesponding 1o completion of the deposit process for saxd authoritative original
mformation object, and applying, by sad trasted repository system, a digital signature

and date-time stamp to said updated sudit trail;
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whereby the origingl ifonmation object residing in the trusied reposiiory

system is thereby designated as 3 sole guthoritative copy of said original information

object.
2. The method of claim }, wheretn said step of creating, by said trusted
& repository system, an glectronic record is inftiated by a reiuest made by the tansfer
agent.
3 The method of claim 1, wherein said step of exporting, by said trusted

repository system, a copy of sard mformation object 13 mtiated by a request made by
the transfer agent.
i 4, The method of claim 1, wheremn:
satd step of exporting, by said trusted repository svstem, a copy of said
mformation object further comprises exporting signer metadata from said third party
system regarding information related to an electromic signing process which created
said information object;
is wherein said step of uploading, by said trusted repository sysiem, said copy of
said information object onto the trusted repository system further comprises the
upload of said signer metadata; and
said step of populating, by smd trusted repository system, savd audit frail with

entries forther comprises populating said andit trait with entries corresponding to

20 signing events contamed within said signer metadata,
. The method of claimy 4, wherein:

said step of exporting, by said trusted repository system, a copy of said

information object further comprises exporting a second information ebject from said
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third party system regarding informstion related 1o the elecironic signing process
which created said information object;
said step of uploading, by said trusted reposiiory system, said copy of said
mformation ohject onto the trusted repository system further compnises the upload of
& said second information obiect; suid method further comprising
creating, by said trasted repository systeny, a second electronic recond o
receive submission of said second information object and relating said second
elactronic record to said first electronic record;
placing, by said trusted repository system, a secure lock on said second record
it o ensure that no other action is taken during the submission process;
depositing, by said trusted repository systen, said second information objent
mnto said second record and applving, by said trusted repository sysitem, a date and
time stamp and digital signatwre of such wrosted repostiory systen to said deposited
copy of said second information object; and
is astablishing, by said trusted repository sysiem, a second audit frail
corresponding to said second electronic record contaiming sard deposited copy of said
second wiormation object, and populating, by smid trasted repository system, said
second sudit trail with an entry corresponding to the deposit and tamper seal of said

copy of said second information object, and applyving, by said trusted repository

20 system, a digital signature and date-lime stamp o said updated second sudit sl
6. The method of claimy 1, wherein:

said step of exporting, by said trusted repository system, a copy of said

information object further comprises exporting signer metadata from said third party
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system regarding infonnation related to the electronic signing process which crested
said information object; and wherem
said step of uploading, by said trusted reposiiory system, said copy of said
mformation ohject onto the trusted repository system further compnises the upload of
& said signer metadata; said method Hurther comprising
creating, by said trasted repository systeny, a second electronic recond o
receive submission of said signer mefadata and relating said second electronic record
to sad first electronic record;
placing, by said trusted repository system, a secure lock on said second
10 electronic record to enswre that no other action is taken during the subnussion process;
creating, by said trusted reposiiory system, a docwment image depicting said
signer metadata;
depositing, by said trosied reposiiory systeny, said document image o said
secomd record and applying, by said frusted repostiory system, 8 date and time stamp
is and digtial signature of such trusted repository sysiem to said deposited copy of saud
second mformation object; and
establishing, by said trusted repository system, a second audit trail
corresponding to said second electronic record containing savd deposited copy of smid
second information object, and popalating, by said trasted repository svstem, said
20 second audit trail with an entry corresponding to the deposit and tamper seal of said
copy of said second information object, and applyving, by said trusted repository
system, a digital signature and date-time stamp to said updated second sudit rasl.
7. The method of claim 1, further comprising, inwnediately afler

completion of said export step, the steps of)
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caleulating a hash, by said trusied repostory system, of the exported
information object and a public key nsed to encrypt such information object for export
and sending, by said trusted repository, 1o said transfer agent the hash;

receiving, by said trusted repository system, the private key corresponding to

& the exported information object; and

receiving, by smd trusted repository system, from said transfer agent,
certification that the ransfer agent has destroyed all copies of said information object
or has permanently marked all copies of sad information clyect such that said copy of
satd information object now stored in the trusted repository system is the only

it authoriative original information object.
g The method of elum 1, wherein said transfer agent is an authorized

user representative of an entity authorized to make deposiis to the rusted repository

system.
Q, The method of claim 1, wherein said ransfer agent s a thivd party
is signing systean acting on behalf of an entity authorized 1o wake deposiis to the trustad

repository system,

i The method of clabm 1, wherein said transfer agent1s & tued party
storage system acting on behalf of an entity authorized to make deposits to the trusted
reposiory system.

20 T Ina data processing system that tacludes at least one retnole computer
workstation comected via a communications network o ot least one trusted
repository system (TRS) including at least one application server and at feast one

secure database management system, a method of maintaining a chain of trust for an
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original information object inclosive of electronic signatures in absence of any
corresponding hard copy counterpart docament, comprising the steps of!
said TRES authenticating an suthorived mansfer agent using a ramote compuier
workstation, said transfer ggent having custody of an mformation ohject;
& said TRS verifying that sakd information object is an oniginal infornation
object by the substeps of,
verifying by said authorized transfer agent that said information
obyect nclades at least one verifiable digital signature, and
verifying by said authorized transfer agent that no other copies of said
it information object exist that are not marked as copies of said mlormation;
satd TRS creating an electronic record at satd TRS to receive subnussion of
said original information ebject, and placing a secure lock on said elecironic recovd to
ensure that no other action is taken during submission of said onginal inforhation
object;
is said TRS wploading a copy of said original information object o said TRS,
and verifying validity of all verifiable digital signatures and electronic signatures;
said TRS applying a date and Ume staunp and digital signature of said TRS to
said uploaded copy of said onginal information object;
satd TRS verifving that said uploaded copy is the sole remaning copy of said
20 information object by said authorized tanster agent certifving to ssud TRS that that
the transfer agent has destroyed all other coples of said information object or has
permanently marked all copies of smd mformation object as copies;
said TRS removing the secure lock from the record now containing the

authoritative original information object;
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said TRS compiling an audit log, Togging an entry in said gudit log sipnifying
completion of the foregoing steps, and applving a digital sipnatore (o said audit log]
wherehy the original information abject residing in the trusted

reposiiory systen is an authorliative onigimal information object.

¥

The method according 1o olaire 11, wherein the step of sand TRS
compiling an audit log further includes logging an entry in said audit log signifying
completion of said TRS uploading step, logging an entry in said audit log signifving
completion of said step of said TRS applving a date-time stanp and the digital
signature of said TRS, logging an entry in said audit lop signifving completion of the
foregoing steps, and spplving a digital signature o the aggregate audit log.

13, The method according to clamm 11, wherein the step of ssid TRS
uploading a copy of said original information object to said TRS further comprises
uploading said copy to transifory wemory at sad TRE, and venfyving vahdity of al
verifiable digital signatures and electronic signatures, said method further comprising
a step of depositing said uploaded copy mto non-iransitory inemory al said TRS after

verifving validity of all verifiable digital signatures and electronic signatures.
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1. In a data processing system that includes at least onc remote computer workstation, that
is connected via a communications network to at least one trusted repository system including at
least one application server and at least one secure database management system, a method of
providing authenticated transaction data comprising the steps of:

estabiishipg, by said trusted repository system, an owner identifier for an owner of one or
more transactions, and associating said owner identifier with at least one authenticated transfer
agent;

establishing, by said trusted repository system, a transaction profile;

assigning, by said trusted repository system, a transaction identifier to said transaction
profile;

logically associating, by said trusted repository system, said owner identifier with said
transaction identifier;

establishing, by said trusted repository system, at least one document profile;

assigning, by said trusted repository system, a document identifier to each said document
profile;

logically associating, by said trusted repository system, each document identifier with
said transaction identifier;

establishing, by said trusted repository system, one or more data fields;

receiving, by said trusted repository system, instructions from said authenticated transfer
agent designating said one or more data fields as auditable;

placing, by said trusted repository, on said data fields designated as auditable a secure
lock that prevents all modification of their configuration and that prevents all modification of any

information objects subsequently associated with said data field other than system operations of

AMENDED SHEET (ARTICLE 19)
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destruction and export;

assigning, by said trusted repository system, a data field identifier to each of said one or
more data fields;

logically associating, by said trusted repository system, said data ficld identifiers with a
data field level;

identifying, by said trusted repository system, one or more first information;

depositing, by said trusted repository system, each of said first information objects into
one of said data fields;

assigning, by said trusted repository system, an information object identifier to each said
first information object;

logically associating, by said trusted repository system, said information object identifiers
with said data field identifiers;

logically associating, by said trusted repository system, said information object identificrs
with either said document identificr or said transaction identifier in accordance with instructions
provided by said authenticated transfer agent;

generating, by said trusted repository system, a dataset of said first information objects
populated into said data fields and creating an entry to maintain said dataset;

applying a digital signature and date-time stamp to said dataset of said first information
obiects: . . , . . -
logically associating, by said trusted repository system, said dataset with each of said

information object identifiers; and
storing, by said trusted repository system, said first information objects and said dataset

of first information objects in said secure database management system.
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2. The method of claim 1, further comprising:

receiving, by said trusted repository system, an instruction from at least one of said
authenticated transfer agents to open said transaction profile;

verifying, by the trusted repository system, said digital signature and date-time stamp
applied to said dataset of first information objects associated with said transaction profile;

receiving, by said trusted repository system via said communications network, one or
more second information objects from at least one of said authenticated transfer agents at one of
said at least one remote computer workstation;

depositing, by said trusted repository system, said second information objects into at least
one of said one or more data fields; |

assigning, by said trusted repository system, an information object identifier to cach of
said second information objects;

logically associating, by said trusted repository system, cach of said information object
identifiers with one of said data field identifiers;

logically associating, by said trusted repository system, each of said second information
object identifiers with said transaction identifier;

generating, by said trusted repository system, a dataset of said second information objects
populated into said data fields;

adding, by the trusted repository system, said dataset of second information objects to
said digitally signed and date-stamped dataset of first information objects housed in said secure
database management system to generate an aggregated dataset;

applying, by the trusted repository system, a recursive wrapping digital signature and

date-time stamp to said aggregated dataset;

AMENDED SHEET (ARTICLE 19)



WO 2017/059454 PCT/US2016/055218
34

logically associating, by said trusted repository system, said aggregated dataset with cach
of said second mnformation object identifiers; and

storing, by said trusted repository system, said aggregated dataset and said second
mformation objects in said secure database management system.
3. The method of claim I, wherein:

said step of establishing, by said trusted repository system, a transaction profile further
comprises establishing, by said trusted repository system, a transaction level audit trail
corresponding to said transaction profile; and wherein

said step of storing said one or more first information objects and said dataset of first
mformation objects in said secure database management system further comprises updating said
transaction level audit trail after said receiving, depositing, assigning, associating, applying and
storing steps with a one or more entries corresponding thereto and applying, by the trusted
repository system, a digital signature and date-time stamp to said updated transaction level audit
trail.
4, The method of claim |, wherein:

said step of establishing, by said trusted repository system, a transaction profile further
comprises establishing, by said trusted repository system, a data audit trail corresponding to said
transaction profile; and wherein

said step of storing said information object and said dataset of information objects in said
secure database management system further comprises updating said data audit trail after said
recetving, depositing, assigning, associating, applying and storing steps with one or more entries
corresponding thereto and applying, by the trusted repository system, a digital signature and

date-time stamp to said updated data audit trail.
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5. (Cancelled)
6. The method of claim 1, further comprising:

receiving, by said trusted repository system, an mstruction from at least one of said
authenticated transfer agents to open said document profile;

verifying, by the trusted repository system, the digital signature and date-time stamp
applied to said dataset of first information objects associated with said document profile;

receiving, by said trusted repository system via said communications network, one or
more second information objects from at least one of said authenticated transfer agent at one of
said at least one remote computer workstations;

depositing, by said trusted repository system, each of said second information objects into
at least one of said one or more data fields:

assigning, by said trusted repository system, an information object identifier to each of
said second information objects;

logically associating, by said trusted repository system, each of said informa.ltion object
identifiers with one of said data field identifiers;

logically associating, by said trusted repository system, each of said information object
identifiers with said document identifier;

generating, by said trusted repository system, a dataset of said second information objects
populated into said data field identifiers;

adding, by the trusted repository system, said dataset of one or more second mformation
objects to said digitally signed and date-stamped first information objects to generate an
aggregated dataset;

applying, by the trusted repository system, a recursive wrapping digital signature and
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date-time stamp to said aggregated datasct;

logically associating, by said trusted repository system, said aggregated dataset with each
of said second information object identifiers; and

storing, by said trusted repository system, said aggregated dataset and said second
information objects in said secure database management system.
7. The method of claim 1, wherein:

said step of establishing, by said trusted repository system, a document profile further
comprises establishing, by said trusted repository system, a document level audit trail
corresponding to said document profile; and

said step of storing said information objects and said dataset of information objects
associated with said document identifier in said secure database management system further
comprises updating said document level audit trail after said identifying, depositing, associating,
assigning, applying and storing steps with one or more entrics corresponding thereto and
applying, by the trusted repository system, a digital signature and date-time stamp to said
updated document level audif trail.
8. (Cancelled)
9. The method of claim 1, further comprising the steps of:

receiving, by said trusted repository system, a request by at least one of said authenticated
transfer agents to open said document profile;

verifying, by the trusted repository system, the digital signature and date-time stamp
applied to said dataset of first information objects associated with said document profile;

receiving, by said trusted repository system from at least one of said authenticated

transfer agents, a request to upload a document to said document profile;
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establishing, by said trusted repository system, a document level audit trail corresponding
to said document profile;

receiving, by said trusted repository system, said document from at least one of said
authenticated transfer agents at one of said at least one remote computer workstation via said
communications network;

assigning, by said trusted repository system, a version identifier to said document;

logically associating, by said trusted repository system, said version identifier to said
document identifier;

applying, by the trusted repository system, a tamper seal comprising a digital signature
and date-time stamp to said document;

storing, by said trusted repository system, said document in said secure database
management system; and

updating, by said trusted repository system, said document level audit trail after said
receiving, assigning, associating, applying and storing steps with one or more entrics
corresponding thercto and applying, by said trusted repository system, a digital signature and
date-time stamp to said updated document level audit trail.
10.  The method of claim 7, wherein said step of verifying a digital signature and date-time
stamp applied to said dataset of first information objects further comprises verifying said digital
signature and date-time staﬁmp applied to said document level audit trail.
I1.  The method of claim 9, wherein said step of verifying the digital signature and date-time
stamp applied to said dataset of first information objects further comprises verifying said digital
signature and date-time stamp applied to said document and verifying said digital signature and

date-time stamp applied to said document audit trail.
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12, The method of claim 6, wherein said step of verifying said digital signature and date-time
stamp applied to said dataset of first information objects comprises verifying a digital signature
applied to any existing dataset of first information objects associated with said transaction profile
associated with said document profile and any existing transaction level audit trail.
13.  The method of claim 4, wherein said step of verifying a digital signature and date-time
stamp applied to said dataset of information objects further comprises verifying a digital
signature applied to said data audit trail.
14. (Cancelled)
15.  Inadata processing system that includes at least one remote computer workstation, that
is connected via a communications network to at least one trusted repository system consisting of
at least one .applic‘:ation server and at least one secure database management system, a method of
compiling and transferring verifiable transaction data comprising the steps of:

receiving, by said trusted repository system, a request from a first authenticated transfer
agent associated with a first owner at said remote computer workstation to transfer at least one
document and information objects related to a first transaction profile having a first transaction
identifier;

compiling, by said trusted repository system, one or more tamper sealed documents and
one or more tamper sealed datasets logically associated with said first transaction identifier;

verifying, by said trusted repository system, one or more digital signatures applied to
each of said tamper sealed documents, said tamper sealed datasets, and at least one tamper
sealed audit trail associated with each of said tamper sealed documents and tamper sealed
datasets;

placing, by said trusted repository system, on said first transaction identifier a secure lock
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that prevents all system operations other than the transfer process;

sending, by said trusted repository system via said communications network, a notice of
transfer to a second authenticated transfer agent associated with a second owner;

updating, by said trusted repository system, said tamper sealed audit trails with entries
corresponding to said transfer request;

applying, by said trusted repository system, a digital signature and date-time stamp to
said updated tamper sealed audit trails;

creating, by said trusted repository system, a second transaction profile associated with
said second owner and a second transaction identifier related to said second transaction profile;

creating, by said trusted repository system, a second one or more document profiles
associated with said second transaction profile;

creating, by said trusted repository system, a document level audit trail corresponding to
each second document profiie;

logically associating, by said trusted repository system, said information objects
associated with said tamper sealed datasets from said first transaction profile to said second
transaction profile;

logically associating, by said trusted repository system, said information objects
associated with said tamper sealed datasets and said tamper sealed documents from said first
document profiles to said second document profiles;

generating, by said trusted repository system, a dataset of said information objects
logically associated wéth said second tamper sealed datasets and creating an entry to maintain
said dataset;

applying a digital signature and date-time stamp to said dataset of said information
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objects;

updating, by said trusted repository system, each said document level audit trail
corresponding to each first document profile with entries to reflect said logical association step,
aggregating, by said trusted repository system, said digitally signed and date-stamped first
document level audit trail with said second document level audit trail; logically associating, by
said trusted repository system, such aggregated document level audit trails with each second
document profile, and applying, by said trusted repository system, a recursive wrapping digital
signature and date-time stamp to each said updated and aggregated document level audit trail;
and

removing, by said trusted repository system, from said first transaction identifier and
from said second transaction identifier the secure locks thereby indicating completion of the
transfer process.
16.  The method of claim I, whercin said data field level is chosen from the group consisting
of transactional, document, or global.
17.  The method of claim I, wherein said step of ideﬂtifying, by said trusted repository system
via said communications network, one or more first information objects comprises receiving said
one or more first information objects from an authenticated transfer agent at one of said at least
one remote computer workstation via said communications network.
18.  The method of c.laiﬁl 1, wherein said step of identifying, by said trusted repository system
via said communications network, one or more first information objects comprises generating
said one or more first information objects by said trusted repository system.
19.  The method of claim 15 wherein said request for transfer by said first authenticated

transfer agent associated with said first owner includes confirmation that copies -of the
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transferred documents and information objects are to be retained after transfer, and prior to said
steps of logically associating, by the trusted repositbry system, said information objects and
documents, the following is added:

copying, by said trusted repository system, said information objects corresponding to said
first transaction profile;

copying, by said trusted repository system, said information objects corresponding to one
or more first document profiles;

copying, by said trusted repository system, said tamper sealed documents corresponding
to one or more first document profiles to said second document profiles;

removing, by said trusted repository system, all electronic signatures from said first
tamper sealed documents, adding, by said trusted repository system, a forgery-resistant indicia
that clearly identifies that said first documents are a copy, and applying a digital signature and 7
date-time stamp to said copies;

logically associating said copies of said information objects and said tamper scaled
documents with said first transaction identifier and said first document identifiers; and

storing, by said trusted repository system, said copies of said information objects and said
tamper sealed documents in said secure database management system.
20.  The method of claim 15 wherein said step of establishing, by said trusted repository
system, a second transaction profile further comprises establishing, by said trusted repository
system, a second transaction level audit trail corresponding to said second transaction profile;
énd wherein

said step of logically associating, by said trusted repository system, said information

objects from said first transaction profile with said second transaction identifier further
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comprises updating said sccond transaction level audit trail and applying, by the trusted
repository system, 4 digital signature and date-time stamp to said updated second transaction
level audit trail;

adding, by the trusted repository system, said digitally signed and date-stamped first
transaction level audit trail to said digitally signed and date-stamped second transaction level
audit trail; and

applying, by the trusted repository system, a recursive wrapping digital signature and
date-time stamp to said aggregated second transaction level audit trail.
21.  The method of claim 5 wherein said step of creating, by said trusted repository system, a
second transaction profile further comprises establishing, by said trusted repository system, a
data audit trail corresponding to said transaction profile; and wherein

said step of logically associating, by said trusted repository system, said tamper sealed
information objeéts from said first transaction profile, and said tamper sealed information objects
and said tamper sealed documents from said first document profiles with said second document
identifiers, further comprises updating said data audit trail and applying, by the trusted repository
system, a digital signature and date-time stamp to said updated data audit trail;

adding, by the trusted repository system, said digitally signed and date-stamped first data
audit trail to said digitaﬂy signed and date-stamped second data audit trail; and

applying, by the trusted repository system, a recursive wrapping digital signature and
date-time sta.inp to said aggregated second data level audit trail.
22, The method of claim 15 wheréin said step of providing read only access, by said trusted
repository system, to said recipient authorizes transfer agent includes:

receiving, by said trusted repository system from said second authenticated transfer
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agent, a request to upload a dataset for comparison to said information objects offered for
transfer;

recetving, by said trusted repository system, said dataset from an authenticated transfer
agent at onc of said at lcast one remote computer workstations via said communications network
and placing, by said trusted reposttory system, said dataset into temporary storage,

comparing, by said trusted repository system, said datasct to said information objects
offered for transfer;

producing, by said trusted repository system for display to said second authenticated
transfer agent, a report indicating discrepancies between said data set and said information
objects offered for transfer; and

said second authenticated transfer agent sending to said trusted repository system a notice
of acceptance or rejection of said information objects and documents offered for transfer based
on the results of sych report.
23, The method of claim 15 wherein said step of providing read only access, by said trusted
repository system, to said recipient authorizes transfer agent includes:

delivery, by said trusted repository system to an authenticated transfer agent at one of
said at least one remote computer workstations via said communications network, é copy of said
information objects offered for transfer; |

performing, by said authenficated transfer agent, a comparison of said copy of said
information objects offered for transfer with data maintained by said authenticated transfer agent;
and

said second authenticated transfer agent sending to said trusted repository system a notice

of acceptance or rejection of said information objects and documents offered for transfer based
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on the results of such comparison.
24, The method of claim 9, whercin said step of identifying, by said trusted repository system
via said communications network, one or more first information objects comprises receiving, by
said trusted repository system, instructions from said authenticated transfer agent to extract
mformation objects from said document, to associate one or more of said data fields with said
document profile, and to populate said information objects into said data fields;

logically associating, by said trusted repository system, said field identifiers
corresponding to said data fields with said document identifier;

extracting, by said trusted repository system, one or more first information objects from
said document or from metadata embedded in such document;

depositing, by said ‘trustcd repository system, each of said first information objects mto
one of said data fields;

assigning, by said trusted repository system, an information object identifier to cach said
first information objects;

logically associating, by said trusted repository system, said information object identifiers
with one or more of said field identifiers;

generating, by said trusted repository syétem, a dataset of said first information objects
populated into said field identifiers and creating an entry to maintain said dataset;

applying, by said trusted‘ repository system, a digital signature and date-time stamp to
said dataset of first information objects;

I_Ogicany associating, by said trusted repository system, said dataset of first information
objects with said information object identifiers; and

storing, by said trusted repository system, said dataset of first information objects and
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said first information objects in said secure database management system and updating, by said
trusted repository system, said document level audit trail after said receiving, depositing,
generating, assigning, applying and storing steps with one or more entries corresponding thereto
and applying, by the trusted repository system, a digital signature and date-time stamp to said
updated document level audit trail.
25.  The method of claim 2, wherein said step of verifying said digital signature and date-time
stamp applied to said dataset of first mformation objects comprises verifying a digital signature
applied to any existing dataset of first information objects associated with said transaction profile
associated with said document profile and any existing transaction level audit trail.
26.  The method of claim 1S, wherein said steps of {ogically associating comprise copying, by
said trusted repository system.
27.  The method of claim 15, further comprising, prior to said step of creating a second
transaction profile associated with said sccond owner and a second transaction identifier related
to said second transaction profile:

receiving, by said trusted repository system, from said sccond authenticated transfer
agent acceptance of at least one of said one or more documents and information objects offered
for transfer;

sending, by said trusted repository system, a notice of acceptance of said one or more
documents and mformation objects to said first authenticated transfer agent;

receiving, by said trusted repository system, from said first authenticated transfer agent
confirmation of transfer of the accepted one or more documents or information objects offered
for transfer; |

updating, by said trusted repository system, said tamper sealed audit trails with entries
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corresponding to said acceptance and confirmation of transfer; and

applying, by said trusted repository system, a digital signature and date-time stamp to

said updated tamper sealed audit trails.
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