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TECHNIQUES FOR ACHIEVING HIGHER AVAILABILITY OF RESOURCES
DURING RECONFIGURATION OF A CLUSTER

FIELD OF THE INVENTION

[0001] The present invention relates generally to clustered computing systems and, more
specifically, to techniques for achieving higher availability of resources during reconfiguration
of a cluster.

BACKGROUND OF THE INVENTION
[0002] A “cluster” is the result of “clustering” computing resources together in such a way
that they behave like a single resource. Clustering is often used for purposes of parallel
processing, load balancing and fault tolerance. One common example of a cluster is a set of
computers, or “nodes”, that are configured so that they behave like a single computer. Each
computer in the cluster has shared access to a set of resources. A resource is, generally, any
item that can be shared by the computers in the cluster. A common example of a resource is a
block of memory in which information is stored. The block of memory may be part of a node in
the cluster or may be external to the cluster, such as a database block.
[0003] A cluster comprises multiple nodes that each executes an instance of a server that
each facilitates access to a shared set of resources on behalf of clients of the cluster. One
example of a cluster is a database cluster. A database cluster comprises multiple nodes that each
executes an instance of a database server that each facilitates access to a shared database.
Among other functions of database management, a database server governs and facilitates
access to the particular database by processing requests by clients to access data in the database.
[0004] Typically, resources are assigned to masters, where each master coordinates the
sharing of the resources assigned to it. A single node is the master of a given shared resource.
A master has a global view of the state of the shared resources that it masters at any given time
and acts as a coordinator for access to the shared resource. For example, a master coordinates
and is aware of which node is currently granted a lock on the shared resource (and what type of
lock) and which nodes are queued to obtain a lock on the shared resource. Typically, the
master’s global view of the status of a shared resource is embodied in metadata associated with
the resource.
[0005] Each shared resource is mapped to a master. Various mechanisms may be used to
establish the resource-to-master mapping. Techniques for using hash tables to establish the

resource-to-master mapping are described in detail, for example, in U.S. Patent No. 6,363,396.
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The techniques described herein are not limited to any particular mechanism for establishing the
resource-to-master mapping.

[0006] In order to ensure a balanced distribution of shared resource mastership among nodes
in a cluster, resources should be remastered when a node membership change causes a
reconfiguration in the cluster, such as when a node is added to or removed from a cluster. For
example, if a node goes down and needs to be removed from the cluster, the resources that the
node was mastering need to be remastered, i.e., the mastership of these resources needs to be
redistributed to other nodes in the cluster. Likewise, if a node is added to the cluster, the new
node should be assigned some resources to master, from the other nodes in the cluster.
Resource remastering generally entails message exchanges among the nodes regarding which
resources need to be remastered as a result of the cluster reconfiguration. Once these messages
are exchanged and the resources for remastering are agreed upon by the nodes, resource
remastering generally entails freezing access operations (e.g., granting locks) on the particular
resources being remastered, while transferring the new resource-to-master mapping and
transferring the global view of the state of the resources (e.g., metadata) being remastered from
the source master node to the target master node. Resource remastering associated with a
cluster reconfiguration operation typically results in a better performing system.

[0007] However, with past approaches to cluster reconfiguration, while a clusteris being
reconfigured, all the shared resources associated with the cluster are left in an inconsistent state
until the remastering operation is completed. Lock operations on any of the resources are not
allowed while the resources are in this inconsistent state, which lasts until the remastering
operation is completed. This constraint results in a total freezing of access to all the shared
resources associated with the cluster. In the context of a database cluster, all the resources
associated with the database, i.e., the database itself, are frozen during a reconfiguration
remastering operation. Hence, there is room for improvement in making resources shared

among nodes in a cluster available while the cluster is being reconfigured.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Embodiments of the present invention are illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings and in which like reference
numerals refer to similar elements and in which:
[0010] FIG. 1 is a flow diagram that illustrates a process for performing a remastering

operation on resources in a cluster, according to an embodiment of the invention; and
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[0011] FIG. 2 is a block diagram that illustrates a computer system upon which an

embodiment of the invention may be implemented.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0012] In the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of embodiments of the present
invention. It will be apparent, however, that embodiments of the present invention may be
practiced without these specific details. In other instances, well-known structures and devices
are shown in block diagram form in order to avoid unnecessarily obscuring embodiments of the

present invention.

FUNCTIONAL OVERVIEW OF EMBODIMENTS

[0013] Techniques are described for remastering shared resources among nodes in a cluster,
while minimizing the number of resources that are unavailable for access (“frozen”) during the
remastering operation. Only the resources that are being remastered from one node to one or
more other nodes are frozen, whereas the other resources that are not being remastered are not
frozen and are, therefore, still accessible. For example, in the context of a database cluster,
there is no longer a need to freeze the entire database during a reconfiguration remastering
operation. Consequently, during the remastering operation, requests for access to the resources

that are not being remastered can be processed and locks granted thereon.

OPERATING ENVIRONMENT

[0014] An embodiment of the invention may be implemented in an operating environment
referred to as a cluster. One type of cluster in which embodiments may be implemented is a
database cluster. As previously described, a database cluster comprises multiple nodes that each
executes an instance of a database server (“server”) that each facilitates access to a shared
database. Each node comprises a combination of computing hardware, such as computing
system 200 of FIG. 2, and a server instance. Each server instance comprises a combination of
integrated software components and an allocation of computational resources (such as memory
and processes) for executing the integrated software components on one or more processors of a
node, where the combination of the software and computational resources are used to manage a
particular common database on behalf of clients of the cluster.

[0015] The operating environment includes clients that are communicatively coupled to the
cluster of database servers. The database servers are communicatively coupled to the shared

database. The clients are applications or programs that cause execution of processes on the
-3-
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database cluster via a network, for example. A client may execute, for non-limiting examples,
on a desktop computer or on an application server.

[0016] In the context of a database cluster, the database is a repository for storing data and
metadata on a persistent memory mechanism, such as a set of hard disks. Such data and
metadata may be stored in the database logically, for example, according to relational database
constructs, multidimensional database constructs, or a combination of relational and
multidimensional database constructs. When a server accesses data from the shared database, it
typically copies the data into the volatile memory of the node on which the server is executing.
For example, the data is copied into the node’s cache memory for manipulation purposes.
Another server on another node may subsequently access the data, either from the other node’s

cache memory or from persistent storage, depending on the database architecture.

REMASTERING RESOURCES DURING A CLUSTER RECONFIGURATION

[0017] Partial freezing of resources during reconfiguration of a cluster allows client
processes to enter a critical section of the server, in which the process can modify resource and
lock structures if a particular resource of interest is not being remastered during this
reconfiguration. Other attempts to enter this critical section are blocked if the resource of
interest is being remastered. In a database cluster context, the average freeze time experienced
by clients while trying to access the database during a cluster reconfiguration is reduced by only
barring access to a portion of the database as compared to past approaches in which the entire
database is frozen. Hence, a client that is working on a database transaction that only accesses
portions of the database that are not being remastered during a cluster reconfiguration will be
immune from the freeze during the remastering phase, which typically constitutes a majority of
the reconfiguration time.

[0018] FIG. 1 is a flow diagram that illustrates a process for performing a remastering
operation on resources in a cluster, according to an embodiment of the invention. A server that
is executing on a node of the cluster performs the process illustrated in FIG. 1, such as a
database server. The technique embodied in the process is presented in the context of a cluster
reconfiguration, however, implementation of the process is not limited to reconfiguration
remastering because this process can be beneficial to any remastering operation. One approach
to remastering resources among nodes in a cluster is described in U.S. Patent Application No.
10/832,527 entitled “TECHNIQUES FOR MULTIPLE WINDOW RESOURCE
REMASTERING AMONG NODES OF A CLUSTER?”, the disclosure of which is incorporated
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by this reference in its entirety for all purposes as if fully set forth herein. However,
embodiments of this.invention are not limited to use of remastering techniques as described in
the reference. |

[0019] A first node in the cluster is the current master of resources that include a first set of
resources and a second set of resources. While the first set of resources is undergoing a
remastering operation from the first node to one or more nodes other than the first node, at block
102 lock requests are received for resources that belong to the second set of resources. A given
lock request may come from a process executing on the first node, or may come from a process
executing on another node in the cluster.

[0020] At block 104 the lock requests associated with the second set of resources are
serviced, while the first set of resources is still undergoing the remastering operation. The
process of servicing the lock request may use conventional lock management technology, which
may vary from implementation to implementation. Servicing the lock requests includes
allowing the requesting process to communicate with the lock management mechanism
associated with the respective resource master(s), rather than blocking such an exchange.
Servicing the lock requests may also include granting a lock on a resource from the second set
of resources. Furthermore, servicing the lock requests may comprise (indicated by a dashed
lines/blocks in FIG. 1), at block 104a, determining whether a requested resource is in the second
set of resources and if it is, then allowing processing of the lock request for the requested
resource during the remastering operation, block 104b.

[0021] As discussed, identification of the resources that are being remastered is provided to
each node in the cluster as part of a remastering process through the exchange of messages
among the nodes in the cluster. For example, upon a node terminating, another node may
suggest to the other nodes a particular resource-to-master mapping for the resources being
remastered from the terminating source node to one or more target nodes, based on execution of
a hash function. The other nodes are supposed to agree to the new mapping, for example, based
on an acknowledgement message. Similarly, upon a node initializing in the cluster, one of the
nodes may suggest a particular resource-to-master mapping for the resources being remastered
from the existing source nodes to the new target node, based on execution of the hash function,
and the other nodes are supposed to agree to the new mapping.

[0022] Hence, all the nodes, when initially processing lock requests received from a local
process for resources mastered by any node in the cluster, can determine whether or not a

relevant resource is being remastered before further processing of the lock request. Further
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processing of the lock request may include (1) allowing the request to be forwarded to the
master node, in situations in which the node is not the master of that resource; or (2) processing
the lock request according to conventional lock management techniques, in situations in which
the node is the master of that resource. Alternatively, a lock request for a resource that is not
mastered locally may be forwarded to the relevant master node, where the determination is
made as to whether or not the resource is being remastered.

[0023] One way to determine whether or not a resource is being remastered is similar to
determining the master of a resource. In one embodiment, a resource identifier associated with
a given resource is hashed to a hash bucket using a hash function. From information associated
with that hash bucket to which the resource is hashed, the state of the resource is determined.
For example, if there is an ongoing remastering operation that involves the resource, then the
new master node is identified; and if there is no ongoing remastering operation that involves the
resource, then the current master node is identified. The state of each respective resource is
updated in response to a remastering operation involving the resource, and every server instance
in the cluster has access to the same state of each resource.

[0024] Often, with past approaches to reconfiguration of a cluster, a process desiring a lock
on a shared resource is required to monitor the reconfiguration operation, for example, by
communicating with a reconfiguration coordinator process, and is required to wait until a
response is received that indicates that the reconfiguration operation is complete. With the
techniques described herein, the caller process that is requesting a lock does not have to wait for
the reconfiguration operation to complete because it is allowed to access shared resources,
during the reconfiguration operation, that are not being remastered as part of the reconfiguration
operation.

[0025] For example, management of requests for locks on resources may involve
enforcement of “gate” logic toward the beginning of every lock operation. At this gate, a caller
process that is requesting a lock on a resource is required to provide the resource identifier,
which is used to determine whether a lock operation is currently allowed for that particular
resource (e.g., as described above). If the resource is being remastered, then the caller may geta
return message that indicates that the lock operation is not currently allowed. Subsequently, the
caller is able to again request a lock on the resource. Alternatively, the caller process may
simply be stalled at the gate until the lock operation is allowed. Once remastering of the

resource is complete, the gate allows the caller to continue with the lock operation. By contrast,
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if the resource is not being remastered when the caller arrives at the gate, then the caller is

allowed to continue with the lock operation without interruption.

HARDWARE OVERVIEW

[0026] FIG. 2 is a block diagram that illustrates a computer system 200 upon which an
embodiment of the invention may be implemented. Computer system 200 includes a bus 202 or
other communication mechanism for communicating information, and a processor 204 coupled
with bus 202 for processing information. Computer system 200 also includes a main memory
206, such as a random access memory (RAM) or other dynamic storage device, coupled to bus
202 for storing information and instructions to be executed by processor 204. Main memory
206 also may be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by processor 204. Computer system 200 further
includes a read only memory (ROM) 208 or other static storage device coupled to bus 202 for
storing static information and instructions for processor 204. A storage device 210, such as a
magnetic disk, optical disk, or magneto-optical disk, is provided and coupled to bus 202 for
storing information and instructions.

[0027] Computer system 200 may be coupled via bus 202 to a display 212, such as a
cathode ray tube (CRT) or a liquid crystal display (LCD), for displaying information to a
computer user. An input device 214, including alphanumeric and other keys, is coupled to bus
202 for communicating information and command selections to processor 204. Another type of
user input device is cursor control 216, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 204 and for
controlling cursor movement on display 212. This input device typically has two degrees of
freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the device to
specify positions in a plane.

[0028] The invention is related to the use of computer system 200 for implementing the
techniques described herein. According to one embodiment of the invention, those techniques
are performed by computer system 200 in response to processor 204 executing one or more
sequences of one or more instructions contained in main memory 206. Such instructions may
be read into main memory 206 from another computer-readable medium, such as storage device
210. Execution of the sequences of instructions contained in main memory 206 causes
processor 204 to perform the process steps described herein. In alternative embodiments, hard-

wired circuitry may be used in place of or in combination with software instructions to
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implement the invention. Thus, embodiments of the invention are not limited to any specific
combination of hardware circuitry and software.

[0029] The term “computer-readable medium” as used herein refers to any medium that
participates in providing instructions to processor 204 for execution. Such a medium may take
many forms, including but not limited to, non-volatile media, volatile media, and transmission
media. Non-volatile media includes, for example, optical, magnetic, or magneto-optical disks,
such as storage device 210. Volatile media includes dynamic memory, such as main memory
206. Transmission media includes coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 202. Transmission media can also take the form of acoustic or light
waves, such as those generated during radio-wave and infra-red data communications.

[0030] Common forms of computer-readable media include, for example, a floppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punchcards, papertape, any other physical medium with patterns of holes, a
RAM, a PROM, and EPROM, a FLASH-EPROM, any other memory chip or cartridge, a carrier
wave as described hereinafter, or any other medium from which a computer can read.

[0031] Various forms of computer readable media may be involved in carrying one or more
sequences of one or more instructions to processor 204 for execution. For example, the
instructions may initially be carried on a magnetic disk of a remote computer. The remote
computer can load the instructions into its dynamic memory and send the instructions over a
telephone line using a modem. A modem local to computer system 200 can receive the data on
the telephone line and use an infra-red transmitter to convert the data to an infra-red signal. An
infra-red detector can receive the data carried in the infra-red signal and appropriate circuitry
can place the data on bus 202. Bus 202 carries the data to main memory 206, from which
processor 204 retrieves and executes the instructions. The instructions received by main
memory 206 may optionally be stored on storage device 210 either before or after execution by
processor 204.

[0032] Computer system 200 also includes a communication interface 218 coupled to bus
202. Communication interface 218 provides a two-way data communication coupling to a
network link 220 that is connected to a local network 222. For example, communication
interface 218 may be an integrated services digital network (ISDN) card or a modem to provide
a data communication connection to a corresponding type of telephone line. As another
example, communication interface 218 may be a local area network (LAN) card to provide a

data communication connection to a compatible LAN. Wireless links may also be implemented.
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In any such implementation, communication interface 218 sends and receives electrical,
electromagnetic or optical signals that carry digital data streams representing various types of
information.

{0033] Network link 220 typically provides data communication through one or more
networks to other data devices. For example, network link 220 may provide a connection
through local network 222 to a host computer 224 or to data equipment operated by an Internet
Service Provider (ISP) 226. ISP 226 in turn provides data communication services through the
world wide packet data communication network now commonly referred to as the “Internet”
228. Local network 222 and Internet 228 both use electrical, electromagnetic or optical signals
that carry digital data streams. The signals through the various networks and the signals on
network link 220 and through communication interface 218, which carry the digital data to and
from computer system 200, are exemplary forms of carrier waves transporting the information.
[0034] Computer system 200 can send messages and receive data, including program code,
through the network(s), network link 220 and communication interface 218. In the Internet
example, a server 230 might transmit a requested code for an application program through
Internet 228, ISP 226, local network 222 and communication interface 218.

[0035] The received code may be executed by processor 204 as it is received, and/or stored
in storage device 210, or other non-volatile storage for later execution. In this manner,

computer system 200 may obtain application code in the form of a carrier wave.

EXTENSIONS AND ALTERNATIVES

[0036] Alternative embodiments of the invention are described throughout the foregoing
description, and in locations that best facilitate understanding the context of the embodiments.
Furthermore, the invention has been described with reference to specific embodiments thereof.
It will, however, be evident that various modifications and changes may be made thereto
without departing from the broader spirit and scope of the invention. Therefore, the
specification and drawings are, accordingly, to be regarded in an illustrative rather than a
restrictive sense.

[0037] In addition, in this description certain process steps are set forth in a particular order,
and alphabetic and alphanumeric labels may be used to identify certain steps. Unless
specifically stated in the description, embodiments of the invention are not necessarily limited to

any particular order of carrying out such steps. In particular, the labels are used merély for
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convenient identification of steps, and are not intended to specify or require a particular order of

carrying out such steps.
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CLAIMS

What is claimed is:

A method for performing a remastering operation on resources in a cluster having a
plurality of nodes, wherein a first node is the current master of resources including a first
set of resources and a second set of resources, the method comprising the computer-
implemented steps of:
while said first set of resources is undergoing a remastering operation from mastership
by said first node to mastership by one or more nodes other than said first node,
said first node
receiving lock requests for resources that belong to said second set of resources,
and

servicing said lock requests.

The method of Claim 1, wherein the step of servicing comprises granting a lock on a

resource from said second set of resources.

The method of Claim 1, wherein the step of servicing comprises
in response to receiving a lock request for a first resource, determining whether said first

resource is in said second set of resources.

The method of Claim 3, wherein the step of servicing comprises
if it is determined that said first resource is in said second set of resources, then allowing
said lock request for said first resource to be processed during said remastering

operation.

The method of Claim 1, wherein the step of receiving comprises receiving a lock request

from a process executing on said first node.

The method of Claim 1, wherein the step of receiving comprises receiving a lock request

from a process executing on a second node in said cluster other than said first node.

The method of Claim 6, further comprising the computer-implemented step of:
submitting said lock request to said first node from said second node, without waiting for

an indication that a cluster reconfiguration operation is complete.
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10.

11.

12.

13.

14.

15.

16.

The method of Claim 1, wherein said remastering operation is associated with

reconfiguring said cluster.

The method of Claim 1, further comprising the computer-implemented step of:
providing to each node of said plurality of nodes, identification of said first set of

resources to be remastered.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 1.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 2.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 3.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 4.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 5.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 6.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 7.

-12-
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17.

18.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 8.

A computer-readable medium carrying one or more sequences of instructions which,
when executed by one or more processors, causes the one or more processors to perform

the method recited in Claim 9.
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1/2

WHILE A FIRST SET OF RESOURCES IS BEING REMASTERED
FROM A FIRST NODE THAT IS THE CURRENT MASTER OF
RESOURCES INCLUDING THE FIRST SET AND A SECOND SET,
TO ONE OR MORE NODES OTHER THAN THE FIRST NODE ,
RECEIVING LOCK REQUESTS FOR RESOURCES THAT BELONG
TO THE SECOND SET OF RESOURCES
102

l

WHILE THE FIRST SET OF RESOURCES IS BEING
REMASTERED FROM THE FIRST NODE TO ONE OR MORE

REQUESTS

~ — { NODES OTHER THAN THE FIRST NODE , SERVICING THE LOCK
I
I
|
I

_ = ISAREQUESTED FIRST  ~ -
- RESOURCE IN THE SECOND ~
~ - SET OF RESOURCES? _

' ALLOWING THE LOCK REQUEST FOR THE FIRST RESOURCE TO
BE PROCESSED DURING THE REMASTERING OPERATION
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