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ABSTRACT 

A system for protecting data stored in a memory of a remov 
able data storage device is provided. The system includes a 
personal electronic device, a removable solid State data Stor 
age device operatively coupled to the personal electronic 
device, and a circuit configured to alter data stored in the 
memory of the data storage device in response to detecting 
that the data storage device has been removed from the per 
Sonal electronic device. 
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SYSTEMAND METHOD FOR PROTECTING 
DATA STORED ON AREMOVABLE DATA 

STORAGE DEVICE 

BACKGROUND 

0001. The present application relates generally to the field 
of removable data storage devices. More specifically, the 
present application relates to the field of systems and methods 
for protecting data on a removable data storage device. 
0002 People store personal information, photographs, 
and other sensitive data on personal electronic devices, e.g., 
mobile phones, Smart phones, tablet computers, etc. If the 
personal electronic device is lost or stolen, the information 
and data may be revealed, which could have a devastating 
effect on the device owner and others. Accordingly, several 
systems and methods enable a user to remotely wipe the 
memory of a smartphone. However, if the sensitive data is 
stored on a removable data storage device, e.g., SIM card, 
flash memory card, etc., wiping the memory of the Smart 
phone may be ineffective in protecting the stored data. Thus, 
there is a need to protect data stored on a removable data 
storage device. 

SUMMARY 

0003. One embodiment relates to a system for protecting 
data stored in a memory of a removable data storage device. 
The system includes a personal electronic device, a remov 
able solid state data storage device operatively coupled to the 
personal electronic device, and a circuit configured to alter 
data stored in the memory of the data storage device in 
response to detecting that the data storage device has been 
removed from the personal electronic device. 
0004 Another embodiment relates to a removable data 
storage device including a circuit configured to respond to 
detecting that the removable data storage device has been 
removed from a personal electronic device by altering data 
stored in a memory of the removable data storage device 
0005. Another embodiment relates to a method for pro 
tecting data stored in a memory of the removable data storage 
device. The method includes detecting that the data storage 
device has been removed from a personal electronic device 
and causing at least Some of the data stored in a memory of the 
removable data storage device to be altered in response to 
detecting that the data storage device has been removed from 
the personal electronic device. 
0006. The foregoing is a summary and thus by necessity 
contains simplifications, generalizations and omissions of 
detail. Consequently, those skilled in the art will appreciate 
that the summary is illustrative only and is not intended to be 
in any way limiting. Other aspects, inventive features, and 
advantages of the devices and/or processes described herein, 
as defined solely by the claims, will become apparent in the 
detailed description set forth herein and taken in conjunction 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE FIGURES 

0007 FIG. 1 is a schematic block diagram of a personal 
electronic device and a removable data storage device, shown 
according to an exemplary embodiment. 
0008 FIG. 2 is a detailed block diagram of the removable 
data storage device and personal electronic device of FIG. 1, 
shown according to an exemplary embodiment. 
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0009 FIGS. 3A-3C are schematic block diagrams of a 
system for protecting data stored on a removable data storage 
device, shown according to an exemplary embodiment. 
0010 FIGS. 4A-4D are detailed schematic block dia 
grams of the removable data storage device and personal 
electronic device of FIG. 1, shown according to other 
embodiments. 
0011 FIGS. 5A-5D are detailed schematic block dia 
grams of a cross-sectional side-elevation view of the remov 
able data storage device and personal electronic device of 
FIG. 1, shown according to other embodiments. 
0012 FIGS. 6A-6B are detailed schematic block diagrams 
of the removable data storage device and personal electronic 
device of FIG. 1, shown according to other embodiments. 
(0013 FIGS. 7A-7B are detailed schematic block diagrams 
of the removable data storage device and personal electronic 
device of FIG. 1, shown according to other embodiments. 
0014 FIG. 8 is a detailed block diagram of a removable 
data storage device, shown according to another embodiment. 
0015 FIG. 9 is a flowchart of a process for protecting data 
stored in a memory of a removable data storage device, shown 
according to an exemplary embodiment. 
0016 FIG. 10 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0017 FIG. 11 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0018 FIG. 12 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0019 FIG. 13 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0020 FIG. 14 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0021 FIG. 15 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0022 FIG. 16 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0023 FIG. 17 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0024 FIG. 18 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 
0025 FIG. 19 is a flowchart of a process for protecting 
data stored in a memory of a removable data storage device, 
shown according to another embodiment. 

DETAILED DESCRIPTION 

0026 Referring generally to the figures, a system and 
method for protecting data on a removable data storage 
device, and components thereof, are shown according to vari 
ous exemplary embodiments. The removable data storage 
device includes a memory configured to store data. The 
removable data storage device may further include a power 
Source and may be operatively coupled to a personal elec 
tronic device. The system includes a circuit configured to 
respond to the removal of the removable data storage device 
from the personal electronic device by protecting at least 
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some of the data stored in the memory of the removable data 
storage device. The data may be protected in a variety of ways 
described more fully below, including deletion, encryption, 
alteration, corruption, etc. The circuit may be located on the 
removable data storage device, the personal electronic 
device, or some combination thereof. The systems and meth 
ods described more fully below may cause the data to be 
protected after the removable data storage device has been 
removed from the personal electronic device, as the data 
storage device is being removed, or before the data storage 
device is removed. For example, the circuit may be config 
ured to detect impending removal of the data storage device 
from the personal electronic device. According to one 
embodiment, the system may allow for preauthorization of 
removal of the data storage device. In such an embodiment, 
the system may not protect the data or provide a lower level of 
protection of the data if the removal has been preauthorized. 
It should be noted that the arrows in the figures generally 
indicate the direction of motion for the removable data stor 
age device to be removed from the personal electronic device. 
0027. For purposes of this disclosure, the term “coupled 
means the joining of two members directly or indirectly to 
one another. Such joining may be stationary in nature or 
moveable in nature and Such joining may allow for the flow of 
fluids, electricity, electrical signals, or other types of signals 
or communication between the two members. Such joining 
may beachieved with the two members or the two members 
and any additional intermediate members being integrally 
formed as a single unitary body with one another or with the 
two members or the two members and any additional inter 
mediate members being attached to one another. Such joining 
may be permanent in nature or alternatively may be remov 
able or releasable in nature. 

0028 Referring to FIG. 1, an exemplary embodiment of a 
system for protecting data stored on a removable data storage 
device is shown according to an exemplary embodiment. A 
removable data storage device 10 (e.g., a Subscriber Identity 
Module (SIM), a Secure Digital (SD) memory card, an inte 
grated circuit (IC) memory, a Universal Serial Bus (USB) 
drive, a Universal Integrated Circuit Card (UICC), a Remov 
able User Identity Module (R-UIM), a thumb drive, a flash 
drive, Solid state storage device, etc.) may be operatively 
coupled to a personal electronic device 100 (e.g., a mobile 
phone, a Smartphone, a personal digital assistant, a pager, a 
personal computer, a laptop computer, a tablet computer, a 
handheld computer, a camera, an audio recording device, 
etc.) The personal electronic device 100 is shown to include a 
display 102, a processor 104, a memory 106 located on-board 
the personal electronic device 100, an antenna 108, and a user 
input device 110. According to various embodiments, the user 
input device 110 may include a keypad, a keyboard, a touch 
sensitive screen, a toggle Switch, a rotary selector, a trackball, 
a camera, a fingerprint scanner, etc. Processor 104 may be or 
include one or more microprocessors, an application specific 
integrated circuit (ASIC), a circuit containing one or more 
processing components, a group of distributed processing 
components, circuitry for Supporting a microprocessor, or 
other hardware configured for processing. According to an 
exemplary embodiment, processor 104 may be configured to 
execute computer code stored in memory 106 to complete and 
facilitate the activities described herein. Memory 106 can be 
any Volatile or non-volatile memory device capable of storing 
data or computer code relating to the activities described 
herein. The personal electronic device 100 is further shown to 
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include a power Supply 112 configured to Supply power to the 
personal electronic device 100 and components thereof. 
According to an exemplary embodiment, the power Supply 
112 is a battery. According to other embodiments, the power 
supply 112 may be a transformer or a distributor of external 
power, for example, if the personal electronic device 100 is 
plugged into a power outlet (e.g., wall Socket, Solarpad, etc.). 
The personal electronic device 100 may further include a 
cover 114, which may be removably coupled to the personal 
electronic device 100 and configured to protect one or more 
components of the personal electronic device 100 from envi 
ronmental hazards (e.g., liquid, impact, debris, electrical 
shock, etc.). Depending on the configuration and purpose of 
the personal electronic device 100, the personal electronic 
device 100 may or may not include all of the components 
described above. 

0029 Referring to FIG. 2, a detailed block diagram of a 
removable data storage device 10 is shown, according to an 
exemplary embodiment. The removable data storage device 
10 is shown to include a memory 12, a circuit 14, and one or 
more data contacts 16. When the removable data storage 
device is in an installed position, the data contacts 16 couple 
to corresponding data contacts 116 on the personal electronic 
device 100 and provide an electrical pathway from the per 
sonal electronic device 100 to the components of the remov 
able data storage device 10. An input/output (I/O) controller 
18 may be operatively located between the data contacts 16 
and the memory 12 or the circuit 14. The I/O controller 18 
may be configured to control the distribution of data and 
signals into and out of the removable data storage device 10. 
0030 The memory 12 may include memory pointers 20 
which may be used to locate information stored in the 
memory 12. For example, the I/O controller 18 or the proces 
sor 104 of the personal electronic device 100 may access the 
memory pointers 20 in order to locate data stored in the 
memory 12. The memory 12 may further include one or more 
designated memory locations 22. The designated memory 
location 22 may include a certain set or subset of bits or 
registers of memory 12. The designated memory locations 22 
may or may not be contiguous registers. 
0031. The circuit 14 may be configured to respond to the 
removal of the removable data storage device 10 from the 
personal electronic device 100 by protecting data stored in the 
memory 12 of the removable data storage device 10. The 
circuit 14 includes one or more electrical pathways and may 
include one or more microprocessors, an application specific 
integrated circuit (ASIC), a circuit containing one or more 
processing components, a group of distributed processing 
components, circuitry for Supporting a microprocessor, or 
other hardware configured for processing. According to vari 
ous embodiments, as shown in FIGS. 3A-3C, the circuit 14 
may be disposed fully or partially on one or both of the 
removable data storage device 10 and the personal electronic 
device 100. According to one embodiment, the removable 
data storage device 10 may include a circuit 14 configured to 
respond to the removal of the removable data storage device 
10 from a personal electronic device 100 by protecting data 
stored in a memory 12 of the removable data storage device 
10. According to one embodiment, the circuit 14 includes an 
antenna 80, which may be configured for communication 
with the personal electronic device 100 (e.g., after the remov 
able data storage device 10 has been removed from the per 
sonal electronic device 100) or with another electronic 
device. 
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0032. Further referring to the block diagrams of exem 
plary embodiments of the removable data storage device 10 
shown in FIGS. 4A-4D, the circuit 14 may include one or 
more modules 40-44. The modules may include hardware or 
Software components, or any combination thereof. According 
to one embodiment, one or more of the modules may be 
computer code modules (e.g., executable code, object code, 
Source code, Script code, machine code, etc.) configured for 
execution by a processor, which according to various embodi 
ments may be located on-board (e.g., part of circuit 14) or 
off-board (e.g., processor 104) of the removable data storage 
device 10. According to another embodiment, one or more of 
the modules may be hardware components (e.g., inductors, 
capacitors, Switches, Solid state components, photocells, etc.) 
located onboard or offboard the removable data storage 
device 10. 

0033 Circuit 14 may include a removal detection module 
40. According to one embodiment, the removal detection 
module 40 is configured to detect impending removal of the 
removable data storage device 10 from the personal elec 
tronic device 100. That is, the removal detection module 40 
may be configured to detect that the removable data storage 
device 10 has not yet been completely removed (e.g., severed, 
disconnected, decoupled, etc.) from the personal electronic 
device 100; however, certain necessary conditions for the 
removal of the removable data storage device 10 from the 
personal electronic device 100 have been met. For example, 
the removal detection module 40 may be configured to detect 
that the cover 114 has been removed from the personal elec 
tronic device 100. The removal detection module 40 may be 
configured to detect the breaking of an electrical contact. 
According to one embodiment, one of the data contacts 116 
may be shorter than the others such that one of the electrical 
contacts 16, 116 breaks before the others, or, in practice, the 
removable data storage device 10 may be lifted during 
removal such that one of the data contacts 16, 116 breaks 
before the others. Accordingly, the circuit 14 may have mil 
liseconds or more to protect, or at least initiate protection, of 
the data stored in the memory 12 before the removable data 
storage device 10 is completely removed from the personal 
electronic device 100. 

0034. According to other embodiments, the removal 
detection module 40 may be configured to detect that the 
removable data storage device 10 has been removed from the 
personal electronic device 100. Depending on the configura 
tion of the removal detection module 40 and components 
thereof, the removal detection module 40 may be configured 
to detect that the removable data storage device 10 has been 
completely removed from the personal electronic device 100 
or that the data contacts 16, 116 have been completely sev 
ered. In practice, whether the removal detection module 40 
detects impending removal of the removable data storage 
device 10 or that the removable data storage device 10 has 
been removed may depend on the configuration of the circuit 
14. That is, the same components may be used for either 
embodiment, but their orientation may indicate impending 
removal, ongoing removal, or completed removal. 
0035. Whether the removal detection module 40 is config 
ured to detect impending removal, ongoing removal, or com 
pleted removal may depend on how the rest of circuit 14 is 
configured to respond to the detection. For example, if 
impending removal is detected, the processor 104 on the 
personal electronic device 100 may still have time to protect 
the data stored on the removable data storage device 10 before 
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it is completely removed from the personal electronic device 
100. Accordingly, a Substantial amount of the processing and 
power may be supplied by the personal electronic device 100. 
On the other hand, the removable data storage device 10 may 
be configured to include its own power Supply or processing 
electronics; thus, the removal detection module 40 may be 
configured to detect that the removable data storage device 10 
has been removed. It is contemplated that the removal detec 
tion module 40 may be configured to detect both impending 
removal and completed removal. For example, the removable 
data storage device 10 may have a small power Supply, and the 
circuit 14 may be configured to begin protecting data using 
power from the personal electronic device 100 in response to 
detecting impending removal. Upon detecting that the remov 
able data storage device 10 has been removed from the per 
sonal electronic device 100, the circuit 14 may continue to 
protect as much data as it can with the power it has available. 
According to another embodiment, the removable data Stor 
age device 10 may be configured to draw power to protect 
data from the next electronic device (e.g., SIM card reader, 
SD card reader, personal electronic device 100, etc.) that the 
removable data storage device 10 is coupled to after the 
removable data storage device 10 is removed from the per 
sonal electronic device 100. 

0036 Referring to FIG. 2, the removal detection module 
40 may be configured to detect the breaking of an electrical 
contact 52 that couples the personal electronic device 100 to 
the removable data storage device 10. The removal detection 
module 40 may be configured to detect the making of elec 
trical contact 54, which couples the personal electronic 
device 100 to the removable data storage device 10. The 
removal detection module 40 may be configured to detect 
disruption of a magnetic link between the personal electronic 
device 100 and the removable data storage device 10. For 
example, the removal detection module 40 on board the 
removable data storage device 10 may magnetically couple to 
a corresponding removal detection module 40' located on the 
personal electronic device 100. The removal detection mod 
ule 40 may be configured to detect a change in mutual capaci 
tance between the personal electronic device 100 and the 
removable data storage device 10. For example, the removal 
detection module 40 on board the removable data storage 
device 10 may capacitively couple to a corresponding 
removal detection module 40' located on the personal elec 
tronic device 100. The removal detection module 40 may be 
configured to detect a change in mutual inductance between 
the personal electronic device 100 and the removable data 
storage device 10. For example, the removal detection mod 
ule 40 on board the removable data storage device 10 may 
inductively couple to a corresponding removal detection 
module 40' located on the personal electronic device 100. The 
removal detection module 40 may be configured to detect a 
differential acceleration between the personal electronic 
device 100 and the removable data storage device 10. For 
example, the removal detection module 40 on board the 
removable data storage device 10 may include an accelerom 
eter. A corresponding removal detection module 40' located 
on the personal electronic device 100 may also include an 
accelerometer, or the circuit 14 may receive accelerometer 
information from another accelerometer installed on the per 
sonal electronic device 100. The removal detection module 
40 may be configured to detect a change in orientation of the 
removable data storage device 10 relative to the personal 
electronic device 100. The removal detection module 40 may 
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be configured to detect a change in temperature (e.g., a low 
ering of temperature, which may indicate a cold attack). For 
example, the removal detection module 40 may include a 
thermocouple, a thermistor, etc., or the circuit 14 may receive 
temperature information from a temperature measuring ele 
ment installed on the personal electronic device 100. The 
removal detection module 40 may be configured to detect a 
temperature below a threshold value. For example, the 
removal detection module 40 may include a thermostat con 
figured to open or close a Switch at a threshold temperature. 
0037 Referring to FIGS. 5A-5D, schematic cross-sec 
tional views of the removable data storage device 10 and the 
personal electronic device 100 are shown according to exem 
plary embodiments. In the embodiments shown in FIGS. 
5A-5D, the removal detection module 40 is configured to 
detect exposure to light. Specifically referring to the embodi 
ment of FIG. 5A, the removable data storage device 10 may 
include an optical element 46 (e.g., a light dependent resistor, 
a photoelectric cell, etc.) disposed on the removable data 
storage device 10 such that the optical element 46 faces away 
from the personal electronic device when the removable data 
storage device is in an installed position. Accordingly, when 
the cover 114 is removed, the optical element responds to 
available light. Referring to the embodiment of FIG. 5B, the 
removable data storage device 10 may include an optical 
element 46 disposed on the removable data storage device 10 
such that the optical element 46 faces toward the personal 
electronic device 100 when the removable data storage device 
10 is in an installed position. According to the embodiment 
shown, the optical element 46 may be exposed to available 
light if the removable data storage device 10 is rotated or if the 
removable data storage device 10 is moved over ledge 120. 
Referring to the embodiment of FIG. 5C, the personal elec 
tronic device 100 may include an optical element 46 disposed 
beneath the removable data storage device 10 such that the 
optical element 46 is substantially shielded from available 
light when the removable data storage device 10 is in an 
installed position. According to the embodiment shown, the 
optical element 46 may be exposed to available light if the 
removable data storage device 10 is rotated or translated. 
Referring to the embodiment of FIG. 5D, the removable data 
storage device 10 may include an optical element 46 that is 
located on a portion of the removable data storage device 10 
that is not exposed to light until the removable data storage 
device 10 has been removed from the personal electronic 
device 100. 

0038 Referring to FIGS. 6A and 6B, schematic block 
diagrams of the removable data storage device 10 and the 
personal electronic device 100 are shown according to an 
exemplary embodiment. The personal electronic device 100 
may include a member 156 (e.g., a tab, a dog, a restraint, etc.), 
and the removal detection module 40 may be configured to 
detect a change in location of the member 156 relative to the 
personal electronic device 100. As shown, the member 156 is 
moved about an axis 158 to remove the removable data stor 
age device 10. According to one embodiment, the removal 
detection module 40 is configured to detect rotation of the 
member 156 about the axis 158, for example, via a rotation 
sensor 159 (e.g., hall effect sensor, potentiometer, etc.). 
According to the embodiment shown, the member 156 may 
include an electrical contact 160, which electrically couples 
to a contact 60 on the removable data storage device 10. The 
member 156 or the electrical contacts 60, 160 may be con 
figured such that the electrical contact must be broken in order 
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to physically access the removable data storage device 10. 
The removal detection module 40 may be configured to detect 
a change in resistance. For example, the removable data Stor 
age device 10 may include a resistor 62, and the personal 
electronic device 100 may include a contact 162 which elec 
trically couples to the resistor 62. Accordingly, as the remov 
able data storage device 10 is removed from the personal 
electronic device 100, the contact 162 moves relative to the 
resistor 62 and, thereby, changes the resistance. According to 
one embodiment, the removal detection module 40 is config 
ured to detect a change in orientation of the removable data 
storage device 10 relative to the personal electronic device 
1OO. 

0039 Referring to FIGS. 7A and 7B, schematic block 
diagrams of the removable data storage device 10 and the 
personal electronic device 100 are shown according to an 
exemplary embodiment. The removable data storage device 
10 may include a member 64, and the removal detection 
module 40 may be configured to detect a change in location of 
the member 64 relative to the removable data storage device. 
For example, the member 64 may be depressed by a structure 
164 when the removable data storage device 10 is in an 
installed position, and the removable data storage device 10 
may be configured such that the member 64 returns to a 
non-depressed State when the member 64 is no longer acted 
upon by the structure 164. 
0040. It should be noted that the exemplary embodiments 
described above are examples only for the assistance of the 
reader, and should not be considered limiting. Other orienta 
tions and configurations are contemplated. For example, the 
cover 114 may have an electrical contact which must be 
broken in order to access the removable data storage device 
10. For another example, rather than electrical contacts, the 
removal detection module 40 may be configured to detect the 
making or breaking of a mechanical contact. The mechanical 
contact may couple the personal electronic device 100 to the 
removable data storage device 10 and may be configured such 
that the mechanical contact must be broken in order to physi 
cally access the removable data storage device 10. 
0041 Referring to FIGS. 2-4, the circuit 14 may include a 
data protection module 42. According to one embodiment, 
the data protection module 42 may be configured to protect at 
least some of the data stored in the memory 12 of the remov 
able data storage device 10. The data protection module 42 
may be configured to protect the data stored in the memory 12 
of the removable data storage device 10 in a variety of ways. 
For example, the data protection module 42 may be config 
ured to alter, delete, overwrite, encrypt, require a password, 
designate requiring a password, hide, and/or hide at least 
Some of the data stored on the removable data storage device 
10. The data protection module 42 may be configured to 
overwrite the data a single time or multiple times. Overwrit 
ing the data multiple times reduces the possibility that the data 
may be recovered by forensic techniques. The data may be 
overwritten with all 0's, all 1s, random values, or a repeating 
pattern of 1s and 0's. The data protection module 42 may be 
configured to encrypt unencrypted data, to re-encrypt previ 
ously encrypted data (e.g., with a different key), or to increase 
the level of encryption (e.g., using a different algorithm, using 
a stronger key, etc.) of previously encrypted data. The data 
protection module 42 may be configured to hide at least some 
of the data by deleting, encrypting, or overwriting at least 
some of the memory pointers 20 in the memory 12. The data 
protection module 42 may be configured to introduce false or 
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misleading data into at least some of the data stored in the 
memory of the removable data storage device 10. The data 
protection module 42 may be configured to prevent access to 
at least Some of the data stored in the memory 12, for example, 
by requiring a password to access the data, physically discon 
necting (e.g., opening a Switch, closing a Switch, etc.) at least 
some of the data stored in the memory 12 from the data 
contacts 16, etc. The data protection module 42 may include 
instructions for implementing the type of protection to be 
employed, for example, whether to destroy, alter, encrypt, 
hide, etc. the data. According to one embodiment, the data 
protection module 42 protects the data stored in the memory 
12 in response to a signal from a removal detection module 
40' on the personal electronic device 100. 
0042. According to one embodiment, the data protection 
module 42 may be configured to protect all of the data stored 
in the memory 12 of the removable data storage device 10. 
According to another embodiment, the data protection mod 
ule 42 may be configured to protect a subset of the data stored 
in the memory 12 of the removable data storage device 10. 
According to various embodiments, the Subset of data may be 
information required for operation of the personal electronic 
device 100, a password file, an encryption key, an image data, 
a personal information, a contact information, a telephone 
number information, a location information, and/or a data 
log. For example, the Subset of data may include photographs, 
Videos, names, addresses, phone numbers, call histories, web 
history, GPS location history, cell tower access history, etc. 
According to another embodiment, the Subset of data includes 
data stored in a designated memory location 22. For example, 
an application may be configured to store particularly sensi 
tive information in the designated memory location 22 so that 
it will be protected by the circuit 14. For example, a computer 
may synchronize the contents of a particular folder with the 
designated memory location 22, so that a user may place 
sensitive information into the particular folder, and that infor 
mation will be synchronized with the designated memory 
location 22. Protecting the data stored in the designated 
memory location 22 first helps to ensure that particularly 
sensitive information will be protected even if limited time or 
power resources are available to the circuit 14. It is contem 
plated that while the data protection module 42 may first 
protect the designated memory location 22, the circuit 14 may 
be configured to Subsequently protect additional memory 
locations on memory 12. 
0043 Referring to FIG. 4C, the personal electronic device 
100 may include an energy module 44 configured to provide 
power to the data protection module 42. According to various 
embodiments, the energy module 44 may include a battery, a 
capacitor, or any other Suitable power Supply. The battery 
may be the general power Supply 112 for the personal elec 
tronic device 100, or may be a separate dedicated battery. 
Referring to FIG. 4A, the personal electronic device 100 may 
include an energy module 44' which corresponds to an energy 
module 44 located on the removable data storage device 10. 
For example, energy modules 44, 44' may each include a 
portion of an inductor, which is configured to inductively 
couple energy or power to the data protection module 42. 
0044) Referring to FIGS. 4A, 4B, and 4D, the data storage 
device 10 includes an energy module 44 configured to pro 
vide power to the data protection module 42. Providing an 
energy module 44 on the removable data storage device 10 
enables the data protection module 42 to protect the data 
stored in memory 12 even after the removable data storage 
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device 10 has been removed from the personal electronic 
device 100. The energy module 44 may include a battery, a 
capacitor, a photoelectric cell 46, or any other Suitable power 
Supply. For example, the energy module 44 may be config 
ured to convert environmental energy (e.g., an electromag 
netic stimulus, a kinetic stimulus, an ultrasonic stimulus, etc.) 
into useable energy. According to one embodiment, an energy 
module 44' on the personal electronic device 100 may trans 
mit infrared, microwave, or other electromagnetic impulse to 
a receiving energy module 44 on the removable data storage 
device 10. According to another embodiment, the personal 
electronic device 100 may transmit ultrasonic waves which 
are converted to useable energy via piezo elements in the 
energy module 44 on board the removable data storage device 
10. According to various embodiments, the energy modules 
44 may have stored in them before and/or after the removable 
data storage device 10 is installed into the personal electronic 
device 100. For example, a battery or capacitor on the remov 
able data storage device 10 may be charged at the factory or 
otherwise separately from the personal electronic device 100. 
The removable data storage device 10 may be configured to 
charge a battery or capacitor in the energy module 44 using 
power from the personal electronic device 100. 
0045. It should be noted that not all elements or modules 
shown in a Figure are required, even though some Figures 
show multiple elements or modules for the sake of space. 
Furthermore, it is contemplated that one module may perform 
the tasks described by two modules above. For example, 
referring to FIG. 4B, the data protection module 42 may 
include an energy module 44. 
0046 Referring to FIG. 8, the removable data storage 
device 10 is shown according to another exemplary embodi 
ment. As shown, the removable data storage device 10 
includes a memory 12 and a power source 70. The power 
Source 70 may include one or more energy storage compo 
nents (e.g., a battery, a capacitor, etc.). The power source 70 
may be configured to convert environmental energy (e.g., a 
light stimulus, an electromagnetic stimulus, a kinetic stimu 
lus, an ultrasonic stimulus, etc.) into useable energy. Accord 
ing to one embodiment, the power source 70 may include a 
photoelectric cell 46. According to another embodiment, the 
power source 70 may convert infrared, microwave, or other 
electromagnetic impulse into usable energy. According to 
another embodiment, the power source 70 may use piezo 
elements to convert ultrasonic waves into useable energy. 
0047 Referring to FIG.9, a flowchart of process 200 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 200 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 202) and causing at least 
some of the data stored in the memory 12 of the removable 
data storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 204). 
0048 Referring to FIG. 10, a flowchart of process 210 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 210 is shown to include the steps of 
detecting impending removal of the data storage device 10 
from a personal electronic device 100 (step 212) and causing 
at least some of the data stored in the memory 12 of the 
removable data storage device 10 to be protected in response 
to detecting impending removal of the data storage device 10 
(step 214). 
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0049 Referring to FIG. 11, a flowchart of process 220 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 220 is shown to include the steps of 
detecting that the data storage device 10 has been removed 
from a personal electronic device 100 (step 222) and causing 
at least some of the data stored in the memory 12 of the 
removable data storage device 10 to be altered in response to 
detecting that the data storage device 10 has been removed 
from the personal electronic device (step 224). 
0050 Referring to FIG. 12, a flowchart of process 230 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 230 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 232) and causing at least 
some of the data stored in the memory 12 of the removable 
data storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 234). Process 230 
may further include one or more of the steps of deleting at 
least some of the data stored in the memory 12 of the remov 
able data storage device 10 (step 236), overwriting at least 
some of the data stored in the memory 12 of the removable 
data storage device 10 (step 238), encrypting at least some of 
the data stored in the memory 12 of the removable data 
storage device 10 (step 240), introducing false data into at 
least some of the data stored in the memory 12 of the remov 
able data storage device 10 (step 242), hiding at least Some of 
the data stored in the memory 12 of the removable data 
storage device 10 (step 244), and preventing access to at least 
some of the data stored in the memory 12 of the removable 
data storage device 10 (step 246). It should be noted that these 
steps may be performed, if at all, in any order, including 
simultaneously. For example, according to one embodiment, 
process 230 may encrypt some of the data stored in memory 
12 and then delete the encryption key and hide the data (e.g., 
by deleting memory pointers 20). 
0051 Referring to FIG. 13, a flowchart of process 250 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 250 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 252), receiving power from 
an energy module 44 (step 254), and causing at least some of 
the data stored in the memory 12 of the removable data 
storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 256). 
0052 Referring to FIG. 14, a flowchart of process 260 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 260 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 262), providing power to a 
data protection module 42 (step 264), and causing at least 
some of the data stored in the memory 12 of the removable 
data storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 266). 
0053 Referring to FIG. 15, a flowchart of process 270 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 270 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 272), causing at least some 
of the data stored in the memory 12 of the removable data 
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storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 274), and destroy 
ing circuitry on the removable data storage device (step 276). 
According to various embodiments, the destroyed circuitry 
may include a processor (e.g., which may be part of circuit 14, 
etc.), a sensor, a portion of the memory 12, or an antenna 80. 
According to other embodiments, the steps of causing data to 
be protected (step 274) and destroying circuitry (step 276) 
may happen in simultaneously or in reverse order. 
0054 Referring to FIG.16, a flowchart of process 300 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 300 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 302), causing at least some 
of the data stored in the memory 12 of the removable data 
storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 304), and output 
ting a removal signal (step 306). According to various 
embodiments, the removal signal may be output from the 
removable data storage device 10 or the personal electronic 
device 100. For example, the personal electronic device 100 
may send (e.g., transmit, etc.) a removal signal to the remov 
able data storage device 10, either wired (e.g., via data con 
tacts 16) or wirelessly (e.g., via antenna 108, an inductor, 
etc.), indicating that the removable data storage device 10 is 
about to be, is being, or has been removed. Similarly, the 
removable data storage device 10 may send (e.g., transmit, 
etc.) a removal signal to the personal electronic device 100, 
either wired (e.g., via data contacts 16) or wirelessly (e.g., via 
antenna 80, an inductor, etc.), indicating that the removable 
data storage device 10 is about to be, is being, or has been 
removed. According to other embodiments, the removal sig 
nal may stay internal to either the removable data storage 
device 10 or the personal electronic device 100. According to 
various embodiments, the removal signal may be electrical, 
optical, electromagnetic (e.g., infrared, radio frequency, etc.), 
acoustic (e.g., ultrasonic, etc.), etc. According to various 
embodiments, the removal signal may be a human-perceiv 
able alert, for example, an audible alert (e.g., a beep, a siren, 
etc.), a visual alert (e.g., an illuminated light, a flashing light, 
animage on a display, etc.), or a haptic alert (e.g., a vibration). 
According to various other embodiments, the removable data 
storage device 10 and/or the personal electronic device 100 
may send a removal signal to a third device. According to one 
embodiment, the removal signal from the removable data 
storage device 10 to the personal electronic device 100 may 
cause the personal electronic device 100 to transmit a mes 
sage. For example, the personal electronic device 100 may 
send a message which may indicate to the owner, user, service 
provider, etc., that the removable data storage device 10 is 
about to be, is being, or has been removed from the personal 
electronic device 100. The message may be through any 
Suitable mode of communication (e.g., a text message, an 
email, a telephone call, connecting to a remote server, for 
example, over the internet, through a wired or wireless net 
work, etc.). The message may simply indicate that the remov 
able data storage device 10 is about to be, is being, or has been 
removed from the personal electronic device 100, or the mes 
sage may include additional information (e.g., time and/or 
date information, location information, GPS coordinates, cell 
tower information, etc.). It is further contemplated that the 
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removable data storage device 10 may be configured to send 
the removal signal to a third component directly, for example, 
via antenna 80. 
0055 Referring to FIG. 17, a flowchart of process 310 for 
protecting data stored in a memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 310 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 312), causing at least some 
of the data stored in the memory 12 of the removable data 
storage device 10 to be protected in response to detecting 
removal of the data storage device 10 (step 314), and output 
ting a removal signal (step 318). 
0056 Process 310 may include the step of configuring the 
data storage device 10 to cause a personal electronic device 
100 to transmit a message when the data storage device 10 is 
next placed in an installed position (step 316). For example, 
the removable data storage device 10 may not be able to 
communicate with the personal electronic device 100 after 
the removable data storage device 10 has been removed from 
the personal electronic device 100 because the personal elec 
tronic device 100 has been turned off, the removable data 
storage device 10 does not have an antenna 80, etc. Accord 
ingly, the removable data storage device 10 may configure 
itself to cause the next personal electronic device it is inserted 
into to send a message. According to one embodiment, a 
module (e.g., computer code, self-executing computer code, 
etc.) may be stored in the memory 12 of the removable data 
storage device 10. According to another embodiment, the 
circuit 14 may be configured to cause the message to be sent. 
0057 Process 310 may include the step of causing the 
personal electronic device 100 to transmit a message (step 
320). According to one embodiment, the removal signal may 
be output from the removable data storage device 10 to the 
personal electronic device 100 after the removable data stor 
age device 10 has been reinserted into the personal electronic 
device 100, thus causing the personal electronic device 100 to 
transmit the message. 
0058 Process 310 may include the step of disabling the 
personal electronic device 100 in response to the removal 
signal (step 322). For example, the personal electronic device 
100 may be permanently disabled, disabled for a period of 
time, or re-enabled in response to a re-enablement signal. The 
re-enablement signal may include a password, signal from a 
service provider, etc. Disablement may include complete dis 
ablement of the personal electronic device 100 or disablement 
of particular features. For example, process 310 may disable 
the antenna 108, the data contacts 116, etc. Disabling the 
antenna 108 would make a smartphone embodiment of the 
personal electronic device 100 less than useful to a user. 
Disabling the data contacts 116 may prevent, for example, a 
virus or other fraudulent data added to the removable data 
storage device 10 by a remover of the removable data storage 
device from affecting a rightful user of the personal electronic 
device 100. 

0059. In further regards to the above described systems 
and methods, it is contemplated that a user may want to 
remove the removable data storage device 10 from the per 
sonal electronic device 100 without protecting the data stored 
in the memory 12, or at least not protecting the data to the 
extent of deleting the data or otherwise making the data hard 
to retrieve. Thus, the data protection system may include an 
authorization system for preauthorizing removal of the 
removable data storage device 10 from the personal elec 
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tronic device 100. The authorization system may include a 
module or other computer code stored on the removable data 
storage device 10 (e.g., in memory 12, in circuit 14, etc.) or 
the personal electronic device 100 and executed by the 
removable data storage device 10 or the personal electronic 
device 100, or some combination thereof. According to one 
embodiment, the authorization system may be configured as 
an “app' on a Smartphone. The authorization system may be 
preauthorized (e.g., put in a preauthorized state, setting a 
preauthorized state flag, etc.) by a user input, for example, via 
the user input device 110 on the personal electronic device 
100. The user input device 110 may include a keypad, a 
keyboard, a touch sensitive screen, a toggle Switch, a rotary 
selector, a trackball, a camera, a fingerprint Scanner, etc., and 
the user input may include a password or biometric identifi 
cation, (e.g., a fingerprint, a retinal scan, facial recognition, 
etc.). For example, a user may take a picture of themselves 
using a camera coupled to the personal electronic device 100, 
and the authorization system uses facial recognition Software 
to preauthorize removal of the removable data storage device 
10 from the personal electronic device 100. Certain data 
stored in the memory of the removable data storage device 10 
may be preserved in response to the authorization system 
being in a preauthorized State. According to one embodiment, 
the preauthorized state may reset after a time interval. For 
example, ifa user preauthorizes removal, but does not remove 
the removable data storage device 10 in a certain period of 
time (e.g., 10 seconds, 30 seconds, 1 minute, 2 minutes, 5 
minutes, etc.), the preauthorized State may reset. Thus, the 
user may be protected from leaving a preauthorizing remov 
able data storage device 10 in a personal electronic device 
100, for example, due to distractedness or forgetfulness. 
0060 Referring to FIG. 18, a flowchart of process 400 for 
protecting data stored in the memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 400 is shown to include the steps of 
detecting removal of the data storage device 10 from a per 
sonal electronic device 100 (step 402), determining whether a 
data protection system is in a preauthorized state (step 404), 
and causing at least Some of the data stored in a memory of the 
removable data storage device to be protected based on 
detecting removal and on whether a data protection system is 
in a preauthorized state (step 406). 
0061 Referring to FIG. 19, a flowchart of process 410 for 
protecting data stored in the memory 12 of the removable data 
storage device 10 is shown, according to an exemplary 
embodiment. Process 410 may include outputting a warning 
in response to detecting potential removal of the removable 
data storage device 10 (step 412). According to various 
embodiments, the warning may simply be an alert, the warn 
ing may prompt the user to preauthorize removal of the 
removable data storage device 10, etc. Process 410 is shown 
to include the steps of receiving a user input (step 414), setting 
the preauthorization state based on the user input (step 416), 
and detecting removal of the data storage device 10 from the 
personal electronic device 100 (step 418). Process 410 then 
determines if the data protection system is in a preauthorized 
state (step 420). If the data protection system is not in a 
preauthorized state, then process 410 proceeds to the step of 
causing data stored in a memory of the removable data Stor 
age device to be protected at a first level (step 422). If the data 
protection system is in a preauthorized State, then process 410 
proceeds to the step of causing data stored in a memory of the 
removable data storage device to be protected at a second 
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level (step 424). The first and second levels of protection each 
may include on or more of encrypting data, deleting data, 
hiding data, and overwriting data. According to one embodi 
ment, the second level of protection differs from the first level 
of protection. According to preferred embodiments, the first 
level of protection is more secure or severe than the second 
level of protection. For example, according to one embodi 
ment, the first level of protection includes deleting data, and 
the second level of protection includes encrypting data. 
According to another embodiment, the first level of protec 
tion may include encrypting or hiding data, and the second 
level of protection may include doing nothing. For example, 
if the data stored in the memory 12 is already encrypted, the 
first level of protection may hide the data, and the second level 
of encryption simply leaves the stored data in its encrypted 
State. 

0062 Referring generally to FIGS. 12-18, according to 
some embodiments, the detecting step 232, 252, 262, 272, 
302, 312, 402 includes detecting impending removal of the 
data storage device, and the causing step 234, 256, 266, 274, 
304,314, 406 includes causing at least some of the data to be 
protecting in response to detecting the impending removal. 
According to other embodiments, the detecting step 232,252, 
262. 272,302,312, 402 includes detecting that the data stor 
age device has been removed, and the causing step 234, 256. 
266, 274, 304,314, 406 includes causing at least some of the 
data to be protecting in response to detecting that the data 
storage device has been removed. 
0063. It is also important to note that the construction and 
arrangement of the elements of the systems and methods as 
shown in the exemplary embodiments are illustrative only. 
Although only a few embodiments of the present disclosure 
have been described in detail, those skilled in the art who 
review this disclosure will readily appreciate that many modi 
fications are possible (e.g., variations in sizes, dimensions, 
structures, shapes and proportions of the various elements, 
values of parameters, mounting arrangements, use of materi 
als, colors, orientations, etc.) without materially departing 
from the novel teachings and advantages of the Subject matter 
recited. For example, elements shown as integrally formed 
may be constructed of multiple parts or elements. It should be 
noted that the elements and/or assemblies of the enclosure 
may be constructed from any of a wide variety of materials 
that provide sufficient strength or durability, in any of a wide 
variety of colors, textures, and combinations. Additionally, in 
the subject description, the word “exemplary” is used to mean 
serving as an example, instance or illustration. Any embodi 
ment or design described herein as “exemplary' is not nec 
essarily to be construed as preferred or advantageous over 
other embodiments or designs. Rather, use of the word exem 
plary is intended to present concepts in a concrete manner. 
Accordingly, all Such modifications are intended to be 
included within the scope of the present inventions. The order 
or sequence of any process or method steps may be varied or 
re-sequenced according to alternative embodiments. Any 
means-plus-function clause is intended to cover the structures 
described herein as performing the recited function and not 
only structural equivalents but also equivalent structures. 
Other Substitutions, modifications, changes, and omissions 
may be made in the design, operating conditions, and 
arrangement of the preferred and other exemplary embodi 
ments without departing from scope of the present disclosure 
or from the spirit of the appended claims. 
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0064. The present disclosure contemplates methods, sys 
tems and program products on any machine-readable media 
for accomplishing various operations. The embodiments of 
the present disclosure may be implemented using existing 
computer processors, or by a special purpose computer pro 
cessor for an appropriate system, incorporated for this or 
another purpose, or by a hardwired system. Embodiments 
within the scope of the present disclosure include program 
products comprising machine-readable media for carrying or 
having machine-executable instructions or data structures 
stored thereon. Such machine-readable media can be any 
available media that can be accessed by a general purpose or 
special purpose computer or other machine with a processor. 
By way of example, Such machine-readable media can com 
prise RAM, ROM, EPROM, EEPROM, CD-ROM or other 
optical disk storage, magnetic disk storage or other magnetic 
storage devices, or any other medium which can be used to 
carry or store desired program code in the form of machine 
executable instructions or data structures and which can be 
accessed by a general purpose or special purpose computer or 
other machine with a processor. When information is trans 
ferred or provided over a network or another communications 
connection (either hardwired, wireless, or a combination of 
hardwired or wireless) to a machine, the machine properly 
views the connection as a machine-readable medium. Thus, 
any such connection is properly termed a machine-readable 
medium. Combinations of the above are also included within 
the scope of machine-readable media. Machine-executable 
instructions include, for example, instructions and data which 
cause a general purpose computer, special purpose computer, 
or special purpose processing machines to perform a certain 
function or group of functions. 
0065. Although the figures may show a specific order of 
method steps, the order of the steps may differ from what is 
depicted. Also two or more steps may be performed concur 
rently or with partial concurrence. Such variation will depend 
on the Software and hardware systems chosen and on designer 
choice. All such variations are within the scope of the disclo 
Sure. Likewise, Software implementations could be accom 
plished with standard programming techniques with rule 
based logic and other logic to accomplish the various connec 
tion steps, processing steps, comparison steps and decision 
steps. 

1. A system for protecting data stored in a memory of a 
removable data storage device, comprising: 

a personal electronic device; 
a removable Solid state data storage device operatively 

coupled to the personal electronic device; and 
a circuit configured to alter data stored in the memory of the 

data storage device in response to detecting that the data 
storage device has been removed from the personal elec 
tronic device. 

2-5. (canceled) 
6. The system of claim 1, wherein the removable data 

storage device comprises at least one of a Secure Digital (SD) 
memory card, an integrated circuit (IC) memory, a Universal 
Serial Bus (USB) drive, a Universal Integrated Circuit Card 
(UICC), and a Removable User Identity Module (R-UIM). 

7-9. (canceled) 
10. The system of claim 1, wherein the circuit comprises a 

removal detection module, the removal detection module 
configured to detect that the data storage device has been 
removed from the personal electronic device. 
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11. The system of claim 10, wherein the removal detection 
module is configured to detect breaking of an electrical con 
tact. 

12. (canceled) 
13. The system of claim 10, wherein the removal detection 

module is configured to detect breaking of a mechanical 
COntact. 

14. (canceled) 
15. The system of claim 10, wherein the removal detection 

module is configured to detect disruption of a magnetic link 
between the personal electronic device and the data storage 
device. 

16. The system of claim 10, wherein the removal detection 
module is configured to detect a change in mutual capacitance 
between the personal electronic device and the data storage 
device. 

17. The system of claim 10, wherein the removal detection 
module is configured to detect a change in mutual inductance 
between the personal electronic device and the data storage 
device. 

18. The system of claim 10, wherein the removal detection 
module is configured to detect a differential acceleration 
between the personal electronic device and the data storage 
device. 

19. (canceled) 
20. The system of claim 10, wherein the removal detection 

module is configured to detect a change in temperature. 
21-25. (canceled) 
26. The system of claim 10, wherein the removal detection 

module is configured to detect exposure to light. 
27-30. (canceled) 
31. The system of claim 10, wherein the removal detection 

module is configured to detect making of an electrical con 
tact. 

32. The system of claim 10, wherein the removal detection 
module is configured to detect making of a mechanical con 
tact. 

33. The system of claim 10, wherein the removal detection 
module is configured to detect a change in resistance. 

34. The system of claim 10, wherein the removal detection 
module is configured to detect a change in relative location of 
a member relative to the data storage device. 

35. The system of claim 10, wherein the removal detection 
module is configured to detect a change in relative location of 
a member relative to the personal electronic device. 

36. The system of claim 10, wherein the removal detection 
module is configured to detect a change in orientation of the 
data storage device relative to the personal electronic device. 

37. The system of claim 1, wherein the circuit comprises a 
data protection module configured to alter at least Some of the 
data stored in the memory of the data storage device. 

38. (canceled) 
39. (canceled) 
40. The system of claim 37, wherein the data protection 

module is configured to alter a subset of the data stored in the 
memory of the data storage device. 

41-50. (canceled) 
51. The system of claim 37, wherein the data protection 

module is configured to delete at least Some of the data stored 
in the memory of the data storage device. 

52. The system of claim 37, wherein the data protection 
module is configured to overwrite at least some of the data 
stored in the memory of the data storage device. 
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53. The system of claim 52, wherein the data protection 
module is configured to overwrite at least some of the data 
stored in the memory of the data storage device multiple 
times. 

54. The system of claim 52, wherein the data protection 
module is configured to overwrite at least some of the data 
stored in the memory of the data storage device with a repeat 
ing pattern of 1s and 0's. 

55. The system of claim 37, wherein the data protection 
module is configured to encrypt at least some of the data 
stored in the memory of the data storage device. 

56. The system of claim 55, wherein the data protection 
module is configured to encrypt at least some of the unen 
crypted data stored in the memory of the data storage device. 

57. The system of claim 55, wherein the data protection 
module is configured to increase the level of encryption of at 
least some of the encrypted data stored in the memory of the 
data storage device. 

58. (canceled) 
59. The system of claim 37, wherein the data protection 

module is configured to hide at least some of the data stored 
in the memory of the data storage device. 

60. (canceled) 
61. The system of claim 37, wherein the data protection 

module is configured to prevent access to at least Some of the 
data stored in the memory of the data storage device. 

62. (canceled) 
63. (canceled) 
64. The system of claim 37, wherein the data storage device 

comprises an energy module configured to provide power to 
the data protection module. 

65-76. (canceled) 
77. A removable data storage device comprising: 
a circuit configured to respond to detecting that the remov 

able data storage device has been removed from a per 
Sonal electronic device by altering data stored in a 
memory of the removable data storage device. 

78-81. (canceled) 
82. The removable data storage device of claim 77, wherein 

the removable data storage device comprises at least one of a 
Secure Digital (SD) memory card, an integrated circuit (IC) 
memory, a Universal Serial Bus (USB) drive, a Universal 
Integrated Circuit Card (UICC), and a Removable User Iden 
tity Module (R-UIM). 

83-145. (canceled) 
146. A method for protecting data stored in a memory of a 

removable data storage device, comprising: 
detecting that the data storage device has been removed 

from a personal electronic device; and 
causing at least Some of the data stored in a memory of the 

removable data storage device to be altered in response 
to detecting that the data storage device has been 
removed from the personal electronic device. 

147-150. (canceled) 
151. The method of claim 146, wherein the removable data 

storage device comprises at least one of a Secure Digital (SD) 
memory card, an integrated circuit (IC) memory, a Universal 
Serial Bus (USB) drive, a Universal Integrated Circuit Card 
(UICC), and a Removable User Identity Module (R-UIM). 

152-229. (canceled) 
k k k k k 


