woO 2020/041263 A1 | HINH 0000 KO0 YO O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
27 February 2020 (27.02.2020)

(10) International Publication Number

WO 2020/041263 Al

WIPO I PCT

(51) International Patent Classification:

Ho4W 12/00 (2009.01) Ho4W 4/60 (2018.01)
Ho04L 29/06 (2006.01) Ho4W 8/18 (2009.01)
(21) International Application Number:

PCT/US2019/047193

(71) Applicant: T-MOBILE USA, INC. [US/US]; 12920 SE
38th Street, Bellevue, Washington 98006 (US).

Inventors: AKHTAR, Tanveer; c/o T-Mobile USA, Inc.,
12920 SE 38th Street, Bellevue, Washington 98006 (US).
ZAIFUDDIN, Sabuhi Kiran; c/o T-Mobile USA, Inc.,

(72)

12920 SE 38th Street, Bellevue, Washington 98006 (US).

(22) International Filing Date:

20 August 2019 (20.08.2019)  (74) Agent: SEELIG, Melanie, J.; Knobbe, Martens, Olson &
- . Bear, LLP, 2040 Main Street, 14th Floor, Irvine, California

(25) Filing Language: English 92614 (US).
(26) Publication Language: English (81) Designated States (unless otherwise indicated, for every
(30) Priority Data: kind of national protection available). AE, AG, AL, AM,
16/107,592 21 August 2018 (21.08.2018) Us AQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO
(63) Related by continuation (CON) or continuation-in-part A T T e TT e T e 1T A it

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 1IN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ, LA, LC,LK,LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

(CIP) to earlier application:
us
Filed on

16/107,592 (CON)
21 August 2018 (21.08.2018)

(54) Title: VIRTUAL LINE REGISTRATION SYSTEM

(3) RETRIEVE ADDRESS OF 5-
CRUETO HANDLE NATIVE
LINEREGISTRATION

i2) REQUIEST
RECISTRATION OF
NATIVE LINE

(1) REQUEST
REGISTRATION OF A
VIRTUAL LINE (13 RETRIEVE ADDRESS OF 5-
CSCPFTO HANDLE VIRTUAL
LINEREGISTRATION

e (14) REQUEST
(7) IRANSMIL REGISTRATION OF

AUTHENTICATION

eV VIRTUAL LINE N
B N ] FOSCF & (3(15)
ur (WD T — — e | 1%
ey T
e 1Y) b pcseor (4) (16} (4) TRANSMIT
‘TM-T-—-—-M 120 (8) TRANSMIT INSTRUCTION TO
© ﬂR\IA st ) by "~~~ A LUTHENTICATION INTITATE NATIVE LINE
Allﬂéi@ﬁ;g{fﬂm /4 ? RESPONSE RECISTRATION
d | )
(7 IR ANSMI (9) (16) TRANSMIT
(7 IRANSMIT / INSTRUCTIONTO
INDICATION THAT /] \ INITIATE VIRTUAL LINE

NATIVE AND VIRTUAL i TS TRATION
: i REGISTRATION
LINES REGISTERED ///’(13) ¥ 4 7

(3) (9}
/ ¢ ~
/ w S
(11)
{10} / .
(133 TRANSMIT

INDICATION TRAT
(10) QUERY su'/ (12 QUERY IA“% : 510
~

5-C8CF

REQUEST

{6) IRANSMIT

// {3) TRANSMIT
7/
2 Ly 3 INDICATION THAT
PERMISSIGNS PERS FONG { C sh A

AUTHENTICATION
PRESENT

{11} TRANSMIT
INDICATION THAY
SITVALIDATION
SBCCEEDBED

VALIDATION NATIVE LINE
o / / AUTHENTICATION
Ty B REQUEST SUCCFEDED
;

Fig. 2

(57) Abstract: An improved core network that allows a UE to still initiate and/or receive communications via a native SIM line even
if the registration of a virtual line fails is described herein. For example, the UE may include embedded virtual line settings that, when
enabled, cause the UE to transmit a virtual line registration request to the core network. The core network can determine whether the UE
is authorized to register a virtual line. If the UE is authorized, the core network can register a native SIM line, register the virtual line,
and transmit a single message to the UE indicating that the native SIM and virtual lines are registered. If the UE is not authorized, the
core network still registers the native SIM line and transmits a single message to the UE indicating that the native SIM line is registered.
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VIRTUAL LINE REGISTRATION SYSTEM

BACKGROUND

[6001] A core network (also known as network core or backbone network) 15 the
central part of a telecommunications network that provides varnous services to
telecommunication devices, often referred to as user equipment (“UE”), that are connected by
access network{(s) of the telecommunications network. Typically, a UE registers with the core
network before the various services provided by the core network are accessible to the UE.
For example, the UE can provide various information to the core network, such as subscriber
identity mwodule (SIM) information, and the core network can use this mformation to
authenticate the UE and register the UE with the core network.

BRIEF DESCRIPTION OF DRAWINGS

[0002] Throughout the drawings, reference numbers may be re-used to mndicate
correspondence between referenced elements. The drawings are provided to illustrate example
embodiments described herein and are not intended to limit the scope of the disclosure.

6063} FIG. 1 15 a block diagram of an ilustrative native SIM and virtual line
registration environment in which a P-CSCF inttiates native SIM and virtual line registrations
in a core network.

[0004] FIG. 2 15 a block diagram of the native SIM and virtual line registration
environment of FIG. 1 illustrating the operations performed by the components of the native
SIM and virtual line registration environment to register a native SIM and virtual line,
according to one embodiment.

[0005] FIG. 3 15 a block diagram of the native SIM and virtual line registration
environment of FIG. 1 illustrating the operations performed by the components of the native
SIM and virtual line registration environment when the Service-Authorization-Token {(SAT)
validation fails, according to one embodiment.

[06006] FIG. 4 15 a block diagram of the native SIM and virtual line registration
environment of FIG. 1 illustrating the operations performed by the components of the native
SIM and virtual line registration environment when a permissions query fails, according to one

embodiment.
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6067} FIG. 5 1s another block diagram of the native SIM and virtual line
registration environment of FIG. 1 illustrating the operations performed by the components of
the native SIM and virtual hine registration environment when the Service-Authorization-
Token (SAT} validation fails, according to one embodiment.

[0008] FIG. 6 1s a flow diagram depicting a virtual line registration routine

itlustratively implemented by a P-CSCF, according to one embodiment.

DETAILED DESCRIPTION

[0009] As described above, a UE typically registers with the core network before
the various services provided by the core network are accessible to the UE. For example,
registration with the core network may allow a user operating a UE to make telephone calls
using a native SIM line {e.g., the telephone number associated with the user’s network provider
account, which may be included i the data stored in the SIM card of the UE).

[0010] In some instances, the UE may include embedded virtual line settings that,
when enabled, allow the UE to make and receive telephone calls (and/or send and receive text
messages) using a virtual line. A virtual line may not be identified in the data stored in the
SIM card of the UE (e.g., the virtual line may not necessarily be associated with a specific UE
or SIM card). Rather, the virtual line may be associated with the user operating the UE. A
user can choose to associate the same virtual line with one or more UEs. If a call is madetoa
virtual line, each UE that 1s associated with the virtual line may ring or otherwise notify the
user that a call has been received. The enabling of the virtual line settings does not interfere
with communications by the UE via the native SIM hine, and thus the same UE can imitiate
and/or receive communications on the native SIM line and on the virtual line (or multiple
virtual lings).

[0011] Accordingly, a virtual line allows a user {1} to use a single UE for initiating
and/or recetving communications over multiple lines and (2) to use multiple UEs for initiating
and/or receiving communications over the same line. In fact, because the virtual line 15
separate from the native SIM line, virtual line settings can be embedded on any compatible
network-enabled device {e.g, tables, laptops, smast watches, appliances, digital assistants,
etc. )—not just traditional handsets or smart phones that include a SIM-—to allow a user to

inttiate and/or receive communications over a virtual line via such a device.
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6012} Like the native SIM line, the virtual line 1s authenticated and registered with
the core network so that a UE can access services provided by the core network when using
the virtual line. The registration may be mitiated by a UE that includes the embedded virtual
line settings, where the UE can communicate with the core network via one or more access
networks. In some cases, issues may occur when the UE attempts a combined register of a
SIM and a virtual line with the core network.

(0013} For example, after the UE transmits a combined SIM and virtual line
registration request, the core network may attempt to register the virtual line along with the
SIM line. If the registration 1s successful, the UE is notified and the user can use both the
native SIM line and the registered virtual line. However, if the registration of the virtual line
15 not successful, features of the UE and/or the core network cause not only a fatlure of the
virtual hine registration, but also a failure of the native SIM line registration, thus causing
failure of the native SIM hine to inihiate and/or recerve communications via the core network,
In particular, the UE can no longer use the native SIM line to mitiate and/or receive
communications via the core network, even 1f the native SIM line had been previously
registered with the core network. In some instances, emergency call functionality of the UE 1s
also disabled, which can be problematic if the user of the UE finds herself or himself 10 an
emergency situation.

[6014] Accordingly, described herein 1s an improved core network that allows a
UE to still imtiate and/or receive communications via a native SIM hine even if the registration
of a virtual line submitted by a UE that includes embedded virtual line settings fails. For
example, the core network may include a proxy-call session control function (P-CSCF), an
authentication and authorizing gateway {AAG), an 1dentity and access management {IAM), a
home subscriber server (HSK), one or more interrogating call session control functions (I~
CSCFs), and/or one or more serving call session control functions (8-CSCFs). The UE may
communicate with the P-CSCF via an access network. In particular, in response to a user
attempting to register a virtual line on the UE after enabling the embedded virtual line settings,
the UE can transmit a virtual line registration request to the P-CSCF. If a native SIM line
assoctated with the SIM card of the UE has already been registered, then the P-CSCF may
instruct an I-CSCF and/or S-CSCF to deregister the native SIM line. The P-USCF will then

send a native SIM line initial registration request to an [-CSCF. The I-CSCF can query the
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HSS to identify the appropriate S-CSCF to handle registration of the native SIM hine and, once
the appropriate 5-CSCF 1s 1dentified, transmit an nstruction to the identified 8-CSCF to
initiate a native SIM line registration. The S-CSCF can tnitiate the native SIM line registration
by transmitting an authentication request to the UE via the P-CSCF. As an illustrative example,
the authentication request may be a session initiation protocol (8IP) 401 authentication
challenge. The UE can provide a response {e.g., a password, a one-time passcode, a token, a
cookie, etc.) and the S-CSCF can use the response to determine whether the UE 1s
authenticated. If the 8-CSCF determines that authentication is successful, then the S-CSCF
transmits a message to the P-CSCF indicating that the native SIM line has been successfully
registered. As an illustrative example, the message indicating that the native SIM line has been
successtully registered may be a SIP 2000K message.

[0015] Once the P-CSCF recetves an indication that the native SIM line has been
successtully registered, then the P-CSCF queries the AAG to determine whether a Service-
Authorization token (SAT) included in the virtual line registration request is valid. If the AAG
returns an indication that the SAT 15 valid, then the P-CSCF can query the IAM to determine
whether the UE and/or user operating the UE has the appropriate permissions to register and
use a virtual line via the core network. It the IAM windicates that the UE and/or user operating
the UE has the appropriate pernussions, then the P-CSCF can send a virtual line registration
request to an IMCSCF, and the I-CSCF, HSS, and/or 8-CSCF can perform sumilar operations as
discussed above with respect to the native SIM hine. Furthermore, on receiving registration
response from the S-CSCF, the P-CRCF can send a single message to the UE, indicating that
both the native SIM line and the virtual line have been registered. The UE then considers both
lines to be registered and both lines can use the core network to mitiate and/or receive
COMMUNICations.

[8016] However, if either the AAG returns an indication that the SAT is not valid
or the IAM indicates that the UE and/or user operating the UE does not have the appropriate
permissions, then the P-CSCF does not send a virtual line registration request to an I-CSCF.
Rather, the P-CSCF sends a single message to the UE, indicating that the native SIM line has
been registered. The UE will then not show that the virtual line has been registered, but the
UE can still continue to use the native SIM line via the core network and/or emergency call

functionality will still be available.

Vi



WO 2020/041263 PCT/US2019/047193

16017} In other embodiments, the P-CSCF queries the AAG and/or IAM prior to
sending the native SIM line registration request to the I-CSCF. Even if the AAG returns an
indication that the SAT 1s not valid or the TAM indicates that the UE and/or the user operating
the UE does not have the appropriate permissions, the P-CRCF can still send the native SIM
line registration request to an [-USCF. Once the S-CSCF indicates to the P-CSCF that the
native SIM line has been successtully registered, then the P-CSCF can send a single message
to the UE, mdicating that the native SIM line has been registered. The UE will then not show
that the virtual line has been registered, but the UE can still continue to use the native SIM line
via the core network and/or emergency call functionality will still be available.

[0018] While the present disclosure 15 described with reference to UEs that include
embedded virtual line settings, this is not meant to be limiting. For example, a UE may include
anative virtual line application {e. g, an application offered by the operator of the core network)
or a third party virtual line apphication {e g., an application created and/or offered by an entity
other than the operator of the core network). The technigues described heren can also be
wmmplemented for UEs that include the native virtual hine application or the third party virtual
line application rather than embedded virtual line settings, where the registration of virtual
lines may be performed through the native or third party virtual line application {e.g., where
the native or third party virtual line apphication can communicate with the core network via an
access network to allow a user to initiate and/or receive communications using a virtual line).

[6019] The foregomg aspects and many of the attendant advantages of this
disclosure will become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken in comunction with the

accompanying drawings.

Example Virtual Line Resistration Environment

6028} FIG. 1 15 a block diagram of an ilustrative native SIM and virtual line
registration environment 100 in which a P-CSCF 130 may mnitiate native SIM and virtual line
registrations in a core network 110, The environment 100 includes one or more UEs 102 that
communicate with the core network 110 via an access network 1206, The core network 110
inchudes the P-CRCF 130, an HSS 132, one or more S-CSCFs 134, one or more I-CSCFs 130,

an AAG 140, and an IAM 142, The core network 110 may further mclude other components,
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not shown, such as a session border controlier {SBC), a breakout gateway control function
(BGCFE), a media gateway controlier function (MGCF), etc.

(6021} The UE 102 can be any computing device, such as a desktop, laptop or tablet
computer, personal computer, wearable computer, server, personal digital assistant (PDA),
hybrid PDA/mobile phone, electronic book reader, appliance (e g., refrigerator, washing
machine, dryer, dishwasher, etc.), integrated component for inclusion in computing devices,
home electronics (e.g., television, set-top box, receiver, etc.}, vehicle, machinery, landline
telephone, network-based telephone {e.g., voice over Internet protocol (“VoIP”)), cordless
telephone, cellular telephone, smart phone, modem, gaming device, media device, control
system {e.g., thermostat, light fixture, etc.}, and/or any other type of Internet of Things (IoT)
device or equipment. In an illustrative embodiment, the UE 102 includes a wide variety of
software and hardware components for establishing communications over one or more
communication networks, including the access vetwork 120, the core network 110, and/or
other private or public networks. For example, the UE 102 may include a subscriber
wdentification roodule (SIM) card {e.g., an integrated circuit that stores data to dentfy and
authenticate a UE that communicates over a telecommunications network) and/or other
component(s) that enable the UE 102 to communicate over the access network 120, the core
network 110, and/or other private or public networks via a radio area network (RAN) and/ora
wireless local area network (WLAN). The SIM card may be assigned to a particular user
account.

[6022] The UEs 102 are communicatively connected to the core network 110 via
the access network 120, such as GSM EDGE Radio Access Network (GRAN), GEM EDGE
Radio Access Network (GERAN), Universal Terrestrial Radio Access Network (UTRAN),
Evolved Universal Terrestrial Radio Access (E-UTRAN]}, and/or the like  Tustratively, the
access network 120 1s distributed over land areas called cells, each served by at least one fixed-
location transceiver, known as a cell site or base station. The base station provides the cell
with the network coverage which can be used for transmission of voice, messages, or other
data. A cell might use a different set of frequencies from neighboring cells, to avoid
mterference and provide guaranteed service quality within each cell. When joined together
these cells provide radio coverage over a wide geographic area. This enables a large number

of UEs 102 to communicate via the fixed-location transceivers. Although the access
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network 120 15 illustrated as a single network, one skilled in the relevant art will appreciate
that the access network can include any number of public or private communication networks
and/or network connections.

[0023] The core network 110 provides various services to UEs 102 that are
connected via the access network 120. One of the main functions of the core network 110 1s
to route telephone calls, messages, and/or other data across a public switched telephone
network {(PSTN} or Internet protocol (IP) Multimedia Subsystem (IMS). For examiple, the core
network 110 may include a call routing system, which routes telephone calls, messages, and/or
other data across a PSTN or IMS. The core network 110 may provide high capacity
communication facilities that connect various nodes implemented on one or more computing
devices, allowing the nodes to exchange information via various paths.

[0024] The UE 102 may communicate with the P-CSCF 130 via the access network
120, The P-CSCF 130 may control data transmuissions involved in creating, implementing,
and/or terminating telephone calls, data comumunications, and/or other communications. The
P-CSCF 130 may also handle native SIM and/or virtual line registration requests, serving as
an interface between the UE 102 and the other components i the core network 110, For
example, in response to a user attempting to register a virtual hine on the UE 102, the UE 102
can transmit a virtual line registration request to the P-CSCF 130, The UE 102 can also iitiate
a deregistration of the native SIM line (if the native 5IM line has already been registered),
which causes the P-CSCF 130 and/or other components in the core network 110 to deregister
the native SIM line. The UE 102 may initiate the native SIM line deregistration prior to or
after submitting the virtual line registration request to the P-CSCF 130,

[6025] The virtual hine registration request may include a private P-preferred-
association {PPA)} header, a request uniform resource wdentifier (R-URI), information
identifying the native SIM line of the UE 102 {e.g., the native SIM line phone number, SIM
card date, etc.}, information identifying the virtual line to register {e.g., the virtual line phone
number}, and/or an international mobile subscriber identity (JMSI) {e.g., mformation used to
identify the user of the UE 102). The private PPA header may further include a SAT. The P-
CSCF 130 can optionally modify the virtual line registration request received from the UE 102
(e.g., change the R-URI from an address imtially selected by the UE 102 to an address used by

the core network 110 for virtual line registrations).
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[6026] The P-CSCF 130 can interface with various components in the core network
110 to validate the SAT, determine whether the UE 102 and/or the user operating the UE 102
has the appropriate permissions to register a virtual line, and to initiate native SIM and/or
virtual line registrations. The P-CSCF 130 can use the SIP to send and receive messages within
the core network 110

[0027] For example, in response to receiving the combined SIM and virtual line
registration request from the UE 102, the P-CSCF 130 can send a native SIM line registration
request to an I-CSCF 136, The native SIM line registration request may include some or all
of the information present in the virtual line registration request {e. g., all information except
the information identifying the virtual line to register). The I-CSCF 136 can identify an S-
CSCF 134 to perform a native SIM and/or virtual line registration, hide an internal portion of
the core network 110 from the public, and/or perform other functionality. Here, upon receiving
the native SIM hne registration request, the I-CSCF 136 can query the HSS 132 to identify an
address of an S-CSCF 134 to handle the native SIM line registration.  The HSS 132 may
generally store subscription-related data, such as subscriber profiles, subscriber location,
subscriber Internet protocol (IP) information, and/or the ke, S-CSCF 134 addresses, etc. Once
an address of an S-CSCF 134 1s provided to the I-CSCF 136 by the HSS 132, the I-CSCF 136
can instruct that S-CSCF 134 corresponding to the address to witiate a native SIM line
registration.

[6028] A S-CSCF 134 can communicate with the HSS 132 to obtain subscriber
profiles, handle native SIM and/or virtual line registrations, communicate with UBs 102 via
the P-CSCF 130 as part of the line registration process, can provide data routing services, etc.
Here, in response to receiving the instruction from the [-CSCF 136 to mitiate the native SIM
line registration process, the S-CSCF 134 can transmit an authentication request to the UE 102
via the P-CSCF 130, As an illustrative example, the authentication request may be a SIP 401
authentication challenge {or a 401 unauthorized). The authentication request may prompt a
user operating the UE 102 to provide an authentication factor {e.g., a password, a security
answer, a one-time passcode, a token, a cookie, a certificate, a fingerprint, an iris scan, a
passcode, etc.}. Once the user provides a response to the prompt, the UE 102 can forward the
response to the S-CSCF 134 via the P-CSCF 130, The 8-CSCF 134 can then use the response

to authenticate or not authenticate the UE 102 and/or the user operating the UE 102 (e.g.,

-8-
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authentication 1s successful if the response matches an expected response and authentication is
not successtul if the response does not match an expected response, etc.).

[6029] if the authentication is successful, the S-CSCF 134 can register the native
SIM hine and notify the P-CSCF 130 that registration of the native SIM line was successful.
For example, the notification may be an SIP 2000K that indicates that the native SIM line
registration was successful. The P-CSCF 130 may hold the notification, not forwarding the
notification to any other component in the core network 110 or to the UE 102 until the virtual
line registration can be initiated. For example, after recetving the notification, the P-CSCF
130 can query the AAG 140 to determine whether the SAT included in the private PPA header
of the virtual line registration request is valid. The AAG 140 then returns a message to the P-
CSCF 130 indicating whether the SAT 1s valid or invalid. For example, the message may be
a SIP 2000K if the SAT 1s valid. The message may include an indication of when the SAT
expires, IMST data, the SAT uself, etc.

[0030] If the AAG 140 returns an indication that the SAT s valid {(where the
mndication may include an mternational mobile subscriber identity (EMST) of the virtual line),
then the P-CSCF 130 can query the IAM 142 to determine whether the UE 102 and/or user
operating the UE 102 has the appropriate pernussions to register and use a virtual line via the
core network 110 (e.g., by including an wdentifier associated with the UE 102 and/or the user
in the query). The IAM 142 then returns a8 message to the P-CSCF 130 indicating whether the
UE 102 and/or the user operating the UE 102 has the appropriate permissions to register and
use a virtual line via the core network 110, For example, the message may be a SIP 2000K +f
the UE 102 and/or the user operating the UE 102 has the approprniate pernussions. The message
may include a user identification, the permissions of the UE 102 and/or user, IMST data, ete.

[6031] if the TAM 142 indicates that the UE 102 and/or user operating the UE 102
has the appropriate pernussions {and the AAG 140 indicated that the SAT is valid), then the
P-CSCF 130 determines that the virtual line can be registered. Thus, the P-CSCF 130 can send
a virtual line registration request to an I-CSCF 136, and the I-CSCF 136, H8S 132, and/or §-
CS{F 134 can perform similar operations as discussed above with respect to the native SIM
line registration in order to register the virtual line. The virtual line registration request sent to
the I-CSCF 136 can include some or all of the information included i the virtual line

registration request received from the UE 102, Furthermore, after receiving the virtual hine
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registration response from the I-CSCF 136, the P-CSCF 130 can send a single message to the
UE 102, indicating that both the native SIM line and the virtual line have been registered. For
example, the single message may be a single SIP 2000K message. The single message may
reference both SIM and virtual lines in a SIP P-Associated-URI header.

[0032] Once the single message i1s received with the SIM and virtual lines
referenced in the P-Associated-URI header, the UE 102 considers both lines to be registered
and both hines can use the core network 110 to initiate and/or receive communications. In
examples in which the UE 102 includes a native and/or third party virtual line application, the
native application running on the UE 102 can be used to inttiate and/or receive communications
via the native SIM line and the third party virtual line application can be used to initiate and/or
recelve communications via the virtual line.

[G033] However, if etther the AAG 140 returns an indication that the SAT 1s not
valid or the TAM 142 indicates that the UE 102 and/or user operating the UE 102 does not have
the appropriate pernussions, then the P-CSCF 130 does not send a virtual line registration
request to an I-CSCF 136. Rather, the P-CSCF 130 sends a single message to the UE 102 with
the P-Associated-URT only including a reference to the SIM line, indicating that the native
STM line has been registered. For example, the single message may be a single SIP 2000K
message. The UE 102 will then not display or otherwise indicate that the virtual line has been
registered, but the UE 102 can still continue fo use the native SIM line over the core network
110 (because the native SIM line 1s still registered with the core network 110} and/or
emergency call functionality will still be avatlable on the UE 102

6034} In other embodiments, the P-CSCF 130 queries the AAG 140 and/or IAM
142 prior to sending the native SIM line registration request to the [-CSCF 136, Even if the
AAG 140 returns an indication that the SAT is not vahid or the [AM 142 indicates that the UE
102 and/or the user operating the UE 102 does not have the appropriate permissions, the P-
CSCF 130 sull sends the native SIM hine registration request to an I-CSCF 136, Once the S-
CSCF 134 indicates to the P-CSCF 130 that the native SIM line has been successfully
registered, then the P-CSCF 130 can send a single message {e.g., an SIP 2000K message) to
the UE 102 indicating that the native SIM line has been registered. The UE 102 will then not
display or otherwise indicate that the virtual line has been registered, but the UE 102 can still

continue to use the native SIM line over the core network 110 (because the native SIM line s
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still registered with the core network 110} and/or emergency call functionality will stifl be
available on the UE 102

[6035] Some or all of the operations described above can be repeated each time a
user attempts to add a new virtual line to the UE 102 and register the new virtual line with the
core network 110, However, if a first virtual line has already been registered with the core
network 110 and associated with the UE 102, then the UE 102 may not trigger the deregistering
of the native SIM line. Rather, the UE 102 may transmit a refresh registration request, which
includes some or all of the information included in the virtual line registration request
discussed above, and which causes the components of the core network 110 to perform the
operations directed to registering the new virtual line (e g, querving the AAG 140, querying
the 1AM 142, sending a virtual line registration request to the I-CSCF 136, etc.) and not
perform operations directed to registering the native SIM line (since the native SIM line is
already registered).

[06036] Each of the components in the core network 110, such as the P-CSCF 130,
the HSS 132, the §-CSCFs 134, the I-CSCFs 136, the AAG 140, and/or the JAM 142, may be
a single computing device or may mclude multiple distinct computing devices, such as
computer servers, logically or physically grouped together to collectively operate as a server
system.  FEach of the components in the core network 110 can each be implemented
application-specific hardware (e.g., a server computing device with one or more ASICs, one
Or more processors, memory, a network interface, a bus, mput/output devices, etc.} such that
no software 138 necessary, or as a combnation of hardware and software. In addition, the
modules and components of the core network 110 can be combined on one server computing
device or separated individually or into groups on several server computing devices. In some
embodiments, the core network 110 may include additional or fewer components than

ilustrated in FIG. 1.

Example Block Dhacram for Registering a Virtual Line

(6037} FIG. 2 15 a block diagram of the native SIM and virtual line registration
environment 100 of FIG. 1 illustrating the operations performed by the components of the
native SIM and virtual line registration environment 100 to register a virtual line, according to

one embodiment. As illustrated in FIG. 2, a UE 102 requests the registration of a virtual line
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at (1) and transmits the request to the P-CSCF 130. The request may be submitted before,
during, or after requesting the deregistration of the native SIM hne. Alternatively, the P-CSCF
130 will automatically trigger the deregistration of the native SIM line without any request
from the UE 102,

[0038] The request may include a SAT The P-CSCF 130 can request the
registration of the native SIM line at (2} and transmit the request to the I-CSCF 136, The P-
CSCF 130 may request the registration of the native SIM line because the native SIM line was
deregistered in response to the UE 102 requesting the registration of the virtual line.

0039} The I-CSCF 136 can retrieve an address of an S-CSCF 134 to handle the
native SIM line registration from the HSS 132 at (3}, and then transnut an instruction to the S-
CSCF 134 corresponding to the retrieved address to initiate the native SIM line registration at
(4).

[6046] In response, the S-CSCF 134 can transmit an authentication request to the
P-CSCF 130 at (5), which is then relayed by the P-CSCF 130 to the UE 102 at (6). For
example, the authentication request may be a SIP 401 authentication challenge.

[6041] Reception of the authentication request may cause the UE 102 to prompt
the user to provide an authentication response.  Such a response can mnclude a password, a
security answer, a one-time passcode, a token, a cookie, a certificate, a fingerprint, an uris scan,
a passcode, ete. Once the user provides the authentication response, the UE 102 transmits the
authentication response to the P-CSCF 130 at (7), which then forwards the authentication
response to the S-CSCF 134 at (8) (directly or via the I-CSCF 136). The S-CSCF 134 can
evaluate the authentication response and, if the response matches or closely matches an
expected response, can transmit an indication to the P-CSCF 130 that the native SIM line
authentication request succeeded at {9) and thus the native SIM line is or will be registered
with the core network 110. However, if the authentication fails (e.g., the response does not
match the expected response}, then the native SIM line registration also fails.

(6042} In response to receiving the indication that the native SIM line
authentication request succeeded, the P-CSCF 130 quertes the AAG 140 at {10) to determine
if the SAT included in the virtual line registration request received from the UE 102 1s valid.
Here, the AAG 140 validates the SAT and transmits an indication to the P-CSCF 130 that the
SAT validation succeeded at {11).



WO 2020/041263 PCT/US2019/047193

[6043] Before, during, or after querying the AAG 140 (and in response to receiving
the indication that the native SIM line authentication request succeeded}, the P-CSCF 130
queries the FAM 142 at (12} to determine whether the UE 102 and/or the user operating the UE
102 1s associated with permissions that allow the UE 102 and/or user to use a virtual line in the
core network 110, Here, the IAM 142 determines that the UE 102 and/or user has the right
permissions and transmits an indication to the P-CSCF 130 that the right permissions are
present and associated with the UE 102 and/or user at (13},

[0044] In response to receiving the SAT validation message from the AAG 140
and the permissions present message from the IAM 142, the P-CSCF 130 determines that the
virtual line can be registered. Thus, the P-CSCF 130 requests registration of the virtual line at
(14}, transmitting the request to an I-CSCF 136 (which can be the same or different I-CSCF
136 as the [-CSCF 136 that iniiated the native SIM line registration). The I-CSCF 136 can
retrieve an address of an S-CSCF 134 to handle the virtual line registration from the HSS 132
at (15), and then transmit an mstruction to the S-CSCF 134 corresponding to the retrieved
address to initiate the virtual line registration at (16} (where the S-SCSF 134 can be the same
or different S-CSCF 134 as the S-CSCF 134 that imtiated the virtual line registration).

[0045] Before, during, or after requesting registration of the virtual line, the P-
CSCF 130 can generate a single message and transmit the single message to the UE 102
indicating that the vative SIM and virtual lines are registered at {17). Inresponse, the UE 102
may display or otherwise indicate that the virtual line 1s registered and ready for use. In
addition, the native SIM hine and/or emergency call functionality may still be operational on
the UE 102.

[6046] In some embodiments, however, the SAT validation and/or the permuissions
query may fail. FIG. 3 1s a block diagram of the native 8IM and virtual line registration
environment 100 of FIG. 1 illustrating the operations performed by the components of the
native SIM and virtual line registration environment 100 when the SAT validation fails,
according to one embodiment. As ilustrated in FIG. 3, a UE 102 requests the registration of
avirtual line at (1} and transmits the request to the P-CSCF 130. The request may be submitted
before, during, or after requesting the deregistration of the native SIM hne. Alternatively, the
P-CSCF 130 will avtomatically trigger the deregistration of the native SIM line without any

request from the UE 102
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6047} The request may include a SAT.  The P-USCF 130 can request the
registration of the native SIM line at (2} and transmit the request to the I-CSCF 136, The P-
CSCF 130 may request the registration of the native SIM line because the native SIM line was
deregistered in response to the UE 102 requesting the registration of the virtual line.

[0048] The I-CSCF 136 can retrieve an address of an S-CSCF 134 to handle the
native SIM line registration from the HSS 132 at (3}, and then transnut an instruction to the S-
CSCF 134 corresponding to the retrieved address to initiate the native SIM line registration at
(4).

(0049} in response, the S-CSCF 134 can transmit an authentication request to the
P-CSCF 130 at {(5), which s then relayed by the P-CSCF 130 to the UE 102 at (6). For
example, the authentication request may be a SIP 401 authentication challenge.

G050} Reception of the authentication request may cause the UE 102 to prompt
the user to provide an authentication response.  Such a response can nclude a password, a
security answer, a one-time passcode, a token, a cookie, a certificate, a fingerprint, an uris scan,
a passcode, etc. Once the user provides the authentication response, the UE 102 transmits the
authentication response to the P-CSCF 130 at (7), which then forwards the authentication
response to the S-CSCF 134 at (8) (directly or via the I-CSCF 136). The S-CSCF 134 can
evaluate the authentication response and, if the response matches or closely matches an
expected response, can transmit an indication to the P-CSCF 130 that the native SIM line
authentication request succeeded at {9) and thus the native SIM line 15 or will be registered
with the core network 110, However, if the authentication fails (¢ g, the response does not
match the expected response), then the native SIM line registration also fails.

[8051] In response to receiving the mdication that the native SIM line
authentication request succeeded, the P-CSCF 130 quertes the AAG 140 at {10) to determine
if the SAT included in the virtual line registration reguest received from the UE 102 1s valid,
Here, the AAG 140 cannot validaie the SAT and transmits an indication to the P-CSCF 130
that the SAT validation failed at (11).

[6052] Because the SAT validation fatled, the P-CSCF 130 may not query the IAM
142 or request registration of the virtual line. Rather, the P-CSCF 130 can generate a single
message and transmit the single message to the UE 102 at (12). In response, the UE 102 may

display or otherwise indicate that the virtual line 1s not registered and/or that registration failed.
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However, the native SIM line and/or emergency call functionality may still be operational on
the UE 102 given that the native SIM line has been registered.

(6053} FIG. 4 15 a block diagram of the native SIM and virtual line registration
environment 100 of FIG. 1 illustrating the operations performed by the components of the
native SIM and virtual line registration environment 100 when a permissions query fails,
according to one embodiment. As itlustrated in FIG. 4, a UE 102 requests the registration of
a virtual line at (1) and transmuts the request to the P-CSCF 130. The request may be submitted
before, during, or after requesting the deregistration of the native SIM line. Alternatively, the
P-CSCF 130 will automatically trigger the deregistration of the native SIM line without any
request from the UE 102

[0054] The request may include a SAT The P-CSCF 130 can request the
registration of the native SIM line at (2) and transmit the request to the I-CSCF 136, The P-
CSCF 130 may request the registration of the native SIM line because the native SIM line was
deregistered in response to the UE 102 requesting the registration of the virtual line.

[0055] The I-CSCF 136 can retrieve an address of an 5-CSCF 134 to handle the
native SIM line registration from the HSS 132 at (3), and then transmut an 1nstruction to the S-
CSCF 134 corresponding to the retrieved address to imitiate the native SIM line registration at
{(4).

[6056] In response, the S-CSCF 134 can transmit an authentication request to the
P-CSCF 130 at (5), which 1s then relayed by the P-CSCF 130 to the UE 102 at (6). For
example, the authentication request may be a SIP 401 authentication challenge.

[6057] Reception of the authentication request may cause the UE 102 to prompt
the user to provide an authentication response.  Such a response can mclude a password, a
security answer, a one-time passcode, a token, a cookie, a certificate, a fingerprint, an iris scan,
a passcode, etc. Once the user provides the authentication response, the UE 102 transmuts the
authentication response to the P-CSCF 130 at {7}, which then forwards the authentication
response to the S-CSCF 134 at (8) (directly or via the I-CSCF 136). The S-CSCF 134 can
evaluate the authentication response and, if the response matches or closely matches an
expected response, can transmit an indication to the P-CSCF 130 that the native SIM line

authentication request succeeded at {9) and thus the native SIM line is or will be registered
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with the core network 110, However, if the authentication fails {e.g., the response does not
match the expected response), then the native SIM line registration also fails.

[6058&] In response to receiving the indication that the native SIM line
authentication request succeeded, the P-CSCF 130 queries the AAG 140 at (10} to determine
if the SAT included in the virtual line registration request recetved from the UE 102 1s valid.
Here, the AAG 140 validates the SAT and transmits an indication to the P-CSCF 130 that the
SAT validation succeeded at (11).

[0059] Before, during, or after querying the AAG 140 (and in response to recetving
the indication that the native SIM line authentication request succeeded), the P-CSCF 130
querties the FAM 142 at (12) to determine whether the UE 102 and/or the user operating the UE
102 1s associated with permissions that allow the UE 102 and/or user to use a virtual line in the
core network 110, Here, the TAM 142 deternunes that the UE 102 and/or user does not have
the right permissions and transmits an indication to the P-CSCF 130 that the right permissions
are not present and associated with the UE 102 and/or user at (13).

6060} Because the pernussions query failed, the P-CSCF 130 may not request
registration of the virtual line. Rather, the P-CSCF 130 can generate a single message and
transmit the single message to the UE 102 at (14). In response, the UE 102 may display or
otherwise indicate that the virtual line is not registered and/or that registration failed. However,
the native SIM line and/or emergency call functionality may still be operational on the UE 102
given that the native SIM line has been registered.

[6061] As described above, in some embodiments the P-CSCF 130 queries the
AAG 140 and/or the TAM 142 prior to requesting registration of the native SIM hine. FIG. S
is another block diagram of the native SIM and virtual line registration environment 100 of
FIG 1 illustrating the operations performed by the components of the native SIM and virtual
line registration environment 100 when the SAT validation fails, according to one
embodiment. As illustrated in FIG. 5, a UE 102 requests the registration of a virtual line at (1)
and transmits the request to the P-CSCF 130, The request may be submitted before, during, or
after requesting the deregistration of the native SIM line. Alternatively, the P-CSCF 130 will
automatically trigger the deregistration of the native SIM line without any request from the UE

162

-16~



WO 2020/041263 PCT/US2019/047193

[6062] The request may include a SAT. Howaever, instead of initially requesting
registration of the native SIM line, the P-CS{CF 130 can first query the AAG 140 at (2) to
determine if the SAT included in the virtual line registration request received from the UE 102
is valid. Here, the AAG 140 cannot validaie the SAT and transmits an indication to the P-
CSCF 130 that the SAT validation fatled at (3).

[0063] Nonetheless, even though the SAT wvalidation fatled (or, in other
embodiments, the permissions query failed), the P-CSCF 130 can still request the registration
of the native SIM line at (4) and transmit the request to the I-CSCF 136, The P-CSCF 130
may request the registration of the native SIM line because the native SIM line was
deregistered in response to the UE 102 requesting the registration of the virtual line.

[0064] The I-CSCF 136 can retrieve an address of an S-CSCF 134 to handle the
native SIM line registration from the HSS 132 at (5), and then transmut an 1nstruction to the S-
CSCF 134 corresponding to the retrieved address to imitiate the native SIM line registration at
(5},

[6065] In response, the S-CSCF 134 can transmit an authentication request to the
P-CSCF 130 at (7), which is then relaved by the P-CSCF 130 to the UE 102 at (8). For
example, the authentication request may be a SIP 401 authentication challenge.

[6066] Reception of the authentication request may cause the UE 102 to prompt
the user to provide an authentication response.  Such a response can mclude a password, a
security answer, a one-time passcode, a token, a cookie, a certificate, a fingerprint, an ris scan,
a passcode, ete. Onge the user provides the authentication response, the UE 102 transmits the
authentication response to the P-CSCF 130 at (9), which then forwards the authentication
response to the S-CSCF 134 at (10) {dwrectly or via the I-CSCF 136}, The S-CSCF 134 can
evaluate the authentication response and, if the response matches or closely matches an
expected response, can transmit an indication to the P-CSCF 130 that the native SIM line
authentication request succeeded at {11} and thus the native SIM line 15 or will be registered
with the core network 110. However, if the authentication fails (e.g., the response does not
match the expected response}, then the native SIM line registration also fails.

(8067} Because the native SIM line authentication request succeeded, the P-CSCF
130 can generate a single message and transmit the single message to the UE 102 at (12). In

response, the UE 102 may display or otherwise indicate that the virtual line is not registered
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and/or that registration failed. However, the native SIM line and/or emergency call
functionality may still be operational on the UE 102 given that the native SIM line has been

registered.

Example Virtual Line Reoistration Routine

[00638] FIG. 6 15 a flow diagram depicting a virtual line registration routine 600
tustratively implemented by a P-CSCF, according to one embodiment. As an example, the
P-CSCF 130 of FIG. 1 can be configured to execute the virtual hine registration routine 600
The virtual line registration routine 600 begins at block 602.

[0069] At block 604, a virtual line registration request is received. For example,
the virtual line registration request may be received from a UE 102, In an embodiment, the
virtual line registration request includes a SAT .

[6076] At block 606, validation of the SAT 15 queried. For example, the AAG 140
may be queried to deternune the validity of the SAT.

[6071] At block 608, a deternunation is made as to whether the SAT 15 valid. For
example, the AAG 140 may return a response to the query indicating whether the SAT 1s valid
or invalid. Ifthe SAT s valid, the virtual line registration routine 600 proceeds to block 610.
Otherwise, if the SAT is not valid, the virtual hine registration routine 600 proceeds to block
624 and the virtual line 13 not registered.

[6072] At block 610, pernussions of the UE 102 and/or the user operating the UE
102 to use a virtual line over the core network 110 1s queried. For example, the TAM 142 may
be queried to determine whether the UE 102 and/or user has the right permigsions.

[8073] Atblock 612, a determination s made as to whether permissions are granted
to allow the UE 102 and/or user to use a virtual line over the core network 110, For example,
the 1AM 142 may return a response to the query indicating whether the right permissions are
present. If permissions are granted to allow the UE 102 and/or user to use a virtoal line over
the core network 110, the virtual line registration routing 600 proceeds to block 614
Otherwise, if permissions are not granted to allow the UE 102 and/or user to use a virtual line
over the core network 110, the virtual line registration routine 600 proceeds to block 624 and

the virtual Hine is not registered.
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16074} At block 614, a native SIM line registration request is transmitted to, for
example, an [-CSCF. The request causes the I-CSCF {o instruct an S-CSCF to mitiate a native
SIM hine registration.

[8075] Atblock 616, an indication 1s recetved that the native SIM hine is registered.
For example, the indication may be recetved from the S-CSCF that intiated the native SIM
line registration.

[6076] At block 618, a virtual line registration request is transmutted to, for
example, an I-CSCF. The request causes the I-CSCF to mnstruct an S-CSCF to nitiate a virtual
line registration.

[0077] At block 620, an indication 1s recetved that the virtual line 1s registered. For
example, the indication may be received from the S-CSCF that mitiated the virtual line
registration.

[6078] At block 622, a message 1s transmutted to the UE indicating that the native
SIM and virtual hines are registered.  For example, a single message may include both
mdications.  After transmitting the indication that the native SIM and virtual lines are
registered, the virtual line registration routine 600 ends, as shown at block 630

[6079] At block 624, a native SIM line registration request s transmitted to, for
example, an I-CSCF. The request causes the I-CSCF to mstruct an S-CSCF to mitiate a native
SIM fine registration.

[608¢] At block 626, an indication 1s recetved that the native SIM hine 1s registered.
For example, the indication may be received from the S-CSCF that initiated the native SIM
hine registration.

[0081] At block 628, a message 1s transmitted to the UE indicating that the native
SIM line is registered.  The virtual line may not be registered, however, and the UE may
indicate accordingly. After transmitting the indication that the native SIM line is registered,
the virtual hine registration routing 600 ends, as shown at block 630.

[0082] Alternatively, the virtual line registration routine 600 may perform block
622 prior to performing blocks 614, 616, 618, and/or 620, In addition, m alternative
embodiments, the virtual line registration routine 600 may perform blocks 606, 608, 610,

and/or 612 after performing (1) blocks 614 and/or 616 and/or (2} blocks 624 and/or 626.
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Terminology

[0083] All of the methods and tasks described herein may be performed and fully
automated by a computer system. The computer system may, in some cases, include multiple
distinct computers or computing devices {e.g., physical servers, workstations, storage arrays,
cloud computing resources, etc. ) that communicate and interoperate over a network to perform
the described functions. Each such computing device typically includes a processor {or
multiple processors) that executes program instructions or modules stored in a memory or other
non-transitory computer-readable storage medium or device (e.g., solid state storage devices,
disk drives, etc.). The various functions disclosed herein may be embodied in such program
mstructions, or may be implemented 1n application-specific circuitry (e.g., ASICs or FPGAs)
of the computer system. Where the computer system includes multiple computing devices,
these devices may, but need not, be co-located. The results of the disclosed methods and tasks
may be persistently stored by transtforming physical storage devices, such as sohd state
memory chips or magnetic disks, into a different state. In some embodiments, the computer
system may be a cloud-based computing system whose processing resources are shared by
multiple distinct business entities or other users.

[6084] Depending on the embodiment, certain acts, events, or functions of any of
the processes or algorithms described herein can be performed in a different sequence, can be
added, merged, or left out altogether {e.g., not all described operations or events are necessary
for the practice of the algorithm). Moreover, in certain embodiments, operations or events can
be performed concurrently, e g., through multi-threaded processing, interrupt processing, or
multiple processors or processor cores or on other parallel architectures, rather than
sequentially.

6085} The various illustrative logical blocks, modules, routines, and algorithm
steps described in connection with the embodiments disclosed herein can be implemented as
electronic hardware {e.g., ASICs or FPGA devices), computer software that runs on computer
hardware, or combinations of both. Moreover, the various illustrative logical blocks and
modules described in connection with the embodiments disclosed herein can be implemented
or performed by a machine, such as a processor device, a digital signal processor (DSP), an
application specific integrated circuit {ASIC), a field programmable gate array (FPGA) or other

programmable logic device, discrete gate or transistor logic, discrete hardware components, or
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any combination thereot designed to perform the functions described herein. A processor
device can be a microprocessor, but in the alternative, the processor device can be a controller,
microcontroller, or state machine, combinations of the same, or the like. A processor device
can include electrical circuitry configured to process computer-executable instructions. In
another embodiment, a processor device includes an FPGA or other programmable device that
performs logic operations without processing computer-executable instructions. A processor
device can also be implemented as a combination of computing devices, e g., a combination of
a DSP and a microprocessor, a plurality of microprocessors, one or more nmicroprocessors in
conjunction with a DSP core, or any other such configuration. Although described herein
primarily with respect to digital technology, a processor device may also include primarily
analog componenis. For example, some or all of the rendering techniques described herein
may be implemented in analog circuitry or mixed analog and digital circuitry. A computing
environment can include any type of computer system, including, but not limuted to, a computer
system based on a microprocessor, a mainframe computer, a digital signal processor, a portable
computing device, a device controller, or a computational engine within an appliance, to name
a few.

[6086] The elements of a method, process, routine, or algorithm described n
connection with the embodiments disclosed herein can be embaodied directly in hardware, ina
software module executed by a processor device, or in a combination of the two. A software
module can reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other form of a
non-transitory computer-readable storage medium.  An exemplary storage medium can be
coupled to the processor device such that the processor device can read mformation from, and
write information to, the storage medium. In the alternative, the storage medium can be
integral to the processor device. The processor device and the storage medium can reside i
an ASIC. The ASIC can reside in a user termunal. In the alternative, the processor device and
the storage medium can reside as discrete components in a user terminal.

{11

(6087} Conditional language used herein, such as, among others, "can," "could,"
"might" "may," “e.g.” and the like, unless specifically stated otherwise, or otherwise
understood within the coniext as used, is generally intended to convey that certain

embodiments include, while other embodiments do not include, certain features, elements or
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steps. Thus, such conditional language is not generally intended to mmply that features,
elements or steps are in any way required for one or more embodiments or that one or more
embodiments necessartly mnclude logic for deciding, with or without other mnput or prompting,
whether these features, elements or steps are included or are to be performed in any particular

39 C&

embodiment. The terms “comprising,” “including,” “having,” and the like are synonymous
and are used inclusively, in an open-ended fashion, and do not exclude additional elements,
features, acts, operations, and so forth. Also, the term “or” s used n its inclusive sense (and
not in 1ts exclusive sense) so that when used, for example, to connect a list of elements, the
term “or” means one, some, or all of the elements in the list.

[0088] Disjunctive language such as the phrase “at least one of X, Y, or Z,” unless
specifically stated otherwise, is otherwise understood with the context as used in general to
present that an item, term, etc., may be either X, Y, or Z, or any combination thereof {e.g., X
Y, or Z). Thus, such disjunctive language 1s not generally intended to, and should not, imply
that certain embodiments require at least one of X, at least one of Y, and at least one of 7 1o
each be present.

[0089] While the above detailed description has shown, described, and pointed out
novel features as applied to various embodiments, it can be understood that various omissions,
substitutions, and changes in the form and details of the devices or algonthms llustrated can
be made without departing from the spirit of the disclosure. As can be recognized, certam
embodiments described heretn can be embodied within a form that does not provide all of the
features and benefits set forth herein, as some features can be used or practiced separately from
others. The scope of certamn embodiments disclosed herein 1s indicated by the appended claims
rather than by the foregoing description.  All changes which come within the meaning and

range of equivalency of the claims are o be embraced within their scope.
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CLAIMS
WHATIS CLAIMED IS:

1. A computer-implemented method as implemented by one or more computing
devices in a core network of a network operator, the one or more computing devices
configured with specific computer-executable instructions comprising;

recetving, from a user equipment (UE), a request to register a virtual line with
the core network;

mitiating a deregistration of a native SIM line associated with the UE;

determining that the UE is not authorized to register the virtual hine;

initiating a registration of the native SIM line associated with the UE;

receiving an indication that the registration of the native SIM hne 1s successful;
and

transmitting a message to the UE indicating that the native SIM line i3
registered, wherein reception of the message causes the UE to indicate that the virtual
line 15 not registered and causes the UE to be capable of initiating and receiving
communications over the core network using the native SIM line.
2. The computer-implemented method of Claim 1, wherein the request to register the
virtual line comprises a service authorization token (SAT).
3. The computer-implemented method of Claim 2, wherein determining that the UE
13 not authorized to register the virtual line further comprises:

querying an AAG using the SAT;

receiving a response ndicating that the SAT 1s valid;

querving an tdentity and access management {(JAM} using an identifier
associated with the UE; and

receiving a second response indicating that the UE 13 not associated with
permissions that allow the UE to register the virtual hine,
4. The computer-implemented method of Claim 2, wherein determining that the UE
13 not authorized to register the virtual line further comprises:

queryving an AAG using the SAT, and

receiving a response indicating that the SAT is invalid.
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5. The computer-implemented method of Claim 1, wherein inttiating a registration of
the native SIM line associated with the UE further comprises initiating the registration
of the native SIM line associated with the UE prior to determining that the UE s not
authorized to register the virtual hine.
6. The computer-implemented method of Claim 1, wherein initiating a registration of
the native SIM line associated with the UE further comprises initiating the registration
of the native SIM line associated with the UE after determining that the UE 1s not
authorized to register the virtual hine.
7. The computer-implemented method of Claim 1, further comprising:

recetving, from the UE, a second request to register a second virtual line with
the core network;

initiating a second deregistration of the native SIM line associated with the UE;

determining that the UE is authorized to register the second virtual line;

iitiating a second registration of the native SIM line associated with the UE;

receiving an indication that the second registration of the native SIM line 13
successiul;

inttiating a registration of the second virtual hine; and

transmitting a second message to the UE indicating that the native SIM line and
the second virtual line are registered, wherein reception of the second message causes
the UE to indicate that the second virtual hine 1s registered.
8. The computer-implemented method of Claim 7, wherein the second request to
register the second virtual line comprises a SAT, and wherein deternuning that the UE
is authorized to register the second virtual line further comprises:

querying an AAG using the SAT;

receiving a response ndicating that the SAT 15 vahid,

querying an identity and access management (IAM) using an wdentifier
associated with the UE; and

receiving a second response wmdicating that the UE s associated with

pernussions that allow the UE to register the second virtual hine.
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9. The computer-implemented method of Claim 8, wherein the response comprises a
first session information protocol (SIP) 2000K message, and wherein the second
response comprises a second SIP 2000K message.
10. The computer-implemented method of Claim 9, wherein the second message
comprises a session initiation protocol (SIP) 2000K message.
11. Non-transitory, computer-readable storage media comprising computer-executable
instructions, whergin the computer-executable instructions, when executed by a
computer system, cause the computer system to:

receive, from a user equipment {UE), a request to register a virtual line with a
core network;

initiate a deregistration of a native SIM line associated with the UE;

determine that the UFE 1s not authorized to register the virtual line;

mitiate, in response to the determination that the UE is not authorized to register
the virtual line, a registration of the native SIM line associated with the UE;

receive an indication that the registration of the native SIM line 1s successful;
and

transmit a message to the UE indicating that the native SIM line 15 registered
such that the UE can communicate over the core network using the native SIM line.
12. The non-transitory, computer-readable storage media of Claim 11, wheremn the
request to register the virtual line comprises a service authorization token {SAT).
13. The non-transitory, computer-readable storage media of Claim 12, wheremn the
computer-executable mstructions further cause the computer system to:

query an AAG using the SAT;

receive a response indicating that the SAT 1s vahd;

query an dentity and access management (IAM) using an wdentifier associated
with the UE; and

receive a second response indicating that the UE 1is not associated with
permissions that allow the UE to register the virtual hine,
14. The non-transttory, computer-readable storage media of Claim 12, wherein the
computer-executable mstructions further cause the computer system to:

query an AAG using the SAT; and
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receive a response indicating that the SAT is invalid.
15, The non-transtiory, computer-readable storage media of Claim 11, wherein the
computer-executable instructions further cause the computer system to:
receive, from the UE, a second request to register a second virtual line with the
core network;
initiate a second deregistration of the native SIM line associated with the UE;
determine that the UE is authorized to register the second virtual line;
initiate a second registration of the native SIM line associated with the UE;
receive an indication that the second registration of the native SIM line 1s
successiul;
mitiate a registration of the second virtual line; and
transmit a second message to the UE indicating that the native SIM line and the
second virtual line are registered, wherein reception of the second message causes the
UE to indicate that the second virtual line is registered.
16. The non-transitory, computer-readable storage media of Claim 15, wherein the
second message comprises a hypertext transfer protocol (SIP) 2000K message.
17. A core network comprising:
an interrogating call session control function (I-CSCF); and
a proxy-call session control function (P-CSCF) comprising a processor in
communication with the I-CSCF and configured with specific computer-executable
nstructions to:
receive, from a user equipment (UE}, a request to register a virtual line
with 4 core network;
intiate a deregistration of a native SIM line associated with the UE;
mitiate a registration of the native SIM hine associated with the UE;
receive an indication that the registration of the native SIM hine 1s
successful;
determine that the UE 1s not authorized to register the virtual line; and
transmit a message to the UE indicating that the native SIM line s
registered such that the UE can communicate over the core network using the

native SIM line.
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18. The core network of Claim 17, wherein the request to register the virtual line
comprises a service authorization token {SAT).
19. The core network of Claim 18, wherein the P-CSCF is further configured with
specific computer-executable instructions to:

query an AAG using the SAT;

receive a response indicating that the SAT 1s valid;

query an tdentity and access management {IAM) using an identifier associated
with the UE; and

receive a second response indicating that the UE is not associated with
permissions that allow the UE to register the virtual line.
20. The core network of Claim 18, wherein the P-CSCF 15 further configured with
specific computer-executable nstructions to:

query an AAG using the SAT; and

receive a response indicating that the SAT 1s invalid,



PCT/US2019/047193

WO 2020/041263

/6

| 3501

1
A380-d

I 31

MUOMIIN
Sy 8SI00V

g0t



PCT/US2019/047193

WO 2020/041263

7 Sy

GIFII0oONS 15Ty
NOILVILINTHINY

ANIT IALLVYN INISTHI
AVHI NOILVOIANI SNOISSINYTA

ITWSNVYI (6) IVHI NOILYOIINI
JENSNVHL G0
isangay
NOILYIINIBINnY
IIWSNVYEL (9}

3383-5 ¢

® ©

2/6

NOIIVIEELSIDIY

ANTE TVRL A FEVIEINT

OCLNOLLONYISNI
LIWSNYHL (31}

NOILVHISIDIA nmmZ“Dmmmwm

k71 NOILYATTVA LIS
I owvi IVHI NOLLVIOIGNT
| LINSNVHI (L1} 1 Oyy

SNOISSEAN YT
WVIANING (TD

qIaIIooNs

~NOLLYVAITVA
LIS X¥AN0G oD

AIHALSIDIN SINTT

TVIRLIHIAGNY JALLVYN

AVHI NOILVIIONI
JIWSNVHEL (L1}

Isinday
NOLLVOLINTHINY

ANTTIATLYN AEVILINI

LINSNVHL ()

OLNOIINUISNI o
A383-d (Z1){9)
........ () (1) e
o =
) ASNOJISTH
S - ‘ o ANTTTVILLAIA NOIIVIIINIHINY
NOIIVHISIOZY INIT 10 NOUVHLISIONY LINSNVHL (2
FVIRELHIAFIGNYH QL4080 E5AnOTN 1)

-§ 40 SSTAGAV FATIHLTH (D)
INIT FALLYN
JONOLIVYISIOTFY
Isanoau

NOIIVHISIDIN INTT
FAILVN ITANVH OL 4350
-5 A0 SSTAAAY FATNAETA (€}

INTT TVILLMIA
VIO NOIIVIESIOTH
1530034 (0



PCT/US2019/047193

WO 2020/041263

£ 81y

GEIIIIONS 1803y
NOLLVILINTHINY
INIT JAILVN
LVHI NOLLVJIGNT
FIANSNVIE (6)

A5anay
NOIIYHINIHIDY
JIWSNVHL (S

13535

® ©

3/6

NOLIVHLSIOFH
ANTTAALLVN FLVILINT
01 NOIIORMISNT
FINSNVHL (B)

ISNOISTH
\NOLLYOLINTH IV ™
\ LINSNVHL (8)

T
F383d

wr | @
428311~

INTT FALLVN
FONOIVIISIOZY
ISINCITA (T

NOIIVALSIOFHE INTT
FALIVN ATANVH QL4380
-S40 SSIHAAV IAFIHITH (€)

aInvi
NOLLVATTVA LIS

IVHI NOLLVDIGNT
LIWSNVYL (1T} -3

~NOLLYVAITVA
LIS X¥AN0G oD

eEd e RN kS

INTT FALLVN

IVHI NOIIVIIONIT
FIWSNVHE (D)

rsinday
NOILYIOLINIHINY
LINSNY ML (9)

(T1)(9)

01
!rL\\\ an

FS5NOdSTH
NOLLVIIINTHINY
JIWSNVHEL (L)

ANTT TYIENIA
VAONCGILVEESIOTqH
I8In03H (1)



PCT/US2019/047193

WO 2020/041263

P Suy

GEIIIIONS 1803y
NOLLVILINTHINY
INIT JAILVN
LVHI NOLLVJIGNT
FIANSNVIE (6)

INFSTHI
ION SNOISSIN NI
IVHI NOILYOIINI

JENSNVHL G0
isangay
NOILYIINIBINnY
IIWSNVYEL (9}

3283-5 1

® ©

4/6

NOLIVHLSIOFH
ANTTAALLVN FLVILINT
01 NOIIORMISNT
FINSNVHL (B)

SNOISTH

SN OISSIN YT d
WY AHING 0

T QIAFIoNS
FL NOILVOTIVA LIS
wWvi JIVHI NOILVIIANI
T LIWSNVYHEL (LD

~NOLLYVAITVA
LIS X¥AN0G oD

GHYFLSIDAN
INIT FAILVN
AVHI NCIIVIIGNI
LIWSNYHEL G 1)

IsIngIy
NOILVOIINTHINY

\NOILVOLINTHIN Vo
N\ FIASNV AL (8}

T
F383d

JIWSNV Y] (9)

FL) (9

wr | @
428311~

INTT FALLVN
FONOIVIISIOZY
ISINCITA (T

NOIIVALSIOFHE INTT
FALIVN ATANVH QL4380
-S40 SSIHAAV IAFIHITH (€)

(L

i
3

ASNOJdSI Y
NOIIVIIINTHINY
IIWSNVEL (£)

INFTTVILLHIA
VA0 NOILYHLSIOFN
1530034 (0




PCT/US2019/047193

WO 2020/041263

S 81

GEIIIIONS 1803y
NOILVOLINIHINY
INIT JAILVN
IVHI NOILVIIGNI
SPASNYEL (LD}

A5anay
NOIIYHINIHIDY
JIWSNVHL (£)

3383-5 ¢

(D W

5/6

NOIIVILSIDIY
ANTTHALIVN FLVLLINT
OINOIIDITHISNE

LIWSNV YL (9 FSNOISTH ™

ainvi
NOILVAYIVA LIS

IVHEI NGILVIIGNT
JIWSNVIL (£ %

ANOLLYATTYA
1iS X53n0 (0

N EIRIREY
INIT AAILVN
IVHI NGIIVIIANI
LINSNVHEL(TD)

E85anoan
NOILYOINIHINY

\NOLLVOLINTHHY T
\ LINSNVYL 01 T

F383d

JINSNV UL (8)

TL)(8)

43831

INTT FALLVN
FONOIVIISIOZY
ISINCTA 7)

NOIIVALSIOFHE INTT
FALIVN ATANVH QL4380
-S40 SSIHAAV IAFIHITH (4)

i

ASNOJdSI Y
NOIIVIINIHINY
LTSNV YL (6)

INFITVIILYIA

VIO NOIIVHLSIOZY
530034 (1)



WO 2020/041263 PCT/US2019/047193

602 \\ 6/6 600

CBE GIN VIRTUAL LINE REGISTRATI 02\15 p/)

604 ~ é

RECEIVE VIRTUAL LINE
REGISTRATION REQUEST

606 ~ $ 608 ™

- \\\\;\\\\\NO

610
—-\\

QUERY PERMISSIONS o

éf/ o 624 s\\ |

" pErpassioN - NO TRANSMIT NATIVE LINE

:\imNTE‘B? REGISTRATION REQUEST

626 ~ $

614 YES
2 RECEIVE INDICATION THAT
TRANSMIT NATIVE LINE NATIVE LINE IS REGISTERED

REGISTRATION REQUEST

S — 628~ J,

RECEIVE INDICATION THAT TRANSMITTO UE INDICATION

; , THATNATIVE LINE IS
NATIVE LINE IS REGISTERED REGISTERED
618 \\ %

TRANSMIT VIRTUAL LINE
REGISTRATION REQUEST

620 -\\ %
RECEIVE INDICATION THAT
VIRTUAL LINE IS REGISTERED

22
0E ™ % 630 ~
TRANSMITTO UL INDICATION ¥
THAT NATIVE AND VIRTUAL %Gi'iNISH VIRTUAL LINE REGISTRATIOA§-
LINES ARE REGISTERED

Fig. 6



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/047193

A. CLASSIFICATION OF SUBJECT MATTER
I

NV. HO4W12/00 HO4L29/06
ADD.

HO4W4/60

HO4W8/18

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4W HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X "Digital cellular telecommunications
system (Phase 2+) (GSM); Universal Mobile

1-20

Telecommunications System (UMTS); LTE; IP
Multimedia Subsystem (IMS); Stage 2 (3GPP
TS 23.228 version 15.2.0 Release 15)",
ETSI TECHNICAL SPECIFICATION, EUROPEAN
TELECOMMUNICATIONS STANDARDS INSTITUTE
(ETSI), 650, ROUTE DES LUCIOLES ; F-06921
SOPHIA-ANTIPOLIS ; FRANCE

vol. 3GPP SA, no. V15.2.0

26 July 2018 (2018-07-26), pages 1-325,
XP014329528,

Retrieved from the Internet:
URL:http://www.etsi.org/deliver/etsi_ts/12
3200 123299/123228/15.02.00 60/ts 123228v1

50200p.pdf
[retrieved on 2018-07-26]
clause 5;

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

2 October 2019

Date of mailing of the international search report

10/10/2019

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Veshi, Erzim

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/047193

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

figures 5.2,5.3, 5.30-5.34

clause U

EP 3 101 864 Al (MITEL NETWORKS CORP [CA])
7 December 2016 (2016-12-07)

paragraph [0012] - paragraph [0053]
"Digital cellular telecommunications
system (Phase 2+) (GSM); Universal Mobile
Telecommunications System (UMTS); LTE; 5G;
IP multimedia call control protocol based
on Session Initiation Protocol (SIP) and
Session Description Protocol (SDP); Stage
3 §3GPP TS 24.229 version 15.3.0 Release
15 ||,

ETSI TECHNICAL SPECIFICATION, EUROPEAN
TELECOMMUNICATIONS STANDARDS INSTITUTE
(ETSI), 650, ROUTE DES LUCIOLES ; F-06921
SOPHIA-ANTIPOLIS ; FRANCE

vol. 3GPP CT, no. V15.3.0

29 June 2018 (2018-06-29), pages 1-1057,
XP014329631,

Retrieved from the Internet:
URL:http://www.etsi.org/deliver/etsi_ts/12
4200 124299/124229/15.03.00 60/ts 124229v1
50300p.pdf

[retrieved on 2018-06-29]

clause 5

US 20187077152 Al (LIPOVKOV DAVID [IL])

15 March 2018 (2018-03-15)

paragraph [0021] - paragraph [0096]

1-20

1-20

1-20

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2019/047193
Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 3101864 Al 07-12-2016  CA 2917793 Al 01-12-2016
EP 3101864 Al 07-12-2016
US 2016352855 Al 01-12-2016
US 2018077152 Al 15-03-2018  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - wo-search-report
	Page 37 - wo-search-report
	Page 38 - wo-search-report

