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10 

TRANSACTIONAL LOCK ELISION WITH readable storage device containing computer executable 
DELAYED LOCK CHECKING program code stored thereon . The computer executable 

program code comprises computer executable program code 
BACKGROUND for initiating a transactional lock elision transaction contain 

5 ing a critical section , computer executable program code for 
1 . Technical Field executing the transactional lock elision transaction including 
This disclosure relates generally to lock elision in a data the critical section ; computer executable program code for 

processing system and more specifically to high concurrency checking a status of a lock prior to a commit point in the 
transactional lock elision with delayed lock checking in the transactional lock elision transaction executing , wherein the data processing system . checking the status occurs after processing the critical 

2 . Description of the Related Art section ; computer executable program code for determining 
In a multithreaded environment when a data conflict whether the status of the lock checked is free and computer occurs , for example , two or more threads compete for a same executable program code responsive to a determination the data portion ( other than a read operation ) , atomicity of the 

lock checked is free , for committing a result of the trans transaction cannot be guaranteed and a lock may be acquired 15 
to prevent data error . A data conflict among the two or more actional lock elision transaction . 
threads may be detected using existing transactional lock According to another embodiment , an apparatus for trans 
elision ( TLE ) techniques . TLE techniques typically use actional lock elision comprises a communications fabric ; a 
underlying transactional memory ( TM ) systems in an memory connected to the communications fabric , wherein 
attempt to avoid lock acquisition and subsequent release . 20 the memory contains computer executable program code ; a 

In particular , transactional lock elision techniques typi - communications unit connected to the communications fab 
cally rely on an underlying transactional memory system to ric ; an input / output unit connected to the communications 
detect conflicts associated with memory accesses inside fabric ; a display connected to the communications fabric and 
critical sections of code associated with elided locks , and a processor unit connected to the communications fabric . 
detect acquisitions of such locks . Transactional lock elision 25 The processor unit executes the computer executable pro 
allows for a possibility threads acquire locks instead of gram code to direct the apparatus to initiate a transactional 
eliding the locks , for example , when critical sections are not lock elision transaction containing a critical section ; execute 
suited for transactional lock elision , or to enable forward the transactional lock elision transaction including the criti 
progress of a process . cal section ; check a status of a lock prior to a commit point 

Therefore , transactional lock elision techniques include a 30 in the transactional lock elision transaction executing , 
step to read an elided - lock inside , at the start , of a transaction wherein the checking the status occurs after processing the and determine whether the lock is free , to enable the critical section ; determine whether the status of the lock transactional memory system to detect concurrent lock checked is free and responsive to a determination the lock acquisitions . Transactional lock elision techniques deter checked is free , commit a result of the transactional lock mine whether a lock is free at a beginning of a transactional 35 elision transaction . lock elision transaction before executing the critical section 
protected by the elided lock . BRIEF DESCRIPTION OF THE SEVERAL Typical solutions to avoid locking include a conservative VIEWS OF THE DRAWINGS locking approach . For example , a lock may be acquired only 
to ensure correctness , rather than when such lock is needed 40 
which typically over uses locking and degrades potential For a more complete understanding of this disclosure , 
code performance . In another example solution a developer reference is now made to the following brief description , 
follows a particular and more rigid program design includ - taken in conjunction with the accompanying drawings and 
ing specific and appropriate levels of locking . The careful detailed description , wherein like reference numerals repre 
design enables more optimized performance due to the 45 sent like parts . 
increased emphasis on program design . In another example , FIG . 1 is a block diagram of an exemplary network data 
a global locking mechanism may be used to prevent con processing system operable with an embodiment the 
flicts , particularly in an environment when thread safety deferred locking system of the disclosure ; 
cannot be ensured . Global locking typically results in FIG . 2 is a block diagram of an exemplary data processing 
reduced performance . 50 system operable with an embodiment the deferred locking 

system of the disclosure ; 
SUMMARY FIG . 3 is a block diagram of a deferred locking system 

operable in an embodiment of the disclosure ; According to one embodiment , a computer - implemented FIG . 4 is a block diagram of a tabular representation of method for transactional lock elision , comprising initiating 55 examples of using the deferred locking system of FIG . 3 in a transactional lock elision transaction containing a critical accordance with an embodiment of the disclosure ; section , executing the transactional lock elision transaction 
including the critical section and checking a status of a lock FIG . 5 is a pseudo code representation of an example of 

FIG . 4 when not using an embodiment of the deferred prior to a commit point in the transactional lock elision 
transaction executing , wherein the checking the status 60 locking system of FIG . 3 ; 
occurs after processing the critical section . The method FIG . 6 is a schematic overview of a process using the 
further comprising determining whether the status of the deferred locking system of FIG . 3 ; 
lock checked is free and responsive to a determination the FIG . 7 is a pseudo code example of a conventional 
lock checked is free , committing a result of the transactional locking solution ; 
lock elision transaction . 65 FIG . 8 is a pseudo code example of using an embodiment 

According to another embodiment , a computer program of the deferred locking system of FIG . 3 using the pseudo 
product for transactional lock elision comprises a computer code example of FIG . 7 ; and 
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FIG . 9 is a flowchart of a process using the deferred grams of methods , apparatus , ( systems ) , and computer pro 
locking system of FIG . 3 in accordance with an embodiment gram products according to embodiments of the invention . 
of the disclosure . It will be understood that each block of the flowchart 

illustrations and / or block diagrams , and combinations of 
DETAILED DESCRIPTION 5 blocks in the flowchart illustrations and / or block diagrams , 

can be implemented by computer program instructions . 
Although an illustrative implementation of one or more These computer program instructions may be provided to 

embodiments is provided below , the disclosed systems and / a processor of a general purpose computer , special purpose 
or methods may be implemented using any number of computer , or other programmable data processing apparatus 
techniques . This disclosure should in no way be limited to 10 to produce a machine , such that the instructions , which 
the illustrative implementations , drawings , and techniques execute via the processor of the computer or other program 
illustrated below , including the exemplary designs and mable data processing apparatus , create means for imple 
implementations illustrated and described herein , but may menting the functions / acts specified in the flowchart and / or 
be modified within the scope of the appended claims along block diagram block or blocks . 
with their full scope of equivalents . 15 These computer program instructions may also be stored 

As will be appreciated by one skilled in the art , aspects of in a computer readable data storage device that can direct a 
the present disclosure may be embodied as a system , method computer or other programmable data processing apparatus 
or computer program product . Accordingly , aspects of the to function in a particular manner , such that the instructions 
present disclosure may take the form of an entirely hardware stored in the computer readable data storage device produce 
embodiment , an entirely software embodiment ( including 20 an article of manufacture including instructions which 
firmware , resident software , micro - code , etc . ) or an embodi implement the function / act specified in the flowchart and / or 
ment combining software and hardware aspects that may all block diagram block or blocks . 
generally be referred to herein as a " circuit , " " module , " or The computer program instructions may also be loaded 
" system . ” Furthermore , aspects of the present invention may onto a computer or other programmable data processing 
take the form of a computer program product embodied in 25 apparatus to cause a series of operational steps to be per 
one or more computer readable medium ( s ) having computer formed on the computer or other programmable apparatus to 
readable program code embodied thereon . produce a computer - implemented process such that the 

Any combination of one or more computer - readable data instructions which execute on the computer or other pro 
storage devices may be utilized . A computer - readable data grammable apparatus provide processes for implementing 
storage device may be , for example , but not limited to , an 30 the functions / acts specified in the flowchart and / or block 
electronic , magnetic , optical , or semiconductor system , diagram block or blocks . 
apparatus , or device , or any suitable combination of the With reference now to the figures and in particular with 
foregoing , but does not encompass propagation media . More reference to FIGS . 1 - 2 , exemplary diagrams of data pro 
specific examples ( a non - exhaustive list ) of the computer cessing environments are provided in which illustrative 
readable data storage devices would include the following : 35 embodiments may be implemented . It should be appreciated 
a portable computer diskette , a hard disk , a random access that FIGS . 1 - 2 are only exemplary and are not intended to 
memory ( RAM ) , a read - only memory ( ROM ) , an erasable assert or imply any limitation with regard to the environ 
programmable read - only memory ( EPROM or Flash m ents in which different embodiments may be implemented . 
memory ) , a portable compact disc read - only memory Many modifications to the depicted environments may be 
( CDROM ) , an optical storage device , or a magnetic storage 40 made . 
device or any suitable combination of the foregoing , but FIG . 1 depicts a pictorial representation of a network of 
does not encompass propagation media . In the context of data processing systems in which illustrative embodiments 
this document , a computer - readable data storage device may may be implemented . Network data processing system 100 
be any tangible device that can store a program for use by is a network of computers in which the illustrative embodi 
or in connection with an instruction execution system , 45 ments may be implemented . Network data processing sys 
apparatus , or device . tem 100 contains network 102 , which is the medium used to 

Computer program code for carrying out operations for provide communications links between various devices and 
aspects of the present disclosure may be written in any computers connected together within network data process 
combination of one or more programming languages , ing system 100 . Network 102 may include connections , such 
including an object oriented programming language such as 50 as wire , wireless communication links , or fiber optic cables . 
Java® , Smalltalk , C + + , or the like and conventional proce - In the depicted example , server 104 and server 106 
dural programming languages , such as the “ C ” program - connect to network 102 along with storage unit 108 . In 
ming language or similar programming languages . Java and addition , clients 110 , 112 , and 114 connect to network 102 . 
all Java - based trademarks and logos are trademarks of Clients 110 , 112 , and 114 may be , for example , personal 
Oracle Corporation , and / or its affiliates , in the United States , 55 computers or network computers . In the depicted example , 
other countries or both . The program code may execute server 104 provides data , such as boot files , operating 
entirely on the user ' s computer , partly on the user ' s com system images , and applications to clients 110 , 112 , and 114 . 
puter , as a stand - alone software package , partly on the user ' s Clients 110 , 112 , and 114 are clients to server 104 in this 
computer and partly on a remote computer or entirely on the example . Network data processing system 100 may include 
remote computer or server . In the latter scenario , the remote 60 additional servers , clients , and other devices not shown . 
computer may be connected to the user ' s computer through In the depicted example , network data processing system 
any type of network , including a local area network ( LAN ) 100 is the Internet with network 102 representing a world 
or a wide area network ( WAN ) , or the connection may be wide collection of networks and gateways that use the 
made to an external computer ( for example , through the Transmission Control Protocol / Internet Protocol ( TCP / IP ) 
Internet using an Internet Service Provider ) . 65 suite of protocols to communicate with one another . At the 

Aspects of the present disclosure are described below heart of the Internet is a backbone of high - speed data 
with reference to flowchart illustrations and / or block dia - communication lines between major nodes or host comput 
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ers , consisting of thousands of commercial , governmental code that may be read and executed by a processor in 
educational and other computer systems that route data and processor unit 204 . The program code in the different 
messages . Of course , network data processing system 100 embodiments may be embodied on different physical or 
also may be implemented as a number of different types of tangible computer readable storage media , such as memory 
networks , such as for example , an intranet , a local area 5 206 or persistent storage 208 . 
network ( LAN ) , or a wide area network ( WAN ) . FIG . 1 is Program code 218 is located in a functional form on 
intended as an example , and not as an architectural limita - computer readable storage media 220 that is selectively 
tion for the different illustrative embodiments . removable and may be loaded onto or transferred to data 

With reference to FIG . 2 a block diagram of an exemplary processing system 200 for execution by processor unit 204 . 
data processing system operable for various embodiments of 10 Program code 218 and computer readable storage media 220 
the disclosure is presented . In this illustrative example , data form computer program product 222 in these examples . In 
processing system 200 includes communications fabric 202 , one example , computer readable storage media 220 may be 
which provides communications between processor unit in a tangible form , such as , for example , an optical or 
204 , memory 206 , persistent storage 208 , communications magnetic disc that is inserted or placed into a drive or other 
unit 210 , input / output ( 1 / 0 ) unit 212 , and display 214 . 15 device that is part of persistent storage 208 for transfer onto 

Processor unit 204 serves to execute instructions for a storage device , such as a hard drive that is part of persistent 
software that may be loaded into memory 206 . Processor storage 208 . In a tangible form , computer readable storage 
unit 204 may be a set of one or more processors or may be media 220 also may take the form of a persistent storage , 
a multi - processor core , depending on the particular imple - such as a hard drive , a thumb drive , or a flash memory that 
mentation . Further , processor unit 204 may be implemented 20 is connected to data processing system 200 . The tangible 
using one or more heterogeneous processor systems in form of computer readable storage media 220 is also 
which a main processor is present with secondary processors referred to as computer recordable storage media or a 
on a single chip . As another illustrative example , processor computer readable data storage device . In some instances , 
unit 204 may be a symmetric multi - processor system con - computer readable storage media 220 may not be remov 
taining multiple processors of the same type . 25 able . 
Memory 206 and persistent storage 208 are examples of Alternatively , program code 218 may be transferred to 

storage devices 216 . A storage device is any piece of data processing system 200 from computer readable storage 
hardware that is capable of storing information , such as , for media 220 through a communications link to communica 
example without limitation , data , program code in functional tions unit 210 and / or through a connection to input / output 
form , and / or other suitable information either on a tempo - 30 unit 212 . The communications link and / or the connection 
rary basis and / or a permanent basis . Memory 206 , in these may be physical or wireless in the illustrative examples . 
examples , may be , for example , a random access memory or In some illustrative embodiments , program code 218 may 
any other suitable volatile or non - volatile storage device . be downloaded over a network to persistent storage 208 
Persistent storage 208 may take various forms depending on from another device or data processing system for use within 
the particular implementation . For example , persistent stor - 35 data processing system 200 . For instance , program code 
age 208 may contain one or more components or devices . stored in a computer readable data storage device in a server 
For example , persistent storage 208 may be a hard drive , a data processing system may be downloaded over a network 
flash memory , a rewritable optical disk , a rewritable mag - from the server to data processing system 200 . The data 
netic tape , or some combination of the above . The media processing system providing program code 218 may be a 
used by persistent storage 208 also may be removable . For 40 server computer , a client computer , or some other device 
example , a removable hard drive may be used for persistent capable of storing and transmitting program code 218 . 
storage 208 . Using data processing system 200 of FIG . 2 as an 

Communications unit 210 , in these examples , provides example , a computer - implemented process for transactional 
for communications with other data processing systems or lock elision is presented . Processor unit 204 initiates a 
devices . In these examples , communications unit 210 is a 45 transactional lock elision transaction containing a critical 
network interface card . Communications unit 210 may pro - section and executes the transactional lock elision transac 
vide communications through the use of either or both tion including the critical section . Processor unit 204 checks 
physical and wireless communications links . a status of a lock prior to a commit point in the transactional 

Input / output unit 212 allows for input and output of data lock elision transaction executing , wherein the checking the 
with other devices that may be connected to data processing 50 status occurs after processing the critical section . Processor 
system 200 . For example , input / output unit 212 may provide unit 204 determines whether the status of the lock checked 
a connection for user input through a keyboard , a mouse , is free and responsive to a determination the lock checked is 
and / or some other suitable input device . Further , input / free , commits a result of the transactional lock elision 
output unit 212 may send output to a printer . Display 214 transaction . 
provides a mechanism to display information to a user 55 Previous implementations using transactional lock elision 

Instructions for the operating system , applications and / or techniques determine whether a lock is free at the beginning 
programs may be located in storage devices 216 , which are of the TLE transaction before executing the critical section 
in communication with processor unit 204 through commu - protected by an elided lock . Performing a determination at 
nications fabric 202 . In these illustrative examples the this point in processing of the code tends to prevent con 
instructions are in a functional form on persistent storage 60 current execution of non - conflicting critical sections when a 
208 . These instructions may be loaded into memory 206 for thread acquires the lock . Using the previous implementation 
execution by processor unit 204 . The processes of the techniques of transactional lock elision , once a thread 
different embodiments may be performed by processor unit acquires a lock , the acquisition causes a failure of any 
204 using computer - implemented instructions , which may currently running TLE transactions associated with a same 
be located in a memory , such as memory 206 . 65 lock , and prevents the start of an associated TLE transaction 

These instructions are referred to as program code , com - until the lock is released . The result is the same when the 
puter usable program code , or computer readable program lock - acquiring critical section does not conflict with other 
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critical sections . Previous implementation techniques using of occasional TLE - related lock acquisition . Examples illus 
transactional lock elision therefore typically place a limita trating successful operations concurrently with critical sec 
tion on concurrent execution , which is not necessary in all tions that acquire an associated lock are described in a later 
situations of use . section . 

With reference to FIG . 3 a block diagram of a deferred 5 Lock acquisition 310 and a complimentary function of 
locking system operable for various embodiments of the lock release 312 work in combination to obtain a needed 
disclosure is presented . Deferred locking system 300 is an lock and to release the lock previously obtained when example of an embodiment of the deferred locking , also ISO necessary . Commit process 314 provides a capability to 
referred to as transactional lock elision of the disclosure . finalize processing of the operation in the executing portion Deferred locking system 300 leverages an underlying data 10 of the transaction . Commit process 314 stores , or persists , processing system such as a network of data processing the result of a particular operation in a storage device for system 100 of FIG . 1 or data processing system 200 of FIG . 
2 . More particularly an embodiment of deferred locking example , storage devices 216 of data processing system 200 
system 300 may be hosted on server 104 of FIG . 1 as shown , of FIG . 2 . 
or in another example , on data processing system 200 of 15 5 With reference to FIG . 4 a tabular representation of 
FIG . 2 , in particular , in the example , in storage as program examples using a deferred locking system operable for 
code 218 . various embodiments of the disclosure is presented . Table 

Deferred locking system 300 , in the example of FIG . 3 . 400 recites four illustrative examples using deferred locking 
operates within a context of data processing system 200 and system 300 of FIG . 3 . Each example illustrates an embodi 
further in view of transaction processing system 302 . TLE 20 ment of the deferred locking of the disclosure using a 
transaction 304 is processed within the confines of transac representative sequence of operations in successful concur 
tion processing system 302 including one or more portions rent executions of the disclosed process , which would not be 
considered subject to a locking implementation . The one or available using the previous implementations of conven 
more portions considered for locking during process are tional locking solutions . 
referred to as critical section 306 . Using supporting services 25 Using example 402 , representing case 1 , Thread 2 
of lock reader 308 , lock acquisition 310 and lock release 312 acquires a lock and performs a Store C operation . Thread1 
enables transaction processing system 302 to effectively Starts TLE transaction starts thereafter and follows with a 
manage processing of TLE transaction 304 , which includes Load A operation . 
use of commit process 314 to finalize updates upon comple - Thread2 now performs Store D followed by Release 
tion of a critical section of the transaction . 30 Lock . Threadl performs a Load B followed by a Check Lock 

TLE transaction 304 comprises one or more units of work , ( free ) 410 . Because the Lock was not held by another thread , 
which can each , contain one or more sections referred to as Thread1 performs Commit TLE transaction with success . 
critical section 306 . Actions within critical section 306 may The first example clearly shows the deferred checking of 
or may not require lock acquisition and release operations . the lock status late in the sequence of processing the TLE 
In previous solutions a conservative approach would tend to 35 transaction , after Load B but within the TLE transaction and 
acquire a lock for a period of processing regardless of before a commit operation is required . 
whether the lock was needed . Acquisition of the lock when Using example 404 , representing case 2 , Thread 2 
not needed caused unnecessary delay in the processing Acquires a lock and performs a Store A operation . Thread1 
routine acquiring the lock and to other routines awaiting then Starts TLE transaction and follows with a Load A ( new ) 
release of the lock . 40 operation . 

Lock reader 308 provides a capability to read a lock Thread2 now performs Store B followed by Release 
during TLE transaction 304 . Using an embodiment of the Lock . Threadl performs a Load B ( new ) followed by a 
disclosed deferred lock process , lock reader 308 reads the Check Lock ( free ) 410 as before . Because the Lock was not 
status of the lock after executing a critical section of the code held by another thread , Threadl performs Commit TLE 
and while within TLE transaction 304 . For example a lock 45 transaction with success . 
read is performed after executing the code in a critical The second example also shows the deferred checking of 
section but before a commit operation to persist the result of the lock status late in the sequence of processing the TLE 
executing the code section is performed . Performing the transaction , after Load B ( new ) , but within the transaction 
lock read after processing the critical section is in contrast to and before a commit operation is required . 
a conventional lock read operation , of previous implemen - 50 Using example 406 , representing case 3 , Thread1 Starts 
tation techniques using transactional lock elision , which is TLE transaction and follows with a Load A operation . 
performed ahead of the processing the critical section . Thread 2 Acquires a lock and performs a Store C and a Store 

Deferring the lock read , as disclosed , enables processing D operations . Thread2 also performs a Release Lock . 
to continue up to a point of commit processing without a Threadl performs a Load B followed by a Check Lock 
lock . Although the processing in this case is somewhat 55 ( free ) 410 as before . Again because the Lock was not held 
speculative , the disclosed process enables processing to by another thread , Threadl performs Commit TLE transac 
continue whereas a conventional lock read process would tion with success . 
have otherwise incurred a lock acquisition unnecessarily or The third example also shows the load operations of 
a wait due to another process obtaining a lock . Thread2 interspersed between the two load operations of 

In contrast with previous implementation techniques , an 60 Thread1 . Thread1 performs a deferred checking of the lock 
embodiment of the disclosure reads and checks the lock after status late in the sequence of the TLE transaction , Load B , 
executing the critical section ( however still inside a trans - but within the transaction and before a commit operation is 
action ) rather than before as in the previous implementation required . 
techniques . An embodiment of the disclosure accordingly Using example 408 , representing case 4 , Thread1 Starts 
enables TLE transactions to succeed concurrently with criti - 65 TLE transaction and follows with a Load A operation . 
cal sections that acquire an associated lock . Further , an Thread 2 Acquires a lock and performs a Store B and a Store 
embodiment of the disclosure also limits the negative effect C operations . Thread2 also performs a Release Lock . 
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Thread1 performs a Load B ( new ) followed by a Check of conventional processing before conventional lock read 
Lock ( free ) 410 as before . Again because the Lock was not 612 at start point 606 . Conventional processing before 
held by another thread , Threadl performs Commit TLE conventional lock read 612 ( not a part of the critical section ) 
transaction with success . may be delayed at this point in response to a result of the 

The fourth example also shows the load operations of 5 lock read . For example when the transaction has to spin 
Thread2 interspersed between the two load operations of while waiting for a lock currently in use by another thread 
Thread1 . Thread1 performs a deferred checking of the lock to be freed , or simply the time to obtain the lock when status late in the sequence of the TLE transaction , after Load available . Further when a lock is not available the transac B ( new ) , but within the transaction and before a commit tion typically times out after a predetermined amount of operation is required . 

In each case processing was enabled to continue rather In contrast using an embodiment of the disclosed process than having to wait for a lock or to unnecessarily acquire a the processing completed before a lock read occurs is much lock when not needed . The examples illustrate avoidance of more than when using a previous implementation of lock 
a lock acquisition can provide a successful outcome . Lock elision . As shown , enhanced processing before deferred lock acquisition and lock checking deferral therefore enables 15 read 614 progresses past start point 606 and through critical processing to continue whereas previous conventional section 604 up to deferred lock read 614 which is just before implementation initiated the same actions early in the trans commit point 608 . When compared with the previous imple 
action tended to cause unnecessary delay or failure of the mentation of lock elision , deferred locking 600 illustrates a 
transaction or transactions . positive difference in processing due to the deferred lock With reference to FIG . 5 a pseudo code representation 20 processing . Using an embodiment of deferred locking 600 using an example of FIG . 4 is presented . Snippet 500 recites accordingly typically enables more concurrency in process a similar example as example 406 of FIG . 4 ; however in this ing than previous implementation of lock elision . This is example of snippet 500 deferred locking system 300 of FIG . because the time window from reading the lock early to 3 is not used . In this illustrative embodiment the deferred commit time ( as in previous implementation of lock elision ) locking of FIG . 3 is not used , resulting in a failure of 25 23 is significantly shortened by reading the lock late ( as in concurrent processing while the lock was held , deferred locking 600 ) . Therefore , the probability of conflict Snippet 500 recites THREAD1 502 and THREAD2 504 on the lock is lower . A cost analysis equation for a deferred in concurrent operation within a data processing system such lock read can be expressed as : as data processing system 200 of FIG . 2 . THREAD1 502 
performs start TLE transaction 506 followed by Read lock 30 Probability ( lock _ read _ early / 
( free ) 508 . Load A 510 is issued but THREAD2 504 also just late _ by _ THREAD1collides _ with lock _ held _ 
acquired lock 512 . Therefore the Transaction fails due to by _ THREAD2 ) * ( overhead _ failing _ transaction _ 
conflict on lock 514 for THREAD1 502 . transaction + wasted _ work _ done _ inside _ TLE _ 
THREAD2 504 meanwhile performs Store C and Store D transaction ) . 

516 . THREAD1 502 has No chance of success until lock is 35 However , it is possible , in an extreme situation where 
released 518 . THREAD2 504 performs release lock 520 . THREAD 2 holds a lock for a very long time , THREAD 1 

THREAD1 502 performs Start TLE transaction ( again ) only discovers the lock being held just before commit , when 
522 followed by Check lock ( free ) 524 . THREAD1 502 reading the lock late as described in deferred locking 600 . 
successfully performs Load Anand Load B 526 . Therefore , an amount of wasted work for THREAD 1 is the 
THREAD1 502 terminates with Commit TLE transac - 40 entire TLE transaction . However , for a typical transaction 

tion Success 528 . memory facility that is interrupt driven and when there 
The example illustrates the difference between the pro exists a real conflict between THREAD 1 and THREAD 2 , 

cessing sequences of the transactions using an embodiment THREAD 1 would be aborted before reaching the commit 
of deferred locking system 300 of FIG . 3 in comparison with point regardless . So the amount of wasted _ work _ done _ in 
a prior solution , which does not use deferred locking system 45 side _ TLE _ transaction would typically not be the entire 
300 of FIG . 3 . As clearly shown in the example illustrated , transaction . 
THREAD1 502 need not have incurred a transaction failure Another trade - off is reading the lock early can hide the 
due to the concurrent processing of THREAD2 504 . Only latency of the read itself . However , reading the lock late 
the conservative locking operation unnecessarily lead to the when using an embodiment of deferred locking 600 requires 
failure of THREAD1 502 rather than actual processing 50 the read to complete before the transaction can commit . A 
demands of THREAD2 504 . cost analysis framework as described can be used to deter 

With reference to FIG . 6 a schematic overview an mine whether to read the lock early or late . Furthermore , 
example of FIG . 4 when not using the deferred locking results of such decision can be stored into a database and 
system of FIG . 3 is presented . Deferred locking 600 pro - used to guide and adapt subsequent runs of the same or 
vides a time based view of an example such as snippet 406 55 similar transactions . 
of FIG . 4 which uses deferred locking system 300 of FIG . 3 FIG . 7 provides a pseudo code example of a conventional 
in comparison with a transaction which does not used the locking solution . Conventional locking 700 is a pseudo code 
disclosed deferred locking process . example of a conventional locking solution in which an 

FIG . 6 illustrates overview of a process using the deferred example of lock acquiring 702 and an example of lock 
locking process of FIG . 3 in which process 600 is a 60 releasing 704 are given . 
representation of processing of TLE transaction sequence Lock acquiring 702 segment illustrates at the start of a 
602 , which forms a base timeline . Critical section 604 speculation portion determining if a lock is free in statement 
occurs in some portion of TLE transaction sequence 602 and 706 . Lock releasing 704 segment presents the complimen 
is bounded by start point 606 and commit point 608 . tary ( to lock acquiring 702 ) execution of a conventional 

Conventional lock read 610 is performed by a transaction , 65 release code as indicated in statement 708 to release the lock 
which does not implement an embodiment of the disclosed previously acquired in the block of code indicated by lock 
process . Conventional lock read 610 is performed at the end acquiring 702 . 
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FIG . 8 is a pseudo code example of using an embodiment improving a probability a speculative transaction will suc 
of the deferred locking system of FIG . 3 . Deferred locking cessfully commit respective results in cases where there is 
800 is a pseudo code example of a deferred locking solution no actual interference from a conventionally locked region . 
in which an example of lock acquiring 802 and an example A transactional lock elision technique is disclosed com 
of lock releasing 804 are given . 5 prising reading and checking a lock after execution of a 

The segment of lock acquiring 802 illustrates determining critical section within a transaction to allow transactional 
whether , a start of a speculation portion is in effect in lock elision transactions to succeed concurrently with criti 
statement 806 . If no speculation the operation may decide to cal sections that acquire the associated lock ( thereby 
give up and fallback to use conventional lock acquisition or improving the probability that a speculative transaction will 
retry the TLE transaction again . This operation sequence is 10 be able to successfully commit its results in cases where 
in contrast with the previous operation sequence of conven - there is no actual interference from the traditionally locked 
tional locking 700 of FIG . 7 . At this same point in FIG . 7 a region ) . 
lock read was performed in the form of determining if lock Thus is presented in an illustrative embodiment a method 
is free in statement 706 of FIG . 7 . for transactional lock elision . The method comprises initi 

The segment of lock releasing 804 presents a determina - 15 ating a transactional lock elision transaction containing a 
tion of whether the process is within a speculation portion critical section ; executing the transactional lock elision 
and whether the lock is busy in statement 808 . When the transaction including the critical section ; checking a status 
lock is busy speculation is aborted . However when the of a lock prior to a commit point in the transactional lock 
process is ready to commit and inside the speculation elision transaction executing , wherein the checking the 
portion there is no need to release a lock because execution 20 status occurs after processing the critical section ; determin 
of the critical section has occurred . ing whether the status of the lock checked is free ; and 

Otherwise the processing did not occur within the TLE responsive to a determination the lock checked is free , 
transaction and a conventional lock release is executed as committing a result of the transactional lock elision trans 
indicated in comment statement 810 . The conventional action . 
release code as indicated in comment statement 810 is used 25 The flowchart and block diagrams in the figures illustrate 
to release the lock previously acquired in the block of code the architecture , functionality , and operation of possible 
indicated by a fallback portion of lock acquiring 802 . implementations of systems , methods , and computer pro 

FIG . 9 is a flowchart of a process using the deferred gram products according to various embodiments of the 
locking system of FIG . 3 in accordance with an embodiment present invention . In this regard , each block in the flowchart 
of the disclosure . Process 900 is an example using deferred 30 or block diagrams may represent a module , segment , or 
locking system 300 of FIG . 3 . portion of code , which comprises one or more executable 

Process 900 begins ( step 902 ) and initiates a TLE trans - instructions for implementing a specified logical function . It 
action containing a critical section ( step 904 ) . The TLE should also be noted that , in some alternative implementa 
transaction typically contains a first section , a critical section tions , the functions noted in the block might occur out of the 
and a commit point . Process 900 continues by executing the 35 order noted in the figures . For example , two blocks shown 
TLE transaction including the critical section ( step 906 ) . in succession may , in fact , be executed substantially con 
Upon completion of the critical section , process 900 checks currently , or the blocks may sometimes be executed in the 
a status of a lock prior to a commit point in the TLE reverse order , depending upon the functionality involved . It 
transaction currently executing ( step 908 ) . will also be noted that each block of the block diagrams 

Process 900 determines whether the locked checked is 40 and / or flowchart illustration , and combinations of blocks in 
free ( step 910 ) . Responsive to a determination the lock the block diagrams and / or flowchart illustration , can be 
checked is free ; process 900 commits the TLE transaction implemented by special purpose hardware - based systems 
( step 912 ) and terminates thereafter ( step 918 ) . However , that perform the specified functions or acts , or combinations 
responsive to a determination the lock checked is not free ; of special purpose hardware and computer instructions . 
process 900 selects an alternative action ( step 914 ) . Process 45 The corresponding structures , materials , acts , and equiva 
900 then performs the selected alternate action ( step 916 ) lents of all means or step plus function elements in the 
and terminates thereafter ( step 918 ) as before . claims below are intended to include any structure , material , 
One alternative action may be in the form of a short spin or act for performing the function in combination with other 

loop placed into the pthread mutex exit call when the claimed elements as specifically claimed . The description of 
mutex is locked in statement 808 of FIG . 8 ( assuming the 50 the present invention has been presented for purposes of 
transaction has not yet been aborted ) , rather than aborting illustration and description , but is not intended to be exhaus 
immediately when another thread is holding the lock . The tive or limited to the invention in the form disclosed . Many 
short spin loop may be specified as a predetermined duration modifications and variations will be apparent to those of 
using either processor cycles or time units . For example a ordinary skill in the art without departing from the scope and 
processor cycle count of 5 cycles or a time unit of 3 55 spirit of the invention . The embodiment was chosen and 
milliseconds as a predetermined interval . In another alter - described in order to best explain the principles of the 
native , another synchronization mechanism similar to a invention and the practical application , and to enable others 
wait - notify ( but not an actual wait - notify ) may be used to of ordinary skill in the art to understand the invention for 
handle this case . A timeout ( for example , specified as a various embodiments with various modifications as are 
number of time units ) may also be required , but using the 60 suited to the particular use contemplated . 
technique would help to identify an exact earliest moment The invention can take the form of an entirely hardware 
when a thread holding a lock has completed all the store embodiment , an entirely software embodiment or an 
operations needed to safely determine whether the specula - embodiment containing both hardware and software ele 
tive thread can commit . ments . In a preferred embodiment , the invention is imple 

Embodiments of the deferred locking process disclosed 65 mented in software , which includes but is not limited to 
typically allow more concurrency in cases where speculative firmware , resident software , microcode , and other software 
and non - speculative critical regions must co - exist , thereby media that may be recognized by one skilled in the art . 



US 10 , 275 , 290 B2 
13 14 

It is important to note that while the present invention has checking , after the processing of the critical section and 
been described in the context of a fully functioning data prior to a commit point in the transactional lock 
processing system , those of ordinary skill in the art will elision transaction , a status of a lock ; 
appreciate that the processes of the present invention are committing , responsive to a determination that a status 
capable of being distributed in the form of a computer 5 of the lock is free , a result of the transactional lock 
readable data storage device having computer executable elision transactions ; 
instructions stored thereon in a variety of forms . Examples calculating a cost associated with the lock being checked ; 
of computer readable data storage devices include record analyzing the cost ; and able - type media , such as a floppy disk , a hard disk drive , a identifying , using a result of the analyzing , one of : RAM , CD - ROMs , DVD - ROMs . The computer executable 10 a lock read early or instructions may take the form of coded formats that are a lock read late . decoded for actual use in a particular data processing 5 . The system of claim 4 , wherein the hardware processor system . 

A data processing system suitable for storing and / or 15 is further configured to initiate the operations of : 
executing computer executable instructions comprising pro - 15 storing results of the identifying into a database ; and 
gram code will include one or more processors coupled using the stored results stored to guide subsequent runs of 
directly or indirectly to memory elements through a system a similar transaction . 
bus . The memory elements can include local memory 6 . The system of claim 4 , wherein 
employed during actual execution of the program code , bulk a time window from reading the lock early to a commit 
storage , and cache memories which provide temporary stor - 20 time is greater than a time window from reading the 
age of at least some program code in order to reduce the lock late to the commit time , 
number of times code must be retrieved from bulk storage a probability of conflict on the lock in deferred locking is 
during execution . less than a probability of conflict on the lock in con 

Input / output or I / O devices ( including but not limited to ventional locking . 
keyboards , displays , pointing devices , etc . ) can be coupled 25 7 . The system of claim 4 , wherein the hardware processor 
to the system either directly or through intervening I / O is further configured to initiate the operation of : 
controllers . selecting , responsive to a determination that the status of 

Network adapters may also be coupled to the system to the lock is not free , an action from a set of alternative 
enable the data processing system to become coupled to actions . 
other data processing systems or remote printers or storage 30 8 . The system of claim 7 , wherein 
devices through intervening private or public networks . the set of alternate actions includes 
Modems , cable modems , and Ethernet cards are just a few performing a short spin loop and 
of the currently available types of network adapters . performing a wait - notify . 

9 . The system of claim 7 , wherein the hardware processor 
What is claimed is : 35 is further configured to initiate the operation of : 
1 . A computer - implemented method , comprising : performing at least one alternate action selected from the 
executing a transactional lock elision transaction includ set of alternate actions . 

ing a critical section ; 10 . A computer program product , comprising : 
processing the critical section ; a storage hardware device having stored therein program 
checking , after the processing of the critical section and 40 code , 

prior to a commit point in the transactional lock elision the program code , when executed by a computer hardware 
transaction , a status of a lock ; system , causes the computer hardware system to per 

committing , responsive to a determination that a status of form : 
the lock is free , a result of the transactional lock elision executing a transactional lock elision transaction 
transaction ; 45 including a critical section ; 

calculating a cost associated with the lock being checked ; processing the critical section ; 
analyzing the cost ; and checking , after the processing of the critical section and 
identifying , using a result of the analyzing , one of : prior to a commit point in the transactional lock 

a lock read early or elision transaction , a status of a lock ; 
a lock read late . 50 committing , responsive to a determination that a status 

2 . The method of claim 1 , further comprising : of the lock is free , a result of the transactional lock 
storing results of the identifying into a database ; and elision transaction ; 
using the stored results stored to guide subsequent runs of calculating a cost associated with the lock being checked ; 

a similar transaction . analyzing the cost ; and 
3 . The method of claim 1 , wherein 55 identifying , using a result of the analyzing , one of : 
a time window from reading the lock early to a commit a lock read early or 

time is greater than a time window from reading the a lock read late . 
lock late to the commit time , 11 . The computer program product of claim 10 , wherein 

a probability of conflict on the lock in deferred locking is the program code further causes the computer hardware 
less than a probability of conflict on the lock in con - 60 system to perform : 
ventional locking storing results of the identifying into a database ; and 

4 . A computer hardware system , comprising using the stored results stored to guide subsequent runs of 
a hardware processor configured to initiate the following a similar transaction . 

operations : 12 . The computer program product of claim 10 , wherein 
executing a transactional lock elision transaction 65 a time window from reading the lock early to a commit 

including a critical section ; time is greater than a time window from reading the 
processing the critical section ; lock late to the commit time , 
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a probability of conflict on the lock in deferred locking is 
less than a probability of conflict on the lock in con 
ventional locking . 

13 . The computer program product of claim 10 , wherein 
the program code further causes the computer hardware 5 
system to perform : 

selecting , responsive to a determination that the status of 
the lock is not free , an action from a set of alternative 
actions . 

14 . The computer program product of claim 13 , wherein 10 
the set of alternate actions includes 

performing a short spin loop and 
performing a wait - notify . 

15 . The computer program product of claim 13 , wherein 
the program code further causes the computer hardware 15 
system to perform : 

performing at least one alternate action selected from the 
set of alternate actions . 


