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7 ABSTRACT

Systems and methods for the wireless pairing of a personal health device (PHD) (105) (e.g., 

blood glucose monitor) with a computing device (110) (e.g., smartphone) are disclosed 

herein. In an embodiment, the PHD (105) communicates a private key to the computing 

device via a first communication medium (115) (e.g., light signal, audio signal, pattern). The 

PHD (105) receives from the computing device (110) via a second wireless communication 

medium (120) (e.g., Bluetooth® or WiFi) pairing information including the private key. The 

PHD (105) can then establish a secure communication channel with the computing device 

(110) by pairing the PHD (105) to the computing device (110).
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TITLE

WIRELESS PA IRING OF PERSONAL HEALTH DEVICE WITH A COMPUTING DEVICE

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This patent application claims the benefit of U.S. Provisional Patent Application Serial 

No. 61/777,467, titled “Wireless Pairing of Personal Health Device with a Computing Device” 

filed on March 12, 2013, and U.S. Application Serial No.: 14/206,077, titled “Wireless Pairing of 

Personal Health Device with a Computing Device” filed on March 12, 2014, the entireties of 

which are incorporated herein by reference.

FIELD

[0002] The embodiments disclosed herein relate to personal health devices, and more 

particularly to the wireless pairing of a personal health device with a computing device.

BACKGROUND

[0003] A user of a personal health device (PHD), such as a blood glucose monitor (BGM), 

may want to communicate the data stored on the PHD with a computing device to analyze the 

data or communicate the data to a medical professional such as a doctor. One existing technique 

to establish communications between a PHD and a computing device involves connecting the 

PHD to a computing device via a cable. To connect a PHD to a computing device wirelessly, 

however, one often has to synchronize or pair the PHD to the computing device. This pairing 

usually occurs by inputting a pre-set private key into one or both devices. Entering keys on 

devices with limited user interfaces, such as on BGMs and other PHDs, is typically difficult. 

Because of this difficulty, private keys are often set to an obvious number, such as 0000 or 1234. 

This increases the chance of someone guessing the private key. Further, the typing of a private 

key onto a device with limited user interfaces increases the chance of one or more mistakes 

occurring. Other existing pairing techniques include transmitting the key over radio frequency 

(RF) in clear text, thereby enabling an eavesdropper to obtain the pairing information easily.
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SUMMARY

[0004] Some existing PHDs communicate with a computing device such as a smartphone. 

Conventional communication techniques, however, are plagued with security issues. For 

example, a common communication method used by existing PHDs include communicating via 

radio frequency (RF). This type of communication is usually not secure (e.g., there are no 

software keys exchanged) and is easy for an eavesdropper to intercept.

[0005] According to some aspects illustrated herein, a PHD transmits a private key to a 

computing device (such as a smartphone or tablet) via a first communication medium. The PHD 

receives, from the computing device via a second wireless communication medium (using the 

private key transmitted on the first communication medium), pairing information which may 

include a new private key. The PHD can then securely pair to the computing device.

[0006] Examples of the first communication medium include light, sound, a display screen, 

a barcode, and/or a wired connection such as a cable. The second communication medium may 

be a wireless communication channel, such as Bluetooth®, Bluetooth Low Energy®, WiFi, or 

Zigbee®.

[0007] With respect to an embodiment in which the first communication medium is light 

(visible or non-visible spectrum), an LED of the PHD displays an optical signal for the 

computing device. The optical signal is a representation of the private key. The computing 

device obtains the private key when receiving the optical signal (e.g., via an optical sensor on the 

computing device, such as a camera or photodiode). The pairing can then occur using the private 

key on the second communication medium.

[0008] With respect to an embodiment in which the first communication medium is sound 

(auditory frequencies or ultrasonic), a speaker or audio component of the PHD plays an audio 

signal representing the private key. The computing device obtains the private key when 

receiving the audio signal (e.g., via a microphone of the computing device). The pairing can 

then occur using the private key on the second communication medium.

[0009] With respect to an embodiment in which the first communication medium is a 

display screen, the PHD can display a pattern on its display screen. The pattern is a 

representation of the private key. The computing device can capture the pattern (e.g., via its

2



WO 2014/165172 PCT/US2014/024643
20

17
24

85
40

 
20

 O
ct

 2
01

7

camera) and decode the pattern to obtain the private key. The pairing can then occur using the 

private key on the second communication medium.

[0010] With respect to an embodiment in which the first communication medium is a 

barcode, the PHD can have a barcode label. The barcode is a representation of or is the private 

key. The computing device can capture the barcode (e.g., via its camera or a laser scanner) and 

obtain the private key. The pairing can then occur using the private key on the second 

communication medium.

[0011] With respect to an embodiment in which the first communication medium is a wired 

connection, the PHD can communicate the private key to the computing device via the wired 

connection. The pairing can then occur using the private key on the second communication 

medium.

[0012] In one embodiment, using NFC, the computing device can read an embedded RFID 

tag on the PHD to obtain the private key.

[0013] The PHD may generate the private key (e.g., via a pseudorandom key generator). In 

an embodiment, the pairing of the PHD to the computing device includes changing the private 

key once both devices have the first private key, for added security.

[0014] In some embodiments, the PHD is put into a mode to initiate pairing. This may be 

via the push of a button on the PHD (e.g., by the user), or it may occur automatically, or it may 

occur in response to a message from the computing device. Further, in an embodiment the 

computing device can be in a mode of listening for pairing when the two devices first begin 

communicating.

[0015] These and other aspects and embodiments will be apparent to those of ordinary skill 

in the art by reference to the following detailed description and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The presently disclosed embodiments will be further explained with reference to the 

attached drawings, wherein like structures are referred to by like numerals throughout the several 

views. The drawings shown are not necessarily to scale, with emphasis instead generally being 

placed upon illustrating the principles of the presently disclosed embodiments.

3
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[0017] FIG. 1 shows a block diagram of an embodiment of a system including a blood 

glucose monitor (BGM) in communication with a computing device according to the present 

disclosure.

[0018] FIG. 2 shows an embodiment of method steps performed by the BGM according to 

the present disclosure.

[0019] FIG. 3 shows a block diagram of an embodiment of the BGM of FIG. 1 emitting a 

light pairing private key transmission according to the present disclosure.

[0020] FIG. 4 shows a block diagram of an embodiment of the BGM of FIG. 1 resonating 

an audio signal to transmit the private key according to the present disclosure.

[0021] FIG. 5 shows a block diagram of an embodiment of the BGM of FIG. 1 

communicating with the computing device over a wired connection according to the present 

disclosure.

[0022] FIG. 6A shows a block diagram of an embodiment of the BGM of FIG. 1 

communicating with the computing device using a pattern according to the present disclosure. 

[0023] FIG. 6B shows a block diagram of an embodiment of the computing device of FIG. 

1 communicating with the BGM using NFC according to the present disclosure.

[0024] FIG. 7 shows an embodiment of method steps performed by a personal health 

device (PHD) according to the present disclosure.

[0025] FIG. 8 shows an embodiment of method steps performed by the computing device 

according to the present disclosure.

[0026] FIG. 9 shows a block diagram of an embodiment of a computing device according 

to the present disclosure.

[0027] While the above-identified drawings set forth presently disclosed embodiments,

other embodiments are also contemplated, as noted in the discussion. This disclosure presents 

illustrative embodiments by way of representation and not limitation. Numerous other 

modifications and embodiments can be devised by those skilled in the art which fall within the 

scope and spirit of the principles of the presently disclosed embodiments.

4
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DETAILED DESCRIPTION

[0028] Various embodiments are disclosed herein; however, it is to be understood that the 

disclosed embodiments are merely illustrative of the disclosure that can be embodied in various 

forms. In addition, each of the examples given in connection with the various embodiments is 

intended to be illustrative, and not restrictive. Further, the figures are not necessarily to scale, 

some features may be exaggerated to show details of particular components (and any size, 

material and similar details shown in the figures are intended to be illustrative and not 

restrictive). Therefore, specific structural and functional details disclosed herein are not to be 

interpreted as limiting, but merely as a representative basis for teaching one skilled in the art to 

variously employ the disclosed embodiments.

[0029] Subject matter will now be described more fully hereinafter with reference to the 

accompanying drawings, which form a part hereof, and which show, by way of illustration, 

specific example embodiments. Subject matter may, however, be embodied in a variety of 

different forms and, therefore, covered or claimed subject matter is intended to be construed as 

not being limited to any example embodiments set forth herein; example embodiments are 

provided merely to be illustrative. Among other things, for example, subject matter may be 

embodied as methods, devices, components, or systems. Accordingly, embodiments may, for 

example, take the form of hardware, software, firmware or any combination thereof. The 

following detailed description is, therefore, not intended to be taken in a limiting sense.

[0030] The present disclosure is described below with reference to block diagrams and 

operational illustrations of methods and devices to select and present media related to a specific 

topic. It is understood that each block of the block diagrams or operational illustrations, and 

combinations of blocks in the block diagrams or operational illustrations, can be implemented by 

means of analog or digital hardware and computer program instructions. These computer 

program instructions can be provided to a processor of a general purpose computer, special 

purpose computer, ASIC, or other programmable data processing apparatus, such that the 

instructions, which execute via the processor of the computer or other programmable data 

processing apparatus, implements the functions/acts specified in the block diagrams or 

operational block or blocks.

5
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[0031] In some alternate implementations, the functions/acts noted in the blocks can occur 

out of the order noted in the operational illustrations. For example, two blocks shown in 

succession can in fact be executed substantially concurrently or the blocks can sometimes be 

executed in the reverse order, depending upon the functionality/acts involved. Furthermore, the 

embodiments of methods presented and described as flowcharts in this disclosure are provided 

by way of example in order to provide a more complete understanding of the technology. The 

disclosed methods are not limited to the operations and logical flow presented herein. 

Alternative embodiments are contemplated in which the order of the various operations is altered 

and in which sub-operations described as being part of a larger operation are performed 

independently.

[0032] Throughout the specification and claims, terms may have nuanced meanings 

suggested or implied in context beyond an explicitly stated meaning. Likewise, the phrase “In an 

embodiment” as used herein does not necessarily refer to the same embodiment and the phrase 

“in another embodiment” as used herein does not necessarily refer to a different embodiment. It 

is intended, for example, that claimed subject matter include combinations of example 

embodiments in whole or in part.

[0033] In general, terminology may be understood at least in part from usage in context. 

For example, terms, such as “and”, “or”, or “and/or,” as used herein may include a variety of 

meanings that may depend at least in part upon the context in which such terms are used. 

Typically, “or” if used to associate a list, such as A, B, or C, is intended to mean A, B, and C, 

here used in the inclusive sense, as well as A, B, or C, here used in the exclusive sense. In 

addition, the term “one or more” as used herein, depending at least in part upon context, may be 

used to describe any feature, structure, or characteristic in a singular sense or may be used to 

describe combinations of features, structures or characteristics in a plural sense. Similarly, 

terms, such as “a,” “an,” or “the,” again, may be understood to convey a singular usage or to 

convey a plural usage, depending at least in part upon context. In addition, the term “based on” 

may be understood as not necessarily intended to convey an exclusive set of factors and may, 

instead, allow for existence of additional factors not necessarily expressly described, again, 

depending at least in part on context.

6
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[0034] The embodiments disclosed herein relate to securely pairing a personal health device 

(PHD) to a computing device. Non-limiting examples of a PHD include, but are not limited to, a 

blood glucose monitor (BGM), an infusion pump (e.g., an insulin pump, smart insulin pens, or 

similar devices), a blood pressure cuff, a pulse oximeter, a peak flow device, HbAlc device, 

alcohol breathalyzer, cholesterol monitor, hematocrit monitor, echocardiogram sensors, 

respiration monitor, continuous blood glucose monitor, digital thermometer, electronic pill 

boxes, or similar devices, pedometers, heart rate monitors, baby monitors (remote cameras or 

microphones), electronic wallet, vehicle key fob, activity monitors, emergency beacon, or similar 

devices. Non-limiting examples of a computing device include, but are not limited to, a 

computer, a laptop, a tablet, a smartphone, a digital camera, a television, a digital assistant, 

vehicle dashboard, smart A/V devices (e.g., DVD / Blueray player), electronics glass, vehicle 

heads-up displays, video projectors, or similar devices. Although described herein with respect 

to a BGM, the description herein can be applied to any PHD. The secure pairing of the PHD to a 

computing device virtually eliminates eavesdropping during the pairing process and greatly 

enhances the reliability of the communications between the two devices.

[0035] FIG. 1 shows an embodiment of a system 100 including a BGM 105 (or any other 

PHD) in communication with a computing device 110 such as a smartphone. FIG. 2 shows an 

embodiment of steps performed by the BGM 105. The BGM 105 obtains a private key for use in 

communication with the computing device 110 (Step 205). The BGM 105 can obtain the private 

key by, for example, generating the private key (e.g., via a random or pseudorandom key 

generator), receiving the private key as input from a user, and/or reading the private key (e.g., via 

a scanning mechanism or via a digital camera). As described in more detail below, the BGM 

105 transmits the private key to the computing device 110 via a first communication medium 

115 (Step 210). In an embodiment, the BGM 105 receives pairing information from the 

computing device 110 via a second wireless communication medium 120 (Step 215). Examples 

of wireless communication channels include, but are not limited to, radio frequency (RF), such 

as WiFi, Bluetooth®, Bluetooth Smart®, ANT/ANT+®, ZigBee®, cellular, Near Field 

Communication (NFC), optical (e.g., barcode, IRDA, OCR, or similar devices), sound (e.g., 

ultrasonic, subsonic / vibratory, or similar sounds), magnetic, thermal, electrical (e.g., resistance, 

impedance, voltage, current) or similar channels. The BGM 105 then finalizes the pairing with

7
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the computing device 110 (Step 220). The system 100 therefore enables a “mixed-mode” 

method of pairing between the BGM 105 and the computing device 110, as different 

communication channels or mediums are used to communicate the private key and the pairing 

information between the devices 105,110.

[0036] As a brief background on Bluetooth®, many of the services offered over Bluetooth® 

can expose private data or allow the connecting party to control the Bluetooth® device. For 

security reasons, it is necessary to be able to recognize specific devices and thus enable control 

over which devices are allowed to connect to a given Bluetooth® device. At the same time, it is 

useful for Bluetooth® devices to be able to establish a connection without user intervention (for 

example, as soon as they are in range). To resolve this conflict, Bluetooth® uses a process called 

bonding, and a bond is created through a process called pairing. The pairing process is triggered 

either by a specific request from a user to create a bond (for example, the user explicitly requests 

to "Add a Bluetooth® device"), or it is triggered automatically when connecting to a service 

where (for the first time) the identity of a device is required for security purposes.

[0037] Pairing often involves some level of user interaction; this user interaction is the basis 

for confirming the identity of the devices. Once pairing successfully completes, a bond will have 

been formed between the two devices, enabling those two devices to connect to each other in the 

future without requiring the pairing process in order to confirm the identity of the devices. When 

desired, the bonding relationship can later be removed by the user.

[0038] During the pairing process, the two devices involved establish a relationship by 

creating a “shared secret” known as a “link key” or “private key”. If a private key is stored by 

both devices, they are said to be paired or bonded. A device that wants to communicate only 

with a bonded device can cryptographically authenticate the identity of the other device, and so 

be sure that it is the same device it previously paired with. Once a private key has been 

generated and shared, an authenticated Asynchronous Connection-Less (ACL) link between the 

devices may be encrypted so that the data that they exchange over the airwaves is protected 

against eavesdropping. Bluetooth® services generally require either encryption or 

authentication, and as such require pairing before they allow a remote device to use the given 

service.
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[0039] FIG. 3 shows a block diagram of BGM 105 emitting a light pairing private key 

transmission. The computing device 110 is listening for pairing and the BGM 105 is in a mode 

to initiate pairing. In an embodiment, the user of the BGM 105 initiates an action (such as 

pressing a button) to put the BGM 105 in a mode to initiate pairing. Alternatively, the BGM 105 

automatically transitions to a mode to initiate pairing. Similarly, a user of the computing device 

110 can perform an action to put the computing device 110 in a mode of listening for pairing or 

the computing device 110 can automatically transition to such a mode.

[0040] In an embodiment, the BGM 105 includes a Light Emitting Diode (LED) 305. The 

LED 305 may be an eject button indicator on the BGM 105 or another dual function LED or a 

dedicated LED for this function. As described above, the BGM 105 generates or obtains a 

private key (e.g., the BGM 105 uses a preset private key). The BGM 105 transmits (e.g., flashes) 

a light signal 310 corresponding to the private key. The light signal 310 may or may not be in 

the visible spectrum. The light signal 310 (also referred to below as an optical signal 310) can be 

a single wavelength or multi-wavelength. Multi-wavelength light signal 310 can encode a signal 

in base-N, where N-l is the number of wavelengths available. In an embodiment, the signal 310 

can be combined with other encoding methods, such as amplitude modulation (AM) or frequency 

modulation (FM).

[0041] The computing device 110 receives the light signal 310, such as via its camera 315 

or other photo-sensing element existing on the computing device 110 (e.g., a photodiode or the 

light sensor on the device 110 that is used to adjust the brightness of the display 320). The 

computing device 110 can then determine the private key from the light signal 310. In an 

embodiment, the computing device 110 utilizes the received private key to send encrypted 

pairing information 330 out via Bluetooth® (or some second communication medium different 

than the first communication medium (optic)). The BGM 105 is the only other device that 

knows the private key and therefore is the only device that can decrypt the Bluetooth® message. 

The BGM 105 decrypts the Bluetooth® message and finalizes the pairing over the Bluetooth® 

secure link.

[0042] In an embodiment, the computing device 110 changes the private key after receiving 

the light signal 310. In this embodiment, the computing device 110 transmits the new private 

key (e.g., via Bluetooth®) to the BGM 105 by encrypting the new key data with the original

9
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private key sent by the BGM 105. The BGM 105 and the computing device 110 can then switch 

to the newly established private key.

[0043] By transmitting a private key over an optical signal 310, an eavesdropper would 

have to be physically close to the BGM 105 (closer than a straight Bluetooth® / RF pairing), and 

the eavesdropper’s device would have to have the capability to receive the optical signal 310 and 

be in the line of sight of the BGM 105 (Bluetooth® /RF pairing doesn’t require line of sight) to 

successfully obtain the private key. The eavesdropper would also need to be expecting a mixed

mode method of pairing that differs from the typical near field communication (NFC) when 

using Bluetooth®.

[0044] FIG. 4 shows a block diagram of the BGM 105 resonating an audio signal 405 to 

transmit the private key. As described above, the computing device 110 is listening for pairing 

and the BGM 105 is in a mode to initiate pairing. In an embodiment, the audio signal 405 

emanates from a speaker or other audio device 410 (e.g., an internal speaker 410 located inside 

the BGM 105 or an external speaker in communication with the BGM 105). The audio signal 

405 may be in the audible range or may be in the non-audible range (e.g., ultrasonic range). 

[0045] As stated above, the BGM 105 generates or obtains a private key. The BGM 105 

resonates an existing beeper/speaker 410/piezo in a digital fashion to transmit the private key in 

audio signal 405. The computing device 110 receives the audio signal 405 via microphone 415 

or other vibration sensing element existing on the computing device 110. The computing device 

110 converts the audio signal 405 to the private key and uses the received private key to send 

encrypted pairing information 420 out via Bluetooth® (or some second communication medium 

different than the first communication medium (audio)). The BGM 105 is the only other device 

that can decrypt the Bluetooth® message and finalize the pairing over the Bluetooth® secure 

link.

[0046] As stated above, the computing device 110 can change the private encryption key 

after receiving the audio signal 405. By transmitting a private key over an audio signal, an 

eavesdropper would need to be physically close to the BGM 105 (closer than a straight 

Bluetooth® / RF pairing) and utilize a device that has the capability of receiving the audio signal 

405. The eavesdropper would also need to be expecting a mixed-mode method of pairing that 

differs from the typical NFC when using Bluetooth®.

10
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[0047] FIG. 5 shows a block diagram of the BGM 105 communicating with the computing 

device 110 over a wired connection 505. As described above, the computing device 110 is 

listening for pairing and the BGM 105 is in a mode to initiate pairing. The BGM 105 generates 

or obtains a private key. The BGM 105 digitally transmits the private key over wired connection 

505. Examples of the wired connection 505 include, but are not limited to, a USB cable, a serial 

cable, an RS-232 cable, fiber optic cable, or any other physical communications link capable to 

physically connect the BGM 105 and the computing device 110. In an embodiment, the wired 

connection 505 connects to and transmits data via the audio jack of the computing device 110 

and/or the BGM 105. In an embodiment, the BGM 105 transmits additional pairing information 

required to pair the devices 105, 110 via Bluetooth® 330 (or, in another embodiment, over the 

wired connection 505) to the computing device 110.

[0048] The wired connection 505 between the BGM 105 and computing device 110 is 

removed, and the Bluetooth® link (or second communication medium) is now secure. As 

described above, the computing device 110 can now change the private encryption key and 

transmit this key to the BGM 105. By transmitting a private key over a physical link 505, 

eavesdropping is completely eliminated. All Bluetooth® communications will be secure and 

encrypted.

[0049] FIG. 6A shows a block diagram of the BGM 105 communicating with the 

computing device 110 using a pattern. The BGM 105 is in a mode to initiate pairing. The BGM 

105 generates or obtains a private key. The BGM 105 displays the private key in the form of a 

pattern 605 on its display screen 610 (e.g., LCD display, dot matrix display, or similar devices). 

The pattern 605 may be one or more word(s), letter(s), symbol(s), graphic(s), video(s), 

animation(s), design(s), and/or arrangement(s) viewable on display screen 610. The computing 

device 110 uses its camera 315 to take a photograph 615 of the pattern. The computing device 

110 determines, from the photograph 615, a decoded pattern 620. In an embodiment, the 

decoded pattern 620, shown in FIG. 6 as pattern “12BEF4”, is the private key. The computing 

device 110 users the private key to send encrypted pairing information 625 out via Bluetooth® 

(or some other second communication medium). The BGM 105 is the only other device that 

knows the private key and therefore is the only device that can decrypt the Bluetooth® message 

and finalize the pairing over the Bluetooth® secure link.

11
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[0050] As described above, in an embodiment the computing device 110 can change the 

private encryption key and send the new private key via Bluetooth® to the BGM 105 by 

encrypting the new key data with the original private key sent by the BGM 105. At that point, 

both the BGM 105 and the computing device 110 can switch to the newly established private 

key.

[0051] By transmitting a private key by encoding the key into the display screen 610 of the 

BGM 105, an eavesdropper would need to be physically close to the BGM, be in the line of sight 

of the display screen 610, and know the method of encoding to be able to intercept the private 

key. The eavesdropper would also need to be expecting a mixed-mode method of pairing that 

differs from the typical NFC when using Bluetooth®.

[0052] In an embodiment, a preset private key is imprinted as a barcode and secured to the 

BGM 105 (e.g., on the back of the BGM 105). In an embodiment, the computing device 110 

uses its camera 315 to read the barcode and determine the private key. The computing device 

110 then uses the private key to send encrypted pairing information out via Bluetooth® (or some 

other second communication medium). As described above, the computing device 110 can opt 

to change the private encryption key and send the new private key via Bluetooth® to the BGM 

by encrypting the new key data with the original private key sent by the BGM 105. At that 

point, both the BGM 105 and the computing device 110 can switch to the newly established 

private key.

[0053] By reading a private key by using an imprinted barcode on the BGM 105, an 

eavesdropper would need to be physically close to the BGM 105 and would need to be in the line 

of sight of the barcode to intercept the private key. The eavesdropper would also need to be 

expecting a mixed-mode method of pairing that differs from the typical NFC when using 

Bluetooth®.

[0054] Referring to FIG. 6B, in one embodiment, using NFC 605, the computing device 

110 can read an embedded RFID tag on the PHD 105 to obtain the private key. Unlike a 

conventional approach of using an NFC device to connect to another NFC device, this 

embodiment connects an NFC device to an RFID device.

[0055] As described herein, the existing components of the smartphone and the PHD are 

utilized to facilitate a secure, mixed-mode pairing. In other words, electronics not already

12



WO 2014/165172 PCT/US2014/024643
20

17
24

85
40

 
20

 O
ct

 2
01

7

present in existing PHDs and computing devices are not needed to utilize this secure, mixed

mode pairing. Unlike the tap-to-pair type of configuration, in which two device owners tap each 

of their devices together to pair them and which requires additional electronics and is therefore 

more costly, the above described pairing does not need specialized hardware, thereby making 

this a more cost-effective solution.

[0056] The different embodiments described above can be implemented via, for example, 

firmware or software downloaded onto a BGM 105 and the computing device 110. In an 

embodiment, the computing device 110 (and/or BGM 105) downloads a software application 

(also referred to as an “app”) from, e.g., an online app store. In an embodiment, a manufacturer 

of the BGM 105 would manufacture the BGM 105 with the capability of one or more of the 

previously described embodiments.

[0057] As described above, the PHD can communicate the data stored on the PHD with a 

computing device if the user wants to analyze and/or graph the data from the PHD and/or if the 

user wants to communicate the data to a medical professional such as a doctor. In an 

embodiment, the user uses the PHD to control another PHD by pairing the first PHD with the 

second PHD. For example, a diabetic user can pair the user’s BGM with the user’s insulin 

pump. The user can then test his blood sugar using his BGM, and can adjust the amount of 

insulin delivered to the user by the user’s insulin pump via one or more of the described pairing 

techniques. In an embodiment, the PHD (e.g., BGM 105) has an option or display screen in 

which the user can select which device out of many to which the user wants to pair the BGM.

[0058] FIG. 7 shows an embodiment of method steps performed by the PHD (e.g., BGM 

105) according to the present disclosure. The PHD 105 is configured to enter a pairing mode 

(Step 705). in an embodiment, the user configures the PHD 105 into the pairing mode to pair 

with a computing device. For example, the user may press a button on the PHD 105 to put the 

PHD 105 into the pairing mode.

[0059] If the PHD 105 is designed for barcode pairing (Step 710), then the PHD 105 

transitions to a second communication medium for transmitting and receiving (Step 725). If not, 

the PHD 105 enables a first communication medium transmission device (Step 715), such as one 

or more LEDs, a beeper, a speaker or piezo, a wired cable, or an LCD pattern, depending on the 

profile for the PHD 105. The PHD 105 then transmits a private key on the first communication
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medium (Step 720). The PHD 105 switches to the second communication medium (Step 725) 

and finalizes the pairing with the computing device 110 on the second communication medium 

(Step 730). As described above, the second communication medium may be, for example, RF 

(WiFi, Bluetooth®, Bluetooth Smart®, ANT/ANT+®, ZigBee®, NFC®, or similar medium). 

The PHD 105 can then receive or transmit data over the second communication medium (Step 

735). The PHD 105 ends the communication session at a later point in time, such as when the 

data has been transmitted and/or received (Steps 740-745).

[0060] FIG. 8 shows an embodiment of method steps performed by the computing device 

according to the present disclosure. The user of the computing device 110 can open a personal 

health app (Step 805). In an embodiment, the user chooses a device to pair (Step 810). The 

order of which device (PHD 105 or computing device 110) is put into the pairing mode first may 

not be important. If the computing device 110 has a profile for the PHD 105 that dictates a 

barcode, then the computing device 110 will use a camera or barcode scanner to read the 

barcoded label on the PHD 105. If the profile for the PHD 105 contains a different medium 

other than the barcode, then the computing device 110 enables a first medium receive device 

(Step 815). The first medium receive device may be a photo sensor, a camera, a microphone, or 

a wired cable. The computing device 110 searches for the PHD 105 signal on the receiver for a 

period of time (Steps 820-825). If the PHD 105 is not found, the computing device 110 can alert 

the user that the PHD 105 was not found (Step 830). If the PHD 105 was found in Step 820, the 

computing device 110 receives the private key via the first communication medium (Step 835). 

[0061] The computing device 110 then switches to the second communication medium for 

transmitting and/or receiving (Step 840). In an embodiment, the computing device 110 finalizes 

the pairing on the second communication medium (Step 845). The computing device 110 

receives / transmits data (Step 850) until the user or app ends the connection (Step 855).

[0062] There are several types of devices that can be paired together. As stated above, one 

example includes, but is not limited to, a BGM paired with a smartphone or tablet. The BGM 

can also be paired with, for example but not limited to, an insulin pump or an insulin pen. As 

stated above, a blood pressure cuff can be paired with, for example but not limited to, a 

smartphone or tablet. Another example pairing includes, but is not limited to, a pulse oximeter, 

blood pressure cuffs, insulin pumps, heart rate monitors, paired with a smartphone or tablet.
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[0063] The pairing of devices can help, for instance but not limited to, people with diabetes, 

people with high blood pressure, and/or people with saturation of their hemoglobin.

[0064] Computing device 110 may be capable of sending or receiving signals, such as via a 

wired or wireless network, or may be capable of processing or storing signals, such as in memory 

as physical memory states. Computing device 110 may include one or more central processing units 

and memory. Computing device 110 may also include one or more mass storage devices, one or 

more power supplies, one or more wired or wireless network interfaces, one or more 

input/output interfaces, or one or more operating systems, such as iOS®, Android®, 

Windows® XP®, Windows® 7, Windows® 8, Mac® OS X®, Unix®, Linux®, FreeBSD®, or 

the like. In an embodiment, the computing device 110 hosts or is in communication with a 

database. The database may be stored locally or remotely from the computing device 110.

[0065] A network may couple devices so that communications may be exchanged, such as 

between a computing device 110 and a PHD. A network may also include mass storage, such as 

network attached storage (NAS), a storage area network (SAN), or other forms of computer or 

machine readable media, for example. A network may include the Internet, one or more local 

area networks (LANs), one or more wide area networks (WANs), wire-line type connections, 

wireless type connections, or any combination thereof. Likewise, sub-networks, which may 

employ differing architectures or may be compliant or compatible with differing protocols, 

may interoperate within a larger network. Various types of devices may, for example, be made 

available to provide an interoperable capability for differing architectures or protocols. As one 

illustrative example, a router may provide a link between otherwise separate and independent 

LANs.

[0066] A communication link or channel may include, for example, analog telephone 

lines, such as a twisted wire pair, a coaxial cable, full or fractional digital lines including ΤΙ, T2, 

T3, or T4 type lines, Integrated Services Digital Networks (ISDNs), Digital Subscriber Lines 

(DSLs), wireless links including satellite links, or other communication links or channels, such 

as may be known to those skilled in the art. Furthermore, a computing device or other related 

electronic devices may be remotely coupled to a network, such as via a telephone line or link, for 

example.
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[0067] A wireless network may couple client devices with a network. A wireless network 

may employ stand-alone ad-hoc networks, mesh networks, Wireless LAN (WLAN) networks, 

cellular networks, or the like. A wireless network may further include a system of terminals, 

gateways, routers, or the like coupled by wireless radio links, or the like, which may move 

freely, randomly or organize themselves arbitrarily, such that network topology may change, at 

times even rapidly. A wireless network may further employ a plurality of network access 

technologies, including Long Term Evolution (LTE), WLAN, Wireless Router (WR) mesh, or 

2nd, 3rd, or 4th generation (2G, 3G, or 4G) cellular technology, or similar networks. Network 

access technologies may enable wide area coverage for devices, such as client devices with 

varying degrees of mobility, for example.

[0068] For example, a network may enable RF or wireless type communication via one or

more network access technologies, such as Global System for Mobile communication (GSM), 

Universal Mobile Telecommunications System (UMTS), General Packet Radio Services 

(GPRS), Enhanced Data GSM Environment (EDGE), 3GPP Long Term Evolution (LTE)®, LTE 

Advanced®, Wideband Code Division Multiple Access (WCDMA), Bluetooth®, 802.1 lb/g/n, or 

similar network access technologies. A wireless network may include virtually any type of 

wireless communication mechanism by which signals may be communicated between devices, 

such as a client device or a computing device, between or within a network, or the like.

[0069] In an embodiment and as described above, the computing device 110 is a 

smartphone. In an embodiment, the computing device 110 is a tablet. The computing device 

110 may be a computer, a laptop, a set top box, or similar devices. As shown in FIG. 9, 

computing device 910 (and / or PHD 105) may include one or more processing units (also 

referred to herein as computer processing units (CPUs)) 922, which interface with at least one 

computer bus 925. A memory 930 can be persistent storage and interfaces with the computer 

bus 925. The memory 930 includes RAM 932 and ROM 934. ROM 934 includes a BIOS 940. 

Memory 930 interfaces with computer bus 925 so as to provide information stored in memory 

930 to CPU 922 during execution of software programs such as an operating system 941, 

application programs 942, device drivers, and software modules 943, 945 that comprise program 

code, and/or computer-executable process steps, incorporating functionality described herein, 

e.g., one or more of process flows described herein. CPU 922 first loads computer-executable
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process steps from storage, e.g., memory 932, data storage medium / media 944, removable 

media drive, and/or other storage device. CPU 922 can then execute the stored process steps in 

order to execute the loaded computer-executable process steps. Stored data, e.g., data stored by a 

storage device, can be accessed by CPU 922 during the execution of computer-executable 

process steps.

[0070] Persistent storage medium / media 944 is a computer readable storage medium(s) 

that can be used to store software and data, e.g., an operating system and one or more application 

programs. Persistent storage medium / media 944 can also be used to store device drivers, such 

as one or more of a digital camera driver, monitor driver, printer driver, scanner driver, or other 

device drivers, web pages, content files, playlists and other files. Persistent storage medium / 

media 944 can further include program modules and data files used to implement one or more 

embodiments of the present disclosure.

[0071] For the purposes of this disclosure a computer readable medium stores computer 

data, which data can include computer program code that is executable by a computer, in 

machine readable form. By way of example, and not limitation, a computer readable medium 

may comprise computer readable storage media, for tangible or fixed storage of data, or 

communication media for transient interpretation of code-containing signals. Computer readable 

storage media, as used herein, refers to physical or tangible storage (as opposed to signals) and 

includes without limitation volatile and non-volatile, removable and non-removable media 

implemented in any method or technology for the tangible storage of information such as 

computer-readable instructions, data structures, program modules or other data.

Computer readable storage media includes, but is not limited to, RAM, ROM, EPROM, 

EEPROM, flash memory or other solid state memory technology, CD-ROM, DVD, or other 

optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic 

storage devices, or any other physical or material medium which can be used to tangibly store 

the desired information or data or instructions and which can be accessed by a computer or 

processor.

[0072] Computing device 910 can also include one or more of a power supply 926, network 

interface 950, audio interface 952, a display 954 (e.g., a monitor or screen), keypad 956, 

illuminator 958, Input/Output (VO) interface 960, a haptic interface 962, a GPS 964, a
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microphone 967, a video camera, TV / radio tuner, audio/video capture card, sound card, analog 

audio input with A/D converter, modem, digital media input (HDMI, optical link), digital I/O 

ports (RS232, USB, FireWire, Thunderbolt), expansion slots (PCMCIA, ExpressCard, PCI, 

PCIe).

[0073] For the purposes of this disclosure a module is a software, hardware, or firmware (or 

combinations thereof) system, process or functionality, or component thereof, that performs or 

facilitates the processes, features, and/or functions described herein (with or without human 

interaction or augmentation). A module can include sub-modules. Software components of a 

module may be stored on a computer readable medium. Modules may be integral to one or more 

computing devices, or be loaded and executed by one or more computing devices. One or more 

modules may be grouped into an engine or an application.

[0074] Thus, in an embodiment, the PHD includes a processor and a storage medium for 

tangibly storing thereon program logic for execution by the processor. The program logic 

includes transmitting logic executed by the processor for communicating, to a computing device 

via a first communication medium, a private key. The program logic also includes receiving 

logic executed by the processor for receiving, from the computing device via a second wireless 

communication medium, pairing information comprising the private key. The program logic can 

also include pairing logic executed by the processor for pairing the personal health device to the 

computing device.

[0075] In an embodiment, a method includes transmitting, by a personal health device to a 

computing device via a first communication medium, a private key; receiving, by the personal 

health device from the computing device via a second wireless communication medium, pairing 

information comprising the private key; and pairing, by the personal health device, the personal 

health device to the computing device.

[0076] In an embodiment, a method includes receiving, by a computing device from a 

personal health device via a first communication medium, a private key, transmitting, by the 

computing device to the personal health device via a second wireless communication medium, 

pairing information comprising the private key; and establishing, by the computing device with 

the personal health device, a pairing between the personal health device and the computing 

device over the second communication medium.
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[0077] Those skilled in the art will recognize that the methods and systems of the present 

disclosure may be implemented in many manners and as such are not to be limited by the 

foregoing exemplary embodiments and examples. In other words, functional elements being 

performed by single or multiple components, in various combinations of hardware and software 

or firmware, and individual functions, may be distributed among software applications at either 

the computing device or a server or both. In this regard, any number of the features of the 

different embodiments described herein may be combined into single or multiple embodiments, 

and alternate embodiments having fewer than, or more than, all of the features described herein 

are possible. Functionality may also be, in whole or in part, distributed among multiple 

components, in manners now known or to become known. Thus, myriad 

software/hardware/firmware combinations are possible in achieving the functions, features, 

interfaces and preferences described herein. Moreover, the scope of the present disclosure 

covers conventionally known manners for carrying out the described features and functions and 

interfaces, as well as those variations and modifications that may be made to the hardware or 

software or firmware components described herein as would be understood by those skilled in 

the art now and hereafter.

[0078] While the system and method have been described in terms of one or more 

embodiments, it is to be understood that the disclosure need not be limited to the disclosed 

embodiments. It is intended to cover various modifications and similar arrangements included 

within the spirit and scope of the claims, the scope of which should be accorded the broadest 

interpretation so as to encompass all such modifications and similar structures. The present 

disclosure includes any and all embodiments of the following claims.
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1. A personal health device comprising:

a hardware processor;

a non-transitory computer readable storage medium for tangibly storing thereon program 

logic for execution by the hardware processor, the program logic comprising:

transmitting logic executed by the hardware processor for communicating, to a 

computing device via a first communication medium, a private key, wherein the first communication 

medium is configured to communicate an optical signal, an audio signal, or a pattern displayed on a 

display device;

receiving logic executed by the hardware processor for receiving, from the 

computing device via a second wireless communication medium comprising a wireless 

communication channel and being different than the first communication medium, pairing 

information encrypted using the private key; and

pairing logic executed by the hardware processor for pairing the personal health 

device to the computing device upon receiving of the pairing information,

wherein the private key comprises an optical signal, an audio signal, or a pattern displayed 

on a display device.

2. The personal health device of claim 1, wherein the transmitting logic for communicating, to 

the computing device via the first communication medium, the private key further comprises 

transmitting logic executed by the hardware processor for transmitting, to the computing device, an 

optical signal.

3. The personal health device of claim 1, wherein the transmitting logic for communicating, to 

the computing device via the first communication medium, the private key further comprises 

transmitting logic executed by the hardware processor for transmitting, to the computing device, an 

audio signal.

4. The personal health device of claim 1, wherein the transmitting logic for communicating, to 

the computing device via the first communication medium, the private key further comprises 

displaying logic executed by the hardware processor for displaying a pattern, on a display device.
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the computing device via the first communication medium, the private key further comprises 

transmitting logic executed by the hardware processor for transmitting, to the computing device over 

a wired communication link, the private key.

6. The personal health device of claim 1, wherein the pairing logic further comprises key 

changing logic executed by the hardware processor for changing the private key.

7. The personal health device of claim 1, further comprising generating logic executed by the 

hardware processor for generating the private key.

8. The personal health device of claim 1, further comprising a barcode for communication to 

the computing device via the first communication medium.

9. The personal health device of claim 1, further comprising pairing initiation logic executed by 

the hardware processor for configuring the personal health device to be in a mode to initiate pairing.

10. The personal health device of claim 1, wherein the personal health device does not comprise 

a near field communication (NFC) chip.

11. The personal health device of claim 1, further comprising an embedded RFID tag for 

communicating the private key to the computing device via the first communication medium using 

near field communication.

12. A method comprising:

transmitting, by a hardware processor of a personal health device to a computing device via a 

first communication medium, a private key, the private key comprising an optical signal, an audio 

signal, or a pattern displayed on a display device, and wherein the first communication medium is 

configured to communicate an optical signal, an audio signal, or a pattern displayed on a display 

device;

receiving logic executed by the hardware processor for receiving, from the computing device

via a second wireless communication medium comprising a wireless communication channel and
-22-



20
17

24
85

40
 

20
 M

ar
 2

01
9

being different than the first communication medium, pairing information encrypted using the 

private key; and

pairing logic executed by the hardware processor for pairing the personal health device 

to the computing device upon receiving of the pairing information.

13. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, the private key further 

comprises transmitting, by the hardware processor of the personal health device to the computing 

device, an optical signal comprising.

14. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, the private key further 

comprises transmitting, by the hardware processor of the personal health device to the computing 

device, an audio signal.

15. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, the private key further 

comprises displaying, by the hardware processor of the personal health device for capturing by the 

computing device, a pattern.

16. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, the private key further 

comprises transmitting, by the hardware processor of the personal health device to the computing 

device over a wired communication link, the private key.

17. The method of claim 12, wherein the pairing the personal health device to the computing 

device further comprises changing the private key.

18. The method of claim 12, further comprising generating, by the hardware processor of the 

personal health device, the private key.
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19. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, the private key further 

comprises enabling capture of a barcode on the personal health device by the computing device.

20. The method of claim 12, further comprising configuring the personal health device to be in a 

mode to initiate pairing.

21. The method of claim 12, wherein the transmitting, by the hardware processor of the personal 

health device to the computing device via the first communication medium, a private key further 

comprises transmitting an embedded RFID tag to the computing device using near field 

communication.

22. A method comprising:

receiving, by a computing device from a personal health device via a first communication 

medium, a private key, the private key comprising an optical signal, an audio signal, or a pattern 

displayed on a display device, and wherein the first communication medium is configured to 

communicate an optical signal, an audio signal, or a pattern displayed on a display device;

transmitting, by the computing device to the personal health device via a second wireless 

communication medium comprising a wireless communication channel and being different than the 

first communication medium, pairing information encrypted using the private key; and

establishing, by the computing device with the personal health device, a pairing between the 

personal health device and the computing device over the second communication medium upon 

receiving of the pairing information by the personal health device.

23. A method comprising:

transmitting, by a hardware processor of a personal health device to a computing device via a 

first communication medium, a private key, the private key being selected from the group consisting 

of an optical signal, an audio signal, and a pattern displayed on a display device and the first 

communication medium being configured to communicate an optical signal, an audio signal, or a 

pattern displayed on a display device and not being near field communication (NFC);

receiving, by the hardware processor of the personal health device from the computing 

device via a second wireless communication medium comprising a wireless communication channel
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and being different than the first communication medium, pairing information encrypted using the 

private key; and

pairing, by the hardware processor of the personal health device, the personal health device 

to the computing device upon receiving of the pairing information by the personal health device.

24. A communication system comprising:

a personal health device comprising a hardware processor and a non-transitory computer readable 

storage medium for tangibly storing thereon program logic for execution by the hardware processor; 

and

a computing device in communication with the personal health device via first communication 

medium and a second communication medium,

wherein the program logic comprises:

transmitting logic executed by the hardware processor for communicating a private 

key to the computing device via a first communication medium transmission device configured to 

communicate the first communication medium in the form of an optical signal, an audio signal, or a 

pattern displayed on a display device, the private key being represented by the optical signal, the 

audio signal, or the pattern;

receiving logic executed by the hardware processor for receiving, from the computing device via the 

second communication medium comprising a wireless communication channel and being different 

than the first communication medium, pairing information encrypted using the private key; and 

pairing logic executed by the hardware processor for pairing the personal health device to the 

computing device upon receiving of the pairing information.

25. The communication system of claim 24, wherein the transmitting logic for communicating, 

to the computing device via the first communication medium transmission device, the private key 

further comprises transmitting logic executed by the hardware processor for transmitting, to the 

computing device, the optical signal.

26. The communication system of claim 24, wherein the transmitting logic for communicating, 

to the computing device via the first communication medium transmission device, the private key 

further comprises transmitting logic executed by the hardware processor for transmitting, to the 

computing device, the audio signal.

-25 -



20
17

24
85

40
 

20
 M

ar
 2

01
9

27. The communication system of claim 24, wherein the transmitting logic for communicating, 

to the computing device via the first communication medium transmission device, the private key 

further comprises displaying logic executed by the hardware processor for displaying the pattern, on 

the display device.

28. The communication system of claim 24, wherein the transmitting logic for communicating, 

to the computing device via the first communication medium transmission device, the private key 

further comprises transmitting logic executed by the hardware processor for transmitting, to the 

computing device over a wired communication link, the private key.

29. The communication system of claim 24, wherein the pairing logic further comprises key 

changing logic executed by the hardware processor for changing the private key.

30. The communication system of claim 24, further comprising generating logic executed by the 

hardware processor for generating the private key.

31. The communication system of claim 24, further comprising a barcode for communication to 

the computing device via the first communication medium.

32. The communication system of claim 24, further comprising pairing initiation logic executed 

by the hardware processor for configuring the personal health device to be in a mode to initiate 

pairing.

33. The communication system of claim 24, wherein the personal health device does not 

comprise a near field communication (NFC) chip.

34. The communication system of claim 24, further comprising an embedded RFID tag for 

communicating the private key to the computing device via the first communication medium using 

near field communication.

35. A method comprising:

receiving, by a computing device, a private key from a hardware processor of a personal

health device via a first communication medium transmission device configured to communicate a
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first communication medium in the form of an optical signal, an audio signal, or a pattern displayed

on a display device, the private key being represented by the optical signal, the audio signal, or the

pattern; and

transmitting, by the computing device, pairing information encrypted using the private key to 

the hardware processor of the personal health device via a second communication medium different 

than the first communication medium, 

wherein upon receiving of the pairing information by the hardware processor of the personal health 

device, the hardware processor of the personal health device is paired to the computing device using 

the pairing information comprising the private key.

36. The method of claim 35, wherein the pairing the personal health device to the computing 

device further comprises changing the private key.

37. The method of claim 35, wherein the private key is generated by the hardware processor of 

the personal health device.

38. The method of claim 35, wherein the private key further comprises enabling capture of a 

barcode on the personal health device by the computing device.

39. The method of claim 35, further comprising configuring computing device to enable the 

personal health device to be in a mode to initiate pairing.

40. The method of claim 35, wherein the receiving step further comprises receiving, by the 

computing device, an embedded RFID tag via near field communication.
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