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A countermeasure for differential power analysis attacks on computing devices. The countermeasure includes the definition of a

set of split mask values. The split mask values are applied to a key value used In conjunction with a masked table defined with
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(57) Abrege(suite)/Abstract(continued):
reference to a table mask value. The set of n split mask values are defined by randomly generating n-1 split mask values and
defining an nth split mask value by exclusive oring the table mask value with the n-1 randomly generated split mask values.
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ABSTRACT
A countermcasure for differential power analysis attacks on computing devices.
The countermeasure includes the definition of a sct of split mask values, The split mask
values are applicd to a key value used in conjunction with a masked table defincd with
relerence to a table mask value. The set of n split mask values are detined by randomly
gencrating n-1 split mask values and defining an nth split mask value by exclusive or’ing

the table mask value with the n-1 randomly generated split mask values.
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SECURITY COUNTERMEASURES FOR POWER ANALYSIS ATTACKS

Field of the Invention

[0001] This invention rclates generally to computing systems and, more particularly, to

computing systems implementing sccurity countermeasures for power analysis attacks.

Background of the Invention
10002] Computing systems often rcquire operations to be carried out in a secure manncr.

For embedded computing devices and for pervasive systems, security of operation is often

crucial. To ensure operations and communications are secure, such systcms employ

cryptographic methods.

(0003] The implementation of such a cryptographic method must itself be secure.
However, cryptographic methods are subject to attacks. One type of non-invasive attack
on computing devices implementing cryptographic methods is known as a power analysis
attack. A power analysis attack involves the monitoring of the power consumption of onc

or more components of a device while the device cxecutes a cryptographic mcthod.

[0004] The data derived from monitoring power consumption of the device, combined
with knowledge of the operations being carricd out by (he device, are used to derive the

secrct information that is part of the cryptographic method.

|0005] One type of power analysis attack is known as a Difterential Power Analysis
(“DPA") (see, for example, “Differential Power Analysis” P. Kocher, CRYPTO'99,
Lecture Notes in Computer Science, 1666, pp. 388-397, 1999, Springer-Verlag). This
approach involves generating a large number of inputs by varying difterent bits in values
to be encoded using the eryptographic method implemented 1n a device. The DPA attack
monitors power consumption at different points in the computing device for each of these
varying values and, by statistical analysis the differential data, is able to determine a likely

key valuc for the cryptographic method (the secret intformation).

[0606] 1t is known to usc hardware techniques to implement countermeasures for such
power analysis attacks. Such an approach may use smoothing or modification of the

power consumption of the device to resist a power analysis attack. For example, see U.S.

Patent 6,419,159 to Odinak.
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j0007] Similarly, countermeasures implemented in software have been developed. U.S.
Patent 6,295,606 to Messerges and "Towards Sound Approaches To Counteract Power-
Analysis Attacks" (5. Chan, C.8.Jutla, J.R.Rao, P.Rohatgi, CRYPTO'99, Lecture Notes in
Computer Science, 1666, pp, 398-412, 1999, Springer-Verlag), describe approachcs that
implement countcrmeasures tO resist power analysis attacks, However, such software

approaches involve overhead costs in performance.

[0008] United States Patent 6,295,606 (Messerges et al., September 25, 2001) discloses a
method for resisting a power analysis attack for a cryptographic method. The
cryptographic method includes a key valuce that is combined with a plaintext value by a
bitwise Boolean exclusive or operation. The result is used as input for a tunction that
provides a cipher text output. The cryptographic function is usually implemcented as one
or more table look-ups. The Mcsserges method involves a masking step carried out by
applying a bitwisc Boolean exclusive or operation to the key using a random value (the
mask). In the Messerges method the masked key is then cxclusive or’d with a plaintext
and the result is used as input for a function that has, itself, been modified to provide a
masked output thut can be unmasked to provide the correct result data. To apply a DPA
attack against a device that 1s using the Messcrges method requires a second order DPA:
power samplcs for the random value (imask) and the output of the bitwise Boolean XOR
of the masked key and the plaintext are required, Complex mathematical analysis is then

rcquired to enable the key value to be determined.

[0009] In the approach of Messcrpes, by masking cach key value with a different random
mask, the cryptographic funchon is also required to be modified. This typically results in
the regeneration of a large table for each application of the cryptographic function. A

large overhead price is borne by the system implementing this approach to avoid or himit
DPA attacks.

[0010] Another known approach is set out in Chari (scc above) and involves splitting the
key value. In this approach the key value is to be divided into 4 number (k) of frugments
and the fragments are combined with random bits, The approach requires a k™ order DPA
10 attcmpt to determine the original key value used, However, the Chari approach
requirces the plaintext to be exclusive or’d with each of the split key valucs. The end

result is that the processor exccuting the Chari method will require more power as the
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repeated running of the cryptographic function will necessitate the dissipation of more
energy. In devices such as personal digital assistants, energy consumption 1s a crucial

factor and therefore therc are limitations to applyving this approach tor many types of

products.

[0011} It is therefore desirable to be able implement a countermeasure that will resist a

DPA attack and will not require repeated potentially powcr-consuming opcrations,

Summary of the Invention
10012] According to an aspect of the invention there is provided a method and system for

improved countcrmeasures for power analysis security attacks.

10013] According to another aspect of the invention there is provided a computing
device-implemcented method for carrying out encryption using a key value for encrypting a
plaintext value (o define a cipher text, the encryption being defined using an encryption
function, the method including the steps of: defining a2 masked encryption function by
masking the encryption function asing an encryption function mask value; defining a sct
of more than one split mask values, at lcast one of the sct of split mask values being
defined with reference to the encryption function mask valuc; generating a final mask
value by masking the kcy value using masking steps that comprise masking by applying
the set of split mask values; dctermining an input value by masking the plaintext value
using masking stcps that comprise masking by applying the fixed final mask value, and

applying the input value to the encryption function to provide a cipher text output.

[0014] According to another aspect ot the invention there is provided the above method
in which the step of generating the final mask value further includes the step of masking
the key value using a key mask value prior to masking with the sct of split mask values,

and which further includcs the step of using the key mask value as a mask, as part of the

step of detining one of the values in the set of split mask values with reference to the

mneryption tunction mask value,

[0015] According to another aspect ot the invention there is provided the above method
in which the step of defining one of the set of split mask values with reference to the

encryption function mask value further includcs the steps of masking the split mask value

with the ¢ther values in the set of split mask values.
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[0016] According to another aspect of the invention there is provided the above method
in which the step of defining a set of split mask values ml...mn includes the steps of:
detiming the encryption tunction mask valuc to comprise a set of random values minl to
minn; defining the set of split mask values to be the random values ml to mn-1; and
defining a masking value mn in the set of split mask values to be (key mask value)®

minl®, A minnmiA, . mne-1.

[0017] According to another aspect of the invention there is provided the above mcthod
further including the steps of applying a random mask to an even numbecr of the set of
split mask values prior to the step of masking the key valuc with the set of split mask

valucs.

[0018] According to another aspcet of the invention there is provided a computing
device-implemented method for use in a ¢ryptographic process, the cryptographic process
using a key value to definc input to a cryptographic function, the method including the
steps of: masking the cryptographic function using a function mask value; defining a set
of more than onc split mask values, at lcast one of the set of split mask values being
defined with refcrence to the function mask value; masking the key value using steps that
comprisc masking by applying the set of split mask values to obtain a masked input key
value; and using the masked input key value to define the input to the masked
cryptographic function.

[0019] According to another aspect of the invention there is provided the above method,

turther including the step of randomizing the split mask valucs.

10020] According to another aspect of the invention there is provided a computing
device-implemented method for use with an AES key generation process for defining
masked round keys for use in AES cncryption, the method including the steps of:
defining a masked table for use the AES key generation process using table mask M;
detining a sct of four split mask values, onc of the set of split mask values being defined
with relation to table mask M; masking a sel of four key values using the sct of four split
mask values and applying the resulting values to the AES key generation process using
the masked table and a set of intermediate mask values whereby the set of AES round

keys dcfincd using table look-up are defined by applying an appropriate intermediate
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mask value to the input value for the masked table; and masking the round keys produced
by the AES key generation process by applying an appropriate intermediate mask value to

the round keys that are not directly defined using table look-up.

[0021] According to another aspect of the invention there is provided the above method
in which the four key values are each masked with one of a set of four key mask values
und in which the split mask valuc in the set of split key mask values that is defined with

relation to table mask M 1s further masked with each of the four key mask values.

[0022] According to ancther aspect of the invention there is provided a computing

device-implemented method for carrying out AES encryption using the round keys as
defined above, the output of the AES cneryption being unmasked using the key mask

valucs and the split mask values.

[0023] According to another aspcct of the invention there is provided the above method
in which the unmasking is carried out in more than one step such that the key mask values

and the split mask values are not combined so as to produce a single unmasking value.

[0024] According to another aspcet of the invention there is provided a computing device
program product for camrying out encryption using a key value for encrypting a plaintext
value to define a cipher text, the encryption being defined using an encryption function,
the computing device program product including a computer usable medium having
computer readable program code means embodied in the medium, and including program
code means for defining a masked encryption function by masking the encryption function
using an encryption function mask value; program code means for defining a set of more
than one split mask valucs, at least one of the set of split mask values being defined with
reference to the encryption function mask value; program code means for gencrating a
final mask value by masking the key value using masking steps that comprise masking by
applying the sct of split mask values; program code means for determining an input value
by masking the plaintext value using masking steps that comprise masking by applying
the fixed final mask value; and program code means for applying the input valuc to the

cncryption function to provide a cipher text output.

[0025] According to another aspect of the invention there is provided the above

computing device program product in which



CA 02504338 2005-04-15

5
the program code means for generating the final mask value further includes
program code means for masking the key value using a key mask value prior to masking

with the set of split mask values, and which
further includes program code means for using the key mask value as a mask, as
part of defining one of the values in the set of split mask valucs with reference to the

encryption function mask value.

[0026] According to another aspect of the invention there is provided a system for
carrying out encryption using a key value for encrypting a plaintext value to define a
cipher text, the encryption being defined using an cneryption function, the system
including: means for dcfining a masked encryption function by masking the cncryption
function using an encryption function mask value; means for defining a set of morc than
one split mask values, at least onc of the set of split mask valucs being defined with
reference to the encryption function mask value; means for generating a final mask value
by masking the key value using masking steps that comprise musking by applying the set
of split mask valucs; means for determining an input valuc by masking the plaintext value
using masking steps that comprise masking by applying the fixed final mask value, and
mcans for applying the input value to the cneryption function to provide a cipher text
output, ‘ '

10027] According to another aspect of the invention there is provided the above system in
which the means for generating the final mask value further includes means for masking
the key value using a key mask value prior to masking with the set of split mask values,
and which system further includes means for using the key mask value as a mask, as part
of defining one of the valucs in the set of split mask values with reference to the

encryption function mask value,

[0028] According to another aspect of the invention there is provided the above system in
which the means for defining one of the set of split mask values with reference to the
cneryption function mask value further includes means for masking the split mask value

with the other values in the set of split mask values.

[0029] According to another uspect of the invention there is provided the above system in

which the means for defining a set of split mask values ml...mn includes means for:
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defining the encryption function mask valuc to comprise a sct of random values minl to
minn; dcfining the set of split mask values to be the random values m1 to mn-1: and

dcfining a masking value mn in the sct of split mask values to be (key mask value)?

minl?. .. minn™ml*... mn-1.

[0030] According to another aspect of the invention there is provided a system for use in
a cryptographic process, the cryptographic proccss using a key value to define input to a
cryptographic function, the system including: means for masking the cryptographic
function using a function mask value; means for defining a set of more than one split
mask values, at least one of the set ot split mask values being dcfined with refercncc to
the function mask value; means for masking the key value using steps that comprise
masking by applying the sct of split mask values to obtain a masked input key value; and
means for using the masked input kcy value to define the input to the masked

cryptographic function.

10031] According to another aspect of the invention there is provided the above system,

turther including means for randomizing the split mask values,

[0032] Advantages of the invention include software-based countermeasures for power
analysis security attacks rcquiring limited overhead costs in energy, performance and code
size. Such limited overhead permits the use of this countermeasure approach with devices
such as wireless hand-held communication devices where security is required for the
opcrations carried out by the devices. An aspect of the invention supports high
perfonnance cryptographic implementation by supporting large table look-ups as part of

the cryptographic process.

Brief Description of the Drawings
[0033] In drawings which illustrate by way of example only a preferred embodiment of

the invention,
10034] Figure 1 is a block diagram showing prior art generation of a cipher text;

[0035] Figure 2 is a block diagram showing a two-part split mask and its use in

renerating cipher text according to the preferred cmbodiment.
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[0036] Figure 3 is a block diagram showing an n-part split mask and its use in generating

cipher text according to the preferred embodiment.

[0037] Figure 4 is a block diagram showing the application of the approach of the
preferred embodiment to an Advanced Encryption Standard (“AES”) key generation.

[0038] Figure 5 is a block diagram showing the application of the approach of the
preferred embodiment as applied to the process of AES encryption.

Detailed Description of the Invention
[0039] Figure 1 is a block diagram that shows prior art generation of cipher text 10 from

plaintext 12, using key 14. Table 16, used for look-up, 1s a typical implementation of a
cryptographic function. Plaintext 12 is input, along with key 14, for a bitwise exclusive
or (represented in the figure as an oval). The output of the exclusive or is used for a table
look up that gives cipher text 10. As is known to those skilled in the art, this encryption
of plaintext 12 is subject to power analysis attacks, such as Differential Power Analysis
(“DPA”) attacks, to determine the value of the secret key and so compromise the security

of the encryption carried out by the process described.

[0040] In the preferred embodiment, multiple masks (two or more) are used in the
execution of the cryptographic process. In general, where the cryptographic process
includes a table lookup, the multiple masks are exclusive or’d together to form a fixed
final mask for each table input. In the preferred embodiment, the multiple masks may be
randomized at each invocation of the cryptographic process. In the preferred
embodiment, however, the final fixed mask for the table input is not changed. The table

itself may therefore remain unchanged.

[0041] As will be appreciated by those skilled in the art, the preferred embodiment is
described with reference to an encryption function that includes a table look-up. The
preferred embodiment may also be implemented, however, with respect to other
cryptographic processes in which encryption or decryption functions are implemented in
a manner that does not involve a table look-up. The masking steps defined with respect
to the table in the preferred embodiment may similarly be carried out on encryption or
decryption functions that are implemented in ways other than by a table look-up. The

preferred embodiment is described with reference to encryption steps. However, it will
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appreciated that the preferred embodiment may be implemented with respect to

decryption processcs, also.

10042) Similarly, the masking referred to in the description of the preferred embodiment
15 carried out by the use of a bit-wise exclusive or operation (XOR) with respect to
different values expresscd in a binary format. However, other masking operations may be
used. For example arithmetic masking (involving the use of addition and/or subtraction

in place of the exclusive or operation) may also be uscd.

10043} Further, the preferred embodiment may be implemented as a computcr program
product that inctudes code to carry out the steps in the process described, The preferred
cmbodiment may be implemented as a computer system (which includes a subsystem or
system defined to work in conjunction with other systems) for encryption that includcs
clements that execute the functions as described. The computer system of the preferred
embodiment may be detined by, and the computer program product may be embodied in,

sigmals carricd by networks, including the Internct or may be embodied in media such as

magnctic, electronic or optical storage media.

[0044] Figure 2 is a block diagram that illustrates an example of encryption using the
approach of the preferred embodiment. Fipurc 2 shows plaintext 20, key 22, and masked
table 24. Asis understood by those skilled in the art, where there is a masking process
carricd out to alter a key valug, there is a corresponding alteration in the table values that
detine the cryptographic function. In the example of the preferred ernbodiment shown in
Figurc 2, masked table 24 is generated from an original, unmasked table using a two-part
mask comprising m;,1 and m;j,2. The values in masked table 24 (“mtable™) are defined
by:

table(i) = mtable(i ® mi,1 » m;,2)
The two-part mask in the preferred embodiment is randomly gencrated. Altematively,
this table mask valuc (like other table mask values useable in the preferred embodiment)

may be pscudo-random or otherwise selected in & manner that is not rcadily ascertainable

using DPA attacks.

00451 The sceret or master key 22 is imimediately masked after it is received or derived.

In the cxample of Figure 2, key 22 is masked (exclusive or’d) with key mask 25
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(designated value *“r”’) and is stored. Key mask 25 is randomly generatcd and is a fixed
value in the example of the preferred cmbodiment in that it is unchanged for difterent

plaintext values.

[0046] As is referred to above, masked table 24 is defined using two randomly gencrated
constants mj,1 and my,2. In the example of Figure 2, m;,1 and m;,2 are used to gencratc
split masks that arc applied 10 key 22 (as initially masked by key mask 25). The process
of the preterred ecmbodiment involves a further randomly generated value, m1, This value

is used as part to the process to define a second valuc, m2, as is described below.

[0047) As can be seen by exclusive ors 26, 28, 30, shown in Figure 2, key mask 25 is
exclusive or’d with m;,1 and my;2, and the result is exclusive or’d with m1. The result is
dctined to be the value m2, onc of the split mask values to be used to be applicd to the
kcy value 22 (as masked). In mathematical notation:

[0048] As may be scen, the initial pair of masks, m1, m2 are generated such that the
exclusive or of those values with r (key mask 25) is equal Lo the fixed mask (mj,1 » m;2),
to be used at the input of'masked table 24 in the encryption process. Thus for each new
key 22, the key masking and generating of initial pair of masks (m1 and m2) nced be

performed only once,

(0049} In the preferred embodiment example of Figure 2, plaintext 20 is combined with
the masked value for key 22, using a random value r1 and the split masks m1, m2 in the

following way. Random value rl is generated for each new plaintext valuc. The value rl

13 exelusive or’d with both m1 and m2, as shown in exclusive ors 32, 34 in Fi gure-3. - Tho ... ...

resultant values are then exclusive or’d with the masked value of key 22 (“mkey™). In
Figure 2, this is shown in exclusive ors 36, 38. Finally, the masked key resulting from
these operations is exclusive or’d with plaintext 20 to form the input for masked table 24,

at exclusive or 40.

[0050] The result of the steps described above is that key 22 is exclusive or'd with 1, (rl ~
m2) and (rl ~ m1). Because m2 is, itsclf, defined to be r * m;,! » my,2 » m1, the result of
the ditferent exclusive or opcrations is that key 22 is exclusive or'd with (njs1 » min2).

Masked table 24 is defined by applying (m;,1 » m;;2) to the original cryptographic table,
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and therefore the result is that plaintext 20 is combined with a masked key 22 that will
provide the appropriate input for masked table 24. However, the valuc m;,1 ® m;,2 is not
directly stored, as split masks m1 and m2, as well as mkey, are the storcd values that are

used for different plaintext values.

[0052] Thus, for each encryption using the samc kcy 22, only the steps involving the
defined m1, m2 and mkcey values are execuled. Hence the encryption process using these
values may be exccuted many times and DPA attacks on these encryption steps alonc arc
not possible to directly determine key 22,  Attacks by power measurement of v, m;,1 or
m;,2 are not possible. Theretore the encryption process is secure, The fact that there is no
requirement to recalculate the masked table nor to recalculate values used to arrive at ml,
m2 and mkey valucs, means that the countermeasure is suitable for use in devices that arc
constrained in the power available for cryptographic processing. For example, the method
of the preferred embodiment is uscful in cryptographic functions carried out in wireless
handheld devices. In this scnsc, the method of the preferred cmbodiment may be

considered a low power countermcasure for differential power analysis attacks.

[0052] The preferred embodiment as described in Figure 2 requirces the definition ot m1
and m2, once per key. For this reason, an attacker knowing the detuils of the algorithm
and when it is executcd may be able to launch a 3rd order DPA attack by measuring the
power of my,1, m;,2 and the input to masked table 24. (Alternatively a 4th order DPA

could be launched by measuring the power of m1 , m2 , r and the input to masked table
24.)

[0053] As will be appreciated by those skilled in the art, in implementing the process the
exclusive or (m1 ” m2) and the exclusive or (minl1” min2) are not computed. If, despite
what is described, these values arc computed, a 2nd order DPA may be used to attack the

cryptographic steps.

10054] As may be seen from the above description, the masked master key (key 22 as
masked with key mask 25) is stored and not unmasked. The further masking of the
masked master key with additional masks forms the fixed final mask (used at the imput of
the tables). This fixed final mask is not directly loaded or stored or computed on its own.

In the preferred embodiment, after masked tables and split masks are gencrated, m;,1 and
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m;,2 are destroyed (not stored or loaded again). The countermeasures described above are
resistant to lower order DPA attacks and higher order DPA attacks are therefore required

to enable an attacker to uncover the key values used.

10058] Figure 3 is a biock diagram showing a gencralized example of the preferred
cmbodiment. In Figure 3, the example shows n split masks. Plaintext 50 is shown, to be
combined with masked key 52. Masked table 54 is defined by input table masks my,l, ...
mipt), i @ manner analogous to that described for the two-part mask illustrated in Figure

2. In the generalized casc, table(i) = mtable(G*mi,17... "m;,n).

10056] Yo obtain the set of split masks m1, ..., mn, the random value for key mask 56,
and random values ml, ... mn-1 are randomly generated. The sct of split masks mt, .,,,
mn 1s generated as shown in Figure 3. This step of generating the sct of n split masks is
analogous to the step of generating m1, m2 in the example of Figure 2. The result of
combining masking key 52 and key mask 56 using a bitwisc cxclusive or is the stored

mkey value. Also stored are the split masks m1, ... mn.

[0057] ‘To generate input for masked table 54 for a given plaintext 50, a random value rl
1s obtained, The value rl is exclusive or’d with all stored m1,...,mn values, if n is cven,
or rl 1s exclusive or’d with any (n-1) of m1,,,.mn if n is odd. The results are then

successively exclusive or’d with the mkey value. Plaintext 50 is exclusive or’d with the

final result to give the input for masked table 54.

[0058] The above approach permits a split mask to be used for a given key and to be
stored and reused for different plaintexts encrypted with the samc kcy. As will be
appreciated by those skilled in the art, it is also possible to redefine the mask input values
¢ven while the same key is being used. The result is a higher-overhead process as the
masked table (and the split mask values m1, ...,mn) will be redefined for cach ncw sct of

mask input valucs. Alternatively, the masked tables can be pre-computed and stored for

each stored set of split masks.

1005%] The above approach permits a key mask, a split mask and masked tables to also be
used for a new key. As will be appreciated by those skilled in the art, it is possible to
permit the stored split mask and masked tables to be used for a new key by additionally

storing the key mask r (key mask 56). A new key 52 is then immediately exclusive or’d
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with r (key mask 56). In the preferred embodiment, the input table masks my,1,..mjn are
used only once to generate the masked tables and split masks, and then are destroyed (not

stored). The stored split mask and masked tables are ablc to be used with the new key.

j0060] The preferred embodiment as described in Figure 3 requires the definition ot ml,
...mn, once per key. For this reason, an altacker knowing the details of the algorithm and
when it is executed may be able to launch a 3rd order DPA attack by measuning the power
of mi,1, my,2 and the input to masked table 2.4. Alternatively, a (n+2)"‘ order DPA attack

could be launched by measuring the power of cach split mask, r and the input to masked
table 24.

joo6l] The split mask approach of the preferred embodiment 1s applicable to many key
scheduling and (de)encryption algorithms, such as DES and AES. An example of the usc
of split masks as defined in the preferred embodiment being implemented in respect to
key scheduling and encryption using AES (Advanced Encryption Standard) is described
with reference to the block diagrams of Figures 4 and 5. In AES, in general round keys
are gencrated from the exclusive or of other round keys. For this reason, the preferred
embodiment as applied to AES permits new split masks to be created during the
generation of round keys, as well as to be uscd during the encryption process. In this way,

split masks may be used to make key generation and the cnsuing encryption, using the

resultant sct ot masked keys, more secure,

[0062] In AES encryption there is a key gencration process in which a set of 44 round
kecys is generated from an initial secret key value. The preferred embodiment provides for
split masks to be uscd in the generation of this set of 44 masked round keys. This sct
(rkQ,...,rk43) 15 shown as masked round keys 100 in the block diagram of Figure 4.
Masked round keys 100 are generated from a 128-bit key, shown as key 102 in Figure 4,
which is represented by tour 32-bit quantities, key0, keyl, key2, key3. Figure 4 shows a
spht mask process for key 102 to be masked to become a set of four 32-bit inputs to AES
key gencration 104, As specitficd by the AES approach, AES key generation makes use of
a tunction that may be implemented as a table look-up, in the generation of the round
keys. In AES key generation utilizing the preferred embodiment, the function is masked
und 1s implemented using maskex table 106. Masked table 106 (decnoted mtable0) is

detined with reference to a pre-defined tableQ that implements the tablc look-up for AES
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key gencration, as well as to a randomly generated input musk M. The definition is as

follows:

mtableQ(i) = tablcO(1*M).

[0063] With reference to Figurc 4, to generate masked round keys for AES encryption
using the approach of the preferred embodiment, key 102 is obtained (either generated or
received). As indicated above, key 102 compnises key0, keyl, key2, key3, each of which
is a 32-bit value. Once obtained, key 102 is masked using a key mask comprising four
random 32-bit values n0, n1, n2, n3. In the preferred embodiment as applied to the AES
key generation, key 102 as masked 1s stored (shown as mkey0, mkeyl, mkey2, mkey3).

[0064] AS is the case with the description of the generalized version of the preferred
embodiment, the preferred embodiment as applied to AES inc¢ludes the creation and
storage of an initial mask set (split masks). In thc cxample of Figure 4, this is initial mask
set is made up of valucs m0, m1, m2, m3. Values m0, m]l, m2 are randomly generated,
Value m3 1s defined starting with the key mask and exclusive or’ing that value with the
input mask M, and m0, m1, m2;

m3 = M m0*m1 m2 u0”n1"n2"n3.
In the pretferred embodiment, after the split masks and masked tables are generated, M is

destroyed (not loaded nor stored).

|0065) In the Figurc 4 cxample of the preferred embodiment as applied to the AES key
generation, mask values mQ, m1, m2, m3 are stored atter they are obtained and generated.
AES key generation 104 takes four inputs, shown as k0, k1, rk2, rk3 in Figure 4.
According to the preferred embodiment, these values are amived at by randomizing the
stored values mO0,...,m3 (im0, m1 using value rl, and m2, m3 using value r2) and then
exclusive or’ing the randomized values with mkeyq,...,mkey3 respectively to give

rk0,...,tk3. The set rk0,...,rk3 are then used as inputs for AES key generation 104.

10066] As describe in gencral above, the generation of AES keys includes a table look-up.
This is shown as a separate step in Figure 4, with masked table 106 (mtableQ) being
shown apart from AES key generation 104, This representation allows for the illustration

of the use of intermediate masks as contemplated in the preferred embodiment as apphed
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to AES, The intermediate mask for cach round key, for the cxample of Figure 4, is given
below in Table 1.

TABLE 1
Round key (rk#) Generated Mask of round | Intermediatec mask, mi()
Ke

0, 16, 32 Ny T n; Nz 3 mM; My mFr—
1, 17,33 N In; ng Nz Ny Mp ™My M3*"
2,18, 34 ny mo Ny N, N3 Mp M, 1113"‘2
3,19,35 N3 M3 Np N Nz Mgy M,y mp*?
4, 20, 36 Iy Mg n| nz ns 1) 1m; ms*l
5,21, 37 Mg M M 1Ny N2 N3 T M3

6,22, 38 No N Nz My ™y M N3 my*’

7,23, 39 o N N2 Ny My M My Ma

8, 24, 40 Np Mg n; o Ny mpin; m;*'
9, 25, 41 1 My ng 1R N3 M M3 mJ*I
10, 26, 42 N N2 My TN 11y I13 iIk) I3

11, 27, 43 n; n3 mp m; np N7 Mo My

12, 28 N My ) 13 Ny My m T“3"‘l
13,29 119 N} IMg 11 Nz N3 M2 )

14, 30 M 0o M, my Ilg N3 My M3

15, 31 Nz N3 M3 My ng 1) Mg 1,

*! %2 undated with Ari, A2

[0067] The second and third columns for Table 1 are calculated to provide correct

generated masks of round keys and intermediate masks. In general, the mask of the round
key is generated from the exclusive or of other masked round keys within AES algorithm.
The mtermediate mask is generated to be the equivalent of the additional masks that,
when combined by an exclusive or with the generated mask for the round key, produces a
resultant mask that is equal to the table input mask, In the examplc of Figure 4, the table
input mask is M and therefore the intermediate mask for each rk value is defined such that
the combination of the mask applied to generate the rk value, and the intermediate mask
will be the exclusive or product n0”n1*n2n3 m0”m1*m2°m3. By applying an
imtenmediate mask defined in this way, the input to masked table 106 will be effectively
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masked by M, only. However, it should be notcd that the table input mask is not limited
to this value (M). It is also possible to definc the table input mask to be a combination of
other values used in the process (such as mj,l,..m;,n). The input tablc mask must be
known (to allow it to be used in the encryption process) and be defined such that it is not

readily ascertainable using low order DPA attacks.

10068] In the preferred embodiment as illustrated in Figure 4, the intermediatc mask
values are calculated and stored prior to the calculation of masked round keys 100. In the
example of Figurc 4, there are only 17 intermediate masks to be stored. Table | also
shows the additional masking of round keys required to obtain a fixed final mask for input
table lookups within the key generation or scheduling algorithm (masked table 106) as

well as for the tables in the encryption algorithm, as described in more detail below,

[6069] The key scheduling as described with reference to Figure 4 may be carried only
once for each new key 102 or it may be executed immediately before for cach AES
encryption.  As 1s descnbed above, for added sccurity the initial set of masks (mQ, m1,
m2, m3) are randomized using rl, r2, that are generated for cach encryption. In the
example of the preferred cmbodiment shown in Figure 4, some intermediatc masks are
subject to a further mask to remove the effect of this randomization before applying the
value to masked table 106. This is shown by the intcrmediate masks denoted with either
*1 or*2n Table 1, for which a further mask equivalent to an exclusive or of r1 or r2 is to

be carried out, respectively.

[0070] In the process shown by the block diagram of Figure 4, kcy peneration 104 takes
the masked key to generate round keys as described in AES. As the round keys are
generated, intermediate masks are loaded and used for any round keys that are defined by
a look-up access of mtableQ (in the example of Figure 4, round keys
3,7,11,15,19.23.27,31,35,39).

10071] “The definition of round keys is carried out as specified in AES, but round keys are
masked with ditferent values to provide a countermeasure for power analysis security
attacks. The definitions of rk0,...,rk3 are set out above. As part of AES key generation,

rk3 1s exclusive or’d with intermediate mask mi(3), mi(3)= n0”n1*n2*m®» m1*m2 (see
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Table 1). The round key rk4 is then defined as follows:
rk4 = rk0Mmtable0(rk3)c(0)

[6072] In this definition of rk4, the value for mtableO(rk3) is the masked table 106 value,
calculated by masking the AES function table used in key generation and ¢(0) is a
constant detined for AES.

[0073] Further round keys are then defined in accordance with AES:
tkS = rk1/1k4

rk6 = rk2~k5

rk7 = rk3~k6

rk& = rk4 mtableQ(rk7)"c(1),
rk9=rk5"rkS$,

rk10=rk6"rk9,

rkl1=rk7*rk10,
rk12=rk8"mtable0(rk11)"¢(2),...

- and so forth, as specified for AES key generation.

[0074] Finally, as is shown in Figure 4, all round keys except those which were input to
mtablcO, are cxclusive or’d with their intermediate masks according to Table 1, These
masked round keys arc then stored and available to be used in the encryption algorithm.
Because of the manner of generating the masked round keys 100, as described above, they
are each masked by the input table mask 108 (value M), The use of split (or multiplc)
masks m the masking that was carried out, makes the AES key generation in accordance

with the preferred embodiment more secure from DPA attacks.

[0075]) The preferred embodiment is applied also to the process of AES encryption after
the masked round keys 100 are defined, as is shown in the block diagram of Figure 5, As
shown in Figure 5, the AES encryption steps make use of the masked round keys 100 in '

conjunction with a set of defined masked tables 120, to cnerypt plaintext data 122.

[0076] As part of the AES encryption, the set of masked tables 120 that are usced with
masked round keys 100 are defined to have an input mask with a value of

m0"m1*m2°m3*n0~n1*n2~n3. Howcver, as can be scen from this dcscription, the input

rask 18 never directly computed, stored or loaded.
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|0077] As 18 shown in Figure 5, plaintext 122 is exclusive or’d with masked round keys
100, in accordance with the AES process. The result is uscd as input for the appropnate
table look-up in masked tables 120. The result of the AES encryption process cartied out
using masked round keys 100, plaintext 122 and masked tables 120 is a sct of four values
that are shown as S0, 81, S2, S3 in Figure 5.

[0078] In the examplc of Figure 3, the output values (S0, S1, §2, §3) are unmasked. To
ingrease tho security of the AES encryption, the output values are unmasked in a two-step
process. Initially, the output values are each exclusive or’d with the value n0*n1*m0*mi.
A second exclusive or is then carried out on the result, using the valuc n2°n3 m2°m3, As
will be apparent to those skilled in the art, the combination of valucs for the multi-step
unmasking of the result may be varied. The multi-step unmasking is carried out to avoid
directly calculating the value n0*n1n2*n3*m0"m1m2°m3. Different ways to combine

the values may be used in a multi-step unmasking process.

[0079] As may be seen from the abovc description, the approach of the preferred
embodiment is able to be utilized in AES key generation and encryption. The split mask
approach provides for increascd security for key generation in the AES process and the
encryption step, using the masked round keys, 1s itself made more secure. The unmasking
step, carried out after the masked encryption tables have been accessed, is done using

what is effectively a split mask, adding to the security of the encryption of the plaintext.

j0080] Various embodiments of the present invention having been thus described in detail
by way of cxample, it will be apparcnt to those skilled in the art that variations and

modifications may be madc without departing from the invention. The invention includes

all such variations and modifications as fall within the scope of the appended ¢laims.
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CLAIMS:

1. A computing device-implemented method for carrying out encryption using a key
value (22) for encrypting a plaintext value (20) to define a cipher text (23), the
encryption being defined using an encryption function, the method comprising the
steps of:

a) defining a masked encryption function by masking the encryption function using
an encryption function mask value;
b) defining a set of more than one split mask values, at least one of the set of split
mask values being defined with reference to the encryption function mask value;
c) generating a final mask value by masking the key value using masking steps that
comprise masking by applying the set of split mask values;
d) determining an input value by masking the plaintext value (20) using masking
steps that comprise masking by applying the final mask value; and
e) applying the input value to the encryption function to provide the cipher text
output (23).
2. The method of claim 1 in which
the step of generating the final mask value further comprises the step of
masking the key value (22) using a key mask value (25) prior to masking with the set
of split mask values, and which
further comprises the step of using the key mask value (25) as a mask, as part
of the step of defining one of the values in the set of split mask values with reference
to the encryption function mask value.

3. The method of claim 1 or 2 further comprising the step in which at least one of the
set of split mask values defined with reference to the encryption function mask value
1s masked with the other values in the set of split mask values.

4. The method of any one of claims 1, 2 or 3 in which the set of more than one split
mask values have values m1...mn and the step of defining a set of split mask values
comprises the steps of:

a) defining the encryption function mask value to comprise a set of random values
mi,1 to miun;

b) defining the set of split mask values to be the random values m1 to mn-1; and
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¢) defining a masking value mn in the set of split mask values to be (key mask
value)® m;,17... mjpn“ml~... mn-1.

5. The method of any one of claims 1, 2, 3 or 4, in which the encryption function 1s a
table look-up.

6. The method of any one of claims 1, 2, 3, 4 or 5, in which masking 1s a bitwise
exclusive or operation carried out on binary values.

7. The method of any one claims 1, 2, 3, 4, 5 or 6, further comprising the step ot storing
the masked key and the set of split mask values.

8. The method of any one of claims 1, 2, 3, 4, 5, 6 or 7 further comprising the steps of
applying a random mask to an even number of the set of split mask values prior to

the step of masking the key value with the set of split mask values.

9. A computing device program product for carrying out encryption using a key value
for encrypting a plaintext value to define a cipher text, the encryption being defined
using an encryption function, the computing device program product comprising a
computer usable medium having computer readable program code means embodied

in said medium, and comprising

program code means for defining a masked encryption function by masking the
encryption function using an encryption function mask value;

program code means for defining a set of more than one split mask values, at least
one of the set of split mask values being defined with reference to the encryption
function mask value;

program code means for generating a final mask value by masking the key value

using masking steps that comprise masking by applying the set of split mask

values;
program code means for determining an input value by masking the plaintext
value using masking steps that comprise masking by applying the final mask

value; and
program code means for applying the input value to the encryption function to
provide a cipher text output.
10. The computing device program product of claim 9 in which
the program code means for generating the final mask value further comprises

program code means for masking the key value using a key mask value prior to

masking with the set of split mask values, and which
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further comprises program code means for using the key mask value as a
mask, as part of defining one of the values in the set of split mask values with
reference to the encryption function mask value.

11. The computing device program product of either one of Claims 9 or 10 in which the
program code means for defining one of the set of split mask values with reference
to the encryption function mask value further comprises program code means for
masking the said split mask value with the other values in the set of split mask
values.

12. The computing device program product of any one of Claims 9 to 11 in which the set
of more than one split mask values have the values m1...mn and the program code
means for defining a set of split mask values m1...mn comprises program code
means for:

a) detining the encryption function mask value to comprise a set of random values
m;nl to my,n,

b) defining the set of split mask values to be the random values m1 to mn-1; and

c) defining a masking value mn in the set of split mask values to be (key mask
value)™ m;, 1., ."m;un”mlA2.. . “mn-1.

13. The computing device program product of any one of Claims 9 to 12 in which the
cryptographic function is a table look-up.

14. The computing device program product of any one of Claims 9 to 13 in which
masking 1s a bitwise exclusive or operation carried out on binary values.

15. The computing device program product of any one of Claims 9 to 14 further
comprising program code means for storing the masked key and the set of split mask
values.

16. The computing device program product of any one of Claims 9 to 15 further
comprising program code means for applying a random mask to an even number of
the set of split mask values prior to masking the key value with the set of split mask

values.

17. A system for carrying out encryption using a key value for encrypting a plaintext
value to define a cipher text, the encryption being defined using an encryption

function, the system comprising
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means for defining a masked encryption function by masking the encryption
function using an encryption function mask value;

means for defining a set of more than one split mask values, at least one of the set
of split mask values being defined with reference to the encryption function mask
value;

means for generating a final mask value by masking the key value using masking
steps that comprise masking by applying the set of split mask values;

means for determining an input value by masking the plaintext value using
masking steps that comprise masking by applying the final mask value; and
means for applying the input value to the encryption function to provide a cipher
text output.

18. The system of claim 17 in which

the means for generating the final mask value further comprises means for
masking the key value using a key mask value prior to masking with the set of split
mask values, and which system

further comprises means for using the key mask value as a mask, as part of
defining one of the values in the set of split mask values with reference to the
encryption function mask value.

19. The system of either one of Claims 17 or 18 in which the means for defining one of
the set of split mask values with reference to the encryption function mask value
further comprises means for masking the said split mask value with the other values
in the set of split mask values.

20. The system of claim 18 in which the set of more than one split mask values have the
values ml...mn and the means for defining a set of split mask values m1...mn

comprises means for

a) defining the encryption function mask value to comprise a set of random values
m;, 1 to myyn;
b) defining the set of split mask values to be the random values m1 to mn-1; and
c) defining a masking value mn in the set of split mask values to be (key mask
value)® mj, 1. "mj;n"mi~... "mn-1.
21. The system of any one of Claims 17 to 20, in which the encryption function 1s a table

look-up.
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22. The system of any one of Claims 17 to 21 in which masking is a bitwise exclusive or
operation carried out on binary values.

23. The system of any one of Claims 17 to 22 further comprising means for storing the
masked key and the set of split mask values.

24. The system of any one of Claims 17 to 23 further comprising means for applying a
random mask to an even number of the set of split mask values prior to masking the

key value with the set of split mask values.
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