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(57) ABSTRACT

A first signature log generated by a first processing system is
received. A first listing of the recorded series of user inputs
included in the signature log is compared to at least one
historical log indicating at least one historical path, each
historical path including at least second listing of a series of
historical user inputs that corresponds to a historical endpoint
in the computer program. Responsive to comparing the first
listing of the recorded series of user inputs to the at least one
historical log, the historical path to which the recorded series
of user inputs at least partially corresponds is identified and
the at least one historical endpoint is identified as a predicted
endpoint in the computer program. Based on the predicted
endpoint, a predicted path corresponding to the predicted
endpoint in the computer program is selected and output.
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MAPPING USER ACTIONS TO HISTORICAL
PATHS TO DETERMINE A PREDICTED
ENDPOINT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a Continuation of U.S. applica-
tion Ser. No. 14/456,105, filed on Aug. 11, 2014, the entirety
of which is incorporated herein by reference.

BACKGROUND

[0002] The present invention relates to user support sys-
tems, and more specifically, to support systems that help users
to use computer programs.

[0003] Computer programs, such as applications, operating
systems, and the like, oftentimes are very complex. Users
who are new to the products typically lack knowledge
required to access certain features of the products. Help
menus commonly are provided, but sometimes the help
menus themselves can be difficult to navigate. Moreover, help
menus sometimes only cover basic features provided com-
puter programs and lack instructions for implementing more
advanced features. Sometimes a telephone number is pro-
vided which a user can call to request further assistance,
either from an automated system or from a person manning a
help desk. The solution to the user’s inquiry, however, is not
always easily obtained. Indeed, an automated system may not
even be programmed to cover all potential feature implemen-
tations, and a person manning the help desk also may lack
knowledge necessary to implement certain features in the
manner in which the user wishes to use such features.

SUMMARY

[0004] A method includes receiving a first signature log
generated by a first processing system, the first signature log
being a computer readable data structure and including a first
listing of at least a recorded series of user inputs received by
a computer program. The method also includes comparing,
by a path search engine executing using a processor, the first
listing of the recorded series of user inputs to at least one
historical log indicating at least one historical path, each
historical path including at least second listing of a series of
historical user inputs that corresponds to a historical endpoint
in the computer program. The method also includes, respon-
sive to comparing the first listing of the recorded series of user
inputs to the at least one historical log, identifying the at least
one historical path to which the recorded series of user inputs
at least partially corresponds and identifying the at least one
historical endpoint as a predicted endpoint in the computer
program. The method also includes, selecting, based on the
predicted endpoint, a predicted path corresponding to the
predicted endpoint in the computer program, and outputting
the predicted path.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0005] FIG.1is a block diagram illustrating an example of
a user support system.

[0006] FIG. 2 is a block diagram illustrating another
example of a user support system.

[0007] FIG.3is ablockdiagram illustrating example archi-
tecture for a processing system executing one or more mod-
ules/applications of the user support system of FIG. 1.
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[0008] FIG. 4 is a block diagram illustrating example archi-
tecture for a client system.

[0009] FIG. 5 is a flow chart illustrating an example of a
method of selecting a predicted path corresponding to a pre-
dicted endpoint in a computer program.

DETAILED DESCRIPTION

[0010] While the disclosure concludes with claims defining
novel features, it is believed that the various features
described herein will be better understood from a consider-
ation of the description in conjunction with the drawings. The
process(es), machine(s), manufacture(s) and any variations
thereof described within this disclosure are provided for pur-
poses of illustration. Any specific structural and functional
details described are not to be interpreted as limiting, but
merely as a basis for the claims and as a representative basis
for teaching one skilled in the art to variously employ the
features described in virtually any appropriately detailed
structure. Further, the terms and phrases used within this
disclosure are not intended to be limiting, but rather to pro-
vide an understandable description of the features described.
[0011] This disclosure relates to user support systems, and
more specifically, to support systems that help users to use
computer programs. In accordance with arrangements
described herein, a user of a computer program can provide a
series of user inputs to the computer program attempting to
access a desired task, function or process (hereinafter “end-
point”) initiated by a computer program. The user inputs can
be recorded by the computer program, or another application
or service, in a log file. Further, triggered events (e.g., pre-
sentation of menus, etc.), calls exchanged between modules
of' a computer program, between a computer program and
another computer program (e.g., calls between a web browser
and aweb application), and the like also can be recorded in the
log file. The data recorded in the log file is referred to herein
as a “signature.” The series of user inputs provided by the
user, however, may not result in the endpoint being initiated.
For example, the signature may not lead to the desired end-
point. The user then may initiate a help function of the com-
puter program or contact a support system to request help in
reaching the desired endpoint.

[0012] The help function or support system can compare
the present signature to a historical log containing one or
more historical paths. Each historical path can include a list-
ing of a series of historical user inputs that correspond to a
historical endpoint in the computer program. Each path also
can list events triggered by the user inputs, calls, and the like.
In this regard, each historical path can be a signature previ-
ously recorded when a historical endpoint was accessed, for
example during testing or debugging of the computer pro-
gram, while a support engineer was helping another user, etc.
[0013] Responsive to comparing the present signature to
the historical log, one or more historical paths to which the
present signature corresponds, at least in part, can be identi-
fied and one or more historical endpoints corresponding to the
identified historical paths can be identified. Further, an iden-
tifier for a predicted endpoint in the computer program can be
generated. For example, based on the present signature, and
its determined correspondence to a plurality of historical
paths, one of the corresponding historical paths can be iden-
tified as being most relevant to the signature. The historical
endpoint of that historical path can be identified, and a cor-
responding identifier can be generated indicating that histori-
cal endpoints as a predicted endpoint. Based on the predicted
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endpoint, a predicted path corresponding to the predicted
endpoint can be selected, and the predicted path can be out-
put. For example, the predicted path can be presented to the
user or a support person helping the user.

[0014] Several definitions that apply throughout this docu-
ment now will be presented.

[0015] As defined herein, the term processing system
means a system that includes at least one processor. Examples
of'a processing system include, but are not limited to, a server,
a workstation, a desktop computer, a mobile computer, a
laptop computer, a netbook computer, a tablet computer, a
smart phone, a set top box, a gaming system and an internet
appliance.

[0016] As defined herein, the term “processor” means at
least one hardware circuit (e.g., an integrated circuit) config-
ured to carry out instructions contained in program code.
Examples of a processor include, but are not limited to, a
central processing unit (CPU), an array processor, a vector
processor, a digital signal processor (DSP), a field-program-
mable gate array (FPGA), a programmable logic array (PLA),
an application specific integrated circuit (ASIC), program-
mable logic circuitry, and a controller.

[0017] As defined herein, the term “signature” means a
listing of a series of events detected by, or initiated by, a
computer program. For example, a signature can include a
listing of a series of user inputs received by a computer
program, the series of user inputs entered by a user with an
intent to access a desired endpoint. Such signature also can
include a listing of events, for example presentation of menu
items, initiated by the computer program responsive to user
inputs. The signature further can include a listing of calls
between modules of the computer program, a listing of calls
between the computer program and another computer pro-
gram, and the like, initiated by the computer program respon-
sive to user inputs. A signature may be stored in a log.
[0018] Asdefinedherein, the term “path” means a signature
that actually leads to a desired endpoint.

[0019] As defined herein, the term “historical path” means
a path stored on a computer readable storage medium which
is configured to be accessed for future processing. For
example, a historical path may be contained in a historical log
and may be accessed for comparison to received signature.
[0020] As defined herein, the term “user input” means an
input by a user into a computer program. Examples of a user
input include, but are not limited to, a user selection of one or
more keys of a keyboard or keypad, a user selection of a
button, a user selection of an icon, key, button, field or the like
presented by a graphical user interface, a user control of a
mouse, touchpad, or the like, a user selection of a menu item
presented by a user interface, a user entry of information into
a field presented by a user interface, and detection of a user
gesture (e.g., by a sensor or touch screen).

[0021] As defined herein, the term “log” means a computer
readable data structure, formatted for interpretation by a pro-
cessor, in which user inputs are recorded. A log also can
include a listing of events, for example presentation of menu
items, initiated by a computer program responsive to the user
inputs.

[0022] As defined herein, the term “historical log” means a
log stored on a computer readable storage medium which is
configured to be accessed for future processing.

[0023] As defined herein, the term “endpoint” means a task,
function or process initiated by a computer program in
response to at least one user input. In illustration, a user may
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enter a series of user inputs into a computer program with the
intent to access a task, function or process.

[0024] As defined herein, the term “historical endpoint”
means an endpoint led to by a historical path.

[0025] As defined herein, the term “predicted endpoint”
means an endpoint predicted by a processing system as cor-
responding to a desired endpoint based on a series of user
inputs received by a computer program.

[0026] As defined herein, the term “predicted path” means
a path selected by a processing system that leads to a pre-
dicted endpoint.

[0027] As defined herein, the term “use case” means a set of
conditions or variables used to determine whether a computer
program, or a feature of the computer program, is working as
intended. A use case can be, for example, a test case.

[0028] As defined herein, the term “responsive to” means
responding or reacting readily to an action or event. Thus, if a
second action is performed “responsive to” a first action, there
is a causal relationship between an occurrence of the first
action and an occurrence of the second action, and the term
“responsive to” indicates such causal relationship.

[0029] Asdefined herein, the term “computer readable stor-
age medium” means a storage medium that contains or stores
program code for use by or in connection with an instruction
execution system, apparatus, or device. As defined herein, a
“computer readable storage medium” is not a transitory,
propagating signal per se.

[0030] As defined herein, the term “substantially” means
largely but not wholly. For example, if a signature log sub-
stantially matches a historical log, a large portion of events
listed in the signature log may match events listed in the
historical log, though there may not be a match for all events.
Similarly, if a signature log substantially matches a historical
log, each event listed in the signature log may match a corre-
sponding event in the historical log, but the historical log also
may lists additional events not listed in the signature log.
[0031] As defined herein, the term “output” means storing
in memory elements, writing to display or other peripheral
output device, sending or transmitting to another system,
exporting, or the like.

[0032] As defined herein, the term “real time” means a level
of processing responsiveness that a user or system senses as
sufficiently immediate for a particular process or determina-
tion to be made, or that enables the processor to keep up with
some external process.

[0033] As defined herein, the term “automatically” means
without user intervention.

[0034] As defined herein, the term “user” means a person
(i.e., a human being).

[0035] FIG. 1is ablock diagram illustrating an example of
auser support system (hereinafter “system”) 100. The system
100 can include a requirements management tool 110 and a
quality management tool 120 and a path search engine 130.
The requirements management tool 110, quality management
tool 120 and path search engine 130 can be software modules/
applications executed by a single processing system or
executed among a plurality of processing systems communi-
catively linked via at least one network. The network is the
medium used to provide communications links between vari-
ous devices and data processing systems connected together
within system 100. The network may include connections,
such as wire, wireless communication links, or fiber optic
cables. The network can be implemented as, or include, any of
a variety of different communication technologies such as a
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wide area network (WAN), a local area network (LAN), a
wireless network, a mobile network, a Virtual Private Net-
work (VPN), the Internet, the Public Switched Telephone
Network (PSTN), or the like.

[0036] The requirements management tool 110 can receive
computer program requirements 112 for a computer program
140. The computer program requirements 112 can specity
functionality expected of the computer program 140, includ-
ing stated requirements the computer program 140 is to
achieve. The computer program requirements 112 can be
communicated to a quality management tool 120. In addition,
use cases 122 (e.g., test cases) based on the computer program
requirements 112 can be generated and communicated to the
quality management tool 120. By way of example, one or
more quality engineers can read the computer program
requirements 112 and generate the use cases 122. One or
more links between the computer program requirements 112
and the generated the use cases 122 can be established. Such
links can indicate, for example, the status of the computer
program requirements 112 with regard to the use cases 122,
how many use cases 122 have been created for each computer
program requirement 112, etc.

[0037] The quality management tool 120, or another appli-
cation/service to which the quality management tool 120 is
communicatively linked, can be accessed by one or more
quality engineers to execute the use cases 122 with the com-
puter program 140. While executing each of the use cases
122, the quality engineers can enter one or more user inputs
with the goal of reaching a particular endpoint. The user
inputs entered can be tracked and entered into a historical log
124 as a historical path. In addition, events triggered by the
user inputs, calls, and the like can be tracked and entered into
the historical log 124. In one arrangement, the computer
program 140 can be instrumented with program code that
generates identifiers corresponding to the user inputs, events,
calls, etc., and these identifiers can be stored in the historical
log. Regardless, the historical log 124 can maintain a histori-
cal signature corresponding to the testing implemented using
the use case, and the historical signature can be associated
with the use case in a suitable manner. For example, and
identifier indicating the use case can be included in the his-
torical log 124. Further, the endpoint that is reached by each
particular set of user inputs can be indicted in the historical
log 124 as a historical endpoint. The historical log 124 gen-
erated for each use case can be stored in a suitable data
structure, for example in a database, data table, or the like.
[0038] The path search engine 130 can be configured to
receive signatures recorded by client systems while the com-
puter program 140 is used, and search the historical logs 124
to find historical signatures that, at least in part, match the
received signatures. For example, the path search engine 130
can interface with the quality management tool 120 to access
the historical logs 124, or the path search engine 130 can
access the historical logs 124 directly from the data structure
in which they are stored.

[0039] In illustration, a client system 160 can execute the
computer program 140, or the client system 160 can access
the computer program 140 via anetwork (e.g., if the computer
program 140 is a web application or other computer program
hosted remote to the client system 160). A user of the client
system 160 can contact the tended support system 150 to
request assistance accessing a certain feature (endpoint) of
the client system 160. The tended support system 150 can be
a software module/application executing on a processing sys-
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tem that executes the path search engine 130, or can be
executed on a processing system communicatively linked to
the processing system executing the path search engine 130,
for example via the network. Further, the tended support
system 150 can be communicatively linked to other compo-
nents of the system 100, such as the quality management tool
120 and the path search engine 130, via the network.

[0040] The user can contact the tended support system 150
via e-mail, text messaging or the like implemented via the
client system 160, or the user can place a telephone or video
callto the tended support system 150. In this regard, the client
system 160 can be communicatively linked to the tended
support system 150 via a suitable network, for example net-
work previously described. In any case, a support engineer
can respond to the user’s inquiry. In one arrangement, the
support engineer can request that the user provide access to
the computer program 140 to retrieve a signature log 162
generated in response to user inputs by the user into the
computer program 140 attempting to access the feature. The
user can provide the requested access and the support engi-
neer can access the signature log 162. In another arrange-
ment, the support engineer can instruct the user on how to
send the signature log 162, and the user can send the signature
log 162 to the support engineer accordingly.

[0041] The signature log 162 can be a rolling log that is
continuously updated each time a user enters a user input,
triggers an event/action, etc. For example, the signature log
162 can list user inputs and corresponding events/actions. For
example, the signature log 162 can list a user input that
triggers presentation of a menu, list user inputs selecting one
or more menu items from the menu, list user inputs that
initiate other events/actions in the computer program, etc.
The signature log 162 can be arranged so that the user inputs
and initiated events/actions are listed sequentially. The sig-
nature log 162 also can indicate a computing environment in
which the computer program 140 is being used by the client
system 160. For example, the signature log can indicate the
operating system being used, hardware/software resources
available and/or being used to execute the computer program
140, etc. In the case that the computer program 140 is a web
application, the web browser executing on the client system
160 to access the computer program 140, plugins, and the
like, also can be indicated in the signature log 162. Accord-
ingly, the signature log 162 can be readily compared to his-
torical paths to determine which historical path(s) correspond
to the computing environment in which the computer pro-
gram 140 is being used, and the endpoint the user desires to
access.

[0042] In one aspect, the tended support system 150 or
support engineer can parse from the signature log 162 the
most recent user inputs, actions/events, etc. and include only
the parsed items in the version of the signature log 162 com-
municated to the path search engine 130. For example, the
parsed items can be those user inputs, actions/events, etc.
beginning with a user selection of a primary menu item in the
computer program 140, for instance a menu item presented by
a main menu of the computer program 140.

[0043] Viathe tended support system 150, the engineer can
open a support ticket with the system 100, for example with
the quality management tool 120, and communicate the sig-
nature log 162 to the path search engine 130. The signature
log 162 can be associated with the support ticket in a suitable
manner. For example, when sending the signature log 162 to
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the path search engine 130, the tended support system 150 can
append to the signature log 162 an identifier corresponding to
the support ticket.

[0044] The path search engine 130 can automatically com-
pare the signature log 162 to historical logs 124 to identify
one or more historical logs 124 that match, at least in part, the
signature log 162. In this regard, because the user was not able
to access the desired feature (endpoint), it may be the case that
the signature log 162 does not precisely match any of the
historical logs 124, or if the signature log 162 does precisely
match a particular historical log 124, the endpoint associated
with the historical log 124 may not be the user’s desired
endpoint. Moreover, a user may have started down the appro-
priate path to reach the desired endpoint, but may be unsure as
to a next user input/selection that is required to continue along
that path to reach the desired endpoint. Thus, even if the
signature log 162 does precisely match a particular historical
log 124, the path search engine 130 can identify not only that
particular historical log 124, but also one or more other his-
torical logs 124 which at least partially match the signature
log 162. For instance, the path search engine 130 can identify
one or more other historical logs 124 that match, at least in
part, the signature log 162.

[0045] Inillustration, if a historical log 124 includes a path
of'seven user inputs that access a particular endpoint, and the
signature log 162 lists the first five of those user inputs as
recently being entered by the user, that historical log 124 can
be selected as potentially corresponding to the user’s desired
endpoint. Similarly, if all but a small number of the user
inputs recently entered by the user match the path of the
historical log 124, that historical log 124 can be sclected as
potentially corresponding to the user’s desired endpoint. For
example, the user may have entered a number of appropriate
user selections, but inadvertently selected an incorrect menu
item along the way.

[0046] The path search engine 130 can, in real time, iden-
tify the use cases 122 corresponding to the identified histori-
callog(s) 124, and communicate the identified historical logs
164 and corresponding use cases to the tended support system
150. If any of the identified historical logs 164 indicate cor-
responding support tickets (e.g., support tickets correspond-
ing to use cases associated with the historical logs 164), those
support tickets also can be communicated to the tended sup-
port system 150 for presentation to the support engineer.
Based on interactions with the user, the support engineer can
determine what feature (endpoint) of the computer program
140 the user is attempting to access. For example, the support
engineer can ask the user “what are you trying to accom-
plish?” The support engineer can review the use cases and
support tickets, if any, to determine whether any of the use
cases actually reach the endpoint the user is trying to reach. If
s0, the support engineer can review the corresponding his-
torical log and explain to the user how to reach that endpoint,
or initiate communication, from the tended support system
150 to the client system 160, a predicted path 166 the user can
follow to reach the desired endpoint.

[0047] In one arrangement, for each identified historical
log 164, the path search engine 130 can identify a deviation
between the signature log 162 and the historical log 164. Such
deviation can be, for example, user inputs listed in the his-
torical log 164 that are not listed in the signature log 162, user
inputs listed in the signature log 162 that are not listed in the
historical log 164, and the like. The deviation can help the
support engineer to identify incorrect or missing user inputs

Feb. 11, 2016

preventing the user from accessing the desired endpoint. They
support engineer can convey such information to the user.
[0048] Insome cases,there may notbeausecase 122 which
arrives at the desired endpoint. Nonetheless, based on the use
cases that are identified, the support engineer can attempt to
determine an appropriate path to arrive at the desired end-
point. If the support engineer is able to determine an appro-
priate path, the support engineer can explain the path to the
user. The support engineer also can initiate, via the tended
support system 150, recording of user inputs by the support
engineer into the computer program 140, as well as other
events corresponding to the user inputs. When the support
engineer has arrived at the desired endpoint, the support engi-
neer can stop the recording. The recording can be processed
by the tended support system 150 to determine the appropri-
ate path (new path), for reaching the desired endpoint, and the
support engineer can initiate communication of such path to
the user, or instruct the user how to follow the new path.
[0049] Further, the new path and corresponding endpoint
can be communicated from the tended support system 150 to
the quality management tool 120, for example in a new sig-
nature log. A corresponding support ticket also can be com-
municated to the quality management tool 120. The quality
management tool 120 can generate a new historical log
including the new path, as a historical path, leading to the
desired endpoint, and store the new historical log with the
other historical logs 124 for future reference. Anidentifier can
be added to the new historical log 124 to indicate an associa-
tion (e.g., a link) between the new path and the corresponding
(desired) endpoint. An identifier also can be added to the
newly generated historical log 124 to indicate an association
(e.g., a link) between the new path and the support ticket
generated for the present help session. Thus, if the historical
log 124, or the new use case, is accessed as some future point
in time to help another user, the support ticket can be pre-
sented to the support engineer or the user. The support ticket
can provide specific information regarding the first user’s
issue, and may include statements by the first user as to what
issue the first user encountered.

[0050] Moreover, a corresponding use case can be auto-
matically generated and stored with the use cases 122. The
use case can, for example, identify the corresponding end-
point and indicate the functionality provided by the endpoint.
The use case also can provide instructions on how to follow
the intended path. Thus, if other users contact the support
system 150, and their signature logs match, at least in part
(e.g., substantially), the generated historical path, the corre-
sponding use case can be included with the use cases identi-
fied by the path search engine 130. In this regard, the present
operations can create a linkage between support tickets and
use cases 122, as well as requirements upon which use cases
122 are generated. Accordingly, support engineers and/or
users can retrieve use cases 122, as well as associated require-
ments, corresponding to support tickets, and support engi-
neers and/or users can retrieve support tickets corresponding
to use cases 122. This linkage can greatly enhance operation
of'the system 100, improving support provided to users.

[0051] Inone arrangement, the signature log 162 can indi-
cate user inputs, actions/events, etc. that define a path that
should lead to the desired endpoint, but does not due to some
defect (e.g., bug) in the computer program 140. The path/
point information 168 communicated to the quality manage-
ment tool 120 can indicate such defect. Based on such indi-
cation, the quality management tool 120 can automatically
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generate a defect notification and communicate that notifica-
tion to a system (not shown) that tracks software defects, and
a corrective action notification can be generated. Further, the
support engineer can work with the user to find an alternate
path to the desired endpoint. If such alternate path is found,
the path/endpoint 168 information for that path also can be
communicated to the quality management tool 120. Further,
the corresponding support ticket generated for the present
issue can include notes and/or statements by the user and/or
support engineer regarding the issue being resolved, includ-
ing what user inputs, events/actions, etc. were tried, specific
problems/error messages encountered, etc.

[0052] FIG. 2 is a block diagram illustrating another
example of a user support system 200. In FIG. 2, rather than
the client system 160 or user contacting the tended support
system 150 of FIG. 1, the user and/or client system 160 can
contact an automated support system 250. Again, the auto-
mated support system 250 can be a software module/applica-
tion executing on a processing system that executes the path
search engine 130, or can be executed on a processing system
communicatively linked to the processing system executing
the path search engine 130, for example via the network.
Further, the automated support system 250 can be communi-
catively linked to other components of the system 200, such
as the quality management tool 120 and the path search
engine 130, via the network. Also, the client system 160 can
be communicatively linked to the automated support system
250 a suitable network, such as that previously described.
[0053] In operation, the user/client system 160 can contact
the automated support system 250 via a help menu presented
by the computer program 140, via a web page presented by
the automated support system 250 accessed by the user/client
system 160, or the user/client system 160 can contact the
automated support system 250 in any other suitable manner.
The system 200 can implement the functions/processes pre-
viously described for FIG. 1, though the automated support
system 250 can automatically implement functions previ-
ously described. In one arrangement, the automated support
system 250 can prompt the user/client system 160 to commu-
nicate the signature log 162 to the automated support system
250. In another arrangement, the computer program 140, or
another application or service, can communicate the signa-
ture log 162 to the automated support system 250.

[0054] Inone aspect, when a plurality of logs/use cases 164
are identified by the path search engine 130 responsive to
processing the signature log 162, the path search engine 130
can communicate to the automated support system 250 the
identified historical logs/use cases 164. Each historical log
can identify a historical endpoint to which the use case cor-
responds. From among the identified historical logs/use cases
164, the automated support system 250 can select one of the
historical logs 164 that most closely matches the signature log
162. The automated support system 250 then can communi-
cate with the client system 160 to present a message to a user,
for example via the user interface of the client system 160,
indicating the corresponding use case and prompting the user
to enter a user input indicating whether that use case corre-
sponds to the user’s desired endpoint. The historical endpoint
corresponding to the historical log 124/use case can be iden-
tified as a predicted endpoint since that endpoint is identified
by comparing the signature log 162 to the historical logs 124.
[0055] By way example, if the use case corresponding to
the historical log is configured to set up a new project team in
a repository, the message can state “Based on your recent

Feb. 11, 2016

actions you may be trying to setup a new project team in the
repository. Is that correct?” Buttons or icons corresponding to
“Yes” and “No” also can be presented with the message. Ifthe
user selects the “Yes” button, the automated support system
250 can identify the corresponding predicted endpoint and
select the predicted path 166 that is followed to arrive at the
predicted endpoint. The automated support system 250 can
communicate to the client. In this regard, the predicted path
166 can include instructions (e.g., guidance) for accessing the
predicted endpoint. For example, the predicted path 166 can
include a statement “You need to establish a connection to the
database before you can take this action”” Optionally, the
predicted path 166 can include, or provide a link to, instruc-
tions that explain how to make the connection to the database.
In another aspect, the automated support system 250 can
access user permissions corresponding to the user of the
client system 160 and, based on the user permissions, deter-
mine whether the user has the necessary privileges to imple-
ment the actions/events indicted by the predicted path 166.
For instance, if a connection to a database is required, the
automated support system 250 can determine whether the
user is assigned the privileges necessary to establish the con-
nection to the database. If not, the message presented to the
user can state, for example, “You do not have the required
permissions to do this, you need Admin privilege on the
project area.”

[0056] If the user selects the “No” button, the automated
support system 250 can select a historical log 164 that next
closely matches the signature log 162. The automated support
system 250 can again present, via the client system 160, a
corresponding message to the user asking the user whether
the use case corresponding to that historical log 164 corre-
sponds to the user’s desired endpoint, and prompting the user
for aresponse. Again, based on the user’s input, a next course
of'action can be implemented. This process can continue until
the user selects “Yes” for a particular use case, or all use cases
corresponding to the identified historical logs 164 have been
presented to the user. In another arrangement, each of the use
cases can be presented to the user in a message, and the user
can be prompted to select one of the use cases or select a
button or icon indicating that none of the use cases correspond
to the desired endpoint. Again, if the user selects a particular
use case, the corresponding historical endpoint can be iden-
tified as a predicted endpoint, and the predicted path 166 to
arrive at the predicted endpoint can be selected and commu-
nicated to the user/client system 160.

[0057] If the user has indicted that none of such use cases
corresponds to the desired endpoint, the automated support
system 250 can escalate the user’s inquiry. For example, the
automated support system 250 can transfer the inquiry to the
tended support system 150 of FIG. 1, and a support engineer
can interact with the user to attempt to guide the user to the
desired endpoint. Again, if the support engineer finds a suit-
able path to the endpoint, that path/endpoint 168 (FIG. 1) can
be communicated to the quality management tool 120, as
previously described.

[0058] Inone arrangement, the signature log 162 can indi-
cate a path that should be valid, but is not valid due to a defect
in the computer program 140. Based on the historical logs
124, the path search engine 130 can identify the endpoint that
should correspond to the signature log 162, and select another
path/use case that arrives at the same endpoint. The path
search engine 130 can communicate the other path/use case to
the automated support system 250. Based on the other path/
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use case, the automated support system 250 can communicate
the predicted path 166 to the user/client system 160 as an
alternate path the user should use to reach the desired end-
point. Moreover, the historical log 124 that corresponds to the
signature log 162 can identify a support ticket corresponding
to an instance when it was discovered that the path that should
be valid was discovered to be invalid due to the software
defect. The path search engine 130 can communicate that
support ticket to the automated support system 250, which
can communicate the support ticket, or a portion thereof, to
the user/client system 160. The user can evaluate the support
ticket to determine a further course of action to access the
desired endpoint.

[0059] FIG.3is ablock diagram illustrating example archi-
tecture for a processing system 300 executing one or more
modules/applications of the user support system 100 of FIG.
1. The processing system 300 can include at least one proces-
sor 305 (e.g., a central processing unit) coupled to memory
elements 310 through a system bus 315 or other suitable
circuitry. As such, the processing system 300 can store pro-
gram code within the memory elements 310. The processor
305 can execute the program code accessed from the memory
elements 310 via the system bus 315. It should be appreciated
that the processing system 300 can be implemented in the
form of any system including a processor and memory that is
capable of performing the functions and/or operations
described within this specification. For example, the process-
ing system 300 can be implemented as a server.

[0060] The memory elements 310 can include one or more
physical memory devices such as, for example, local memory
320 and one or more bulk storage devices 325. Local memory
320 refers to random access memory (RAM) or other non-
persistent memory device(s) generally used during actual
execution of the program code. The bulk storage device(s)
325 can be implemented as a hard disk drive (HDD), solid
state drive (SSD), or other persistent data storage device. The
processing system 300 also can include one or more cache
memories (not shown) that provide temporary storage of at
least some program code in order to reduce the number of
times program code must be retrieved from the bulk storage
device 325 during execution.

[0061] One or more network adapters 330 also can be
coupled to processing system 300 to enable processing sys-
tem 300 to become coupled to other systems, computer sys-
tems, remote printers, and/or remote storage devices through
intervening private or public networks. Modems, cable
modems, transceivers, and Ethernet cards are examples of
different types of network adapters 330 that can be used with
the processing system 300.

[0062] Aspictured in FIG. 3, the memory elements 310 can
store the components of the system 100 of FIG. 1, namely the
requirements management tool 110, the quality management
tool 120, the path search engine 130 and the tended support
system 150. The memory elements also can store the auto-
mated support system 250 of FIG. 2. Being implemented in
the form of executable program code, these components of
the processing system 300 (or system 200) can be executed by
the processing system 300 and, as such, can be considered
part of the processing system 300. Moreover, the require-
ments management tool 110, the quality management tool
120, the path search engine 130 and the support system(s)
150, 250, including any parameters, data and/or attributes
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utilized by such components, are functional data structures
that impart functionality when employed as part of the pro-
cessing system 300 of FIG. 3.

[0063] As noted, however, it is not necessary that the
requirements management tool 110, the quality management
tool 120, the path search engine 130 and the support system(s)
150, 250 each be executed on the same processing system
300. Inthis regard, the processing system 300 can execute one
ormore ofthese components 110,120, 130, 150, 250, and one
or more other processing systems can execute other compo-
nents.

[0064] FIG. 4 is a block diagram illustrating example archi-
tecture for a client system 160. The client system 160 can
include at least one processor 405 (e.g., a central processing
unit) coupled to memory elements 410 through a system bus
415 or other suitable circuitry. As such, the client system 160
can store program code within the memory elements 410. The
processor 405 can execute the program code accessed from
the memory elements 410 viathe system bus 415. It should be
appreciated that the client system 160 can be implemented in
the form of any system including a processor and memory
that is capable of performing the functions and/or operations
described within this specification. For example, the client
system 160 can be implemented as a computer, a workstation,
a mobile computer, a laptop computer, a tablet computer, a
smart phone, a personal digital assistant, a gaming device, an
appliance, and so on.

[0065] The memory elements 410 can include one or more
physical memory devices such as, for example, local memory
420 and one or more bulk storage devices 425. The client
system 160 also can include one or more cache memories (not
shown) that provide temporary storage of at least some pro-
gram code in order to reduce the number of times program
code must be retrieved from the bulk storage device 425
during execution.

[0066] Input/output (I/O) devices such as a display 430, a
pointing device 435 and, optionally, a keyboard 440 can be
coupled to the client system 160. The /O devices can be
coupled to the client system 160 either directly or through
intervening I/O controllers. For example, the display 430 can
be coupled to the client system 160 via a graphics processing
unit (GPU), which may be a component of the processor 405
or a discrete device. One or more network adapters 445 also
can be coupled to client system 160 to enable client system
160 to become coupled to other systems, computer systems,
remote printers, and/or remote storage devices through inter-
vening private or public networks. Modems, cable modems,
transceivers, and Ethernet cards are examples of different
types of network adapters 445 that can be used with the client
system 160.

[0067] Aspicturedin FIG. 4, the memory elements 410 can
store the computer program 140 (e.g., an instance of the
computer program 140 being used by the client system 160).
In another arrangement, rather than storing the computer
program 140, the memory elements 410 can store a web
browser or other suitable application configured to access the
computer program 140 from a remote system. For example,
the computer program 140 can be a web application accessed
by the client system 160. Being implemented in the form of
executable program code, these components of the client
system 160 can be executed by the client system 160 and, as
such, can be considered part of the client system 160. More-
over, the signature log 162 generated by the client system 160
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is a functional data structure that imparts functionality when
employed as part of the systems 100, 200 of FIGS. 1 and 2.
[0068] FIG. 5 is a flow chart illustrating an example of a
method 500 of selecting a predicted path corresponding to a
predicted endpoint in a computer program. At step 505, a first
signature generated by a first processing system can be
received. The first signature log is a computer readable data
structure and includes a first listing of at least a recorded
series of user inputs received by a computer program. At step
510, a path search engine executed using a processor can
compare the recorded series of user inputs to at least one
historical log indicating at least one historical path. Each
historical path includes at least second listing of a series of
historical user inputs that corresponds to a historical endpoint
in the computer program. At step 515, responsive to compar-
ing the first listing of the recorded series of user inputs to the
at least one historical log, at least one historical path to which
the recorded series of user inputs at least partially corre-
sponds can be identified. The least one historical endpoint can
beidentified as a predicted endpoint in the computer program.
At step 520, a predicted path corresponding to the predicted
endpoint in the computer program can be selected based on
the predicted endpoint. The predicted path can be output. For
instance, the predicted path can be output for presentation to
a user.

[0069] Forpurposes of simplicity and clarity of illustration,
elements shown in the figures have not necessarily been
drawn to scale. For example, the dimensions of some of the
elements may be exaggerated relative to other elements for
clarity. Further, where considered appropriate, reference
numbers are repeated among the figures to indicate corre-
sponding, analogous, or like features.

[0070] The present invention may be a system, a method,
and/or a computer program product. The computer program
product may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present invention.

[0071] The computer readable storage medium can be a
tangible device that can retain and store instructions for use
by an instruction execution device. The computer readable
storage medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an opti-
cal storage device, an electromagnetic storage device, a semi-
conductor storage device, or any suitable combination of the
foregoing. A non-exhaustive list of more specific examples of
the computer readable storage medium includes the follow-
ing: a portable computer diskette, a hard disk, a random
access memory (RAM), aread-only memory (ROM), an eras-
able programmable read-only memory (EPROM or Flash
memory), a static random access memory (SRAM), a por-
table compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a
mechanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded thereon,
and any suitable combination of the foregoing. A computer
readable storage medium, as used herein, is not to be con-
strued as being transitory signals per se, such as radio waves
or other freely propagating electromagnetic waves, electro-
magnetic waves propagating through a waveguide or other
transmission media (e.g., light pulses passing through a fiber-
optic cable), or electrical signals transmitted through a wire.
[0072] Computer readable program instructions described
herein can be downloaded to respective computing/process-
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ing devices from a computer readable storage medium or to
an external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

[0073] Computer readable program instructions for carry-
ing out operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or either
source code or object code written in any combination of one
or more programming languages, including an object ori-
ented programming language such as Smalltalk, C++ or the
like, and conventional procedural programming languages,
such as the “C” programming language or similar program-
ming languages. The computer readable program instructions
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider). In
some embodiments, electronic circuitry including, for
example, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

[0074] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems), and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer readable program instructions.

[0075] These computer readable program instructions may
be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the instruc-
tions, which execute via the processor of the computer or
other programmable data processing apparatus, create means
for implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks. These computer read-
able program instructions may also be stored in a computer
readable storage medium that can direct a computer, a pro-
grammable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer read-
able storage medium having instructions stored therein com-
prises an article of manufacture including instructions which
implement aspects of the function/act specified in the flow-
chart and/or block diagram block or blocks.
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[0076] The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0077] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods, and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of instructions, which comprises one or more executable
instructions for implementing the specified logical function
(s). In some alternative implementations, the functions noted
in the block may occur out of the order noted in the figures.
For example, two blocks shown in succession may, in fact, be
executed substantially concurrently, or the blocks may some-
times be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combi-
nations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts or carry out combinations of special purpose hardware
and computer instructions.

[0078] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
be limiting of the invention. As used herein, the singular
forms “a,” “an,” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms ‘“‘includes,”
“including,” “comprises,” and/or “comprising,” when used in
this disclosure, specify the presence of stated features, inte-
gers, steps, operations, elements, and/or components, but do
not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components,
and/or groups thereof.

[0079] Reference throughout this disclosure to “one
embodiment,” “an embodiment,” or similar language means
that a particular feature, structure, or characteristic described
in connection with the embodiment is included in at least one
embodiment described within this disclosure. Thus, appear-
ances of the phrases “in one embodiment,” “in an embodi-
ment,” and similar language throughout this disclosure may,
but do not necessarily, all refer to the same embodiment.

[0080] The term “plurality,” as used herein, is defined as
two or more than two. The term “another,” as used herein, is
defined as at least a second or more. The term “coupled,” as
used herein, is defined as connected, whether directly without
any intervening elements or indirectly with one or more inter-
vening elements, unless otherwise indicated. Two elements
also can be coupled mechanically, electrically, or communi-
catively linked through a communication channel, pathway,
network, or system. The term “and/or” as used herein refers to
and encompasses any and all possible combinations of one or
more of the associated listed items. It will also be understood
that, although the terms first, second, etc. may be used herein
to describe various elements, these elements should not be
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limited by these terms, as these terms are only used to distin-
guish one element from another unless stated otherwise or the
context indicates otherwise.
[0081] The term “if” may be construed to mean “when” or
“upon” or “in response to determining” or “in response to
detecting,” depending on the context. Similarly, the phrase “if
it is determined” or “if [a stated condition or event] is
detected” may be construed to mean “upon determining” or
“in response to determining” or “upon detecting [the stated
condition or event|” or “in response to detecting [the stated
condition or event],” depending on the context.
[0082] The descriptions of the various embodiments of the
present invention have been presented for purposes of illus-
tration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the described embodi-
ments. The terminology used herein was chosen to best
explain the principles of the embodiments, the practical appli-
cation or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art
to understand the embodiments disclosed herein.
1. A method, comprising:
receiving a first signature log generated by a first process-
ing system, the first signature log being a computer
readable data structure and comprising a first listing of at
least a recorded series of user inputs received by a com-
puter program,
comparing, by a path search engine executing using a pro-
cessor, the first listing of the recorded series of user
inputs to at least one historical log indicating at least one
historical path, each historical path comprising at least
second listing of a series of historical user inputs that
corresponds to a historical endpoint in the computer
program;
responsive to comparing the first listing of the recorded
series of user inputs to the at least one historical log,
identifying the at least one historical path to which the
recorded series of user inputs at least partially corre-
sponds and identifying the at least one historical end-
point as a predicted endpoint in the computer program;
and
selecting, based on the predicted endpoint, a predicted path
corresponding to the predicted endpoint in the computer
program, and outputting the predicted path.
2. The method of claim 1, further comprising:
presenting to a user a plurality of use cases, each use case
corresponding to a corresponding identified historical
path;
receiving from the user a selection of one of the plurality of
use cases; and
responsive to receiving from the user the selection of one of
the plurality of use cases, identifying the historical end-
point corresponding to the selected use case as the pre-
dicted endpoint in the computer program.
3. The method of claim 1, further comprising:
identifying requirements the computer program is to sat-
isfy;
receiving at least a portion of the plurality of use cases
generated based on the requirements the computer pro-
gram is to satisfy; and
generating a plurality of historical logs, each of the plural-
ity of historical logs based on a respective one of the
generated plurality of use cases.
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4. The method of claim 3, further comprising:

generating a support ticket associated with the first signa-
ture log; and

creating, in atleast one of the historical logs, an association
between the support ticket and the respective one of the
generated plurality of use cases;

wherein, based on the created association, the support
ticket is presented to a user or a support engineer access-
ing the historical log or the respective use case.

5. The method of claim 3, further comprising:

generating a support ticket associated with the first signa-
ture log; and

creating, in atleast one of the historical logs, an association
between the support ticket and the respective one of the
generated plurality of use cases;

wherein, based on the created association, the historical
log, including the respective use case, is presented to a
user or a support engineer accessing the support ticket.
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6. The method of claim 1, further comprising:

responsive to a determination that the predicted endpoint
does not correspond to a desired endpoint, receiving a
new signature log comprising a new path corresponding
to the desired endpoint;

generating a new historical log indicating the new path and
the desired endpoint; and

storing the new historical log as a computer readable data
structure.

7. The method of claim 6, further comprising:

generating a support ticket associated with the first signa-
ture log;

automatically generating a new use case based on the new
path and the desired endpoint; and

creating, in the new historical log, an association between
the support ticket and the new use case;

wherein, based on the created association, the support
ticket is presented to a user or a support engineer access-
ing the new historical log or the new use case.

8-20. (canceled)



