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(57) ABSTRACT 

A method for monitoring the correct operations of a data 
processing device including changing a Subsystem from an 
authorized State to an unauthorized State, executing the partial 
operating sequence, and resetting any Subsystem state from 
the unauthorized state to the authorized state. 
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DATA PROCESSING DEVICE AND METHOD 
FORMONITORING CORRECT OPERATION 

OF A DATA PROCESSING DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application claims priority to German Patent 
Application Serial No. 102006 035662.4, filed Jul. 31, 2006, 
and which is incorporated herein by reference in its entirety. 

BACKGROUND 

0002 Data processing devices are controlled using pro 
grams which includes a sequence of instructions that can be 
executed in order to achieve a particular functionality. The 
high flexibility of data processing devices is based on the fact 
that, in programs, individual steps can be executed not only 
sequentially but also with branches in the sequence. For a data 
processing device to operate correctly, the correct program 
flow, that is the correct order in which the individual instruc 
tions are executed, is required. Unexpected changes in the 
sequence lead to incorrect results or even to operation of the 
data processing device being stopped. Such changes may be 
caused, for example, by faults in the hardware or in the 
programs. Furthermore, external attacks in which the correct 
operation of a data processing device is deliberately disrupted 
in order to gain an advantage are conceivable. 
0003. In order to avoid faults during the operation of a data 
processing device, hardware and Software are verified, that is, 
they are checked for the correct method of operation. Unfor 
tunately, some faults remain undiscovered during verification 
since not all possible situations can be covered. These 
include, in particular, limiting cases which occur when dif 
ferent parts of a program interact, in which case it is not 
possible to verify the individual parts together. Faults in the 
program flow may result in failure of the data processing 
device or in security gaps which can be exploited. 
0004 External attacks which influence the operation of a 
data processing device may be detected using Suitable hard 
ware measures. These include checkpoint registers, in which 
values are compared with expected values during operation, 
glitch sensors, which detect very brief voltage dips or 
increases in the current or clock Supply, frequency sensors, 
which are used to detect changes in the clock frequency, in 
particular underfrequencies, or single-step operation, and 
light sensors, which can be used to detect manipulation of the 
chip during optical analysis. Hardware measures can be used 
only in specialized safety processors, the use of analog sen 
sors frequently requiring redesign, in particular. 

DESCRIPTION OF THE DRAWINGS 

0005 FIG. 1 shows a block diagram of an exemplary 
embodiment of the data processing device according to the 
invention; 
0006 FIG. 2 shows a principle on which the invention is 
based; 
0007 FIG. 3 shows a program section for an exemplary 
embodiment; and 
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0008 FIG. 4 shows an exemplary state diagram for the 
operation of a data processing device according to the inven 
tion. 

DESCRIPTION OF THE INVENTION 

0009. In an embodiment a method for monitoring the cor 
rect operation of a data processing device, the method having 
the steps of changing a Subsystem from an authorized State to 
an unauthorized State before a partial operating sequence is 
executed, the unauthorized state not interfering with the 
execution of the partial operating sequence as long as the state 
of the Subsystem is not being evaluated, executing the partial 
operating sequence, resetting the Subsystem state from the 
unauthorized state to the authorized state after the partial 
operating sequence has been executed, and evaluating the 
Subsystem state. 
0010. If the partial operating sequence is fully executed 
properly, the Subsystem state is reset from the unauthorized 
state to the authorized state before evaluation. During evalu 
ation, the Subsystem state is then in an authorized State. If, in 
contrast, the partial operating sequence is disrupted and is not 
ended correctly, the Subsystem is still in an unauthorized 
state. This unauthorized state is detected by evaluating the 
Subsystem state and the necessary measures, for example 
adjusting the operation of the data processing device, are 
taken. 
0011. In an embodiment, the data processing device car 
ries out the abovementioned steps during operation. If the 
evaluation of the Subsystem state revealed an authorized state, 
the data processing device continues operation at a continu 
ation point for the partial operating sequence. 
0012 Operation of the data processing device may include 
a plurality of partial operating sequences, the process being 
continued, after the Subsystem state has been evaluated, only 
if the subsystem is in an authorized state. This ensures that the 
partial operating sequence has been fully executed correctly, 
and operation of the data processing device is continued only 
if no unexpected interruptions in the partial operating 
sequence have occurred. 
0013. In an embodiment, the subsystem state is described 
by a continuation point. 
0014 Depending on the continuation point, the subsystem 
state is in an authorized state or an unauthorized state. 
0015. In an embodiment, in the authorized state, the con 
tinuation point is the continuation point for the partial oper 
ating sequence. 
0016. In order to monitor the correct operation of the data 
processing device, the continuation point for the partial oper 
ating sequence is modified before the partial operating 
sequence is executed and, after the latter has been Success 
fully executed, is reset again to the correct continuation point 
for the partial operating sequence. If the partial operating 
sequence is disrupted in any way, with the result that the 
continuation point is not reset from an unauthorized continu 
ation point to the authorized continuation point for the partial 
operating sequence, the unauthorized continuation point is 
detected when evaluating the Subsystem state. 
0017. In an embodiment, in the unauthorized state, the 
continuation point is an invalid continuation point which does 
not correspond to the continuation point for the partial oper 
ating sequence. 
0018. An invalid continuation point can be detected when 
evaluating the Subsystem state, the continuation point being 
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selected in Such a manner that operation of the data process 
ing device is ended or interrupted in a determinate manner. 
0019. In an embodiment, the invalid continuation point is 
reversibly determined from the continuation point for the 
partial operating sequence. 
0020. In order to change the subsystem from an authorized 
state to an unauthorized State before the partial operating 
sequence is executed, and in order to change the Subsystem 
state from the unauthorized state to the authorized state after 
the partial operating sequence has been executed, it is neces 
sary for the continuation point for the partial operating 
sequence to be able to be determined from the invalid con 
tinuation point. 
0021. In an embodiment, instructions for changing the 
Subsystem state from an authorized state to an unauthorized 
state before the partial operating sequence to be monitored, 
instructions for resetting the Subsystem state from the unau 
thorized state to the authorized state, and instructions for 
evaluating the Subsystem state after the partial operating 
sequence to be monitored are inserted into a program which 
controls the partial operating sequence. 
0022. The method for monitoring the correct operation of 
the data processing device can be implemented by inserting 
the appropriate instructions into the program which controls 
the partial operating sequence. 
0023. In an embodiment, the instructions are automati 
cally inserted into the program when compiling or interpret 
ing the program. 
0024. As a result of the fact that the instructions which are 
needed to monitor the correct operation of the data processing 
device are automatically inserted into the program which 
controls the partial operating sequence, the method can be 
used for any desired data processing devices without great 
expenditure. In particular, the method is thus independent of 
the platform and application program. 
0025. In an embodiment, the continuation point is a return 
address of the program which controls the partial operating 
Sequence. 
0026. As a result of the use of a return address to represent 
the subsystem state, there is no need to explicitly check the 
Subsystem state since the return address is automatically 
evaluated during the partial operating sequence, with the 
result that the method can be implemented with very little 
overhead. 
0027. In an embodiment, the invalid continuation point is 
a return address which is generated by adding a constant or a 
random number from the return address of the program for 
controlling the partial operating sequence. 
0028. In this case, the constant or random number is 
selected in Sucha manner than an invalid return address which 
results in a fault during return is generated. In this case, the 
fault can be triggered, for example, by access to a nonexistent 
memory area. 
0029. In an embodiment, in order to reset the subsystem 
state from the unauthorized state to the authorized state after 
the partial operating sequence has been executed, addition of 
the constant or of the random number is reversed. 
0030. As a result of the addition being reversed, the correct 
return address of the program which controls the partial oper 
ating sequence is obtained again and does not cause a fault 
during evaluation, that is to say during return. 
0031. In an embodiment, the subsystem state is evaluated 
using a memory management unit or a memory protection 
unit. 
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0032. If the subsystem state is denoted using a return 
address, a memory management unit or a memory protection 
unit can be used to detect whether the address is valid and 
authorized or invalid and unauthorized. In this case, it is 
advantageous that there is no need for an additional memory 
for storing the Subsystem state and that memory management 
units or memory protection units are present in most hardware 
platforms of data processing devices. 
0033. In an embodiment, the unauthorized state triggers 
an alarm, an abort, a fault, an exception or a trap in the data 
processing device. 
0034 State monitoring mechanisms which are already 
present in the data processing device can thus be used to 
monitor correct operation without the need for additional 
hardware expenditure. State monitoring mechanisms are 
intended to mean all mechanisms in the data processing 
device which are suitable for triggering an alarm, an abort, a 
fault, an exception or a trap. 
0035. In an embodiment, the unauthorized state interrupts 
operation of the data processing device during evaluation. 
0036) If, for example, an attempt is made to execute an 
unauthorized branch in the data processing device, as a result 
of which the subsystem state cannot be reset from the unau 
thorized state to the authorized state, this is indicated by 
interrupting operation. This makes it possible to detect faults 
and attacks and to protect security-sensitive data. 
0037. There is also provided a data processing device 
which includes a processor, a Subsystem which can assume an 
authorized state and an unauthorized state, a sequence con 
troller, a modification device for modifying a continuation 
point, a continuation point memory for storing a continuation 
point, and an evaluation unit for evaluating a state of the 
Subsystem. In this case, the sequence controller is designed in 
Such a manner that it stores a continuation point for a partial 
operating sequence in the continuation point memory before 
the partial operating sequence is executed by the processor, 
uses the modification device to change the continuation point 
in Such a manner that, when a state of the Subsystem is being 
evaluated by the evaluation unit, an unauthorized State is 
detected, uses the modification device to reverse the change in 
the continuation point after the partial operating sequence has 
been executed by the processor and changes the Subsystem 
state from the unauthorized state to the authorized state, and 
evaluates the state of the subsystem in the evaluation unit. 
0038. The sequence controller modifies the partial operat 
ing sequence in Such a manner that the continuation point for 
the latter is first of all changed in such a manner that it would 
lead to an unauthorized state during evaluation. Given the 
correct sequence of the partial operating sequence, this 
change is reversed, with the result that no unauthorized State 
is detected during evaluation. If, in contrast, the partial oper 
ating sequence is not ended properly, the change in the con 
tinuation point is not reversed either, with the result that the 
Subsystem remains in the invalid state. 
0039. In an embodiment, the continuation point is a return 
address of a program which controls the partial operating 
Sequence. 

0040. The authorized state corresponds to the correct 
return address of the program, while the unauthorized State 
corresponds to an illegal return address. 
0041. In an embodiment, the evaluation unit is a memory 
management unit or a memory protection unit of the proces 
SO. 



US 2008/O 115132 A1 

0042. The memory management unit or memory protec 
tion unit is responsible for memory management. A valid or 
authorized return address results in the next instruction being 
executed after the partial operating sequence, while an illegal, 
invalid or unauthorized return address results in a fault mes 
sage. This makes it possible to use the already existing hard 
ware of the processor to implement an evaluation unit which 
can be used to monitor the operation of the data processing 
device. 
0043. In an embodiment, the sequence controller is imple 
mented using the processor. 
0044) A separate processor is thus not needed for the 
sequence controller; the latter can be implemented using the 
already existing processor of the data processing device. 
0045. In an embodiment, the subsystem is implemented 
using the processor. 
0046. The subsystem can assume an authorized state and 
an unauthorized State and can be implemented as Such using 
system registers in which system states are stored. System 
registers are used to store the states of alarms, aborts, faults, 
exceptions and traps which have been detected by the proces 
SO 

0047. In an embodiment, the modification device and the 
continuation point memory are implemented using Software 
which runs on the processor. 
0048. The modification device and the continuation point 
memory are implemented using Software which is executed in 
the processor. The continuation point memory may be, for 
example, a variable whose value is modified using an appro 
priate programming instruction. 
0049 FIG. 1 shows an exemplary embodiment of the data 
processing device according to the invention having a proces 
sor P for executing an operating sequence BA. The operating 
sequence BA may include a plurality of partial operating 
sequences TB. At a point in time T1 at which one of the partial 
operating sequences TB begins, a sequence controller AS 
drives a modification device M in such a manner that it reads 
in a continuation point FS for the partial operating sequence 
TB. The continuation point FS is intended to mean that point 
in the operating sequence BA which is executed by the pro 
cessor P after the partial operating sequence TB has been 
processed. In the modification device M, the continuation 
point FS is modified and a new, unauthorized continuation 
point FS is generated. If the continuation point FS is 
described by a number, for example a return address, this may 
be effected using an adder A which adds a modification con 
stant MK, which is stored in a constant memory C, to the 
continuation point FS. The modification constant MK may be 
a constant or a random number. Each partial operating 
sequence TB is associated with its own modification constant 
MK, the modification constants MK of different partial oper 
ating sequences TB differing from one another. The unautho 
rized continuation point FS' is stored in a continuation point 
memory F. The modification to the continuation point FS can 
be reversed again in the modification device M by the con 
tents of the continuation point memory F being Supplied to the 
adder A again, in which case, however, the latter no longer 
adds the modification constant MK but rather subtracts it. It is 
essential for the choice of the modification constant MK that 
the latter is selected in Such a manner that an unauthorized 
continuation point FS' is generated. An unauthorized continu 
ation point FS' results in an unauthorized state of the sub 
system T. After the continuation point has been generated, the 
partial operating sequence TB is executed by the processor P. 
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After the partial operating sequence TB has been executed, 
the sequence controller AS drives the modification device M 
again but in Such a manner that the modification to the con 
tinuation point FS is reversed by means of subtraction, as 
described above, and an authorized continuation point FS is 
output at the output of the modification device M. An autho 
rized continuation point FS is, for example, that point in the 
operating sequence BA which is intended to be executed by 
the processor after the partial operating sequence TB has been 
executed correctly. In the subsystem T, the authorized con 
tinuation point FS or the unauthorized continuation point FS 
results in an authorized or an unauthorized State. The state of 
the subsystem T is evaluated using the evaluation unit AE 
after the partial operating sequence TB and the sequence 
control AS have been executed. In the case of an authorized 
state, processing of the operating sequence BA is continued 
with the next partial operating sequence TB. If, in contrast, an 
unauthorized state of the subsystem T is detected, that is, the 
unauthorized continuation point FS has not been reset or has 
been incorrectly reset and the partial operating sequence TB 
has not been ended properly. The reasons for this may be, for 
example, an attack in which the instruction counter of the 
processor Phas been manipulated. In this case, the evaluation 
unit AE outputs a signal which stops the processor P of the 
data processing device. 
0050. In one embodiment, the evaluation unit AE is part of 
the processor P. Particularly if the continuation point FS is 
denoted using a return address, the memory management unit 
or the memory protection unit of the processor P can be used 
for this purpose. An unauthorized return address is detected as 
a fault by these units. In another design, the sequence con 
troller AS is implemented, within the processor P, together 
with a corresponding program. In the same manner, the modi 
fication device M may also use registers of the processor P 
and the arithmetic unit of the latter to modify the continuation 
point FS. Furthermore, the subsystemT may be implemented 
using system states of the processor P. In this case, the states 
are detected by the hardware of the processor P and can access 
processor-internal fault detection mechanisms. Fault detec 
tion mechanisms of this type may be, for example, faults, 
traps, aborts or interrupts which change the normal operating 
sequence BA. It is particularly advantageous in these embodi 
ments that there is no need for additional hardware for the 
modification device M, the Subsystem T, the sequence con 
troller AS and the evaluation device AE. Furthermore, system 
states of this type are available on virtually all hardware 
platforms and do not require any explicit checking by means 
of Software, with the result that the operating sequence is 
encumbered only with very little overhead in order to monitor 
correct operation. 
0051 FIG. 2 shows the principle of the method for moni 
toring the correct operation of the data processing device. In 
this case, it is assumed that the operating sequence BA is 
effected in a plurality of partial operating sequences TB. The 
left-hand part of the figure shows three partial operating 
sequences TB1, TB2 and TB3 which follow one another 
sequentially. The right-hand side of FIG. 2 shows, by way of 
example, the modification in the sequence of the partial oper 
ating sequence TB2 which is executed after the partial oper 
ating sequence TB1 has been executed. In this case, the partial 
operating sequence TB2 on the left-hand side is replaced with 
four steps. In the first step, a Subsystem state is changed to an 
unauthorized State. In the second step, the partial operating 
sequence TB2 is executed. The subsystem state is subse 



US 2008/O 115132 A1 

quently reset to an authorized state and the Subsystem state is 
finally evaluated. In this case, each of the partial operating 
sequences TB1, TB2 and TB3 can be modified in the manner 
described above. As explained in connection with FIG. 1, the 
Subsystem state is reset to the authorized state again only 
when a partial operating sequence has been executed cor 
rectly. Evaluating the subsystem state canthus detect whether 
the operating sequence BA has been manipulated. It is also 
possible for a further partial operating sequence to be started 
and executed as part of one of the partial operating sequences. 
This further partial operating sequence can also be corre 
spondingly modified, in which case it is necessary to buffer 
store the continuation point for the original partial operating 
sequence and to restore it again after the further partial oper 
ating sequence has been executed. 
0052 FIG. 3 shows one implementation of a partial oper 
ating sequence TB in the form of a Subroutine. It is assumed 
below that the continuation point FS is the return address of 
the subroutine and the modification device M containing the 
adder A and the constant memory C as well as the continua 
tion point memory F is implemented together with the 
sequence controller AS using the processor P with an appro 
priate program, the Subsystem T being implemented using a 
system state of the processor P and the return address being 
evaluated in a memory management unit or a memory pro 
tection unit of the processor P. 
0053. The left-handside of FIG.3 shows proper operation. 
The partial operating sequence TB is executed by the Subrou 
tine 1. In this case, the return address RA of the Subroutine 1 
denotes the continuation point FS, that is to say that point at 
which execution of the operating sequence BA is continued 
after the subroutine 1 has ended. In a first instruction, the 
return address RA is modified by adding a constant C1 to it. 
By way of example, the return address is selected to be 
RA=0x02001158 and C1=0x17400000. The modified return 
address then results as RA=0x19401 158. The subroutine 
instructions are then executed. If a fault or an attack does not 
occur, the return address RA is reset to the original value 
again by Subtracting the constant C1 again. Return to the 
continuation point is then effected using the return instruc 
tion, so that further instructions or Subroutines can be 
executed. 

0054) The right-hand side of FIG.3 illustrates the fault or 
attack. Before the subroutine 1 is ended and before the return 
address RA is reset, a jump is made to a Subroutine 2 as a 
result of an attack. In this case, the return address RA remains 
unchanged but was previously modified by entry into the 
subroutine 1. After the instructions in the subroutine 2 have 
been executed, an attempt is made to reset the return address 
RA by subtracting the constant C2-0x14340000 which is 
associated with the subroutine 2. However, the unauthorized 
return address RA=0x050C1158 is obtained. A return to this 
address gives rise to an exception in the memory management 
unit or memory protection unit of the processor P and the 
attack or fault can be detected. 

0055. The constants C1 and C2 can be selected in such a 
manner that the resultant return addresses point to a nonex 
istent memory area. They may also point to a memory area 
which, although being present, does not contain any execut 
able code. Furthermore, the constants C1 and C2 can be 
selected in Such a manner that the return addresses refer to an 
area for which there are no access rights. Another possible 
way of selecting the constants C1 and C2 is for the modified 
return addresses RA to point, beyond the boundaries of a 
memory area, to another memory area if Such a change in 
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memory areas can be detected by the processor. They may 
also be selected in such a manner that the modified return 
address RA points, for example, to the middle of an instruc 
tion having a length of four bytes and thus triggers a fault. If, 
in contrast, the modification constants C1 and C2 are selected 
to be Zero, the correct operation of the data processing device 
cannot be monitored. The constants for different subroutines 
must also be selected to be different so that unintentional 
resetting by another Subroutine is precluded. 
0056 FIG. 4 shows a state diagram for the exemplary 
embodiment in FIG.3. Three states 1,2 and 3 are shown, state 
1 representing an authorized return address RA, state 2 rep 
resenting an unauthorized return address RA and state 3 rep 
resenting the presence of an unauthorized state. From state 1, 
one lands in state 1 again via the transition 4, the transition 4 
being characterized by a jump back from a Subroutine in 
which the return address RA was not modified. The transition 
5 from the state 1 to the state 2 occurs when the return address 
RA of the subroutine which is running is modified. The tran 
sition 6, in which the return address RA is reset again, again 
results in an authorized return address RA and in state 1. State 
2 is retained during the transitions 7 and 8 in which the return 
address RA is reset using an incorrect constant or a further 
Subroutine is branched to on account of an attack or a fault. 
The transition from the state 2 to the exception 3 is achieved 
by means of the transitions 9 and 10, transition 9 representing 
a return, that is to say evaluation of the Subsystem state, and 
the transition 10 representing a direct attack or fault. Further 
more, the transitions 11 and 12 are also shown. When the 
further subroutine is called in the transition 11, its return 
address is first of all unchanged and is thus authorized, with 
the result that the state 1 is reached with an authorized return 
address. The return address of the further subroutine is then 
modified in the transition 5 in Such a manner that an unautho 
rized return address is obtained and State 2 is assumed again. 
Transition 12 represents the situation in which there is a state 
with an authorized return address and a return to the caller of 
the current subroutine is executed. In this case, the return 
address of the caller is restored, which address was changed 
to an unauthorized value at an earlier point in time by transi 
tion 5. 
0057 The invention can be used to monitor the operation 
of a data processing device without the need for hardware 
measures, for example sensors. Since mechanisms which 
exist in any hardware architecture are used to detect unautho 
rized States, it is possible to dispense with storing additional 
states. Since there is no need for any testing instructions 
either, very little programming complexity, which can also be 
automated, results. Monitoring without specialized hardware 
and without being restricted to specific applications or hard 
ware platforms is thus possible. 
What is claimed is: 
1. A method for monitoring correct operation of a data 

processing device, comprising: 
changing a Subsystem from an authorized state to an unau 

thorized State before a partial operating sequence is 
executed, the unauthorized state not interfering with the 
execution of the partial operating sequence as long as the 
state of the Subsystem is not being evaluated; 

executing the partial operating sequence; 
resetting the Subsystem state from the unauthorized State to 

the authorized State after the partial operating sequence 
has been executed; and 

evaluating the Subsystem state. 
2. The method as claimed in claim 1, wherein the data 

processing device executes as if the evaluation of the Sub 
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system state revealed an authorized State, and continues 
operation at a continuation point for the partial operating 
Sequence. 

3. The method as claimed in claim 1, wherein the sub 
system state is described by a continuation point. 

4. The method as claimed in claim3, wherein in the autho 
rized state, the continuation point is the continuation point for 
the partial operating sequence. 

5. The method as claimed in claim 3, wherein in the unau 
thorized State, the continuation point is an unauthorized con 
tinuation point which does not correspond with the continu 
ation point for the partial operating sequence. 

6. The method as claimed in claim 5, wherein the unautho 
rized continuation point is reversibly determined from the 
continuation point for the partial operating sequence. 

7. A method for monitoring a correct operation of a data 
processing device, the method comprising: 

inserting instructions for changing a Subsystem state from 
an authorized State to an unauthorized State before a 
partial operating sequence to be monitored; 

inserting instructions for resetting the Subsystem state from 
the unauthorized state to the authorized state; 

inserting instructions for evaluating the Subsystem state 
after the partial operating sequence to be monitored into 
a program which controls the partial operating 
sequence; and 

executing the partial operating sequence. 
8. The method as claimed in claim 7, wherein the instruc 

tions are automatically inserted into the program when com 
piling or interpreting the program. 

9. The method as claimed in claim 7, wherein the continu 
ation point is a return address of the program which controls 
the partial operating sequence. 

10. The method as claimed in claim 7, wherein an unau 
thorized continuation point is a return address which is gen 
erated by adding a constant or a random number from the 
return address of the program in order to control the partial 
operating sequence. 

11. The method as claimed in claim 10, wherein in order to 
reset the subsystem state from the unauthorized state to the 
authorized state after the partial operating sequence has been 
executed, the method further comprises adding of the con 
stant or of the random number is reversed. 

12. The method as claimed in claim 11, wherein the sub 
system state is evaluated using a memory management unit or 
a memory protection unit. 

13. The method as claimed in claim 12, wherein the unau 
thorized State triggers an alarm, anabort, a fault, an exception, 
or a trap in the data processing device. 

14. The method as claimed in claim 13, wherein the unau 
thorized State interrupts operation of the data processing 
device during evaluation. 

15. A data processing device comprising: 
a processor; 

a Subsystem which can assume an authorized State and an 
unauthorized state; 

a sequence controller, 
a modification device for modifying a continuation point; 
a continuation point memory for storing the continuation 

point; and 
an evaluation unit for evaluating a state of the Subsystem, 

May 15, 2008 

wherein the sequence controller: 
stores a continuation point for a partial operating 

sequence in the continuation point memory before the 
partial operating sequence is executed by the proces 
SOr, 

uses the modification device to change the continuation 
point Such that, when a state of the Subsystem is being 
evaluated by the evaluation unit, an unauthorized State 
is detected, 

uses the modification device to reverse the change in the 
continuation point after the partial operating sequence 
has been executed by the processor and to change the 
subsystem state from the unauthorized state to the 
authorized State, and 

evaluates the state of the subsystem in the evaluation 
unit. 

16. The data processing device as claimed in claim 15, 
wherein the continuation point is a return address of a pro 
gram which controls the partial operating sequence. 

17. The data processing device as claimed in claim 15, 
wherein the evaluation unit is a memory management unit or 
a memory protection unit of the processor. 

18. The data processing device as claimed in claim 15, 
wherein the sequence controller is implemented using the 
processor. 

19. The data processing device as claimed in claim 15, 
wherein the Subsystem is implemented using the processor. 

20. The data processing device as claimed in claim 15, 
wherein the modification device and the continuation point 
memory are implemented using Software which runs on the 
processor. 

21. A data processing device comprising: 
a processor; 
a Subsystem which can assume an authorized State and an 

unauthorized State; 
a modification means for modifying a continuation point; 
an evaluation unit for evaluating a state of the Subsystem; 

and 
a sequence controlling means for storing a continuation 

point for a partial operating sequence in a continuation 
point memory before the partial operating sequence is 
executed by the processor, for using the modification 
means to change the continuation point Such that, when 
a state of the subsystem is being evaluated by the evalu 
ation unit, an unauthorized State is detected, for using the 
modification means to reverse the change in the continu 
ation point after the partial operating sequence has been 
executed by the processor and to change the Subsystem 
state from the unauthorized state to the authorized state, 
and for evaluating the state of the subsystem in the 
evaluation unit. 

22. A data processing device comprising: 
means for changing a subsystem from an authorized state 

to an unauthorized state before a partial operating 
sequence is executed, the unauthorized State not inter 
fering with the execution of the partial operating 
sequence as long as the state of the Subsystem is not 
being evaluated; 

means for executing the partial operating sequence; 
means for resetting the Subsystem state from the unautho 

rized state to the authorized state after the partial oper 
ating sequence has been executed; and 

means for evaluating the Subsystem state. 
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