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(57) Abstract: A GNSS spoofing signal detection and elimination includes acquiring and tracking a plurality of GNSS signals, authen-
ticating the acquired signals based on available authentication information to determine if the acquired signals are authentic, unverified,
or counterfeit, creating a first list of the authentic signals and a second list of unverified signals, by removing the counterfeit signal(s),
creating a plurality of sets of the signals by selecting at least four GNSS signals such that each set includes all of the authentic signals and
at least one unveritied signal, calculating PVT solutions and post-fit residuals for each set, estimating authenticity of unveritied signals
by analyzing the PVT solutions and post-fit residuals, estimating authenticity and accuracy of PVT solutions based on the estimation,
and outputting a list of all of the acquired GNSS signals with the respective authenticity, and a list of all possible PVT solutions with
the respective authenticity and accuracy.
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DETECTION AND ELIMINATION OF GNSS SPOOVING SIGNALS
WITH PVT SOLUTION ESTIMATION
CLAIM OF PRIORITY
(6601 ] This application claims priority to United States Provisional Patent
Application No. 62/436,323, filed on December 19, 2016, which is hereby
incorporated by reference.
BACKGROUND OF THE INVENTION
i. Field of the Invention
16062] The present invention relates to (GNSS receivers and GNSS signal
processing. More specifically, the present invention relates to detection and
climination of GINSS spoofing signals and estimation of PVT (position, velocity, and
time} solutions at a GNSS receiver.
2. Description of the Related Ast
16663 Global Navigation Satellite Systerns (GNSS) available today include United
States Global Positioning System (GPS), Russian Global Orbiting Navigation Satellite
Systemn (GLONASS), European Union’s Galileo, China’s regional BeiDou Satellite
Navigation Systemn (BDS, formerly known as Compass), and Japanese Quasi-Zenith Satellite
System (Q758).
[0004] A GNSS spoofing signal 15 a type of structured interference that is close
enough to a GNSS specification 50 as to appear authentic to an unsuspecting GN3S receiver.
An intentional spoofer deliberately atterapts to manipulate the PVT (position, velocity, and
time) readout of a target GNSS receiver. For example, a GNSS spoofing attack may try to
leceive a GNSS receiver by broadcasting incorrect GNSS signals, structured to resemble a
set of normal GNSS signals, or by rebroadeasting genuine GNSS signals captured elsewhere
or at a different time. These spoofed signals may be modified in such a way as to cause the
GNAS receiver to estimate its position to be somewhere other than where it actoally is, or to
be located where if is but at a ditferent time, as determined by the attacker. One common
form of a GNSS spoofing attack, commonly fermed a carry-off attack, begins by broadecasting
signals synchronized with the genuine GNSS signals observed by the target GNSS receiver.
The power of the counterfeit GNSS signals is then gradually increased and drawn away from
the genuine GNSS signals.
[6005] Spoofing has become a more general concern as low-cost off-the shelf

software-defined radio hardware, low-cost GNSS signal simulators, and record-and-play
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devices, and the like become avatlable for a competent programmer to gencrate realistic civil
GNSS siguals. As economic and practical dependences on civil GNSS for transportation,
location services, comununication, finance, power distribution, and other applications increase,
the consequences of GNSS spoofing become more serious. Accordingly, finding effective
5  anti-spoofing measure in GNSS receivers is one of the urgent issues.
BRIEF DESCRIPTION OF THE INVENTION
[6006] The embodiments of the present invention provide a method for
detecting and eliminating a GNSS spoofing signal with PVT solutions. The method
includes (a) acquiring and tracking a plurality of GNSS signals from selected GNSS
10 satellites, (b) authenticating each of the acquired GNSS signals based on available
authentication nformation for the acquired GNSS signals, thereby identifving each of
the acquired GNS3 signals as authentic, unverified, or counterfeit, (¢} generating and
storing a first list of the GNSS signals identified as authentic and a second list of
GNSS signals identified as unverified, {(d) continuing tracking and further processing
15 the authentic signals and the unverified signals, while rermoving the GNSS signals
identified as counterfeit from tracking and further processing.{e) creating a plurality
of sets of the GNSS signals by selecting at least four GNSS signals from among the
first and second lists of the GNSS signals, each set inchiding all of the authentic
GNAS signals on the first list and at least one unverified GNSS signal from the sccond
20 list, {f) calculating position, velocity, and time (PVT) solutions and post-tit residuals
for each of the plurality of sets based on the GNSS signals therein, (g) estimating
authenticity of each of the unverified signals by analyzing the PVT solutions and
post-fit residuals obtained from the respective sets including the corresponding
unverified signals, (h) estimating authenticity and accuracy of each of the PVT
25 solutions based on the estimated authenticity of the unverified signals, and (1)
gencrating and outputting a list of all of the acquived GNA3S signals with the
respective authenticity thereof, and a list of all possible PVT solutions with the
respective authenticity and accuracy thereof.
16607 ] The acquiring and tracking the plurality of GNSS signals may includes
30 (al) determining an area of scarch for cach GNSS signal based on assistance
information on the corresponding GINSS satellite, (a2) searching the area for a target
(GNSS signal from the corresponding GNSS satellite, (a3) continuing searching the

arca after acquiring the target GNSS signal until the entive area {s searched, whereby
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acquiring any additional GNSS signal also corresponding to the target GNSS signal,
and {(a4) racking the target GNSS signal and the any additional GNSS signal for each
of the selected GNSS satellites.
[6008] The area of search may include a time delay search vange and a
frequency search range.
(G009 In accordance with one embodiment of the present invention, the
selected GNSS satellites may include sateliites from different GNSS's. The GNSS
signais may include GNSS5 signals in different frequency bands.
(0010} The authentication information may include a security code included in
the acquired GNSS signal, and information for verifying authenticity of the GNSS
signal obtained separately from the GNSS signal.
[611] The calculation of the PVT solutions may include obtaining positional
information from at least one sensor. The at least one sensor may include at least one
of an optical sensor and an inertial sensor, and the positional information may include
a trajectory of a GNSS receiver.
[6612] The GNSS recetve may output the PVT solutions having the highest
authenticity and accuracy as a GNSS receiver output,
(6013} In accordance with one emibodiment of the present invention, the
method of detecting and eliminating a GNSS spoofing signal with PVT solutions may
be implemented in a non-transitory computer-readable storage medivm with an
executable program stored thereon, wherein the program instructs a microprocessor {o
perform the above-described method.

BRIEF DESCRIPTION OF THE DRAWINGS
16014} The present invention is iHlustrated by way of example, and not by way
of limitation, in the FIG.s of the accompanying drawings and in which like reference
numerals refer to similar elements and in which:
[6615] FIG. 1 is a block diagram schematically illustrating a method for
detecting and eliminating GNSS spoofing signals and obtaining PVT solutions in
accordance with one embodiment of the present invention.
[6016] FIG. 2 is a table showing examples of currently available GNSS
signals from different GNSS systemns (GPS, GLONASS, Galileo, BeiDou, and QZ5S)

and their frequency ranges.
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[6617] FIG. 3 is a flow chart showing details of the acquisition and tracking
process in accordance with one embodiment of the present invention.

[0G18] FIG. 4 5 a diagram schematically illustrating details of the signal
authentication and/or cancelation process and the creation of the list and a plurality of
sets of the acquired GNSS signals in accordance with one embodiment of the present
inveniion.

[6019] FI(z. 5 is a diagram schematically and conceptually tllustrates an
example of plotting M estimated positions of the GNSS3 receiver.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
10620] The present invention provides detection and elimination of GNSS&
spoofing signals in GNSS receivers with estimated PVT solations.  The invention
protects such GN33 receivers against spoofing attacks.

6621} FIG. 1 is a block diagram schematically dlustrating a method for
detecting and eliminating GNSS spoofing signals and obtaining PVT solutions in
accordance with one embodiment of the present invention. The method may be
implemented in a GINSS receiver 100 for a navigation device and the like. Functional
blocks in FIG. 1 also correspond to schematic structure of the GNSS receiver 100,
The GNSS receiver 100 implementing the present invention may be configured as a
computer including a CPU, a memory (RAM, ROM}, and the like therein so as to
have the illustrated functional blocks. These functional blocks may be realized by
means of software/computer programs realizing the respective functions, but a patt or
the whole of them may be realized by hardware.

166221 The GNSS receiver 100 receives GINSS signals 10 (104, 10b ) from
a plurality of GNSS satelites 20 (20a, 20b ...) at an antenna 102 thereof. The GNS3S
receiver 100 also receives a counterfeit signal ((GNSS spoofing signal) 30 from a
spoofer device 40.

[6623] FIG. 2 shows examples of currently available GNSS signals from
different GNSS systems (GPS, GLONASS, Galileo, BeiDou, and (3£35S} and their
frequency ranges. Bach GNSS has three or more frequency baunds., The GNSS
receiver 100 may obtain assistance information 50 regarding the currently available
{(GNSS satellites, such as the GNSS satellites within a view form the GNSS receiver’s
approximate position and time. Such assistance information may be stored in a

memory of the GNSS receiver 100 or obtained through a connection link such as the
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Internet or radio communication. The assistance information 50 may be wansmitied
from a base station {(server) to the GNSS receiver 100 (client receiver unit). The
assistance information 50 may include frequency and timing information of the GINSS
signal, the sequence of navigation data bits from each GNSS satellite, ephemeris
information for determining the positions of the GNSS satellites, and the like.

[0G24] Based on available assistance information 50, a plurality of GNSS
satellites are selected for acquisition and tracking (104). For example, all visible
GNSS satellites from the GNSS receiver 100 may be selected.

(0025} All of the available GNSS signals 10 from the selected GINSS satellites
20 that the GNSS receiver 106 can receive may be received for acquisition and
tracking (106). The selected GNSS satellites 20 may include a plurality of satellites
from different GNSSs, for example, GPS, GLONASS, Galileo, QZ535, ctc. The
selected GNSS satellites 20 may be a plurality of satellites from the same GNSS, for
example GPS. The plurality of GNSS signals 10 may include GNSS signals in
different frequency bands, or may bhe in the same frequency band, depending on the
receiving bandwidth of GNSS receiver 100. The GNSS signals 10, which are used
for tracking, may be pre-processed by filters with a different bandwidih in order to
reduce processing complexity.

[6026] FIG. 3 shows details of the acquisition and tracking process 136. As
shown i1 FIG. 3, an arca of search for each GNSS signal 14 is determined (302} based
on the information on the corresponding GNSS satellite and its GNSS signals, for
example, obtained from the assistance information 50. The search area may be
lefined in the frequency-delay dimension. The frequency range to be searched for the
acquisition may be determined from preciseness of the frequency information of the
GNSS signal 10, frequency uncertainty in a local oscillator of the GNSS receiver 100,
and any other frequency-related ervors and uncertaintics. The time-delay range to be
scarched for the acquisition may also be determined from preciseness of the timing
information of the GNSS signal 10, time-delay uncertainty on the side of GNSS
receiver 100, and any other time-related errors and uncertaintics. The frequency
search range and the time-delay search range may define the respective search areca for
each GNB55 signal 10 {a target GNSS signal) from the corresponding GNSS satellite
{a target GNSS satellite).
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16627] Each search area is searched for acquiring the corresponding target
GNAS signal (304). The scarch is continued even after the target GNSS signal is
acquired untll the entire area is searched, such that any additional GNSS signal
corresponding to the target GNSS signal is also acquired. This is because the spoofer

5  device 40 may transmit a disguised GNSS signal{s) to the GN33 receiver 100, as

mentioned above. The acquired GNSS signals, including the target GNSS signal and
any additional GNSS signal(s) for each of the selected GNSS satellites are tracked
{306). In addition, only the GNSS signals having energy that is not less than a
predetermined threshold may be selected for further tracking.

10 [0025] Returning to FIG. 1, cach of the acquired GNSS signals 202 are
authenticated based on available authentication information 60 for the acquired GNSS
signals (108), so as to identify each of the acquired GNSS signals as authentic
(verified), unveritied {(questionable), or counterfeit/spoofing. For example, one or
more of the acquired GNSS signals 202 may be a security-enhanced GNSS signal that

15 includes a security code therein. Such a security code may be fully encrypted ot
contains periodic authentication codes such that some or all of its symbols are
unpredictable to a would-be spoofer. By obtaining the security code from another
link as the authentication information 60, the acquired GNSS signals 2072 can be
verified by correlating with the security code sequence. Such a security code may be

20 preliminary obtained as a digital key, or transmitted in real tiroe by a communication
link and the like. Any other authentication information may also be used for the
authentication process 108.

(60291 FIG. 4 illustrates more details of the signal authentication and/or
cancelation (108), the creation of signal sets (110). and the PVT calculation of cach

25 set (112} in FIG. 1. As shown in FIG. 4, the acquired GNSS signals 202 undergo the
authentication/verification process 402, The verified GNSS signals are identified and
labeled (flagged) as “authentic” signal (404), and the GNSS5 signals which failed such
verification/authentication are labeled (flagged) as “counterfeit” or “spoofing” (406).
For example, if an authentic signal for the target GNSS signal has been found in the

30 search area, any other GNSS signal(s) acquired in the same search area would be a
counterfeit signal of the target GNSS signal. If an acquired GNSS signal fails the
corresponding verification or authentication process, such a GNSS signal is also

determined fo be as counterfeit. The acquired GNSS signals for which no
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authentication information is available or no authentication process is performed are
labeled (flagged) as “unverified” (408). The GNSS signals, which arc determined as
counterfeit or spoofing signals, are discarded or eliminated from further processing,
for example, by stopping tracking of the counterfeit signals.

5 (8638 As aresult of the authentication and/or cancelation process, two hists
arc generated from the flagged GNSS signals 404 and 408: a fust list 410 of the
authentic GNSS signals Ai and a second list 420 of unveritied GNSS signals Uj. The
generated lists 410 and 420 may be stored in a memory (not shown) of the GNSS
receiver 100 and further processing is performed on the listed authentic and unverified

10 GNSS signals.
(6031} Referring back to FIG. 1, a plurality of sets of the GNSS signals are
created (110) by selecting at least four (4) GNSS signals from among the first and
second lists of the GNSS signals 204 (404, 406), such that cach set includes all of the
GNSS signals on the first list 410 (.c., all of the authentic signals Af) and at least one
15 GNSS signal from the second tist 420 (i.e., at least one unverified signal Uj).
[68632] For example, if there are four or more authentic GNS5 signals Aj, it is
possible to create a first set including only the authentic signals so as to calculate
authentic navigation solutions for position, velocity, and time (PVT). In such a case,
the fivst set of authentic signals Ai may produce the most reliable PVT solutions, and
20 thus other sets of signals may not be necessary to obtain the PVT solutions. However,
for the purpose of detecting any possible spoofing signal(s), other sets of GNSS
signals may be created and the PV'T solutions may be calculated in a similar manner
as that described below.
[0033] if the number of the authentic signals Aj is three or less and the
25 rcmaining signals are all unverified (questionable) signals Uj, a plurality (M) of sets
430 are created (112 in FIG. 1), and the PVT solutions and post-fit residuals 440 are
calcuiated for each set (114 in FIG. 1).
10034] For exarnple, if three authentic GNSS signals Al, A2, and A3 and m
unverified GNSS signals U1, U2... Um have been acquired and tracked, m sets of the
30 acquived GNSS signals (i.e., M = m) may be created such that each set includes the
three authentic signals A1, AZ, A3, and one unvertfied signal Uj =1, 2, ... »). The
PVT solutions and post-fit residuals are calculated for cach of the m sets of the GNSS

signals. For example, m estimated positions of the GNSS receiver 100 may be
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obtained from the calculated PVT solutions and the post-fit residuals. By analyzing
the m estimated positions, for example, by plotting the estimated positions on the
coordinate plane or the casting-northing plane, it may found that one or more
positions are deviated more than a statistically expected value, indicating that the
corresponding set(s) may include a spoofing GNSS signal.

136035} In the case where there are two authentic GNSS signals Al and A2,
and m unverified GNSS signals UT, UZ... Um have been acquired and tracked, itis
possible to create mC2Z = m{m-1)/2 sets of the acquired GNSS signals where each set
includes the two authentic signals A1 and A2, and two unverified signals Uj and Uk
G=12,...m, k=1,2,...m, j<k) Inorderforthe full analysis, the PVT
solutions and post-fit residuals are calculated for each of the m(m-1)/2 sets of the
GNSS signals to produce, for example, mi{m-7}/2 estimated positions of the GNSS
receiver 100 and the post-fit residuals.

(3036} The number of sets M is not necessariby m(m-1)/2, but may be reduced,
if the number m is large and/or if it can be assurned that the namber of spoofing signal
is one (1). For example, only m sets of GNSS signals may be created such that each
set includes authentic GNSS signals Al and A2, and unverified GNSS signals Uj and
Uk G=1,2,...m, k=1,2, ...m, k=j+1 wherej<m, k=1 wherej=m). If
unverified GNSS signal Us is the spoofing signal, two sets including Us (when j=s
and j + 1 = 5) would produce PVT solutions greatly deviated compared with other
PVT solutions. Any statistical threshold value(s) can be used for the determination of
spoofing signal. Any other statistical method can be used to estimate and evaluate
authenticity of unverified GNSS singles from the calculated PVT solutions.

(0037} I the case where there is only onc authentic GNSS signal Al, and m
unverified GNSS signals U1, UZ... Um have been acquired and tracked, it is possible
to create mC3 = mim-1)(m-2}/6 sets of the acquired GNSS signals where each set
includes the authentic signal Al and three unverified signals Uj, Uk, and Ul (=1, 2,
cem k=12, om, I=1.2, ...m j<k <) Inorder for the full analysis, the PVT
solutions and post-fit residuals are calculated for each of the mim-1)(m-2)}/6 scts of
the GNSS signals to produce, for example, M = mim-/ }(m-2)/6 estimated positions of
the GNSS receiver 100 and the post-fit residuals. However, the number of the sets A4,
i.c., the number of the estimated PVT solutions, may be reduced in a similar manner

as above, or using any statistical method or scheme. In addition, the number of the



WO 2018/116141 PCT/IB2017/058091

acquired GINSS signals in the set is not limited to four, and the similar statistical
measure when each set includes five or more acquired GNSS signals,
[0G38] FIG. 5 schematically and conceptually illustrates such a plot of M
estimated positions of the GNSS receiver. Based on the extent of the deviation
5  compared with a statistical deviation, the authenticity of each unverified GN3S signal
Uj may be estimated. Other PV'T solutions, i.e., velocity and time may also be
calculated, and the authenticity of each unverified GNSS signal Uj may be estimated
based on any combination of position, velocity, and/or time.
(0039} In addition, as shown in FIG. 1, other information or data from at least
10 one sensor 70 may also used in calculating the PV'T solutions and post-fit residuals
calculation. For example, when the position (coordinates) of the GNSS receiver is
calculated, an optical sensor and/or an inertia sensor may be used to obtain the GNSS
receiver’s trajectory.  In accordance with one embodiment of the present invention,
the coordinates and post-fit residuals may be calculated sequentially in time using the
15 Kalman filter.
[6046] Finally, the authenticity and accuracy of each of the PV'T solutions are
estimated based on the estimated authenticity of the GNS5 signals (114). For
example, the following information is outputted: a list of all received GNSS signals;
the verified or estimated authenticity of each of the received GNSS signals (with low
20 awthenticity indicating possible spooting attack); a list of all possible PVT solutions;
and estimated authenticity and accuracy of each PVT solution.
(6041} The PVT solution having the highest authenticity and accuracy may be
outputted as a GN3S receiver output 210.
(0042} In accordance with one embodiment of the present invention, the
25  method as described above may be implemented in a non-transitory computer-
readable storage medium with an executable program stored thereon. The program
instructs a microprocessor to perform the method described above.
10043] While this invention has been described in termis of several preferred
ermbodiments, there are alterations, permutations, modifications, and various
30 substitate equivalents, which fall within the scope of this invention. It should also be
noted that there are many alternative ways of implementing the methods and
apparatuses of the present invention. It is therefore intended that the following

appended claims be interpreted as including all such alterations, permutations, and
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various substitute cquivalents as fall within the tue spirit and scope of the present

invention.
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CLAIMS

What is clatmed is
1. A method for detecting and eliminating a GNSS spoofing signal with PVT
solutions, the method comprising:

acquiring and tracking a plurality of GNSS signals from selected GNSS
satellites;

authenticating each of the acquired GNSS signals based on available
authentication information for the acquired GNS3 signals, thereby identifying each of
the acquired GNSS signals as authentic, unverified, or counterfeit;

generating and storing a first st of the GNSS signals wdentified as authentic
and a second list of GNSS signals identified as unverified;

continuing tracking and further processing the authentic signals and the
unverified signals, while removing the GNSS signals identified as counterfeit from
tracking and further processing;

creating a plurality of sets of the GNSS signals by selecting at least four GNSS
signals from among the first and second lists of the GNSS signals, each set including
all of the authentic GNSS signals on the first list and at least one unverified GNSS
signal from the second list;

calculating position, velocity, and time (PVT) solutions and post-fit residuals
for each of the plurality of sets based on the GINSS signals therein;

estimating authenticity of each of the unverified signals by analyzing the PVT
solutions and post-fit residuals obtained from the respective sets inclading the
corresponding unverified signals;

estimating authenticity and accuracy of cach of the PVT solutions based on the
estimated authenticity of the unverified signals; and

generating and outputting a list of all of the acquired GNSS signals with the
respective agthenticity thereof, and a list of all possible PVT solutions with the
respective authenticity and accuracy thercof.
2. The method of claim 1, wherein the acguiring and tracking the plurality of
GNSS signals includes:

determining an area of search for each GNSS signal based on assistance

information on the corresponding GNSS satellite;

11
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searching the area for a target GNSS signal from the corresponding GNSS
satellite;
continuing scarching the area after acquiring the farget GNSS signal until the
entire area is searched, whereby acquiring any additional GINSS signal also
5  corresponding to the target GNSS signal; and
tracking the target GNSS signal and the any additional GNSS signal for cach
of the selected GNSS satellites.
3. The method of claim 2, wherein the area of search includes a time delay
search range and a frequency search range.
10 4. The method of claim 1, wherein the selected GNSS satellites include satellites
from different GN3SS’s.
5. The method of claim 1, wherein the GNS35 signals include GNSS signals in
different frequency bands.
6. The method of claim 1, wherein the authentication information includes:
15 a security code inchuded in the acquired GNSS signal; and
information for verifying authenticity of the GINSS signal obtained separately
from the GNSS signal.
7. The method of claim 1, wherein the calculating the PVT solutions includes:
obtaining positional information from at least one sensor.
20 8. The method of claim 7, wherein the at least one sensor includes at least one of
an optical sensor and an inertial sensor.
9. The method of claim 7, wherein the positional information inchides a
trajectory of a GNSS receiver.
10. The method of claim 1, further comprising:
25 outputting the PV'T solutions having the highest authenticity and accuracy as a
GNSS receiver output.
1L A non-transitory computer-readable storage wmedium with an executable
program stored thercon, wherein the program instructs a microprocessor to perform
the method of claima 1.

30 12 A GNSS receiver configured to perform the method of claim 1.

12
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