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(57) ABSTRACT 

Systems and methods are provided for providing alerts to a 
user. The systems and methods may include a financial Ser 
Vice provider including a memory device storing instructions. 
The financial service provider may also include at least one 
processor configured to execute the instructions to receive 
data relating to a transaction made by the user, compare the 
received data to a set of data associated with the user, deter 
mine whether the data relating to the transaction deviates 
from a set of data associated with the user by more than a 
threshold value, and send an alert message to a user device 
associated with the user when the processor determines that 
the data relating to the transaction deviates from the set of data 
associated with the user by more than the threshold value. 
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METHOD AND SYSTEM FOR PROVIDING 
ALERT MESSAGES RELATED TO 
SUSPCOUSTRANSACTIONS 

PRIORITY CLAIM 

0001. This disclosure claims priority under 35 U.S.C. 
S119 to U.S. provisional patent application Ser. Nos. 61/925, 
458, filed on Jan. 9, 2014 and 62/032,838 filed on Aug. 4, 
2014, both entitled “Method and System for Providing Alert 
Messages Related to Suspicious Transactions.” The afore 
mentioned applications are incorporated herein by reference 
in their entirety. 

TECHNICAL FIELD 

0002 The present disclosure generally relates to systems 
and methods for providing alert messages to users, and more 
particularly, to systems and methods for providing alert mes 
sages related to suspicious transactions to users of financial 
service products and services. 

BACKGROUND 

0003 Fraudulent transactions and transaction disputes 
continue to increase in the financial sector, raising ever-grow 
ing concerns for financial service providers, consumers, and 
merchants. In particular, with the wide spread of e-com 
merce, user identities and financial information are becoming 
more and more vulnerable to theft, bad faith merchant prac 
tices, or other unauthorized use. When a user of a bankcard or 
account notices an unauthorized transaction, or when the user 
otherwise disputes a transaction made using the bank card or 
account, the user may report it to the financial institution, 
which may investigate the transaction and attempt to resolve 
the dispute between the merchant and the user. Monitoring 
every transaction, however, can impose a serious burden on 
the user, particularly when the user has multiple bank cards or 
accounts. In addition, users that observe a suspicious trans 
action associated with a product or service purchased from a 
merchant may not have the time and energy to dispute the 
transaction, which may not only cause monetary loss to the 
users, but also encourage continued abusive practices. 
0004 Financial institutions that issue or manage bank 
cards or accounts often have anti-fraud Systems for monitor 
ing fraudulent transactions. When a fraudulent transaction is 
detected, the anti-fraud systems may notify the user. Such 
anti-fraud systems, however, lack the capability to provide 
precautionary notifications to users about Suspicious transac 
tions that may not be fraudulent but have an increased likeli 
hood of being Subject to future disputes. In addition, existing 
anti-fraud Systems typically rely primarily on crowd-sourced 
feedback, which may not provide an accurate detection of 
Suspicious transactions. Accordingly, there is a need for 
methods and systems for assisting users in identifying Suspi 
cious transactions. 

SUMMARY 

0005 Disclosed examples provide methods and systems 
for providing alerts to a user, particularly alert messages 
related to Suspicious transactions associated with financial 
service products and services. Aspects of the disclosed meth 
ods and systems may reduce burdens on the individual asso 
ciated with monitoring Such transactions, and may provide a 
convenient, efficient, and easy-to-use Solution for identifying 
potentially risky or Suspicious transactions. For example, the 
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disclosed methods and systems may notify a user that a mer 
chant may have a low rating or poor review before the user 
completes a transaction with the merchant. The disclosed 
methods and systems may also notify a user that a transaction 
is inconsistent with a pattern associated with the user. This 
may assist the user in making an informed decision about 
whether the transaction should be cancelled to avoid potential 
trouble and future disputes. This may also assist the user to 
watch for Suspicious activities associated with the user's 
financial accounts (e.g., bank cards, credit cards). 
0006 Consistent with one example, a system for provid 
ing alerts to a user is provided. The system may include a 
memory device storing instructions. The system may also 
include at least one processor configured to execute the 
instructions to receive data relating to a transaction made by 
the user, compare the received data to a set of data associated 
with the user, determine whether the received data relating to 
the transaction deviates from the set of data associated with 
the user by more than a threshold value, and send an alert 
message to a user device associated with the user when the 
processor determines that the data relating to the transaction 
deviates from the set of data associated with the user by more 
than the threshold value. 
0007 Consistent with another example, a computer 
implemented method for providing alerts to a user is pro 
vided. The method may include a plurality of operations 
performed by at least one processor. The operations may 
include receiving data relating to a transaction made by the 
user and comparing the received data to a set of data associ 
ated with the user. The operations may also include determin 
ing whether the data relating to the transaction deviates from 
the set of data associated with the user by more than a thresh 
old value. The operations may further include sending an alert 
message to a user device associated with the user when the 
processor determines that the data relating to the transaction 
deviates from the set of data associated with the user by more 
than the threshold value. 
0008 Consistent with other examples, tangible, non-tran 
sitory computer-readable storage media may store program 
instructions that are executable by one or more processors to 
implement any of the processes disclosed herein. In one 
example, a non-transitory computer-readable medium is pro 
vided. The non-transitory computer-readable medium may be 
encoded with instructions that, when executed by at least one 
processor, cause the at least one processor to perform a plu 
rality of operations. The operations may include receiving 
data relating to a transaction made by the user and comparing 
the received data to a set of data associated with the user. The 
operations may also include determining whether the data 
relating to the transaction deviates from the set of data asso 
ciated with the user by more than a threshold value. The 
operations may further include sending an alert message to a 
user device associated with the user when the processor deter 
mines that the data relating to the transaction deviates from 
the set of data associated with the user by more than the 
threshold value. 
0009. It is to be understood that both the foregoing general 
description and the following detailed description are exem 
plary and explanatory only, and are not restrictive of the 
disclosed examples. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010. The accompanying drawings, which are incorpo 
rated in and constitute a part of this specification, illustrate 
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several examples and, together with the description, serve to 
explain the disclosed principles. In the drawings: 
0011 FIG. 1 is a diagram of an exemplary system that may 
be used to provide alerts to users, consistent with the present 
disclosure; 
0012 FIG. 2 is a component diagram of an exemplary 
financial service provider, consistent with the present disclo 
Sure; 
0013 FIG.3 is a component diagram of an exemplary user 
device, consistent with the present disclosure; 
0014 FIG. 4 is a flowchart of an exemplary method for 
providing alerts to users, consistent with the present disclo 
Sure; 
0015 FIG. 5 is a flowchart of an exemplary method for 
providing pre-purchase alert messages to users, consistent 
with the present disclosure; 
0016 FIG. 6 is an exemplary pre-purchase alert message 
displayed on a user device of a user, consistent with the 
present disclosure; 
0017 FIG. 7 is an exemplary method for providing post 
purchase alert messages to users, consistent with the present 
disclosure; 
0018 FIG. 8 is an exemplary post-purchase alert message 
displayed on a user device of a user, consistent with the 
present disclosure; 
0019 FIG. 9 is another exemplary post-purchase alert 
message displayed on a user device of a user, consistent with 
the present disclosure; 
0020 FIGS. 10A and 10B show an exemplary user inter 
face for providing ratings and reviews of merchants to users, 
consistent with the present disclosure; 
0021 FIG. 11 is a flowchart of an exemplary method for 
providing a differentiated dispute workflow, consistent with 
the present disclosure; and 
0022 FIG. 12 is a flowchart of an exemplary method for 
providing an alert message to a user, consistent with the 
present disclosure. 

DETAILED DESCRIPTION 

0023 Reference will now be made in detail to exemplary 
embodiments, examples of which are illustrated in the 
accompanying drawings and disclosed herein. Wherever con 
venient, the same reference numbers will be used throughout 
the drawings to refer to the same or like parts. 
0024. The disclosed examples are directed to systems and 
methods for providing alerts to customers (or users) of finan 
cial service providers. A computer-executed Software appli 
cation (“app'), such as an FSP app, may be provided by a 
financial service provider (“FSP). The FSP app may identify 
that a user has made or will make a transaction at a merchant, 
and may provide an alert message to the user regarding the 
transaction and/or the merchant. The alert message may take 
any Suitable form, such as, for example, an electronic mes 
Sage, text message, multimedia message, online post, in-app 
alert, etc. The FSP may be a bank, a credit card company, an 
investment company, or other entity which handles financial 
transactions for individuals and/or merchants. Financial 
transactions may include, for example, payment of a user 
purchase of products or services from a merchant using a 
credit card, debit card, bank account, loyalty card, etc. The 
FSP app may be a standalone software application executed 
by FSP server processor(s). Additionally or alternatively, the 
FSP app may be a standalone software application for a 
personal computing device. Such as personal computer soft 
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ware or a mobile device app. The FSP app may be part of 
another software application provided by the FSP for man 
aging finances related to banking, credit accounts, debit 
acCOunts, etc. 
0025. The FSP may identify suspicious transactions. Sus 
picious transactions may include fraudulent transactions or 
transactions that are not necessarily fraudulent but are likely 
to be subject to future disputes. The FSP may identify suspi 
cious transactions before, during, or after the FSP customers 
conduct such transactions. For example, after the FSP iden 
tifies a Suspicious transaction, the FSP app may send an alert 
message to the user to caution the user that the transaction 
appears to be out of a normal range of amounts or Volumes, 
the transaction may be fraudulent, or that the merchant has 
poor ratings or reviews, which may mean that the products 
and/or services purchased from the merchant may have a high 
likelihood of being subject to future disputes. Based on a user 
response received from the user, the FSP may provide, e.g., 
through the FSP app, further information to the user regarding 
the merchant, such as ratings and reviews of the merchant, to 
assist the user to make a decision as to whether the transaction 
should be avoided or canceled to avoid future trouble or 
disputes. Thus, disclosed methods and systems may ulti 
mately reduce the likelihood of fraud, dispute, and abuse. 
0026 FIG. 1 shows a diagram of an exemplary system that 
may be configured to provide alerts to users, consistent with 
disclosed examples. The components and arrangements 
shown in FIG. 1 are not intended to limit the disclosed 
examples, as the components used to implement the disclosed 
processes and features may vary. 
0027. In accordance with disclosed examples, an alert sys 
tem 100 may include an FSP 110. FSP 110 may be a bank, a 
credit card company, a lender, or other type of financial Ser 
Vice entity that generates, provides, manages, and/or main 
tains financial service accounts for one or more users, such as 
credit cards, debit cards, etc. FSP 110 may operate at least one 
server 111. Server 111 may be a computer-based system 
including computer system components, desktop computers, 
workstations, tablets, hand held computing devices, memory 
devices, and/or internal network(s) connecting the compo 
nents. Server 111 is discussed in additional detail with respect 
to FIG. 2, below. 
0028. User 120 may operate a user device 120A, which 
may be a desktop computer, laptop, tablet, Smartphone, mul 
tifunctional watch, pair of multifunctional glasses, tracking 
device, or any suitable device with computing capability. 
User device 120A may have the FSP app installed thereon, 
which may enable user device 120A to communicate with 
FSP 110, such as server 111, through a network 130. User 
device 120A is discussed in additional detail with respect to 
FIG. 3, below. 
0029 Network 130 may comprise any type of computer 
networking arrangement used to exchange data. For example, 
network 130 may be the Internet, a private data network, a 
virtual private network using a public network, a WiFi net 
work, a LAN or WAN network, and/or other suitable connec 
tions that may enable information exchange among various 
components of alert system 100. Network 130 may also 
include a public switched telephone network (PSTN) and/ 
or a wireless cellular network. Network 130 may be a secured 
network or unsecured network. 
0030 Merchant 140 may be a company that sells products 
and/or services, such as a grocery store, an online retailer, or 
an auto repair shop, etc. Merchant 140 may include at least 
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one server 141. Server 141 may be any suitable server known 
in the art, which may include at least one processor, a storage 
device. Such as a hard drive or a memory, and an input/output 
interface. Such as a network communication interface, which 
are not shown in FIG. 1. In some aspects, server 141 may 
include the same or similar configuration and/or components 
of server 111. Server 141 may include a computer-based 
system, which may include hardware and/or software 
installed therein for performing methods and processes dis 
closed herein. Server 141 may also enable merchant 140 to 
sell products and/or services through network 130 to user 
120. For example, user 120 may use user device 120A to 
browse a webpage of merchant 140 that runs on server 141, 
and may make a purchase of products or services offered by 
merchant 140 through the webpage. Server 141 may commu 
nicate with server 111 of FSP 110. For example, user 120 may 
use a bank card managed by FSP 110 to purchase products or 
services from merchant 140, and merchant 140 may report 
Such a transaction to server 111 in order to, for example, 
verify authentication information about the bank card used by 
user 120. 

0031 Alert system 100 may also include a third party 
server 150. Third party server 150 may communicate with at 
least one of FSP110, merchant 140, and user device 120A via 
network 130. Third party server 150 may be associated with 
a third party. The third party may be, for example, a bank other 
than FSP 110, a credit reporting agency, a social network 
company, a rating company, a Survey company, or any other 
suitable data reporting source. Third party server 150 may 
provide information or data to at least one of FSP 110, mer 
chant 140, or user device 120A. For example, in some 
examples, third party server 150 may send ratings and 
reviews data about merchant 140 to FSP 110 and/or user 
device 120A. In some examples, third party server 150 may 
send data relating to a credit rating of user 120 to FSP 110. In 
some examples, third party server 150 may provide location 
information about user 120 to FSP 110. 
0032. Other components known to one of ordinary skill in 
the art may be included in alert system 100 to process, trans 
mit, provide, and receive information consistent with the 
disclosed examples. In addition, although not shown in FIG. 
1, components of system 100 may communicate with each 
other through direct communications, rather than through 
network 130. Direct communications may use any suitable 
technologies, including, for example, BluetoothTM, Bluetooth 
LETM, WiFi, near field communications (NFC), or other suit 
able communication methods that provide a medium for 
transmitting data between separate devices. 
0033 FIG. 2 shows a diagram of an exemplary financial 
service provider (“FSP) 110, consistent with disclosed 
examples. As shown, FSP 110 may include at least one server 
111. Although discussed here in relation to FSP 110, it should 
be understood that variations of server 111 may be used by 
other components of alert system 100, including server 141 of 
merchant 140, user device 120A, and third party server 150. 
Server 111 may be a single server or may be configured as a 
distributed computer system including multiple servers or 
computers that interoperate to perform one or more of the 
processes and functionalities associated with the disclosed 
examples. 
0034 Server 111 may include one or more processors 220, 
an input/output (“I/O”) device 230, and a memory 240. Pro 
cessor 220 may be one or more known processing devices, 
such as a microprocessor from the PentiumTM family manu 
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factured by IntelTM or the TurionTM family manufactured by 
AMDTM. Processor 220 may constitute a single core or mul 
tiple core processor that executes parallel processes simulta 
neously. For example, processor 220 may be a single core 
processor configured with virtual processing technologies. In 
certain examples, processor 220 may use logical processors 
to simultaneously execute and control multiple processes. 
Processor 220 may implement virtual machine technologies, 
or other known technologies to provide the ability to execute, 
control, run, manipulate, store, etc. multiple software pro 
cesses, applications, programs, etc. In another example, pro 
cessor 220 may include a multiple-core processor arrange 
ment (e.g., dual, quad core, etc.) configured to provide 
parallel processing functionalities to allow server 111 to 
execute multiple processes simultaneously. One of ordinary 
skill in the art would understand that other types of processor 
arrangements could be implemented that provide for the 
capabilities disclosed herein. 
0035. FSP 110 may include one or more storage units 
configured to store information used by processor 220 (or 
other components) to perform certain functions related to the 
disclosed examples. In one example, server 111 may include 
memory 240. Memory 240 may store one or more operating 
systems that perform known operating system functions 
when executed by processor 220. By way of example, the 
operating systems may include Microsoft WindowsTM, 
UnixTM, LinuxTM, Android TM, AppleTM Computers type oper 
ating systems, or other types of operating systems. Accord 
ingly, examples of the disclosed invention may operate and 
function with computer systems running any type of operat 
ing system. Memory 240 may store instructions to enable 
processor 220 to execute one or more applications, such as 
server applications, an alert application, network communi 
cation processes, and any other type of application or soft 
ware. Alternatively, the instructions, application programs, 
etc., may be stored in an external storage (not shown) in 
communication with server 111 via network 130 or any other 
suitable network. Memory 240 may be a volatile or non 
Volatile, magnetic, semiconductor, tape, optical, removable, 
non-removable, or other type of storage device or tangible 
(i.e., non-transitory) computer-readable medium. 
0036. In one example, memory 240 may be encoded with 
one or more programs 250. Programs 250 stored in memory 
240, and executed by processor 220, may include an FSP app 
252. FSP app 252 may cause processor 220 to execute one or 
more processes related to financial services provided to cus 
tomers including, but not limited to, processing credit and 
debit card transactions, checking transactions, fund deposits 
and withdrawals, transferring money between financial 
accounts, lending loans, processing payments for credit card 
and loan accounts, identifying potentially suspicious transac 
tions which may be fraudulent or likely to be subject to 
disputes, sending alerts to user 120 regarding Such transac 
tions, providing ratings and reviews of merchants to user 120, 
and/or processing transaction disputes. In some examples, 
programs 250 may be stored in an external storage device, 
such as a cloud server located outside of server 111, and 
processor 220 may execute programs 250 remotely. 
0037 Server 111 may further include a storage device 
260, which may be a volatile or non-volatile, magnetic, semi 
conductor tape, optical, removable, non-removable, or other 
type of storage device or tangible (i.e., non-transitory) com 
puter-readable medium. For example, storage device 260 
may include at least one of a hard drive, a flash drive, a 
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memory, a Compact Disc (CD), a Digital Video Disc (DVD), 
or a Blu-rayTM disc. Storage device 260 may store data that 
may be used by processor 220 for performing various meth 
ods and processes disclosed herein. Data stored at Storage 
device 260 may include historical fraud or disputes data, 
transaction data, credit rating of user 120 and/or merchant 
140, ratings and reviews of merchant 140. Historical fraud or 
disputes data may include past fraud or disputes involving 
transactions related to merchant 140 and/or user 120 resolu 
tions of the fraud or disputes, patterns of fraud or disputes 
associated with merchant 140 and/or user 120, correlations 
between merchant 140, types of products and/or services, and 
user 120 involved in such fraud or disputes. Although not 
shown in FIG. 2, storage device 260 may store programs 250. 
0038 Server 111 may include at least one database 270. 
Database 270 may store data that may be used by processor 
220 for performing methods and processes associated with 
disclosed examples. Data stored in database 270 may include 
any Suitable data, Such as information relating to user 120 
and/or merchant 140, information relating to transactions, 
and information relating to ratings and reviews of merchant 
140. Database 270 may store data that are similar to those 
stored in Storage device 260. Although shown as a separate 
unit in FIG. 2, it is understood that database 270 may be part 
of memory 240, storage device 260, or an external storage 
device located outside of server 111. 

0039. At least one of memory 240, storage device 260, 
and/or database 270 may store data and instructions used to 
perform one or more features of the disclosed examples. At 
least one of memory 240, storage device 260 and/or database 
270 may also include any combination of one or more data 
bases controlled by memory controller devices (e.g., server 
(S), etc.) or Software. Such as document management systems, 
Microsoft SQL databases, SharePoint databases, OracleTM 
databases, SybaseTM databases, or other relational databases. 
Server 111 may also be communicatively connected to one or 
more remote memory devices (e.g., databases (not shown)) 
through network 130 or a different network. The remote 
memory devices may be configured to store information and 
may be accessed and/or managed by server 111. Systems and 
methods consistent with disclosed examples, however, are 
not limited to separate databases or even to the use of a 
database. 

0040 Server 111 may also include at least one I/O device 
230 that may comprise one or more interfaces for receiving 
signals or input from devices and providing signals or output 
to one or more devices that allow data to be received and/or 
transmitted by server 111. For example, server 111 may 
include interface components, which may provide interfaces 
to one or more input devices, such as one or more keyboards, 
mouse devices, and the like, which may enable server 111 to 
receive input from an operator of FSP 110 (not shown). 
0041 FIG. 3 shows an exemplary configuration of user 
device 120A, consistent with disclosed examples. User 
device 120A may allow one or more FSP 110 customers, such 
as user 120, to receive alerts regarding transactions and/or 
merchant 140. User device 120A may be a personal comput 
ing device. For example, user device 120A may be a general 
purpose or notebook computer, a mobile device with comput 
ing ability, a tablet, a Smartphone, or any combination of these 
computers and/or affiliated components. In one example, user 
device 120A may be a computer system or mobile computer 
device that is operated by user 120 who is an FSP 110 cus 
tOmer. 
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0042. User device 120A may be configured with storage 
that stores one or more operating systems that perform known 
operating system functions when executed by one or more 
processors. By way of example, the operating systems may 
include Microsoft WindowsTM, UnixTM, LinuxTM, AndroidTM, 
AppleTM Computers type operating systems, or other types of 
operating systems. Accordingly, examples of the disclosed 
invention may operate and function with computer systems 
running any type of operating system. User device 120A may 
also include communication Software that, when executed by 
a processor, provides communications with network 130, 
such as Web browser software, tablet or Smart hand held 
device networking software, etc. 
0043. User device 120A may include a display 310 dis 
playing information. Display 310 may include, for example, 
liquid crystal displays (LCD), light emitting diode screens 
(LED), organic light emitting diode screens (OLED), a touch 
screen, and other known display devices. Display 310 may 
display various information to user 120. For example, display 
310 may display an alert message to user 120 about a trans 
action associated with a merchant. Display 310 may display 
touchable or selectable options for user 120 to select, and may 
receive user selection of options through a touchscreen or I/O 
devices 320. 

0044 I/O devices 320 may include one or more devices 
that allow user device 120A to send and receive information 
from user 120 or another device. I/O devices 320 may include 
various input/output devices, such as a keyboard, a mouse 
type device, a gesture sensor, an action sensor, a physical 
button, a camera, oratory input, etc. I/O devices 320 may also 
include one or more communication modules (not shown) for 
sending and receiving information from other components in 
alert system 100 by, for example, establishing wired or wire 
less connectivity between user device 120A and network 130, 
by establishing direct wired or wireless connections between 
user device 120A and server 111, or between user device 
120A and merchant server 141. In some examples, user 
device 120A may also include a Global Positioning System 
(GPS) unit 324. GPS 324 may enable FSP 110 to receive 
location data of user device 120A for determining the location 
of user 120. 

0045. Other technologies may also be used for locating 
user 120. For example, user device 120A may use beacon 
technology. When user 120 walks into a store of merchant 
140, user device 120A may communicate with a beacon 
device provided at merchant 140. The beacon device may 
send information received from user device 120A to server 
111, thereby allowing server 111 to determine that user 120 is 
located at merchant 140. For another example, user device 
120A may scan a bar code at merchant 140, and may provide 
the bar code information to server 111. Server 111 may deter 
mine the location of merchant 140 based on the bar code 
information, thereby determining the location of user device 
120A, hence user 120. In some examples, user device 120A 
(and/or another component of system 100) may determine 
user 120’s location based on a user “checking in via a social 
networking site (i.e., FacebookTM, FoursquareTM, etc.). 
0046 User device 120A may include at least one proces 
Sor 330, which may be one or more known computing pro 
cessors, such as those described with respect to processor 220 
in FIG. 2. Processor 330 may execute various instructions 
stored in user device 120A to perform various functions, for 
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example, processing an alert message received from server 
111 regarding a suspicious transaction and displaying the 
alert message on display 310. 
0047 User device 120A may include a memory 340, 
which may be a volatile or non-volatile, magnetic, semicon 
ductor, tape, optical, removable, non-removable, or other 
type of storage device or tangible (i.e., non-transitory) com 
puter-readable medium. Memory 340 may store one or more 
programs 350. Programs 350 may include operating systems 
(not shown) that perform known operating system functions 
when executed by one or more processors. Disclosed 
examples may operate and function with computer systems 
running any type of operating system. User device 120A may 
be a device that executes mobile applications for performing 
operations consistent with disclosed examples, such as a tab 
let or mobile device. 
0048 Programs 350 may also include an FSP app 352. 
Similar to FSP app 252 executed by server 111, FSP app 352 
may be executed by processor 330 to perform processes 
related to financial services including, but not limited to, 
receiving data from server 111 regarding Suspicious transac 
tions, receiving data from server 111 regarding ratings and 
reviews of merchant 140, receiving alert messages from 
server 111 and displaying the alert messages on display 310, 
providing location data to server 111, receiving input from 
user 120 in response to the alert messages, and sending user 
input data to server 111. 
0049 FIG. 4 shows a flowchart of an exemplary method 
400 for providing alerts to user 120. For discussion purposes, 
the exemplary methods discussed in this disclosure (includ 
ing the method 400) are described as performed by server 
111. In some examples, however, user device 120A and/or 
server 141 of merchant 140 may perform one or more dis 
closed method steps. In some examples, different compo 
nents of alert system 100 (such as server 111, server 141, and 
user device processor 330) may perform various steps of the 
methods in a distributed-computing configuration. 
0050. In step 410, server 111 may receive data relating to 
an activity of user 120. The data relating to the activity of user 
120 may include, for example, GPS data received from GPS 
324 indicating that user 120 is near or at merchant 140, such 
as a grocery store, an auto repair shop, an electronic devices 
retailer, etc. The data relating to the activity of user 120 may 
also include, for example, data indicating that user 120 is 
about to make or has made a purchase of products and/or 
services at merchant 140. In some aspects, data indicating 
that user 120 is about to make or has made a purchase may 
include data indicating the user has swiped a bank card on a 
point of sale terminal at merchant 140. The data relating to the 
activity of user 120 may further include, for example, location 
data received from a third party indicating that user 120 has 
logged into a third party application or has “checked in using 
the third party application while user 120 is at or near mer 
chant 140. In some examples, when user 120 logs into the 
third party application or remains logged in, the third party 
application may obtain location information about user 120 
and send location information to user device 120A and/or 
server 111. The third party application may include, for 
example, an online chat application, a Social network appli 
cation, a tracking application, etc. 
0051. The data relating to an activity of user 120 may also 
include data indicating Suspicious transactions. The data 
relating to the activity of user 120 may include, for example, 
the type of transaction. For example, server 111 may detect 
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that a purchase for gasoline (type of transaction) was made 
with a credit card belonging to a user who is known not to own 
a vehicle, and/or did not recently rent a vehicle. Server 111 
may determine that this type of transaction is out of the scope 
of the user's normal purchases. Based on the determination, 
server 111 may send an alert to user 120. 
0.052 The data relating to the activity of user 120 may also 
include the frequency (repetition) of the transaction. For 
example, server 111 may detect that three transactions for 
TVs were made within one week involving different mer 
chants, or on the same day with the same merchant (e.g., 
repeated transactions). Server 111 may determine that this 
frequency (e.g. repeated transactions) indicates that the trans 
actions are Suspicious. Based on the determination, server 
111 may send an alert to user 120. 
0053. The data relating to the activity of user 120 may also 
include data indicating a transaction amount or Volume. 
Server 111 may analyze the transaction amount or volume to 
determine a deviation (or variance) of the transaction amount 
or Volume from a normal, average, or otherwise allowable 
transaction amount or Volume associated with the merchant. 
For example, server 111 may detect that a payment of S100 is 
made to a utility company using a credit card or a checking 
account of user 120. Server 111 may analyze historical pay 
ments made to the utility company by the user, and may 
deters-nine that the S100 payment is $50 more than a normal, 
average, or allowable payment amount. Server 111 may 
determine that this deviation is more than a threshold value 
(e.g., the threshold value may be $30 for this utility com 
pany), and may send an alert message to user 120 asking user 
120 to check the bill, for example. 
0054 The data relating to the activity of user 120 may also 
include geographical information (e.g., the location) about 
the transaction. For example, server 111 may detect that a 
purchase was made at a merchant located over 250 miles from 
where user 120 typically makes purchases, and may deter 
mine that this purchase should trigger an alert to ask user 120 
to confirm whether this purchase is legitimate or ask user 120 
to call the financial institute if something is suspicious, for 
example. 
0055 Server 111 may assign a transactional score to each 
transaction. The transactional score may be based on any one 
or a combination of the factors discussed above, e.g., type of 
transaction, frequency of transaction, deviation of transaction 
amount or Volume, and geographical information about the 
transaction. If the transactional score is higher than a prede 
termined threshold, for example, the transaction may be 
legitimate, and an alert may not be triggered. And if the 
transactional score is lower than the predetermined threshold, 
the transaction may be invalid, and an alert may be triggered. 
0056. The data relating to an activity of user 120 may also 
include other data indicating, for example, large bill variance 
(e.g., variance of bill payment larger than a predetermined 
threshold), and Small bill variance (e.g., variance of bill pay 
ment smaller than a predetermined threshold). The data may 
also include data indicating performance related to a budget 
for a certain category. For example, user 120 may have allo 
cated a certain budget for particular spending categories, and 
the data may include information indicating that spending has 
or has not, or may soon exceed the budget for certain catego 
ries, the amount of excessive spending, etc. 
0057. In step 420, server 111 may determine whether the 
received data relating to an activity of user 120 triggers an 
alert. If the received data does not trigger an alert (No, step 
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420), server 111 may continue to receive data relating to 
activity of user 120. If the received data triggers an alert (Yes, 
step 420), server 111 may continue to execute step 430. 
Server 111 may perform various processes to determine 
whether the received data relating to user activity triggers an 
alert. For example, server 111 may identify a merchant based 
at least on the received data. Server 111 may access and 
analyze historical fraud or disputes data, crowd-sourced feed 
back, etc., which may be associated with at least one of the 
user and the merchant. Server 111 may determine whether the 
activity involves or will likely involve a suspicious transac 
tion that may be fraudulent, likely fraudulent, or likely to be 
subject to disputes, thereby determining whether the received 
data triggers an alert. According to Some examples, the his 
torical fraud or disputes data may comprise proprietary data 
collected by FSP 110 associated with FSP 110 customer 
purchase transactions, identified or Suspected fraud (perpe 
trated by unauthorized users of the financial product or ser 
vice, customers of FSP 110, merchant(s) 140, etc.), disputed 
transactions (for example, indicating the number and nature 
of disputed transactions associated with user 120 and/ormer 
chant(s) 140), etc. 
0058 When server 111 determines that the received data 
relating to the activity of user 120 indicates a suspicious 
transaction, server 111 may determine that an alert should be 
triggered. In step 430, server 111 may send an alert message 
to user 120, e.g., to user device 120A of user 120. The alert 
message may be displayed on display 310 of user device 
120A. The alert message may include options that may be 
selected by user 120 to indicate whether user 120 desires to 
receive additional information regarding the transaction and/ 
or merchant. The additional information may include, for 
example, ratings and reviews of merchant 140. Additional 
example of alert messages will be described below with 
respect to FIGS. 8-10B, in step 440, server 111 may receive a 
user response to the alert message, including a user selection 
of any options presented in the alert message. In step 450, 
server 111 may determine, based on the received user 
response, whether user 120 desires to receive additional infor 
mation, if server 111 determines that user 120 does not wish 
to receive additional information (No, step 450), server 111 
may end method 400. If server 111 determines that user 120 
wishes to receive additional information (Yes, step 450), 
server 111 may provide user 120 with additional information 
in step 460. 
0059 FIG. 5 shows a flowchart of an exemplary method 
500 for providing alerts to user 120. Method 500 may be 
executed by, for example, server 111 to provide a pre-pur 
chase alert to user 120. In step 510, server 111 may receive 
data relating to a pre-purchase activity of user 120. For 
example, server 111 may receive positioning data from GPS 
324, via user device 120A, indicating the location ofuser 120. 
In another example, server 111 may receive positioning data 
from third party server 150 and determine the location of user 
120. For example, third party server 150 may receive user log 
in or check in information from user device 120A through a 
third party app installed on user device 120A, through a 
website visited by user 120 from user device 120A, etc. The 
third party app may include a function of acquiring user 
location through, for example, GPS 324, the user inputting a 
geographic location, etc. Examples of Such third party app 
include a chat app, tracking app, Search engine app, Social 
network app, such as FourSquareTM. 
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0060. The pre-purchase activity may also include user 120 
Swiping a bank card to initiate a purchase, adding items to a 
virtual shopping cart of an online merchant, etc. In some 
examples, server 111 may receive, from merchant 140, data 
relating to the Swipe of the bank card at a point of sale 
terminal. For example, merchant 140 may request authoriza 
tion to complete a purchase transaction using an account of 
user 120 held by FSP 110. Server 111 may determine that user 
120 is located at merchant 140 and is about to make a pur 
chase there. 
0061. In step 520, server 111 may determine whether the 
pre-purchase activity triggers an alert. Continuing the above 
example, after determining the location of user 120, server 
111 may analyze data relating to merchant 140. It is to be 
understood, however, that server 111 need not necessarily 
determine the location of user 120 to analyze data relating to 
merchant 140 or to send pre-purchase alerts. In some 
examples, for example, server 111 may receive a request from 
merchant 140 to authorize a purchase transaction but not 
know the location of merchant 140 or user 120. 
0062. In some examples, server 111 may analyze histori 
cal fraud or disputes data related to merchant 140. The his 
torical fraud or disputes data related to merchant 140 may 
include, for example, how many fraudulent transactions or 
disputes have involved merchant 140 in a past predetermined 
period of time (e.g., years, months, or days). Server 111 may 
also analyze crowd-sourced feedback. Crowd-sourced feed 
back may include ratings and reviews regarding merchant 
140 collected from the general public, rather than only from 
users of FSP 110. In one example, server 111 may primarily 
rely on historical fraud or dispute data, rather than crowd 
sourced feedback, because historical fraud or dispute data 
from FSP 110 may provide a more accurate analysis result. 
0063. In addition, server 111 may determine which prod 
ucts sold by merchant 140 are more likely to be subject to 
disputes. Server 111 may determine a pattern of disputes 
associated with merchant 140 based on, for example, the 
historical fraud or dispute data of FSP 110. Server 111 may 
also analyze ratings and reviews of merchant 140 based on, 
for example, crowd-sourced feedback. Server 111 may assign 
a reputation score to merchant 140 based on a result of at least 
one of the above analyses. Server 111 may compare the 
reputation score of merchant 140 to a predetermined thresh 
old score and determine whether merchant 140 has a high 
reputation score or a low reputation score, as compared to the 
predetermined threshold, for example. According to some 
examples, the threshold score may be set or based on infor 
mation provided by FSP 110, user 120, and/or a third party. 
Server 111 may determine that an alert should be triggered, 
for example, when the comparison indicates that merchant 
140 has a low reputation score. 
0064. When server 111 determines that the pre-purchase 
activity does not trigger an alert (No, step 520), method 500 
repeats step 510. When server 111 determines that the pre 
purchase activity triggers an alert (Yes, step 520), server 111 
may send, in step 530, a pre-purchase alert message to user 
120 (via, e.g. user device 120A). The pre-purchase alert mes 
sage may be displayed on display 310 of user device 120A. 
0065 FIG. 6 shows an exemplary pre-purchase alert mes 
sage 610 that may be displayed on display 310, as part of step 
530. The pre-purchase alert message 610 may notify user 120 
that user 120 appears to be located at (and/or initiating a 
purchase at) the merchant, e.g. Pete's Auto Shop, which has 
an elevated number of disputes. The pre-purchase alert mes 
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sage 610 may ask user 120 whether user 120 would like to 
receive additional information, such as ratings and reviews, 
about this merchant. The pre-purchase alert message 610 may 
provide options, e.g., a Yes button 620 and a No button 630, 
for user 120 to select to indicate whether user 120 wishes to 
receive additional information about this merchant. User 120 
may select the Yes button 620 to indicate user's desire to 
receive additional information, or the No button 630 to indi 
cate user's desire not to receive additional information. 

0066 Referring back to FIG. 5, in step 540, server 111 
may receive a user response to the pre-purchase alert mes 
sage, which may include a user selection of the Yes button 620 
or the Nobutton 630. In step 550, server 111 may determine 
whether user 120 would like to receive additional informa 
tion, such as the ratings and reviews of merchant 140, based 
on the user response received from user 120. If server 111 
determines that user 120 does not wish to receive additional 
information (No, step 550), server 111 may end method 500. 
If server 111 determines that user 120 wishes to receive 
additional information (Yes, step 550), server 111 may pro 
vide user 120 with additional information in step 560. For 
example, server 111 may send ratings and/or reviews infor 
mation about merchant 140 to user device 120A, which may 
be displayed on display 310. An example of providing ratings 
and/or reviews information is discussed below in connection 
with FIG. 10. After reviewing the ratings and/or reviews 
about merchant 140, user 120 may determine whether or not 
to make or cancel the transaction. 

0067 FIG. 7 is a flowchart of an exemplary method 700 
for providing alerts to user 120. Method 700 may be executed 
by, for example, server 111 to provide a post-purchase alert to 
user 120. In step 710, server 111 may receive data relating to 
a purchase made by user 120. For example, server 111 may 
receive an electronic signature of user 120 or other indication 
that a transaction has been finalized and approved by user 120 
at merchant 140 for products or services. In step 720, server 
111 may determine whether the data relating to the purchase 
should trigger an alert. Similar to the above discussion hi 
connection with step 520 in FIG. 5, server 111 may analyze 
historical fraud or disputes data related to merchant 140, the 
crowd-sourced feedback, the ratings and/or reviews of mer 
chant 140, the pattern of disputes, and/or the type of products 
and/or services to determine whether the transaction may be 
a Suspicious transaction. For example, if merchant 140 has an 
elevated number of disputes in the past three months involv 
ing the same or similar type of products or services, server 
111 may determine that the transaction user 120 has made 
could be a Suspicious transaction that may either be fraudu 
lent or more likely to be subject to a dispute. Similar to the 
above discussion with respect to a pre-purchase alert, server 
111 may assign a reputation score to merchant 140 based on 
at least one of the above analyses, and may compare the 
reputation score to a predetermined threshold score to deter 
mine whether merchant 140 has a high or low reputation 
score, as compared to the predetermined threshold, for 
example. If server 111 determines that merchant 140 has a 
high reputation score, an alert may not be triggered. If server 
111 determines that merchant 140 has a low reputation score, 
an alert may be triggered. 
0068. If server 111 determines that an alert should not be 
triggered (No, step 720), server 111 may repeat step 710. If 
server 111 determines that an alert should be triggered (Yes, 
step 720), server 111 may send a post-purchase alert message 
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to user 120, for example, through user device 120A. The 
post-purchase alert message may be displayed on display 
31 O. 

0069. An exemplary post-purchase alert message 810 is 
shown in FIG.8. Post-purchase alert message 810 may iden 
tify the transaction that user 120 has made at Pete's Auto Shop 
for S103.17, for example, and that Pete's Auto Shop is asso 
ciated with an elevated number of disputes. Post-purchase 
alert message 810 may ask user 120 whether user 120 would 
like to receive additional information, such as ratings and 
reviews, about this merchant. Post-purchase alert message 
810 may provide options, e.g., a Yes button 820 and a No 
button 830, for user 120 to select to indicate whether user 120 
wishes to receive additional information about this merchant. 
User 120 may select the Yes button 820 to indicate user's 
desire to receive additional information, or may select the No 
button 830 to indicate user's desire not to receive additional 
information. If user 120 takes no action (i.e., does not select 
the Yes button 820 or the No button 830) within a predeter 
mined period of time (e.g., one hour, one day, etc.) server 111 
may send a reminder message to user device 120A for user 
120 to check on the transaction. The reminder message may 
be similar to post-purchase alert message 810. 
(0070 Referring back to FIG. 7, in step 740, server 111 
may receive a user response to the post-purchase alert mes 
sage, which may include user selection of the Yes button 820 
or the Nobutton 830. In step 750, server 111 may determine 
whether user 120 wishes to receive additional information 
about merchant 140 based on the user response. For example, 
if user 120 has selected the No button 830, server 111 may 
determine that user 120 does not wish to receive additional 
information about merchant 140 (No, step 750), and server 
111 may end method 700. If user has selected the Yes button 
820, server 111 may determine that user 120 wishes to receive 
additional information about merchant 140 (Yes, step 750), 
and server 111 may continue to execute step 760 to provide 
the additional information to user 120. For example, server 
111 may send ratings and/or reviews information about mer 
chant 140 to user device 120A, which may be displayed on 
display 310 to user 120. User 120 may review the ratings 
and/or reviews information about this merchant, and may 
determine whether the transaction should be cancelled to 
avoid a potential dispute with merchant 140 in the future. For 
example, if merchant 140 has a low rating or poor review, as 
compared to other merchants, for example, user 120 may 
determine that he/she should return or cancel the purchase to 
avoid any future dispute. According to some examples, server 
111 may receive an indication from user 120 (via, e.g., user 
device 120A) that the transaction should be cancelled, and 
server 111 may initiate cancellation of the transaction based 
on the received indication. 

0071 FIG.9 shows another exemplary post-purchase alert 
message 910 displayed on display 310 of user device 120A. In 
this example, the post-purchase alert message 910 may notify 
user 120 that the transaction may be tied to a subscription. In 
Some examples, server 111 may analyze the type of transac 
tion to determine whether the transaction is associated with a 
Subscription or a recurring fee (weekly, monthly, annually, 
etc.). For example, if user 120 has made a purchase of a 
monthly magazine orajournal, or paid an annual membership 
fee for a club, server 111 may determine that an annual 
subscription fee or membership fee is likely due in the next 
twelve months. The post-purchase alert message 910 may ask 
user 120 whether user 120 would like to be reminded of the 
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subscription or annual fee due before the next recurring fee is 
expected. Although twelve months is used as an example, 
other periods, such as three months or six months, may be 
determined by server 111 as a suitable period for reminding 
user 120, based on, for example, historical purchase data 
associated with user 120. The post-purchase alert message 
910 may provide options, e.g., a Yes button 920 and a No 
button 930, for user 120 to select to indicate whether user 120 
would like to receive a reminder. If user 120 selects the Yes 
button 920, server 111 may set up a reminder that will be sent 
to user device 120A in 12 months about the subscription fee 
due or the annual fee due. If user 120 selects the No button 
930, server 111 may not set up a reminder. 
0072 The pre-purchase alert message 610 and the post 
purchase alert messages 810 and 910 are for illustrative pur 
pose only. Many other alert messages may be used in alert 
system 100. For example, pre-purchase alert messages may 
include information that notifies user 120 of offers, promo 
tions, benefits, or discounts provided by various bank cards. 
User 120 may review the offers, promotions, benefits, or 
discounts associated with the bank cards on display 310, and 
may determine which bank card should be used for payment 
of the transaction. For example, in some examples, pre-pur 
chase alert messages may notify user 20 that a Bank A credit 
card offers S10 off $50 at merchant 140. User 120 may deter 
mine to use Bank A credit card to take advantage of this offer. 
For another example, pre-purchase alert messages may notify 
user 120 that Bank B credit card provides an extended war 
ranty on the type of product user 120 is about to purchase, if 
user 120 uses Bank B credit card to make the purchase. User 
120 may wish to take advantage of the extended warranty by 
using the Bank B credit card to pay the transaction. 
0073. In some examples, pre-purchase alert messages may 
also provide information to user 120 about offers, promo 
tions, or discounts provided by merchant 140, such that user 
120 may take advantage of the offers, promotions, or dis 
counts by meeting certain requirements. For example, when 
server 111 determines that user 120 has swiped a credit card 
to purchase a TV. server 111 may retrieve information about 
offers, promotions, or discounts currently provided by mer 
chant 140 from server 141, analyze such information, and 
determine that merchant 140 currently offers a 10% discount 
for abundle purchase of a TV and a DVD player. Server 111 
may provide a pre-purchase alert message to user 120 to 
notify user 120 that if user 120 also purchases a DVD player, 
user 120 may receive a 10% discount on the total purchase of 
a TV and a DVD player. User 120 may determine to take 
advantage of this discount by making an additional purchase 
of a DVD player from merchant 140. In another example, 
server 111 may collect offers, promotions, or discounts from 
various merchants, and may provide a comparison of prices, 
offers, promotions, or discounts offered by various merchants 
in favor of this particular merchant 140 to promote sales. 
Financial service provider 110 may receive some financial 
incentive (e.g., 1% of the promoted sales completed, regular 
payment, etc.) from merchant 140 for Such services. 
0.074. In some examples, post-purchase alert messages 
may similarly provide information regarding offers, promo 
tions, benefits, or discounts provided by a bank card or a 
merchant, as discussed above in connection with the exem 
plary pre-purchase alert messages. User 120 may determine 
whether to make an additional purchase or to cancel or return 
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a purchase based on the offers, promotions, benefits, or dis 
counts information included in the post-purchase alert mes 
Sages. 
0075. In some examples, post-purchase alert messages 
may be used for reminding user 120 of recurring dues of 
credit card bills, utility bills, mortgage, loans, or tuitions. For 
example, user 120 may have used a checking account or a 
debit card to pay the credit card bills, utility bills, mortgage, 
loans, or tuitions. Server 111 may determine the next due 
dates of various credit cards, utilities, mortgage, loans, or 
tuitions based on the past due dates, and may provide user 120 
an option to receive reminders for upcoming due dates. This 
may help user 120 avoid any late payments. 
(0076 FIGS. 10A and 10B show an exemplary user inter 
face for providing ratings and reviews of merchants to user 
120. In the example shown in FIGS. 10A and 10B, the user 
interface may take the form of a web page 1010 and a web 
page 1060. Other forms of user interface, such as text-based 
tables, may also be used for providing ratings and reviews of 
merchants to user 120. The user interface may be displayed on 
display 310, for example, after user 120 selects the Yes button 
620, 820, or 920, consistent with the above described 
examples. Web page 1010 may be related to a financial insti 
tution, e.g., Bank A, which offers credit card A. Web page 
1010 may show details about user's account with Bank A. For 
example, web page 1010 may show transactions and details 
related to credit card A. A first section 1030 of web page 1010 
may show the current balance and the amount due of credit 
card A. A second section 1040 of web page 1010 may show a 
list of transactions made at different merchants A, B, C, D, E, 
F, and G. User 120 may click on one of the merchants to open 
up another web page 1060, for example, to view additional 
information about the selected merchant. Alternatively or 
additionally, second section 1040 may display an alert mes 
sage 1050 associated with a merchant, such as merchant B, to 
alert user 120 that this merchant has an elevated rate of dis 
putes, and may provide a hyper-link, Such as the one named 
“Click for details' shown in FIG. 10A.User 120 may click or 
select the hyper-link to open up web page 1060, for example, 
to view details about this merchant. 

0077 Web page 1060 may display additional information 
about a merchant, including, for example, the name and 
address 1070 of merchant B, a message 1080 indicating that 
BankA has flagged this merchant because of elevated number 
of disputes. Web page 1060 may also display customer ratings 
and reviews 1090. Customer ratings and reviews information 
may be received by server 111 from users of FSP 110, for 
example, as part of historical disputes data. Customer ratings 
and reviews information may also be collected or retrieved by 
server 111 from various other sources. For example, server 
111 may collect or retrieve ratings and reviews information 
from third party websites, such as, for example, online mer 
chants, social network websites, the Better Business Bureau 
or other business rating entity, and/or any other entity provid 
ing a forum for customers to share their ratings and reviews 
about merchants. 

(0078 FIG. 11 is a flowchart of an example method 1100 
for providing a differentiated dispute workflow. Method 1100 
may be executed by, for example, server 111. Server 111 may 
handle a dispute brought by user 120 in different processes, 
depending on, e.g., whether the merchanthas a low reputation 
score or whether the user 120 has a history of disputing 
transactions and whether those disputed transactions were 
ultimately determined to be valid transactions. In step 1110. 
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server 111 may receive communication from a user to dispute 
a transaction made with merchant 140. For example, server 
111 may receive an electronic message or indication of a 
telephone call from user 120 who wishes to dispute a trans 
action made with merchant 140. User 120 may claim that the 
transaction is unauthorized, fraudulent, or that merchant 140 
abused user 120 by overcharging, sending user 120 a defec 
tive product, refusing to accept a return, etc. Server 111 may 
determine whether merchant 140 has a low reputation score in 
step 1120. Server 111 may perform similar analyses dis 
cussed above in connection with FIGS. 5 and 7, including, for 
example, analysis of the historical fraud or disputes data 
associated with merchant 140, analysis of the ratings and 
reviews of merchant 140, analysis of the type of products 
and/or services, analysis of the number of disputes in the past 
predetermined time period, and analysis of the pattern of 
disputes. Similar to the above discussion in connection with 
FIGS. 5 and 7, server 111 may assign a reputation score to 
merchant 140 based on at least one of the above analyses. For 
example, if merchant 140 has an elevated number of disputes 
in the past three months, merchant 140 may receive a low 
reputation score. If merchant 140 has a relatively low number 
of disputes in the past three months, merchant 140 may 
receive a high reputation score. Server 111 may compare the 
reputation score of merchant 140 with a predetermined 
threshold reputation score to determine whether the reputa 
tion score of merchant 140 is high or low. 
0079. If server 111 determines that merchant 140 has a low 
reputation score (Yes, step 1120), server 111 may initiate an 
expedited dispute resolution process 1130 to resolve the dis 
pute. The expedited dispute resolution process 1130 may 
resolve the dispute in an expedited manner. For example, 
because merchant 140 has a low reputation score, server 111 
may determine that the dispute brought by user 120 is more 
likely legitimate, and a favorable solution should be given to 
user 120. According to Some examples, expedited dispute 
resolution process 1130 may include removing the transac 
tion from the customer's account immediately (before inves 
tigating the dispute), and FSP 110 may absorb the risk/cost of 
the transaction if the disputed transaction is ultimately 
resolved in merchant 140’s favor. If server 111 determines 
that merchant 140 does not have a low reputation score (No. 
step 1120), server 111 may initiate a standard dispute resolu 
tion process 1130 to resolve the dispute. For example, 
because merchant 140 has a high reputation score, which may 
mean merchant 140 is not often involved in disputes, a stan 
dard dispute resolution process 1140 should be taken to 
resolve the dispute. The standard dispute resolution process 
1140 may perform a more thorough investigation about the 
transaction, the merchant, and the user to resolve the dispute. 
Thus, the standard dispute resolution process 1140 may take 
longer time to resolve the dispute than the expedited dispute 
resolution process 1130. 
0080. Although not shown in FIG. 11, it is understood that 
the differentiated dispute workflow may also be based on a 
reputation score of user 120 or a transactional score of the 
transaction, instead of a reputation score of merchant 140. 
Additionally, the differentiated dispute workflow may be 
based on a combined score with at least one of the reputation 
score of user 120, the reputation score of merchant 140, and 
the transactional score. In other words, server 111 may decide 
whether the dispute should be processed with the expedited 
dispute resolution process 1130 or the standard dispute reso 
lution process 1140 based on the reputation score of user 120, 
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the reputation score of merchant 140, or the transactional 
score, or any combination of these scores. In some examples, 
a user reputation score may identify whether the user has a 
history of disputing transactions, whether those disputes were 
resolved in favor of user 120 or merchant 140, whether the 
user is considered by FSP 110 to be in good standing, or 
whether the user is a participant in program(s) that include 
expedited dispute resolution as a benefit, etc. For example, in 
one example, server 111 may process the dispute with the 
expedited dispute resolution process 1130 when it determines 
that user 120 has a high reputation score, as compared to the 
predetermined threshold, for example, or when it determines 
that the combined reputation score is low (indicating, for 
example, user 120 has a high reputation score and merchant 
140 has a low merchant score). Server 111 may process the 
dispute with the standard dispute resolution process 1140 
when it determines that user 120 has a low reputation score, or 
when it determines that the combined reputation score of user 
120 and merchant 140 is high (indicating, for example, user 
120 has a low reputation score and merchant 140 has a high 
merchant score). 
I0081. In some examples, server 111 may determine 
whether the transactional score is higher than a predeter 
mined threshold score. If the transactional score is higher than 
the predetermined threshold score, which may indicate that 
the transaction is more likely valid, server 111 may process 
the dispute with the standard dispute resolution process 1140. 
If the transactional score is lower than the predetermined 
threshold score, which may indicate that the transaction is 
more likely invalid, server 111 may process the dispute with 
the expedited dispute resolution process 1130. 
I0082 In some examples, server 111 may determine 
whethera combined score, which may combine at least one of 
the reputation score of user 120, the reputation score of mer 
chant 140, or the transactional score, is higher or lower than a 
predetermined threshold score. The combination may assign 
different weights (e.g., 20%, 50%, 30%) to the reputation 
score of user 120, the reputation score of merchant 140, 
and/or the transactional score. If the combined score is higher 
than the predetermined threshold score, which may indicate 
that the transaction is more likely valid, server 111 may 
process the dispute with the standard dispute resolution pro 
cess 1140. If the combined score is lower than the predeter 
mined threshold score, which may indicate that the transac 
tion is more likely invalid, server 111 may process the dispute 
with the expedited dispute resolution process 1130. 
I0083. The foregoing description has been presented for 
purposes of illustration. It is not exhaustive and is not limited 
to the precise forms or examples disclosed. Modifications and 
adaptations of the examples will be apparent from consider 
ation of the specification and practice of the disclosed 
examples. For example, the described implementations 
include hardware and Software, but systems and methods 
consistent with the present disclosure can be implemented as 
hardware or software alone. 

I0084. While the above examples describe providing alerts 
to user 120, it is understood that alert system 100 may also 
provide alerts to merchant 140. For example, when user 120 
Swipes a bank cardata point of sale terminal at merchant 140, 
server 111 may analyze the historical fraud or disputes data 
associated with user 120, and may determine that user 120 has 
a low reputation score. Server 111 may provide a pre-pur 
chase alert message to merchant 140 to notify merchant 140 
that user 120 may have a low credit rating, a high risk for 
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fraud, or a high likelihood to bring a dispute about the pur 
chase in near future. Merchant 140 may take appropriate 
measures (decline the purchase, require cash, etc.) to prevent 
potential loss based on information included in the pre-pur 
chase alert message about user 120, or any additional infor 
mation about user 120 that server 111 may provide via 
options included in the pre-purchase alert message. For 
example, merchant 140 may be a car dealer, who may decline 
to sell a car to user 120 after receiving a pre-purchase alert 
message from server 111 indicating that user 120 has a history 
of bringing disputes or lawsuits against various car dealers. 
Pre-purchase alert messages may also include offers, promo 
tions, discounts, or benefits information that server 111 col 
lects from various sources of merchant 140, such that mer 
chant 140 may relay such information to user 120 to promote 
sales, or such that merchant 140 may match a competitors 
offer in order to persuade user 120 to make the same purchase 
at merchant 140 rather than at the competitor's store. 
0085 FIG. 12 is a flowchart showing an exemplary 
method 1200 for providing an alert message to a user 120. In 
one example, method 1200 may be executed by server 111 to 
provide an alert message to the user 120 about a transaction. 
Server 111 may receive data relating to an activity. Such as, for 
example, a transaction of a user (step 1210). The data relating 
to the activity (e.g., transaction) of the user 120 may include 
any data discussed above in connection with examples shown 
in other figures. Alternatively or additionally, the data relating 
to the activity of the user may include additional data dis 
cussed below. It is understood that any additional data dis 
cussed below may also be included in the data relating to the 
activity of the user discussed above in other examples. 
I0086) Server 111 may analyze the received data relating to 
the transaction (step 1220). Server 111 may determine, based 
on the analysis, whether the data relating to the transaction 
deviates from a set of data associated with the user 120 by 
more than a threshold value (step 1230). If server 111 deter 
mines that the data relating to the transaction deviates from 
the set of data associated with the user 120 by more than the 
threshold value (Yes, step 1230), server 111 may send an alert 
message to a user device, 120A for example, associated with 
the user (step 1240). If server 111 determines that the data 
relating to the transaction does not deviate from the set of data 
associated with the user 120 by more than the threshold value 
(No, step 1230), server 111 may terminate method 1200. It is 
understood that method 1200 may not include all of the steps 
shown in FIG. 12, and may include additional steps not shown 
in FIG. 12. 
0087. Examples that may trigger the sending of an alert 
message to the user according to method 1200 are discussed 
below. In one example, the received data relating to the trans 
action may include a posted (e.g., settled) transaction amount 
charged by a merchant, Such as a restaurant, a hotel, a car 
rental company, etc. When the merchant is a restaurant, the 
posted transaction amount may include a charge for food and 
a gratuity, for example. When the merchant is a hotel, the 
posted transaction amount may include a charge for a room, 
and a surcharge, for example, for using long distance tele 
phone services. When the merchant is a car rental company, 
the posted transaction amount may include a rental fee for a 
car, and a fuel Surcharge for filling the gas tank, for example. 
0088 Referring to FIG. 12, a set of data associated with 
the user 120 may include an authorized transaction amount 
authorized by the user for the transaction. For example, the set 
of data associated with the user may include an authorized 
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food charge and gratuity for a meal provided by a restaurant, 
an authorized charge for a room and a surcharge for using 
long distance telephone services, or an authorized rental fee 
for renting a car and a fuel Surcharge for filling the gas tank. 
The authorized transaction amount may be included in a 
receipt the user 120 receives from the merchant, for example. 
I0089. As part of step 1220 or 1230, server 111 may com 
pare the posted transaction amount with the authorized trans 
action amount, and may determine, based on the comparison, 
whether the posted transaction amount deviates from the 
authorized transaction amount by more than a threshold 
value. The threshold value may be determined by server 111 
based on various factors, such as, for example, amounts 
charged by similar merchants for similar services or products 
provided to the user, or historical amounts spent by the user 
with the same merchant or similar merchants. For example, 
server 111 may compare the authorized gratuity for a restau 
rant service (e.g., 15% of food charge) with the posted gra 
tuity (e.g., 25% of the food charge). Server 111 may deter 
mine that the posted gratuity deviates from the authorized 
gratuity by more than the threshold value (e.g., S5), and may 
send an alert message to the user 120. 
0090. In another example, a set of data associated with the 
user 120 may include historical transaction data, Such as a 
pattern of transactions associated with the user. Server 111 
may compare the received data relating to the transaction with 
the pattern of transactions associated with the user 120. The 
pattern of transactions may include a pattern associated with 
at least one of a Volume of the transactions oran amount of the 
transactions. For example, the historical transaction data may 
show that the user 120 has historically made five to ten pur 
chases per year with a merchant, such as, for example, an 
online content provider (e.g., an online music store or appli 
cation store). In one example, server 111 may determine that 
five to ten purchases per year is an allowable range of trans 
action volume for this online content provider. Additionally 
or alternatively, the allowable range of transaction Volume 
may be defined by the user 120. The received data relating to 
the transaction may include data indicating a recent transac 
tion volume between the user 120 and the online content 
provider in a recent time period (e.g., last month, last three 
months, etc.). Server 111 may determine whether the recent 
transaction volume falls within the allowable range of trans 
action Volume associated with this online content provider. 
For example, if the recent transaction volume between the 
user and the online content provider is more than fifteen 
purchases in the last month alone, server 111 may determine 
that the recent transaction volume does not fall within the 
allowable range of transaction Volume, and may send an alert 
message to the user 120 regarding the last month's transac 
tions. 

0091. As another example, the historical transaction data 
may show that the user 120 has historically spent only S5 to 
S10 per year with the online content provider, for example. 
Server 111 may determine that S5 to S10 per year is an 
allowable range of transaction amounts for this online content 
provider. Additionally or alternatively, the allowable range of 
transaction amounts may be defined by the user 120. The 
received data relating to the transaction may include data 
indicating a recent transaction amount between the user 120 
and the online content provider. Server 111 may determine 
whether the recent transaction amount falls within the allow 
able range of transaction amounts. For example, if the recent 
transaction amount between the user 120 and the online con 
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tent provider is more than $20, server 111 may determine that 
the recent transaction amount does not fall within the allow 
able range of transaction amounts, and may send an alert 
message to the user regarding the recent transaction. 
0092. In some examples, server 111 may categorize a plu 

rality of users into a plurality of segments based on at least one 
of a demographic factor or one or more common character 
istics reflected in transaction histories associated with the 
plurality of users. Users within a same segment may share 
similar demographic factors and/or similar characteristics 
reflected in transaction histories. The demographic factor 
associated with a user may include at least one of age, sex, 
income, education, race, location, etc. For example, server 
111 may categorize a first group of users into a first segment 
based on the users age (e.g., at least 50 years old), the users 
sex (e.g., male users only), the users income (e.g., household 
income over S100,000 only), the users’ education (e.g., users 
with college degrees only), the users’ race (e.g., black people 
only), or the users locations (e.g., users located within 200 
miles of a particular zip code). Alternatively, server 111 may 
categorize the first group of users into the first segment based 
on a combination of one or more of the demographic factors. 
When categorizing the plurality of users into a first segment 
based on demographic factors, server 111 may or may not 
consider the users’ transaction histories. 

0093. The transaction history of a user may include data 
showing certain transactional characteristics, such as, for 
example, the transaction amounts (e.g., total spending in a 
certain period), the transaction Volumes (e.g., total number of 
purchases), the transaction types (e.g., types of products or 
services purchased), dates and times of transactions (includ 
ing the frequency of transactions), and/or the locations of the 
transactions (e.g., distance from the registered home 
addresses of the users). Server 111 may categorize the first 
group of users into the first segment based on one or more of 
the characteristics reflected in the users’ transaction histories. 
For example, server 111 may categorize the first group of 
users into the first segment based on the total spending of the 
users within a calendar year, the transaction types (e.g., elec 
tronics), the dates and times of transactions (e.g., late night 
bar customers), the transaction volumes (e.g., nonsmokers 
who have no transaction with a cigar Store), and/or the loca 
tions of the transactions (e.g., users who buy groceries from a 
grocery store located within ten miles from a home address, 
work address, etc.). In one example, the first segment may 
comprise users who spend below S10,000 per year, or users 
who spend between $10,000 and $50,000 per year, or users 
who spend above S50,000 per year, etc. In another example, 
the first segment may comprise users who go to the same or 
similar pharmacy store, or users who go to the same or similar 
grocery store, or users who shop in the same or similar online 
stores. In another example, the first segment may comprise 
users who purchase the same brand of computer, or users who 
use the same utility company, or users who use the same hotel, 
airline, or rental car company, etc. In another example, the 
first segment may comprise users who shop on certain dates 
and/or times, such as Black Friday, within one week before 
Christmas, New Year's Day, after midnight, during 9:00 p.m.- 
11:00 p.m., etc. In another example, the first segment may 
comprise users who buy groceries from a grocery store 
located within ten miles from his/her work address, or users 
who make purchases within a certain Zone in a city, within 
five miles of a Zip code, etc. 
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0094. Other characteristics reflected in the transaction his 
tories may also be used for categorizing users into segments. 
For example, users who have more than ten disputes per year 
may be categorized into the same segment. Users who often 
delay payments on credit card bills may be categorized into 
the same segment. Users who make more transactions than a 
certain transaction Volume (e.g., five thousand transactions 
per year) using a particular bank card may be categorized into 
the same segment. Users who appear to own the same product 
(e.g., a vehicle from the same car company, as may be 
reflected from a car loan or transactions made at a car dealer) 
may be categorized into the same segment. 
(0095 Referring to FIG. 12, the set of data associated with 
the user 120 may include information regarding at least one 
segment to which the user belongs. Server 111 may compare 
the received data with the information regarding the segment 
(s) to which the user 120 belongs. For example, the received 
data relating to a recent transaction made by the user 120 may 
indicate a S100 purchase of cigars last month. The informa 
tion regarding the segment to which the user 120 belongs may 
indicate that the user 120 belongs to a nonsmoker segment. 
Server 111 may compare the S100 purchase of cigars with the 
information indicating that the user 120 belongs to a non 
Smoker segment, and may determine that the received data 
relating to the recent transactions deviates from the informa 
tion regarding the segment to which the user belongs by a 
threshold value (e.g., SO annual spending by users within the 
segment on cigars). Server 111 may send an alert message to 
the user 120 about this transaction. 

0096 Computer programs based on the written descrip 
tion and methods of this specification are within the skill of a 
Software developer. The various programs or program mod 
ules can be created using a variety of programming tech 
niques. For example, program sections or program modules 
can be designed in or by means of Java, C, C++, HTML, 
assembly language, or any such programming languages. 
One or more of such software sections or modules can be 
integrated into a computer system, non-transitory computer 
readable media, or existing communications Software. 
(0097. Moreover, while illustrative examples have been 
described herein, the scope includes any and all examples 
having equivalent elements, modifications, omissions, com 
binations (e.g., of aspects across various examples), adapta 
tions or alterations based on the present disclosure. The ele 
ments in the claims are to be interpreted broadly based on the 
language employed in the claims and not limited to examples 
described in the present specification or during the prosecu 
tion of the application, which examples are to be construed as 
non-exclusive. Further, the steps of the disclosed methods can 
be modified in any manner, including by reordering steps or 
inserting or deleting steps. It is intended, therefore, that the 
specification and examples be considered as exemplary only, 
with a true scope and spirit being indicated by the following 
claims and their full scope of equivalents. 
What is claimed is: 

1. A system for providing alerts to a user, comprising: 
a memory device storing instructions; and 
at least one processor configured to execute the instructions 

tO: 

receive data relating to a transaction made by the user; 
compare the received data to a set of data associated with 

the user; 
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determine whether the received data relating to the trans 
action deviates from the set of data associated with the 
user by more than a threshold value; and 

send an alert message to a user device associated with 
the user when the processor determines that the data 
relating to the transaction deviates from the set of data 
associated with the user by more than the threshold 
value. 

2. The system of claim 1, wherein the processor is part of a 
server operated by a financial service provider. 

3. The system of claim 1, 
wherein the received data relating to the transaction 

includes a posted transaction amount charged by a mer 
chant; and 

wherein the set of data associated with the user includes an 
authorized transaction amount authorized by the user for 
the transaction. 

4. The system of claim 1, wherein the received data relating 
to the transaction includes at least one of a gratuity charged by 
the merchant or an additional fee charged by the merchant. 

5. The system of claim 1, 
wherein the set of data associated with the user includes a 

pattern of transactions associated with the user, and 
wherein the at least one processor is configured to compare 

the received data relating to the transaction with the 
pattern of transactions associated with the user. 

6. The system of claim 5, 
wherein comparing the received data with the pattern of 

transactions associated with the user comprises compar 
ing a transaction amount associated with a merchant 
purchase with an allowable range of transaction 
amounts associated with the merchant; and 

wherein the at least one processor is configured to deter 
mine whether the transaction amount associated with the 
merchant purchase falls within the allowable range of 
transaction amounts associated with the merchant. 

7. The system of claim 6, wherein the at least one processor 
is further configured to execute the instructions to determine 
the allowable range of transaction amounts based on histori 
cal transaction amounts associated with the e user. 

8. The system of claim 5, 
wherein comparing the received data with the pattern of 

transactions associated with the user comprises compar 
ing a transaction Volume associated with a merchant 
with an allowable range of transaction Volumes associ 
ated with the merchant; and 

wherein the at least one processor is configured to deter 
mine whether the transaction volume associated with the 
merchant fails within the allowable range of transaction 
Volumes associated with the merchant. 

9. The system of claim8, wherein the at least one processor 
is further configured to execute the instructions to determine 
the allowable range of transaction Volume based on historical 
transaction Volumes associated with the user. 

10. The system of claim 1, wherein the at least one proces 
sor is further configured to execute the instructions to catego 
rize a plurality of users into a plurality of segments based on 
at least one of a demographic factor or one or more common 
characteristics reflected in transaction histories associated 
with the plurality of users. 

11. The system of claim 10, wherein the at least one pro 
cessor is further configured to execute the instructions to 
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categorize a first group of users into a first segment based on 
one or more similar demographical factors shared by the first 
group of users. 

12. The system of claim 10, wherein the at least one pro 
cessor is further configured to execute the instructions to 
categorize a first group of users into a first segment based on 
one or more similar transaction histories shared by the first 
group of users. 

13. The system of claim 10, 
wherein the set of data associated with the user includes 

information regarding a segment to which the user 
belongs. 

14. A computer-implemented method for providing alerts 
to a user, the method comprising the following operations 
performed by at least one processor: 

receiving data relating to a transaction made by the user; 
comparing the received data to a set of data associated with 

the user; 
determining whether the data relating to the transaction 

deviates from the set of data associated with the user by 
more than a threshold value; and 

sending an alert message to a user device associated with 
the user when the processor determines that the data 
relating to the transaction deviates from the set of data 
associated with the user by more than the threshold 
value. 

15. The method of claim 14, 
wherein the received data relating to the transaction 

includes a posted transaction amount charged by a mer 
chant; and 

wherein the set of data associated with the user includes an 
authorized transaction amount authorized by the user for 
the transaction. 

16. The method of claim 14, wherein the received data 
relating to the transaction includes at least one of a gratuity 
charged by the merchant or an additional fee charged by the 
merchant. 

17. The method of claim 14, 
wherein the set of data associated with the user includes a 

pattern of transactions associated with the user, and 
wherein the at least one processor is configured to compare 

the received data relating to the transaction with the 
pattern of transactions associated with the user. 

18. A non-transitory computer-readable medium encoded 
with instructions that, when executed by at least one proces 
Sor, cause the at least one processor to perform operations 
comprising: 

receiving data relating to a transaction made by the user; 
comparing the received data to a set of data associated with 

the user; 
determining whether the received data relating to the trans 

action deviates from the set of data associated with the 
user by more than a threshold value; and 

sending an alert message to a user device associated with 
the user when the processor determines that the data 
relating to the transaction deviates from the set of data 
associated with the user by more than the threshold 
value. 

19. The non-transitory computer-readable medium of 
claim 18, 

wherein the data relating to the transaction includes a 
posted transaction amount charged by a merchant; and 
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wherein the set of data associated with the user includes an 
authorized transaction amount authorized by the user for 
the transaction. 

20. The non-transitory computer-readable medium of 
claim 19, 

wherein the set of data associated with the user includes a 
pattern of transactions associated with the user, and 

wherein the at least one processor is configured to compare 
the received data relating to the transaction with the 
pattern of transactions associated with the user. 

k k k k k 
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