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DATA DEDUPLICATION

Background

[001] Organizations may need to deal with a vast amount of data these days,
which could range from a few terabytes to multiple petabytes of data.
Storage systems therefore have become central to an organization’s IT
strategy not withstanding whether it is a small start-up or a large company.
Storage devices or systems (often used interchangeably) are no longer
perceived as just a piece of hardware, but rather devices that help meet

present and future information needs of an organization.

Brief Description of the Drawings

[002] For a better understanding of the solution, embodiments will now be
described, purely by way of example, with reference to the accompanying

drawings, in which:

[003] FIG. 1 is a block diagram of an example computing device for data

deduplication;

[004] FIG. 2 illustrates generation of a Context Triggered Piecewise Hash

(CTPH) key for a data unit, according to an example;

[005] FIG. 3 illustrates grouping of files on a data storage device, based on edit

distance between CTPH keys of the files, according to an example;

[006] FIG. 4 illustrates a comparison between CTPH keys, according to an

example;

[007] FIG. 5is a flowchart of an example method for data deduplication; and
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[008] FIG. 6 is a block diagram of an example computer system for data

deduplication.

Detailed Description

[009] Increased adoption of technology by various businesses has led to an
explosion of data. Enterprises are looking for efficient storage devices or
systems to manage data growth and data storage costs. Many a time a
storage system may contain duplicate or multiple copies of data. Minimizing
the amount of data that needs to be stored in a storage system is one of the
primary criteria for efficient storage systems. Eliminating redundant data not
only helps in reducing storage hardware costs but also bandwidth costs
whenever stored data needs to be transported over a network, for instance,

for performing a backup or for meeting a compliance requirement.

[0010] Data deduplication is a technique for eliminating redundant data. Often,
storage systems in an organization may contain duplicate copies of data. For
example, a file (e.g., an email) may be saved in several different places by
different users. Data deduplication reduces the amount of storage space
required by an organization by eliminating such duplicate copies of files or
blocks of data. In an example, data deduplication eliminates the additional
copies, and saves just one copy of the data. The extra copies are replaced

with pointers that lead back to the original copy.

[0011]In an example data deduplication approach, a hash algorithm may be
applied to a data block to produce a hash code that identifies the data block.
The hash code may be saved on a storage medium. Subsequently, when a
new or modified data block is generated, in order to determine whether the
new or modified data block is a duplicate of an existing data block, same
hash algorithm is applied to the new or modified data block. The generated
hash code is then compared with previously stored hash code(s). If a match

is found, it indicates that data blocks represented by these hash codes are
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duplicates of each other. However, a drawback of this approach is that even
a minor change in a similar data block would generate a different hash value
which will preclude a traditional search algorithm from identifying a similar
data block. Further, if a large number of hash code comparisons are needed
to identify a duplicate data block, it may lead to an increased number of
reads from the storage medium (to get keys into a memory) thereby leading
to an inefficient duplicate detection process. Thus, it may be desirable (for
example, in a dynamic environment where there may be continuous updates
to data) to have an efficient mechanism to search data duplicates by

eliminating unlikely candidates.

[0012] The present disclosure describes various examples for performing data
deduplication in a storage system. In an example, a Context Triggered
Piecewise Hash (CTPH) key may be generated for each data unit stored in a
data storage system. Data units stored in the data storage system may be
organized into a plurality of groups, wherein data units with same edit
distance between their CTPH keys may be grouped together. A group CTPH
key may be generated for each of the plurality of groups of data units,
wherein CTPH keys of data units within a group may be used to generate
the group CTPH key for a group. In the event, a new data unit is added or
modified in the data storage system, a CTPH key may be generated for the
newly added or modified data unit. The CTPH key of the newly added or
modified data unit may be compared with the group CTPH key of each of the
plurality of groups of data units to identify a group with a group CTPH key
having an edit distance within a pre-defined threshold limit from the CTPH
key of the added or modified data unit. The identified group may then be

used to identify a duplicate of the newly added or modified data unit.

[0013]In an example, metadata of a data unit (for example, a file, a block, an
object, etc.) may be segregated from metadata of a group of units, and
reference of data units may be provided within the group. A comparison of

group CTPH keys with CTPH key of a new or modified data unit via a quick
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disk read not only helps in eliminating large data sets but also aids in
identifying a probable duplicate data unit faster. In an example, group
metadata may be stored on a shared storage or file system and parallel
processing may be performed for eliminating duplicates.

[0014] A large amount of data stored these days is in the form of data files or
“files”, which are typically organized by a file system. A file system is an
integral part of an operating system. It provides the underlying structure that
a computing device uses to organize data on a storage medium. A computer
file or “file” is the basic component of a file system. Each piece of data on a
storage device may be called a “file”. A file may contain data, such as text
files, image files, video files, and the like, or it may be an executable file or
program. In an example, the proposed solution organizes data files into
groups in a manner that reduces the search time required for identifying
duplicate data files by quickly eliminating those groups of data files that may

not have any common elements with the data being searched.

[0015] The term “data”, as used herein, may refer to include a unit of data i.e. a
“‘data unit”, which may vary depending on the type of storage used. For
example, a file may be considered as a data unit for a file-based storage.
Similarly, a block may be considered as a data unit for block-based data
storage. Likewise, an object may be considered as a data unit for an object-
based storage. The aforementioned are just some non-limiting examples of

a data unit.

[0016]FIG. 1 is a block diagram of an example computing device 100 for
facilitating data deduplication. Computing device 100 generally represents
any type of computing system capable of reading machine-executable
instructions. Examples of computing device may include, without limitation, a
server, a desktop computer, a notebook computer, a tablet computer, a thin
client, a mobile device, a personal digital assistant (PDA), a phablet, and the
like.
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[0017]In the example of FIG. 1, computing device 100 may include a data
storage device, a metadata repository, and a data deduplication module.
The term “module” may refer to a software component (machine readable
instructions), a hardware component or a combination thereof. A module
may include, by way of example, components, such as software
components, processes, tasks, co-routines, functions, attributes,
procedures, drivers, firmware, data, databases, data structures, Application
Specific Integrated Circuits (ASIC) and other computing devices. A module
may reside on a volatile or non-volatile storage medium and configured to

interact with a processor of computing device 100.

[0018] Data storage device 102 may be a primary storage device such as, but
not limited to, random access memory (RAM), read only memory (ROM),
processor cache, or another type of dynamic storage device that may store
information and machine-readable instructions that may be executed by a
processor. For example, Synchronous DRAM (SDRAM), Double Data Rate
(DDR), Rambus DRAM (RDRAM), Rambus RAM, etc. Data storage device
102 may be a secondary storage device such as, but not limited to, a floppy
disk, a hard disk, a CD-ROM, a DVD, a pen drive, a flash memory (e.g. USB
flash drives or keys), a paper tape, an lomega Zip drive, and the like. Data
storage device 102 may be a tertiary storage device such as, but not limited
to, a tape library, an optical jukebox, and the like. In an example, computing
device 100 may a data storage system such as, by way of a few non-limiting
examples, a Direct Attached Storage (DAS) device, a Network Attached
Storage (NAS) device, a tape drive, a magnetic tape drive, a data archival
storage system, or a combination of these devices. In another example, data
storage device 102 may be a shared storage device, which may be

accessible to multiple users on a network.

[0019]In an example, computing device 100 may be a data deduplication

system. The term “data deduplication system”, as used herein, may refer to
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a system that reduces redundant data by storing only one unique instance of

data on a storage device.

[0020] In the example of FIG. 1, a data storage device 102 may store multiple
data units. The number of data units stored in the data storage device 102
may range from a few data units to thousands of data units. In an example, a
Context Triggered Piecewise Hash (CTPH) key may be generated for each
data unit stored in the data storage device 102. A CTPH key for data (such
as, a data file) may be generated by using Context Triggered Piecewise
Hashing (CTPH) algorithm. CTPH method, also known as Fuzzy Hashing, is
a hashing function that tends to produce the same hash for similar input
strings. A piecewise hashing involves using an arbitrary hashing algorithm
(for example, MD5, SHA, etc.) to create multiple hashes for a data unit
instead of just one. Instead of creating a single hash for the complete data
unit, a hash is generated for many discrete fixed-size segments of the data
unit. A CTPH method, however, uses a rolling hash method. A rolling hash
method produces a pseudo-random value based only on the current context
of the input. The rolling hash works by maintaining a state based solely on
the last few bytes from the input. Each byte is added to the state as it is
processed and removed from the state after a set number of other bytes

have been processed.

[0021]CTPH method works by splitting a character string in chunks of variable
length. A “chunk”, as defined herein, refers to a sequence of bytes, for
which a hash key is computed. The end point of a chunk is determined by a
rolling hash. When the output of the rolling hash produces a specific output,
the traditional hash is triggered. In other words, while processing the input
data unit, the traditional hash for the data unit is computed simultaneously
with the rolling hash for the data unit. When the rolling hash produces a
trigger value, the value of the traditional hash is recorded in the CTPH key
and the traditional hash is reset. As a result, each recorded value in the

CTPH key depends only on part of the input, and changes to the input
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results in only localized changes in the CTPH key. Each traditional hash

value is mapped into one of the characters in a b64 character array.

[0022] Thus, CTPH method makes use of the traditional hashes to create a
segmented hash. A CTPH key representing a data unit may include a single
string representing the sub-parts of hash value of each of the chunks. There
are multiple ways of creating a CTPH key of a data unit out of the chunk
hash keys. The method of creating a CTPH key for a data unit may vary. It
may be based on, for instance, file type and other parameters such as, but
not limited to, search speed, metadata, and memory. In an example, a
CTPH key for a data unit may be created by using the last three digits of
each of the hash keys generated for various chunks of the data unit, as
illustrated in FIG. 2. FIG. 2 shows generation of a CTPH key 202 for a data
unit from the last three digits of each of the hash keys 204, 206, and 210,
generated for different chunks (i.e. Chunk 1, Chunk 2, Chunk 3, and Chunk
4) of the data unit. In an example, CTPH for a data unit may be stored as file

metadata of a file system or as storage controller metadata.

[0023]In an example, once individual CTPH keys are generated for each data
unit stored on a data storage device, data units stored on the data storage
device may be organized into a plurality of groups based on edit distance.
Edit distance is a mechanism of determining how dissimilar two strings (for
example, words) are to one another by counting the minimum number of
operations required to transform one string into the other. An “operation”
may include an insertion, deletion, or substitutions of a single character. Edit
distance may be used to measure the similarity between two CTPH keys or
digests (for example, of data files). Edit distance between twp CTPH keys
may be calculated by using various methods such as, but not limited to,
Levenshtein distance, and Hamming distance. Edit distance may also be
calculated by using a custom method depending on how a CTPH key is

generated. The method of calculating an edit distance may vary, and may be
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made more efficient by using methods customized to the way a CTPH key

itself is generated.

[0024]In an example, data units with same edit distance between their
respective CTPH keys are grouped together on a data storage device. Thus,
data units stored on the data storage device (for example, 102) may be
organized into a plurality of groups based on edit distance between their
CTPH keys. Data units with similar edit distance between their CTPH keys
may be grouped together. FIG. 3 illustrates grouping of files on a data
storage device (for example, 102), based on edit distance between CTPH
keys of the data units, according to an example. Assuming there are four
files (File 1, File 2, File 3, and File 4) 302, 304, 306, and 308, each having
four chunks, that are stored on a data storage device (for example, 102),
hash keys may be computed for all chunks of the four files. Then, a CTPH
key 310, 312, 314, and 316, may be computed for each of the four files by
considering, for example, every eighth byte of hash keys generated for all
chunks of the files. Edit distance between CTPH keys of the files is
determined to organize the files into different groups. In the present case,
since edit distance between File 1 and File 2 is same, they are grouped
together into one group i.e. Group 1 (318). Likewise, since edit distance
between File 3 and File 4 is same, they are grouped together into another

group i.e. Group 2 (320).

[0025] Once data units stored on a data storage device (for example, 102) are
organized into a plurality of groups based on edit distance, a group CTPH
key may be generated for each of the plurality of groups of data units. CTPH
method may be used to generate a group CTPH key (or digest) for a group.
In an example, individual CTPH keys of files within a group may be used to
generate a group CTPH key for the group. This is illustrated in FIG. 3,
according to an example. A group CTPH key 322 for Group 1 may be
generated based on CTPH keys of files 1 and 2. Likewise, a group CTPH
key 324 for Group 2 may be generated based on CTPH keys of files 3 and 4.
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In an instance, a group CTPH key for a group of files (i.e. group CTPH key)
may be stored as file metadata of a file system or as storage controller

metadata.

[0026] Metadata repository 104 may store a CTPH key of a data unit stored in a
data storage device. Metadata repository 104 may store a group CTPH key
for a group of data units stored in a data storage device, wherein the group
CTPH key may be generated from CTPH keys of data units present within
the group. In an example, metadata repository 104 may be file metadata of a
file system. In another example, metadata repository 104 may be storage
controller metadata.

[0027]In an example, data deduplication module 106 may generate, upon
addition or modification of a data unit in a data storage device (for example,
102), a CTPH key for the added or modified data unit. In other words, if a
new data unit is created or added to a data storage device, or an existing
data unit is modified in the data storage device, data deduplication module
106 may generate a CTPH key, using CTPH method (described earlier) for
the new or modified data unit. Data deduplication module 106 may then
compare the CTPH key of the newly added or modified data unit with the
group CTPH key of each of the plurality of groups of data units, stored in a
data storage device (for example, 102), to identify a group with a group
CTPH key having an edit distance within a pre-defined threshold limit from
the CTPH key of the new or modified data unit. In other words, data
deduplication module 106 may compare the CTPH key of the new or
modified data unit, as the case may be, with group CTPH keys of groups of
data units to identify a group CTPH key that has an edit distance within a
pre-defined threshold limit. Such comparison leads to identification of a
group(s) of data units that is/are most likely to have common or duplicate
data with the newly created or modified data unit. A threshold limit for an edit
distance may be pre-defined for making a comparison between CTPH key of

the new or modified data unit with various group CTPH keys. In an example,
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a threshold limit may represent a minimum number of common elements (for
example, character strings) between CTPH key of the new or modified data
unit and a group CTPH key, for a group representing the group CTPH to be
identified as a likely candidate that may have common or duplicate data with
the newly created or modified data unit. For instance, if the threshold limit is
defined as 3, then there should be at least three common elements between
CTPH key of the new or modified data unit and a group CTPH key, for a
group representing the group CTPH to be identified as a likely candidate that
may have common or duplicate data with the newly created or modified data
unit. This is illustrated in FIG. 4, according to an example. FIG. 4 shows a
comparison between CTPH key 402 of a newly added file “File 5" with group
CTPH keys 404 and 406 of Group 1 and Group 2. Upon comparison, it is
determined that edit distance between CTPH key of “File 5" and group
CTPH key of Group 1 is 4 (i.e. no elements match between the two CTPH
keys). On the other hand, edit distance between CTPH key of “File 5” and
group CTPH key of Group 2 is 1 (i.e. 3 elements match between the two
CTPH keys). Upon comparison of the edit distances, a determination may be
made that Group 2 is most likely to have common or duplicate data with “File
5”.

[0028]In an example, the threshold limit may be a value that represents a
percentage of common characters between strings of CTPH keys under
comparison. In such case, if edit distance between CTPH key of a new (or
modified data unit) and a group CTPH key is more than a pre-defined
percentage, data deduplication module 106 may identify the group. In the
event, if edit distance between CTPH key of a new (or modified data unit)
and a group CTPH key is less than a pre-defined percentage, data
deduplication module may disregard the group. In like manner, data
deduplication module 106 may compare the CTPH key of the newly added
or modified data unit with all group CTPH keys to identify a group with a
group CTPH key that has an edit distance within a pre-defined threshold limit

from the CTPH key of the new or modified data unit. In an instance, data
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deduplication module 106 may perform this comparison by obtaining data for

group CTPH keys from metadata repository (for example, 104).

[0029]Once a group of data units having group CTPH key that has an edit
distance within a pre-defined threshold limit from the CTPH key of the new
or modified data unit is identified, data deduplication module may use the
identified group to identify a duplicate of the newly added or modified data
unit. In an example, a duplicate data unit of the newly added or modified
data unit may be identified by comparing the CTPH key of the newly added
or modified data unit with the CTPH key of each data unit within the
identified group to identify a data unit with a CTPH key having an edit
distance within a pre-defined threshold limit from the CTPH key of the added
or modified data unit. In other words, individual CTPH keys of the data units
with an indentified group(s) may be compared with the CTPH key of a newly
added or modified data unit to identify a data unit with a CTPH key having an
edit distance within a pre-defined threshold limit from the CTPH key of the
added or modified data unit. Such comparison leads to identification of data
unit(s) that is/are most likely to have common or duplicate data with the
newly created or modified data unit. A threshold limit for an edit distance
may be pre-defined for making a comparison between CTPH key of the new
or modified data unit with CTPH keys of various data units within an
identified group. In an example, a threshold limit may represent a minimum
number of common elements (for example, character strings) between
CTPH key of the new or modified data unit and a data unit CTPH key, for a
data unit representing the data unit CTPH to be identified as a likely
candidate that may have common or duplicate data with the newly created
or modified data unit. For instance, if the threshold limit is defined as 3, then
there should be at least three common elements between CTPH key of the
new or modified data unit and a data unit CTPH key, for a data unit
representing the data unit CTPH to be identified as a likely candidate that
may have common or duplicate data with the newly created or modified data

unit.
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[0030]In an example, the threshold limit may be a value that represents a
percentage of common characters between strings of CTPH keys under
comparison. In such case, if edit distance between CTPH key of a new (or
modified data unit) and a data unit CTPH key is more than a pre-defined
percentage, data deduplication module 106 may identify the data unit. In the
event, if edit distance between CTPH key of a new (or modified data unit)
and a data unit CTPH key is less than a pre-defined percentage, data
deduplication module 106 may disregard the data unit. In like manner, data
deduplication module 106 may compare the CTPH key of the newly added
or modified data unit with all data unit CTPH keys (within an identified
group(s)) to identify a data unit with a data unit CTPH key that has an edit
distance within a pre-defined threshold limit from the CTPH key of the new
or modified data unit. In an instance, data deduplication module 106 may
perform this comparison by obtaining data for data unit CTPH keys from

metadata repository (for example, 104).

[0031]Once a data unit having a data unit CTPH key that has an edit distance
within a pre-defined threshold limit from the CTPH key of the new or
modified data unit is identified, such data unit may be identified as duplicate
data unit of the newly added or modified data unit. In an example, prior to
such identification, data deduplication module 106 may compare individual
chunks of the newly added or modified data unit with individual chunks of the
identified data unit to identify common data elements. Such comparison may
further corroborate that an identified data unit(s) is a duplicate of the newly

added or modified data unit.

[0032] Once a duplicate data unit(s) of a newly added or modified data unit is
identified, the duplicate data unit may be deleted by the data deduplication
module 106. In an example, a user may be given an option to delete a
duplicate data unit. In an instance, a duplicate data unit may be replaced

with a pointer to the added or modified data unit.
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[0033]FIG. 5 is a flowchart of an example method for data deduplication. The
method 500, which is described below, may at least partially be executed on
a computing device 100 of FIG. 1. However, other computing devices may
be used as well. At block 502, a Context Triggered Piecewise Hash (CTPH)
key may be generated for each data unit stored in a data storage device. At
block 504, data units stored in the data storage device may be organized
into a plurality of groups, wherein data units with same edit distance
between respective CTPH keys of the data units are grouped together. At
block 506, a group CTPH key may be generated for each of the plurality of
groups of data units, wherein CTPH keys of data units within a group are
used to generate the group CTPH key for the group. At block 508, upon
addition or modification of a data unit in the data storage device, a CTPH
key may be generated for the added or modified data unit. At block 510, the
CTPH key of the added or modified data unit may be compared with the
group CTPH key of each of the plurality of groups of data units to identify a
group with a group CTPH key having an edit distance within a pre-defined
threshold limit from the CTPH key of the added or modified data unit. At
block 510, the identified group may be used to identify a duplicate of the
added or modified data unit.

[0034]FIG. 6 is a block diagram of an example system 600 for data
deduplication. System 600 includes a processor 602 and a machine-
readable storage medium 604 communicatively coupled through a system
bus. In an example, system 600 may be analogous to computing device 100
of FIG. 1. Processor 602 may be any type of Central Processing Unit (CPU),
microprocessor, or processing logic that interprets and executes machine-
readable instructions stored in machine-readable storage medium 604.
Machine-readable storage medium 604 may be a random access memory
(RAM) or another type of dynamic storage device that may store information
and machine-readable instructions that may be executed by processor 602.
For example, machine-readable storage medium 604 may be Synchronous
DRAM (SDRAM), Double Data Rate (DDR), Rambus DRAM (RDRAM),
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Rambus RAM, etc. or a storage memory media such as a floppy disk, a hard
disk, a CD-ROM, a DVD, a pen drive, and the like. In an example, machine-
readable storage medium 604 may be a non-transitory machine-readable
medium. Machine-readable storage medium 604 may store instructions 606,
608, and 610. In an example, instructions 606 may be executed by
processor 602 to generate, upon addition or modification of a data unit in a
data storage device, a Context Triggered Piecewise Hash (CTPH) key for an
added or modified data unit. Instructions 608 may be executed by processor
602 to compare the CTPH key of the added or modified data unit with a
group CTPH key for each of a plurality of groups of data units stored in the
data storage device to identify a group whose group CTPH key is within a
pre-defined edit distance from the CTPH key of the added or modified data
unit. Instructions 610 may be executed by processor 602 to identify a

duplicate of the added or modified data unit within the identified group.

[0035]In an example, instructions to compare the CTPH key of the added or
modified data unit with a group CTPH key for each of the plurality of groups
of data units includes instructions to send a single input/output (1/0O) request
to the metadata repository. In an example, instructions to identify the
duplicate of the added or modified data unit within the identified group
comprises instructions to compare the CTPH key of the added or modified
data unit with a CTPH key of each data unit within the identified group to
identify a data unit whose CTPH key is within a pre-defined edit distance
from the CTPH key of the added or modified data unit.

[0036] For the purpose of simplicity of explanation, the example method of FIG.
5 is shown as executing serially, however it is to be understood and
appreciated that the present and other examples are not limited by the
illustrated order. The example systems of FIGS. 1 and 6, and method of FIG.
5 may be implemented in the form of a computer program product including
computer-executable instructions, such as program code, which may be run

on any suitable computing device in conjunction with a suitable operating
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system (for example, Microsoft Windows, Linux, UNIX, and the like).
Embodiments within the scope of the present solution may also include
program products comprising non-transitory computer-readable media for
carrying or having computer-executable instructions or data structures
stored thereon. Such computer-readable media can be any available media
that can be accessed by a general purpose or special purpose computer. By
way of example, such computer-readable media can comprise RAM, ROM,
EPROM, EEPROM, CD-ROM, magnetic disk storage or other storage
devices, or any other medium which can be used to carry or store desired
program code in the form of computer-executable instructions and which can
be accessed by a general purpose or special purpose computer. The
computer readable instructions can also be accessed from memory and

executed by a processor.

[0037]1t should be noted that the above-described examples of the present
solution is for the purpose of illustration only. Although the solution has been
described in conjunction with a specific embodiment thereof, numerous
modifications may be possible without materially departing from the
teachings and advantages of the subject matter described herein. Other
substitutions, modifications and changes may be made without departing
from the spirit of the present solution. All of the features disclosed in this
specification (including any accompanying claims, abstract and drawings),
and/or all of the steps of any method or process so disclosed, may be
combined in any combination, except combinations where at least some of

such features and/or steps are mutually exclusive.
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Claims:

1. A method of data deduplication, comprising:

generating a Context Triggered Piecewise Hash (CTPH) key for each
data unit stored in a data storage device;

organizing data units stored in the data storage device into a plurality of
groups, wherein data units with same edit distance between respective CTPH
keys of the data units are grouped together;

generating a group CTPH key for each of the plurality of groups of data
units, wherein CTPH keys of data units within a group are used to generate the
group CTPH key for the group;

generating, upon addition or modification of a data unit in the data
storage device, a CTPH key for the added or modified data unit;

comparing the CTPH key of the added or modified data unit with the
group CTPH key of each of the plurality of groups of data units to identify a
group with a group CTPH key having an edit distance within a pre-defined
threshold limit from the CTPH key of the added or modified data unit; and

using the identified group to identify a duplicate of the added or modified

data unit.

2. The method of claim 1, wherein identifying the duplicate of the added

or modified data unit, comprises:

comparing the CTPH key of the added or modified data unit with the
CTPH key of each data unit within the identified group to identify a data unit with
a CTPH key having an edit distance within a pre-defined threshold limit from the
CTPH key of the added or modified data unit.

3. The method of claim 2, further comprising comparing a chunk of the
added or modified data unit with a chunk of the identified data unit to identify

common data elements.
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4. The method of claim 1, further comprising replacing the duplicate of

the added or modified data unit with a pointer to the added or modified data unit.

5. The method of claim 1, further comprising storing the Context
Triggered Piecewise Hash (CTPH) key for each data unit and the Context
Triggered Piecewise Hash (CTPH) key for each of the plurality of groups.

6. The method of claim 5, wherein the Context Triggered Piecewise Hash
(CTPH) key for each data unit and the Context Triggered Piecewise Hash
(CTPH) key for each of the plurality of groups is stored as file metadata.

7. The method of claim 5, wherein the Context Triggered Piecewise Hash
(CTPH) key for each data unit and the Context Triggered Piecewise Hash
(CTPH) key for each of the plurality of groups is stored as storage controller

metadata.

8. A system for data deduplication, comprising:

a data storage device, wherein data units stored in the data storage
device are organized into a plurality of groups, wherein data units with same
edit distance between Context Triggered Piecewise Hash (CTPH) keys of the

data units are grouped together;

a metadata repository to store a group CTPH key for each of the plurality
of groups of data units in the data storage device, wherein the group CTPH key
for a group of data units is generated from CTPH keys of data units within the

group; and

a data deduplication module to:

generate, upon addition or modification of a data unit in the data storage

device, a CTPH key for an added or modified data unit;
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compare the CTPH key of the added or modified data unit with the group
CTPH key for each of the plurality of groups of data units to identify a group with
a group CTPH key having an edit distance within a pre-defined threshold limit
from the CTPH key of the added or modified data unit; and

identify a duplicate of the added or modified data unit within the identified

group.

9. The system of claim 8, wherein:

the metadata repository further to store a CTPH key for each data unit
present in the identified group; and
the data deduplication to use the CTPH key for each data unit present in

the identified group to identify the duplicate of the data unit within the identified
group.

10. The system of claim 8, wherein the metadata repository further to

store a CTPH key for each data unit stored in the data storage device.

11. The system of claim 8, wherein the data storage device is a shared

storage device.

12. A non-transitory machine-readable storage medium comprising
instructions for data deduplication, the instructions executable by a processor

to:

generate, upon addition or modification of a data unit in a data storage
device, a Context Triggered Piecewise Hash (CTPH) key for an added or

modified data unit;

compare the CTPH key of the added or modified data unit with a group
CTPH key for each of a plurality of groups of data units stored in the data
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storage device to identify a group whose group CTPH key is within a pre-
defined edit distance from the CTPH key of the added or modified data unit; and

identify a duplicate of the added or modified data unit within the identified
group.

13. The storage medium of claim 12, wherein the CTPH key for each of

the plurality of groups of data units is stored in a metadata repository.

14. The storage medium of claim 13, wherein instructions to compare the
CTPH key of the added or modified data unit with a group CTPH key for each of
the plurality of groups of data units includes instructions to send a single

input/output (1/0) request to the metadata repository.

15. The storage medium of claim 13, wherein the instructions to identify
the duplicate of the added or modified data unit within the identified group
comprises instructions to compare the CTPH key of the added or modified data
unit with a CTPH key of each data unit within the identified group to identify a
data unit whose CTPH key is within a pre-defined edit distance from the CTPH
key of the added or modified data unit.



PCT/US2015/015867

WO 2016/105585

1/6

001 1 'Bid

POT

A2IAG0 DNILNGIWOD

AHOLISOdaY A1NAOK
VIV YLIIW NOILYOTdNa-3Q vivda

A2IAA0 ADVHOLS ViIVJ

901



PCT/US2015/015867

WO 2016/105585

2/6

Z 'bid

017 L6083 A
QeRTO09PH97ES0LUSIPOPLOLO0UPETPIL

8oL

90—

PO

PunyD

4 SIGH3 h

| Z6RIZTSEBPIPOT0LOSOOOETTZOPPYSTOVST
Uy

4 y18 A

_ 7O0Z8OEI80IOPTEYIEEIPOYIDYYSDTO0GR)
2Ny

4 BE LI00VDP6 A

_ OTSR/JGIS9DLPRPARSSTRADETHOBITO

THUNYD

Z0¢

/

LOURPTLSTIBRELL w

/
\
HdLD PRIRPIOSUOD XNS




PCT/US2015/015867

WO 2016/105585

0zg e @m . g81¢
4 0307525 I 4 Q97£01) ™
pe/io7eq m@mﬁmmmmmmmmmmwm £PUNAEJBEXE - PUnLD Qm%mqmmv”wummmmwWmmmmmmmwmm%mummmxg” Py
p5/ep i
700 [yRYT /6T CRRGPRYS [G/P06SYXG | OURYD 46D/ 1RG0 mmmmmmm%mewmmmw%mumwmmnxo” oRuRy;
4y01Ea4T { :
SOCT1 20400 G0RIZYT mmmmwmm WTHSTING | 2unD 6L£25/40 T996p8Pe %m%%%@m%%ﬁmwﬁmé e ity
3(08/000 1690/
CHR0RGHE 37SSTOEG 7271010 GH0SPEYEXE | TR £O/G4T/4 $OP/0PZE BOC9REAT GTRTAPGIXD - paUnYD
/« BPOG/ 175/ GO090 85370 0 Hd 1D b9y \\ ,/« GOei7 £4eR) 76729 PEYRY | HdLD 73t
OTE < -
ZLE - ot
4 pERQITIG N 4 6008052 N
© mmmaﬁvvmmmmeUMQMWMmmmmw%ummﬂommxg F PUNYD Qmmﬁmmmm%yﬁmmmmwmmemmwmmmmmmmmxc - PAURYD
o Ha000T
PE/ /678G @mmmmmmmmmmNmmMm £PGOGIEEXG © Duny) 46D/ TPA0 BSRDEDR) BEGTAGZD J/OZIARDXG + DIUNYD
£08/9p {14se6qt
mﬁuml\sqx\%mmommm@ [epZi6] mwmmmmwmwmme@@WWXO » Uy 6££99/44 Mwmmwmmwmmmwmwww®UMm¢mwmxo” unyD
QU003 PO0AITOT 9BELICA0 WTLYYTTXD © THINYD E8LGYTLG pORLAPTE B0298ERT QTDTAPAIXD & DIUNLT
/f Yool PPAS/ CILEL GoU00 « HdlD £3i4 J /f 604 COBRL 76739 PEHRG « HdLD Tolid
P1g 01¢

4}

PPOSL €44E4 92090 HALD zdnoun cqeej 26109 PEYPSY (HdLD TdnoJD

£43 T4l



WO 2016/105585

4/6

404

[ Groupt CTPH: b843d 6¢192 faab3 ]

::\
763

PCT/US2015/015867

406

| Group CTPH: csbeb 73713 7564d |

//f'/; File CTPH : c6beb 73713 756dd flee ﬂ;\\
Chunkl : Ox116471cc De5f73a6 262830ch ¢809ffhe

. 4e750
Chunk3 : 003actth 7 a1d9

hfifBead

3
0
. _ﬁdd._
Chunkd : Oxa70152¢f bbh%ebe G bach875e 744

//f; Filet CTPH : 58430 60192 faghd efdf09 chbeh 7373 756dd fead
Chunkt : Oxfbel1d b 18aa6c08 3240764 b71f
769021 15b31cdb
Chunk2 : Ox2fddelcd 7a7c’8fc 2dB84%eei bb76 Chunk? : 0x48904757 64845da3 19724247 Gefb02af
1b93eb12 42750303
Chunk3 : OxdeSfZe7f d25e163a fad3e85a Ohd17d%h Chunk3 : 0x3ac90bd7 a1d92015 f6a8hdet ba2977ad
100db4b3 ddad2dcd
Chunkd : (xda3%a3ee Sebbdnhld 3255bfef 95601880 Chunkd : Oxa701524f dbh9eel bachB75¢ 74416ebha
\ afdBn709 Y \ bfif8ead J
7 Filer TP beA3d 60192 faahd 2elb ) £ Filed CTPH : bIC38 cBbeh 7373 75600 )
Chunkd Dxfbdbldlb 18aa6c08 324b7¢54 b7156763 Chunky @ 0x949d504b d106f282 b3b1632¢ 94650853
59001 coe7elas
Churk? : OxJfddetcs 73/178fc edf49eel bb752739 Chunk? : (x116471cc 0e5f73a6 262f90ch c80Gfhe
1b83ebl2 15h31c4b
Chunk3 : DxdeSf2c7 d252103a fad3e85a Ohd 1749 Chuni 1 (xd6904757 64845da3 18724347 Gefbd2af
1800h4b3 _ 4e750303
Chunk4 : 0x7dde2fh2 9388ae7f f2773cfa 42647130 Chunkd @ 0x32c90bd7 21492015 foagbded ha2877ad
&\\:::_ 0720 jji»//j \\\ii:» ddad2dcd y
S 4
Y §
3
i d 402
b i
Fils CTPH - Sceed cBih 73783 75646
hunkl : 0xb30¢20a5 9179543 684edcee dB16056e
47 d 8 5
Chunk?2 0%49904757 £4845da3 19724247 Gefb02af

03
15 foa8hdet Ha2977ad

16ebe

Fig.

4



PCT/US2015/015867

WO 2016/105585

5/6

G "Bid

005 /
LIND

VIV3 Q3EIA0KW 40 G340V 3HL 40 3IV0TINdNa v AZLLNIGT OL 400D d314TIN3AT IHE 350

e £ 1 G

3

ANIN VIVG GIIEIG0W "0 G300V 3HL 40 AN Hdlo

AHL WO LTWI QMOHSTYHL dENIL430-3dd V NIHLIM JONVLISIA LIAd NV DNIAVH AGX HdLD
dNOYUD ¥V HLIM dN0dHS V¥ AJIINIAL 0L SLING YVIVE 0 S4N0HD 40 ALTTVENd 3HL 40 HOV3 40
A HALD 4N0CHD FHL HLUIA LING vivd G314IT0W ¥O G300V 3HL 40 A HdLD JHL 34Ydh00

015

t

LINN YAV QII4IG0W 80 Q30AY 3HL ¥04 AD HdLD v "301A30
FOVAUOLS VAVG FHL NT LIND VAVQ ¥ 40 NOLLYDIZIQOW ¥0 NOLLIGGY NOdN SL9d3nNaD

80&

&

dNOYD FHL ¥4 A HdID
ANOYUD FHL JIVINID OL G380 Y 4N0YHD ¥ NIHLIM SLIND VIV 40 SADY Hd 1D NIZYMIHM
‘SLINM VIVQ 4O SdN0YD 40 ALTTVENTd 3HL 30 HOVI ¥04 AN HdLD dNOMD v 3LvdINID

8505

YFHLIDOL 34N0YD JdV SLINN YVIVQ
JHL 40 SAZN HALD FALLDES3Y NIIMEIE SONVISIA L1303 F3vS HIIM SLIND YIVO NIFEEHM
'SANOYD 40 ALTTUN TG ¥ OINT 3DIA3Q 3OVU0LS VAVG FHL NI QRI0LS SLINN YAVQ 3ZINVDHO

#05

4

, OIS0 IDVE0LES YIVO ¥ NI
GOLS LINN YAVA HOVE ¥O4 A (Hd1D) HSVH 3STMIDTId NUIODRYL IXIINOD ¥V ZLRAINTD

205




PCT/US2015/015867

WO 2016/105585

6/6

09 009 g ,@mm

WALSAS U LNdWOD

WNIOEW dDYH0LS F18VAVEY - INIHDVNK

dNOYD G3LHIINIAE 3HL
NIHLIM LING YIVO G3EIA0W ¥0 G300V ZHL 30 2IWO0TNdNA ¥ AJLINITL OL SNOILOMILSNI

LINN VIVQ CIIHICOW 40 G3CAV 3HL 40 A3 HdLD 3HL WOWd 30NVYLSIA 1103

C3NIEC-34d ¥ NIHLUIM ST AT HA LD JdNCHD 3Q0OHM dNOYED ¥ AJ4LINIAT OL 301A30 32vH0LS
VIV 3HL NI Q34045 SLIND VIV 40 5dN0YD 40 ALNVEN I ¥ 40 HOYE 404 A HALD 4N0HD
¥ HLIM LIND ViYQ Q3LI00K H0 G300Y SHL 40 AIX HdLD FHL F4vdidCD O SNOILONYLSNT

LING YIYA Q3141A0KW
O C3A0TY NY 04 ADA (HdID} HESVH 3SIMIDAId G3YID0TEL IXFINOD ¥V "3DIAI0 35VHOLS
YLVC ¥ NE LIND VAYO ¥ 40 NOLIYOTSIQOW 0 NOLLIKOY NOdN "3LvdaNID OL SNOLIDMYISNI

B

k4

HO55300Ud

/

— 019

209

909

/
209



INTERNATIONAL SEARCH REPORT International application No.
PCT/US2015/015867

A. CLASSIFICATION OF SUBJECT MATTER
GOGF 17/30(2006.01)i, GO6F 11/14(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOG6F 7/00; GOOF 11/14; GO6F 12/02; GO6F 12/16; GO6F 15/16; GO6F 17/30; GO6N 5/02

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: deduplication, context triggered piecewise hash, group, key, edit distance, add, modification,
and similar terms.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 2010-0005048 A1 (BODAPATI, CHANDRA et al.) 07 January 2010 1-15
See paragraphs [0005], [0024], [0026], [0030]1, [0050]-[0052], [0054], and
[0068]-[0074];
claim 1; and figures 2-3, 5, and 8.

A KORNBLUM, JESSE, "Identifying almost identical files using context 1-15
triggered piecewise hashing," Digital Investigation, Vol. 3, Supplement,
Proceedings of the 6th Annual Digital Forensic Research Workshop (DFRWS ~06),
Pages 91-97, September 2006
(http://www.sciencedirect.com/science/article/pii/S1742287606000764)

See pages 91-96 and figure 6.

A US 8,468,320 B1 (STRINGHAM, RUSSELL R.) 18 June 2013 1-15
See column 4, lines 1-26 and 38-61; column 5, line 51 — column 6, line 38;
column 12, line 46 - column 13, line 53;
claim 1; and figures 1 and 3.

A US 8,412,848 B2 (THERRIEN, DAVID G. et al.) 02 April 2013 1-15
See column 11, lines 4-57; column 13, lines 12-20; column 14, lines 20-35;
column 15, lines 4-47; column 15, line 65 — column 16, line 29;
claim 1; and figures 4-6.

AW . . . . N :
Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand

to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be

special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination

means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report

09 June 2015 (09.06.2015) 10 June 2015 (10.06.2015)
Name and mailing address of the [SA/KR Authorized officer
International Application Division
. Korean Intellectual Property Office :
N
189 Cheongsa-1o, Seo-gu, Dagjeon Metropolitan City, 302-701, NHO, Ji Myong

R Republic of Korea
Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-8528

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT International application No.

PCT/US2015/015867

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

US 8,732,133 B2 (ATTARDE, DEEPAK et al.) 20 May 2014
See column 11, line 29 — column 14, line 44; and figures 3-5.

1-15

Form PCT/ISA/210 (continuation of second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2015/015867

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2010-0005048 Al 07/01/2010 US 8838549 B2 16/09/2014

US 8468320 Bl 18/06/2013 None

US 8412848 B2 02/04/2013 EP 2256934 Al 01/12/2010
US 2010-0306412 Al 02/12/2010
US 2013-0290474 Al 31/10/2013
US 2014-0337299 Al 13/11/2014
US 8812738 B2 19/08/2014

US 8732133 B2 20/05/2014 US 2011-231362 Al 22/09/2011

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - wo-search-report
	Page 29 - wo-search-report
	Page 30 - wo-search-report

