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Related Applications

[0001] The instant application is related to and co-pending with U.S. Application No.
, entitled, “System and Method for Managing Created Location Contexts in a

Location Server,” filed , the entirety of which 1s incorporated herein by

reference.

Background

[0002] The location of a mobile, wireless or wired device is a useful and sometimes
necessary part of many services. A Location Information Server (“LIS”) may be
responsible for providing location information to such devices with an access network. The
LIS may utilize knoWledge of the access network and its physical topology to generate and

serve location information to devices.

[0003] | The LIS, in general terms, is a network node originally defined in the
National Emergency Number Association (“NENA”) i2 network architecture addressing a
solution for providing E-911 service for users of Voice over Internet Protocol (“VoIP”)
telephony.- In VoIP networks, the LIS is the node that determines the location of the VolP
terminal. Beyond the NENA architecture and VoIP, the LIS is a service provided by an
access network provider to supply location information to users of the network by utilizing
knowledge of network topology and employing a range of location determination
techniques to locate devices attached to the network. The precise methods used to
determine location are generally dependent on the type of access network and the
information that can be obtained from the devivce. For example, in a wired network, such as
Ethernet or DSL, a wiremap method is commonplace. In wiremap location determination,
the 10catibn of a device may be determined by finding which cables are used to send
packefs to the device. This involves tracing data through aggregation points in the network
(e.g., Ethernet switches, DSL access nodes) and finding the port for which packets are sent
to the device. This information is combined with data available to the LIS (generally

extracted from a database) to determine a final location of the device.
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[0004] In wireless networks, a range of technologies may be applied for location
determination, the most basic of which uses the location of the radio transmitter as an
approximation. The Internet Engineering Task Force (“IETF”) and other standards forums
have defined various architectures and protocols for acquiring location information from an
LIS. In such networks, an LIS may be automatically discovered and location information
retrieved using network specific protocols. Location information may be retrieved directly
or the LIS may generate temporary uniform resource identifiers (“URI”) utilized to provide
location indirectly (i.e., location URI). Geodetic, civic positions and location URIs for a
mobile device may be determined as a function of location information from the LIS. A
request for geodetic and/or civic locations may provide location information at the time the
location request is made. A location URI may generally be passed to another party which
can utilize it to retrieve the target device’s location at a later time, typically from the same
location server that provided the location URI. There is, however, a need in the art to
overcome the limitations of the prior art and provide a novel system and method for

managing created location contexts in a location server.

[0005] One embodiment of the present subject matter provides a method for creating
a location URI for determining the location of a target device. The method may comprise
receiving a location request for a target device and collecting location context information
for the target device including starting information, validating information and policy
information. The collected location context-information may be encrypted in an LIS and
then converted to a form compatible with URI syntax. A location URI may then be

constructed as a function of the converted information.

[0006] Another embodiment of the present subject matter may provide a method for
handling a location request for a target device using a location URI. The method may
comprise receiving a location request for a target device from a requesting entity, the target
device having a location context information represented by a location URI and including
starting information, initial validating information and policy information. The form of the

location URI may be verified by an LIS, the form including at least an encrypted context
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string. The encrypted context string may be extracted and decrypted by the LIS and it may
be determined if the location request can continue as a function of the policy information. -
An estimated location of the target device may then be determined as a function of the
starting information and additional validating information collected. This additional
validating information may be correlated with the initial validating information, and the

estimated location of the target device provided to the requesting entity.

[0007] A further embodiment of the present subject matter provides an LIS
comprising circuitry for receiving a location request for a target device, circuitry for
collecting location context infbrmation for the target device including starting information,
validating information and policy information. The LIS may also include circuitry for
encrypting the collected location context information, and circuitry for conVerting the
encrypted location context information to a form compatible with URI syntax. The LIS
may include circuitry for constructing a location URI as a function of the converted

information.

[0008] One embodiment of the present subject matter provides an LIS .comprising
circuitry for receiving a location request for a target device, the target device having a
location context information represented by a location URI and including starting
information, initial Validating information and policy information. The LIS may include
circuitry for verifying the form of the location URI, the form including at least an encrypted
context string, circuitry for extracting and decrypting the encrypted context string, and
circuitry for determining if the location request can continue as a function of the policy
information. Further, the LIS may include circuitry for determining an estimated location
of the target device as a function of the starting information, circuitry for collecting
additional validating information, and circuitry for correlating the additional validating
information with the initial validating information. The LIS may also include circuitry for

providing the estimated location of the target device to the requesting entity.
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[0009] These embodiments and many other objects and advantages thereof will be
readily apparent to one skilled in the art to which the invention pertains from a perusal of
the claims, the appended drawings, and the following detailed description of the

embodiments.

Brief Description of the Drawings

[0010] Various aspects of the present disclosure will be or become apparent to one
with skill in the art by reference to the following detailed description when considered in

connection with the accompanying exemplary non-limiting embodiments.

[0011] Figures 1A-1C are diagrams of Internet location services models.
[0012] Figure 2 is a diagram of an exemplary access network model.
[0013] Figure 3 is a diagram of a location server according to one embodiment of the

present subject matter.

[0014] Figure 4 is an algorithm according to an embodiment of the present subject
matter.
[0015] Figure 5 is an algorithm according to another embodiment of the present

subject matter.

Detailed Description

[0016] With reference to the figures where like elements have been given like
numerical designations to facilitate an understanding of the present subject matter, the
various embodiments of a system and method for managing created location contexts in a

location server are herein described.

[0017] As generally discussed above, the Location Information Server (“LIS”) is a

network server that provides devices with information about their location. The phrases
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and respective acronyms of Location Information Server (“LIS”) and Location Server
(“LS”) are used interchangeably throughout this document and such should not limit the
scope of the claims appended herewith. Devices that require location information are able
to request their location from the LIS. In the architectures developed by the IETF, NENA
and other standards forums, the LIS may be made available in an exemplary IP access
network connecting one or more target devices to the Internet. In other modes of operation,
the LIS may also provide location information to other requesters relating to a target device.
To determine location information for a target device, anb exemplary LIS may utilize a range
of methods. The LIS may use knowledge of network topology, private interfaces to
networking devices like routers, switches and base stations, and location determination
algorithms. Exemplary algorithms may include known algorithms to determine the location
ofa nﬁobile device as a function of satellite information, satellite assistance data, various
downlink or uplink algorithms such as, but not limited to, time difference of arrival
(“TDOA”), time of arrival (“TOA”), angle of arrival (“AOA”), round trip delay (“RTD”),
signal strength, advanced forward link ﬁilateration (“AFLT”), enhanced observed time
difference (“EOTD”), observed time difference of arrival (“OTDOA”), uplink-TOA and
uplink-TDOA, enhanced cell/sector and cell-ID, etc., and hybrid combinations thereof.

[0018] A location server according to an embodiment of the present subject matter
may utilize a range of inputs to determine location information for the target device. For
example, from a request made of the location server, the location server may determine one
or more parameters, e.g., Internet Protocol (“IP”) and Media Access Control (“MAC”)
addresses, that uniquely identify the target mobile device. This identification information
may be used as an input to an exemplary measurement collection process that produces
further information in the form of measurements or measurement results. Measurement
information may also be data already known to the location server, additional parameters
that identify the target mobile device in other ways, and/or parameters relating to the
network attachment of the target mobile device. Non-limiting examples include the MAC

address of the device, the identity of network nodes from which network traffic to and from
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the device transits (including any physical connections involved), the location of network
intermediaries (e.g., wiring maps), radio timing, signal strength measurements and other
terrestrial radio frequency information, and network configuration parameters, to name a

few.

[0019] Protocols such as Flexible LIS-ALE Protocol (“FLAP”) are being developed
in the Alliance for Telecommunications Industry Solutions (“ATIS”) forum to provide a
formal definition of location-related measurements for different types of access networks.
FLAP generally facilitates transfer of values of location measurement parameters from a
network to the LIS to enable the latter to compute the location of an IP end-device. The
LIS may interact with an Access Location Entity (“ALE”) residing in an access network to
retrieve location measurements. Location information may be retrieved directly or the LIS
may generate temporary uniform resource identifiers (“URI”) utilized to provide location
indirectly (i.e., location URI). Geodetic, civic positions and location URIs for a mobile
device may be determined as a function of location information from the LIS. A request for
geodetic and/or civic locations may provide location information at the time the location
reque‘st is made. A location URI may be passed to another party which can utilize it to
retrieve the target device’s location at a later time, typically from the same location server

that provided the location URI.

[0020] There are many models in which an LIS may be utilized. For example,
Figures 1A-1C provide three examples of Internet location services models for an LIS.
With reference to Figure 1A, a location by value model is provided in which a target device
110 may obtain a location from a location server 120 in a respective access network or
domain 112. The device 110 may then convey its location to a location based service 130
in the service domain 132 using an appropriate application protocol. With reference to
Figure 1B, a location by reference model is provided in which a mobile device 110 may
obtain a reference from the location server 120 in the respective access network or domain
112. The device 110 may convey the reference to the location based service 130 in the

service domain using an appropriate application protocol. The service 130 may then query
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the location server 120 direct for location values for the device 110. Generally the protocol
utilized for communication between the device 110 and location server 120 is HTTP
Enabled Location Delivery (“HELD”) and the protocol utilized for communication between
the location server 120 and the service 130 is HELD. The protocol utilized for
communication between the device 110 and the service 130 is application protocol

dependent.

[0021] With reference to Figure 1C, an on-behalf-of (“OBO”) location model is
provided in which a trusted third party application or service 140 queries for the location of
a device 110. A client identity, which is understood by the location server 120, may be
used as a query parameter (e.g., IP or MAC address). If applicable, the third party 140 may
provide location information to external service entities 130. If the location was requested
and provided by reference, the external entity 130 may query back to the location server
120 for location value updates using the HELD protocol. The above described Internet
location services models illustrate how LIS clients may request and receive location
information from the LIS. The value of parameters derived from such a communications
network may be used by the device and may be used by the LIS to determine location. In
order to make use of these parameters, it is necessary for their values to be transferred form

the communication network elements to the LIS, which is one purpose of FLAP.

[0022] Figure 2 is a diagram of an exemplary access network model. With reference
to Figure 2, an exemplary access network model 200 may include one or more LISs 202
connected to one or more access networks, 210-260. An access network refers to a network
that provides a connection between a device and the Internet. This may include the
physical infrastructure, cabling, radio transmitters, switching and routing nodes and servers.
The access network may also cover services required to enable IP communication including
servers that provide addressing and configuration information such as DHCP and DNS
servers. Examples of different types of access networks include, but are ﬁot limited to,
DSL 210, cable 220, WiFi, wired Ethernet 230, WiMAX 240, cellular packet services 250,

and 802.11 wireless 260, among others.
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[0023] Figure 3 is a diagram of a location server according to one embodiment of the
present subject matter, With reference to Figure 3, in some application domains, such as
emergency services, location servers should be available at all times. To ensure this, an
exemplary location server 300 may be implemented on multiple processing units, PU1,
PU2, PU3, PU4, any one of which may provide location information for a target device 305
from a first site 310, a second site 320 and/or additional sites (not shown). In one
embodiment, an exemplary location server 300 may provide high availability by having
more than one PU at a first site 310 and by having multiple PUs at the second site 320 for
copying or backup purposes in the event a site or PU fails. In a location URI context, one
embodiment of the présent subject matter may include a client system 330 that utilizes a
location URI passed by the target device 305 to acquire the location of the target device
305. Of coursé, these examples are only a few of the many possible configurations of
redundant PUs that could be employed utilizing embodiments of the present subject matter

and such examples are not intended to limit the scope of the claims appended herewith.

[0024] For a location URI to be utilizéd in providing a target device’s location, a
location context for the device should be established. In one embodiment, this location
context may comprise starting details, validating details, and policy details. Starting details
may be any information required to initiate a location determination for the target device,
e.g., IP address, MAC address, etc. Validating details may be any information used to
ensure the starting details still apply to the same target device. Validating details are
generally needed because some of the starting details may become invalid, and over time,
may refer to a different device. Some level of confidence may generally be required to
ensure that the starting details continue to refer to the same target device. Exemplary
validating details in an enterprise network may be, but are not limited to, the MAC address
of the target device, assuming this information is available to the location server. Policy
details may be any information indicating whether a location is allowed to be provided,
including but not limited to, a location context expiry time (e.g., after this time, the location

context cannot be used), etc.
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[0025] Conventionally, location context information is shared among the processing
units within a location server using a back channel, such as a shared database, or using
inter-processing unit network communication. However, such prior art mechanisms may be
too complex to implement, may be fragile, and/or may have difficult to manage failure
modes such as race conditions. Furthermore, these deficiencies are magnified in
geographically redundant configurations. Embodiments of the present subject matter,
however, embed and utilize location context information directly in the location URI, thus

avoiding the back channel issues prevalent in the conventional art.

[0026] Figure 4 is an algorithm according to an embodiment of the present subject
matter. With reference to Figure 4, a method 400 for creating a location URI with
embedded target device location context information is provided. At step 410, a location
request may be received for a target device. An exemplary target device may be, but is not
limited to, a cellular device, text messaging device, computer, portable computer, vehicle
locating device, vehicle security device, communication device, or wireless transceiver.
The location request may be in a geodetic location form, a civic location form or a location
URI form. In one embodiment, the target device may request that its location be returned
as a location URI from an exemplary location server, such as, but not limited to, an LIS.
The LIS may, as discussed above, comprise one or more processing units at one or more
processing sites. The location server may then collect the location context information,
e.g., starting, validating and policy details, at step 420 and, in one embodiment, may include
some of the steps required to provide a geodetic or civic location, e.g., determining the
target device’s MAC address or IP address. The starting details may include information
for initiating a location determination for the target device, the validating details may
include information éorrelating the starting details with the target device, and the policy
details may include indicating whether a location of the target device may be provided to a

requesting entity.

[0027] At step 430, the information in the location context may then be encrypted.

This encryption may be conducted utilizing a method and encryption key known to any one

10
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or all processing units in the location server. At step 440, the encrypted context may then
be converted to a form compatible with the syntax of URIs, e.g., hexadecimal string, etc. In
certain embodiments, it may be necessary to compress the location context before the
encryption process to keep a resulting location URI at a reasonable length. At step 450, the
location URI may be constructed and may include the host address of the location server,
other URI details (e.g., addressing information within the host based on protocol, routing
and network details, etc.), and the encrypted context string. The location URI may also
include a uniform resource name (“URN™), a uniform resource location (“URL”), and

combinations thereof. For example, a non-limiting constructed URI may take the form of:

https://lis.example.com/somepath?c=encrypted-context-string

It should be noted that the lis.example.com above may represent a host name resolving to
any one or combination of processing units in an exemplary location server. It may also be
implemented utilizing a variety of mechanisms, including, but not limited to, directly using
DNS, using a global server load balancing device, etc. In another embodiment, at step 452,
an estimated location of the target device may be determined as a function of the
constructed location URI, and the constructed location URI provided to a requesting entity.
Of course, this requesting entity may be the target device or a third party such as a location
client system. It should be noted that since the location URI also contains the location
context information, no back channel between location server processing units is required.
Any number of the steps described above and shown in Figure 4 may be implemented in the

location servers (e.g., LISs) depicted in Figures 1-3.

[0028] Figure 5 is an algorithm according to another embodiment of the present
subject matter. With reference to Figure 5, a method 500 for handling a location client
request using a location URI containing embedded context is provided. At step 510, a
location request may be received at a location server for a target device. In one
embodiment, a location client may request the location server provide the civic or geodetic

location of the target device having a context is represented by the location URI. This

11
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location URI may include starting details, validating details, and policy details and may also
include a URN, URL, and combinations thereof. Exemplary starting details may be
information for initiating a location determination for the target device, exemplary
validating details may be information correlating the starting information with the target
device, and exemplary policy details may be information indicating whether a location of
the target device may be provided to the requesting entity. An exemplary target device may
be, but is not limited to, a cellular device, text messaging device, computer, portable
computer, vehicle locating device, vehicle security device, communication device, or
wireless transceiver. The location request may be in a geodetic location form, a civic
location form or a location URI form. In one embodiment, the target device may request
that its location be returned as a location URI from an exemplary location server, such as,
but not limited to, an LIS. The LIS may, as discussed above, comprise one or more
processing units at one or more processing sites. At step 520, the form of the location URI
may be verified by the location server, and this form may include an encrypted context
string, a host address of the location server and/or addressing information based on

protocol, routing, and network details.

[0029] At step 530, the location server may then extract and decrypt the encrypted
context string. In one embodiment, the context string may be decrypted using shared
knowledge among any number or combination of location server processing units that
identify the necessary encryption algorithm and keys. At step 540, it may be determined
whether the location request can continue as a function of the policy information. For
example, if the expiry time in the reconstructed location context has passed, then an error
may be returned to the location client and the process terminated. At step 550, given the
reconstructed location context information, the location server may determine an estimated
location of the target device as a function of the starting details. During this process, at step
560, additional validating details may also be collected. These additional validating details
may be correlated or checked for consistency with the validating details in the target

device’s location context at step 570. In the instance where this check fails or is

12
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inconsistent, then an error may be returned to the location client instead of a location. In
one embodiment, this consistency check may occur as information is collected, rather than
after a location is determined; further, additional information beyond that needed to
determine location may also be collected. At step 580, an estimated location of the target
device may be returned or provided to the requesting entity. Of course, this requesting
entity may be the target device or a location client system to enable the system to locate the
device. Any number of the steps described above and shown in Figure 5 may be

implemented in the location servers (e.g., LISs) depicted in Figures 1-3.

[0030] It is thus an aspect of embodiments of the present subject matter to provide a
system and method for creating and using location contexts embedded directly in a location
URI suitable for use by a highly available location server for implicitly created location

contexts.

[0031] As shown by the various configurations and embodiments illustrated in
Figures 1-5, a system and method for managing created location contexts in a location

server have been described.

[0032] While preferred embodiments of the present subject matter have been
described, it is to be understood that the embodiments described are illustrative only and
that the scope of the invention is to be defined solely by the appended claims when
accorded a full range of equivalence, many variations and modifications naturally occurring

to those of skill in the art from a perusal hereof.

13
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What we claim is:

1. A method for creating a location uniform resource identifier (“URI”) for

determining the location of a target device, comprising the steps of:
(a)  receiving a location request for a target device;

(b)  collecting location context information for the target device including starting

information, validating information and policy information;

(c)  encrypting the collected location context information in a location

information server (“LIS”);

(d)  converting the encrypted location context information to a form compatible

with URI syntax; and
(e)  constructing a location URI as a function of the converted information.

2. The method of Claim 1 further comprising the step of determining an

estimated location of the target device as a function of the constructed location URI.

3. The method of Claim 1 further comprising the step of providing the

constructed location URI to a requesting entity.

4. The method of Claim 3 wherein the requesting entity is the target device or a

location client.

5. The method of Claim 1 wherein the step of collecting location context
information includes determining the target device’s Media Access Control address or

Internet Protocol address.

6. The method of Claim 1 wherein the location URI includes a host address of
the LIS, an encrypted context string, and addressing information based on protocol, routing,

and network details.

14
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7. The method of Claim 1 wherein the location URI includes a uniform resource

name (“URN”), a uniform resource location (“URL”), and combinations thereof.

8. The method of Claim 1 wherein the LIS comprises one or more processing -

units at one or more processing sites.

9. The method of Claim 1 wherein the starting information includes information

for initiating a location determination for the target device.

10.  The method of Claim 1 wherein the validating information includes

information correlating the starting information with the target device.

11.  The method of Claim 1 wherein the policy information includes information

indicating whether a location of the target device may be provided to a requesting entity.

12. The method of Claim 1 wherein the location request is in a geodetic location

form, a civic location form or a location URI form.

13. The method of Claim 1 wherein the target device is selected from the group
consisting of: cellular device, text messaging device, computer, portable computer, vehicle

locating device, vehicle security device, communication device, and wireless transceiver.

15
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14. A location information server (“LIS”) comprising:
(a)  circuitry for receiving a location request for a target device;

(b)  circuitry for collecting location context information for the target device

including starting information, validating information and policy information;
(c)  circuitry for encrypting the collected location context information;

(d)  circuitry for converting the encrypted location context information to a form

‘compatible with uniform resource identifier (“URI”) syntax; and

(e)  circuitry for constructing a location URI as a function of the converted

mformation.

15.  The LIS of Claim 14 further comprising circuitry for verifying the form of the -

location URI, the form including at least an encrypted context string.

16.  The LIS of Claim 15 wherein the form of the location URI further includes a
host address of the LIS and addressing information based on protocol, routing, and network

details.

' 17.  The LIS of Claim 15 further comprising circuitry for extracting and
decrypting the encrypted context string.

18.  The LIS of Claim 14 further comprising circuitry for determining an
estimated location of the target device and for providing the estimated location of the target

device to a requesting entity.

19.  The LIS of Claim 18 wherein the requesting entity is the target device or a

location client.

20.  The LIS of Claim 14 further comprising one or more processing units at one

Or more processing sites.

16
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21.  The LIS of Claim 14 wherein the location URI includes a uniform resource

name (“URN”), a uniform resource location (“URL”) and combinations thereof,

22, The LIS of Claim 14 wherein the target device is selected from the group
consisting of: cellular device, text messaging device, computer, portable computer, vehicle

locating device, vehicle security device, communication device, and wireless transceiver.

23. A method for creating a location uniform resource identifier (“URI”) for

determining the location of a target device, comprising the steps of:
(a)  receiving a location request for a target device;

(b)  collecting location context information in a location server for the target

device including starting information, validating information and policy information;

(¢)  converting the location context information to a form compatible with URI

syntax; and

(d)  constructing a location URI as a function of the converted information.
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