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Description

A method for sending digital data over a number of channels

The invention refers to a method for sending digital data of
a number of channels. Furthermore, the invention refers to a
method for processing digital data sent by the method for
sending digital data. Moreover, the invention refers to a
method for transmitting digital data from a sender to a re-
ceiver as well as to a corresponding sender and receiver.
Moreover, the invention refers to a transmission system com-

prising a sender and a receiver.

When transmitting digital data from a sender to a receiver,
data losses may occur due to transmission errors. In order to
reconstruct the original data even in case of data losses,
so-called error correction techniques, e.g. forward error
correction, are used which encode the digital data to obtain
an error correction code in which redundancy is added to the
data.

Although error correction codes enable a reconstruction of
the original source information in case of data losses, those
codes do not provide cryptographic protection against attack-
ers listening to the data transmission. To provide such a
cryptographic protection, it is known from the prior art to
encrypt encoded symbol identifiers transmitted together with
corresponding repair symbols of the error correction code.

However, this encryption is not very strong.

It is an object of the invention to provide a method for
sending digital data over a number of channels enabling both
an error correction as well as a strong encryption of the
digital data being sent. Furthermore, it is an object of the
invention to provide a method to reconstruct source data from

the digital data sent by the method of the invention.
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This object is solved by the independent patent claims. Pre-
ferred embodiments of the invention are described in the de-

pendent claims.

The method of the invention provides a mechanism for sending
digital data over a number of channels, i.e. over at least
one channel. The term "channel" is to be interpreted broadly
and may refer to any continuous transmission path from a
sender to a receiver. I.e., a channel may also have different
channel portions being based on different transmission tech-
niques. In the method of the invention, a sender performs the

steps as described in the following.

The sender encodes source data having a first number of
source symbols, where the encoding is such that an error cor-
rection code is generated from the source data, the error
correction code comprising a second number of repair symbols
higher than the first number as well as identifiers where
each identifier is assigned to a corresponding repair symbol.
This error correction code adds redundancy to the source da-
ta. Any known technique for generating such an error correc-
tion code may be used in this step. Particularly, the error
correction code may be a FEC code (FEC = Forward Error Cor-
rection). In a preferred embodiment, fountain coding is used,

i.e. the error correction code is a fountain code.

After having generated the error correction code, the sender
encrypts each repair symbol of this code by an encryption
process which is based on a shared secret between the sender
and a receiver by which the encrypted repair symbols shall be
received, where the encryption process for a respective re-
pair symbol depends on the identifier assigned to the respec-
tive repair symbol. The term "shared secret" refers to a se-
cret value which shall only be known by the sender and the

receiver.

In a next step, the sender feeds pairs of the encrypted re-

pair symbols and the assigned identifiers to the number of
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channels. I.e., corresponding pairs, each comprising an en-
crypted repair symbol and the assigned identifier, are fed to

the number of channels.

The method of the invention has the advantage that a strong
encryption of the error correction code is provided by en-
crypting the repair symbols not only based on a shared se-
cret, but also in dependency of the corresponding identifi-

ers.

In a preferred embodiment of the invention, the source sym-
bols and the repair symbols each are bit sequences having the

same fixed bit length.

In another preferred variant of the invention, the encryption
process uses a pseudo-random function, i.e. a function of a
pseudo-random generator. The terms "pseudo-random function"
as well as "pseudo-random generator" are well-known for a
skilled person. The pseudo-random function is applied to the
repair symbols, where the pseudo-random function depends on
the shared secret and on the identifier of the repair symbol
to be encrypted. This embodiment provides an efficient reali-
zation of an encryption process depending on both the shared

secret and the identifier of the repair symbol.

In a preferred implementation of the above variant, the pseu-
do-random function generates an intermediate bit sequence
having the bit length of the repair symbol to be encrypted,
the encrypted repair symbol being the XOR combination of the
intermediate bit sequence with the repair symbol to be en-

crypted.

In another, particularly preferred embodiment, the number of
channels comprises several independent channels where the
pairs of the encrypted repair symbols and the assigned iden-
tifiers are fed to the independent channels such that each
independent channel receives at least one pair of the en-

crypted repair symbols and the assigned identifiers. The term
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“independent channels” means that an access to one channel
does not permit an access to any other independent channel.
The use of independent channels strongly enhances the securi-
ty of the data transmission as information from several chan-

nels is needed in order to reconstruct the whole data.

In a preferred variant of the above embodiment, the independ-
ent channels are channels of a multipath TCP protocol. This
kind of protocol is known from the prior art. However, the
independent channels may also be defined differently, e.g. by

different transmission technologies.

In a particularly preferred embodiment, the number of pairs
of the encrypted repair symbols and the assigned identifiers
in each independent channel is less than the first number re-
ferring to the number of source symbols. According to this
embodiment, source symbols cannot be reconstructed by repair
symbols in a single channel even in case that an attacker

succeeds to decrypt the repair symbols.

In another variant of the method according to the invention,
the encryption process further depends on the channel to
which the encrypted repair symbol is fed, resulting in an en-

hanced security against attacks.

The above described shared secret used for encryption may be
notified to the receiver before sending data based on the
method of the invention. However, in a preferred embodiment
of the invention, parallel to the feeding of the pairs of the
encrypted repair symbols and the assigned identifiers to the
number of channels, the shared secret is fed by the sender to
an additional channel being connected to the receiver and be-
ing independent of the channels of the number of channels.
Hence, the transmission of the shared secret needs not be
performed in a separate step but may be part of the method

for sending data according to the invention.
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Besides the above method for sending digital data, the inven-
tion also refers to a method for processing digital data be-
ing sent by the method of the invention or by one or more
preferred embodiments of the method according to the inven-
tion. To do so, a receiver performs the following steps:

- receiving the pairs of the encrypted repair symbols and
the assigned identifiers over the number of channels;

- decrypting each encrypted repair symbol by a decryption
process which is based on the shared secret between the
sender and the receiver, resulting in the error correc-
tion code, where the decryption process for a respective
encrypted repair symbol depends on the identifier as-
signed to the respective repair symbol;

- decoding the error correction code such that the source

data are restored.

In case that the method for sending digital data uses an en-
cryption process based on a pseudo-random function, the same
pseudo-random function is used in the above method for pro-
cessing digital data in order to decrypt the encrypted repair
symbols. Particularly, in case that the pseudo-random func-
tion generates an intermediate bit segquence, the decryption
will be such that a corresponding decrypted repair symbol is
the XOR combination of the intermediate bit sequence with the

encrypted repair symbol.

The invention also refers to a method for transmitting digi-
tal data from a sender to a receiver over a number of chan-
nels, where the sender performs a method for sending digital
data according to the invention or one or more preferred em-
bodiments thereof and where the receiver performs a method
for processing digital data according to the invention or one

or more preferred embodiments thereof.

Moreover, the invention refers to a sender for sending digi-
tal data, wherein the sender comprises means for performing
the method for sending digital data according to the inven-

tion or one or more preferred embodiments thereof.
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Furthermore, the invention refers to a receiver for pro-
cessing digital data wherein the receiver comprises means for
performing the method for processing digital data according
to the invention or one or more preferred embodiments there-
of.

Additionally, the invention refers to a transmission system

comprising the above sender as well as the above receiver.

In the following, an embodiment of the invention will be de-
scribed in detail with respect to the accompanying Fig. 1.
This figure is a schematic diagram illustrating the transmis-

sion of digital data based on a variant of the invention.

Fig. 1 shows a scenario where digital data are transmitted
between a sender A and a receiver B using three channels CHI,
CH2 and CH3. Additionally to those three channels, a further
channel CH' is used for transmitting a shared secret e, as

will be explained further on.

As mentioned above, the term "channel”™ is to be interpreted
broadly and refers to a continuous transmission path from
sender A to sender B where the path can have portions with
different transmission technologies. The channels CH1, CHZ,
CH3 and CH' are independent from each other. I.e., an attack-
er listening to one channel only receives information trans-

mitted in this channel and not from the other channels.

In one variant of the invention, the channels CH1, CH2 and
CH3 may refer to different UDP Internet streams or to differ-
ent channels of a multipath TCP protocol. Contrary to that,
the channel CH' may refer to an SMS channel. In another set-
ting, where only two channels are used between sender A and
receiver B, one channel may use an intermediate node, like a
proxy to which the communication is secured either from send-
er A or from receiver B. Thus, sender A can communicate with

a remote proxy over a secure channel portion which in turn
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communicates with receiver B over a non-secure channel por-
tion. For the other channel, the situation could be opposite.
In this channel, sender A communicates with a proxy known to
receiver B over a non-secure channel portion but this proxy
communicates with the receiver B over a secure tunnel. If the
two proxies are not too close, it is almost impossible for an

attacker to control both non-secure channels.

The embodiment shown in Fig. 1 results in a data transmission
providing an error correction as well as an efficient encryp-
tion for the data in the channels CH1 to CH3. The source data
to be transmitted from sender A to sender B are designated in
Fig. 1 by reference numeral SD. Those data are divided into k
source gsymbols SYi (i = 0, 1, .., k-1) where this dividing
step is performed by sender A. Each of the source symbols SYi
has a fixed and equal number of bits b, i.e. bk corresponds

to the total number of source bits of the source data SD.

According to Fig. 1, the sender performs at first an encoding
step COD which is based on a known error correction technique
in order to generate an error correction code EC from the
source data SD. This error correction code comprises n repair
symbols RSj (j = 0, 1, .., n-1) as well as so-called encoded
symbol identifiers IDj for each repair symbol. The repair
symbols have the same number of bits b as the source symbols.
However, the number of repair symbols is larger than the num-

ber of source symbols, i.e. n is a number larger than k.

In a preferred embodiment, the encoding step COD generates
well-known fountain codes. However, other types of error cor-
rection codes may be generated as well, provided that the en-
coding technique COD results in a code adding redundancy to
the original source data SD so that the source data can be
restored after transmission even if some information got lost

during transmission.

When generating a fountain code as an error correction code

EC, the respective repair symbols RSj are typically deter-
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mined by first computing, in dependence on the encoded symbol
identifier IDj, a degree d which is an integer in the range
between 1 and k. Secondly, given the computed degree, d
source symbols are selected from the source data. Those se-
lected source symbols are then XORed in order to produce a
repair symbol RSJj. An ideal fountain code can recover source

information from any k different repair symbols.

After having computed the error correction code EC, the send-
er A applies an encryption method CRY on the respective re-
pair symbols RSj. This encryption uses a pseudo-random func-
tion f(IDj, e) which generates b random bits in dependence on
the respective encoded symbol identifier IDj and in depend-
ence on the shared secret e between the sender A and the re-
ceiver B. Those random bits are XORed with the corresponding
repair symbol RSJ in order to obtain the encrypted repair
symbol RSj'.

The sender A and the sender B may have received the shared
secret e before the transmission of the source data SD. How-
ever, as shown in the embodiment of Fig. 1, the shared secret
e is transmitted between sender A and sender B over the chan-
nel CH' simultaneously to the data transmission over the
channels CH1 to CH3.

An essential feature of the invention resides in the fact
that the encryption CRY is not only based on the shared se-
cret e but also depends on the encoded symbol identifier IDj.
This improves the security of the data transmission because
the encryption process is different for different repair sym-
bols RS7.

The encryption CRY of Fig. 1 results in the encrypted repair
symbols RSJ' where the respective identifiers IDj of the non-
encrypted repair symbols RSj are assigned to the respective
encrypted repair symbol RSJj'. In a next step, respective
pairs [RS3j', IDj] of encrypted repair symbols and encoded

symbol identifiers are sent by the sender A over the channels
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CH1 to CH3, where each channel transmits a subset of those
pairs. The encoded symbol identifier IDJj needs to be trans-
mitted together with the encrypted repair symbol RSj' in or-
der to determine which repair symbols have been lost in case
that not all repair symbols are received by the receiver B.
This information is needed in order to reconstruct the source

symbols in case of data losses.

In the embodiment described herein, the number of pairs of
encrypted repair symbols and encoded symbol identifiers
transmitted over each of the channels CH1 to CH3 is always
less than the original number k of source symbols. This en-
sures that an attacker listening to one channel cannot recon-
struct any source symbols from this channel even in case that

he succeeds to decrypt the encrypted repair symbols RSJ'.

After having received the pairs [RSj', IDj] over channels CHI1
to CH3 as well as the shared secret e over channel CH', the
receiver B performs a decryption method DCR in order to de-
crypt the encrypted repair symbols RSJ'. This decryption uses
the same function f(IDj, e) as the encryption method. To ob-
tain the decrypted repair symbols RSj, the sequence of random
bits being the value of the function f(IDj, e) is XORed with
the regpective encrypted repair symbol RSJ', i.e. RSj= RS3j'
XOR f (IDj, e).

As a result of the decryption step DCR, the original error
correction code EC comprising the non-encrypted repair sym-
bols RSJ and the corresponding encoded symbol identifiers IDj
is obtained. Thereafter, the receiver performs a decoding DEC
being inverse to the encoding COD in order to reconstruct the
original source data SD with source symbols SYi. This decod-
ing enables the restoration of the source data even in case

that some of the repair symbols are lost.

In a modification of the embodiment of Fig. 1, the encryption
of the repair symbols additionally depends on the channel

over which the respective repair symbol is sent. This can be
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achieved by a pseudo-random function f which additionally de-
pends on the corresponding channel CHx (x = 1, 2, 3). I.e., a
pseudo-random function f(IDj, e, CHx) is used. There are sev-
eral options for the receiver B to correctly identify the
channels. For instance, the channels can identify themselves
to the receiver B (e.g. by static allocation, broadcast in-
formation, peer-to-peer data exchange, hashing, etc.). Alter-
natively, the receiver B is able to identify the channels.
E.g., the receiver may know that the first channel uses UDP
while the second one uses a mail channel and so on, or the
sender may have sent some tags on the data to identify the

channel.

When using a function depending on the channels, the sender A
computes RSj' = RSj XOR f(IDj, e, CHx) for the channel CHx
and sends the pair [RS]j', IDj] over the channel CHx. At the
receiver gside, repair symbols that are received through chan-
nel CHx are reverted by computing RSj = RSj' XOR f (IDj, e,
CHx) . After having reverted the repair symbols based on the
function f£(IDj, e, CHx), the standard error correction decod-
ing DEC described with respect to Fig. 1 can be used in order

to recover the source data SD.

In the following, an example of an encoding and encryption of
source symbols and the corresponding decoding and decryption
is described. In this example, a sender wishes to transmit

the following three source symbols to a receiver:

SYO = 00001010
SY1 = 10100000
SY2 = 10101010

The sender at first generates fountain codes in the form of

seven repair symbols RS1 to RS6 which read as follows:

RSO = SYO = 00001010
RS1 = SYI = 10100000
RS2 = SY2 = 10101010
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RS3 = SY0 XOR SY1 = 10101010
RS4 = SY0 XOR SY2 = 10100000
RS5 = SY1 XOR SY2 = 00001010
RS6 = SY0 XOR SY1 XOR SY2 = 00000000

An encoded symbol identifier IDj is associated with each re-
vy 6).
ID1 = 1,

pair symbol RSj (3 = 0, 1,
be chosen to be ID0 = 0,
ID5 = 5, ID6 = 6.

the identifiers may
ID3 = 3, ID4 = 4,

The sender also generates the shared secret

E.g.,
ID2 = 2,

e, e.g. by computing the random number e = 33 by a pseudo-
Based on the shared secret e and the encod-
the function f£(IDj, e)

random generator.
ed symbol identifiers IDj, generates
the following intermediate bit sequences for the respective

seven repair symbols RS0 to RS6:

£(ID0,e) = 00010101
f(IDl1,e) = 10111101
f(ID2,e) = 11011100
£(ID3,e) = 01000010
f(ID4,e) = 01010001
f(ID5,e) = 01001011
f(ID6,e) = 11010001

Based on those intermediate bit sequences,

putes the encrypted repair symbols RSj as follows:

the sender com-

RSO' = RS0 XOR f (IDO,e 00001010 XOR 00010101 00011111
RS1' = RS1 XOR f(ID1,e 10100000 XOR 10111101 00011101
RS2' = RS2 XOR f(IDZ,e 10101010 XOR 11011100 01110110
RS3' = RS3 XOR f (ID3,e 10101010 XOR 01000010 11101001
RS4' = RS4 XOR f(ID4,e 10100000 XOR 01010001 11110001
RSb' = RS5 XOR f (ID5,e 00001010 XOR 01001011 01000001
RS6' = RS6 XOR f (ID6,e 00000000 XOR 11010001 11010001

In a next step,
assigned identifiers IDj are sent over at least one channel,
the Internet.
D217,

e.g.
[RS2',

[RS3',

the pairs

[RS4',

[RSO',
ID4],

IDO],
[RS5',

[RS1',
ID5]

the pairs of encoded repair symbols RSj and

and

ID1],
[RS6',
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ID6] are sent through the at least one channel. Contrary to
that, the shared secret e = 33 is sent through another dif-
ferent channel, e.g. through SMS. Upon receiving e and the
pairs [RSj', IDj] (where some of the pairs may be dropped due
to channel errors), the receiver can recompute RSj from RSj'
by using f£(IDj, e), i.e. by determining RSJ = RSj' XOR f (IDj,
e). Afterwards, a standard error correction decoding is per-
formed on the correctly received repair symbols in order to
recover the original source information comprising the source

symbols SY0, SY1 and SYZ2.

In the foregoing, a pseudo-random function f is used in the
process for encrypting and decrypting the error correction
code. However, it may also be possible to use a normal func-
tion instead of a pseudo-random function. Nevertheless, in
case that the output length of the function f is longer than
the length of the shared secret e, it is preferable to use a

pseudo-random function instead of a normal function.

The invention as described in the foregoing has several ad-
vantages. Particularly, a method for data transmission is
provided achieving both an error correction by adding redun-
dancy as well as a high security by encrypting the error cor-
rection code in dependency on the encoded symbol identifiers
of the resgpective repair symbols in the error correction

code.
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Patent Claims

1. A method for sending digital data over a number of chan-
nels (CH1, CH2, CH3), wherein a sender (A) performs the fol-
lowing steps:

- encoding (COD) source data (SD) having a first number of
source symbols (SYi), the encoding (COD) being such that
an error correction code (EC) is generated from the
source data (SD), the error correction code (EC) compris-
ing a second number of repair symbols (RSJ) higher than
the first number as well as identifiers (IDj) where each
identifier (IDj) 1is assigned to a corresponding repair
symbol (RSj), the error correction code (EC) adding re-
dundancy to the source data (SD);

- encrypting each repair symbol (RSj) by an encryption pro-
cess (CRY) which is based on a shared secret (e) between
the sender (A) and a receiver (B), where the encryption
process (CRY) for a respective repair symbol (RSj) de-
pends on the identifier (ID]j) assigned to the respective
repair symbol (RS7J);

- feeding pairs of the encrypted repair symbols (RS3') and
the assigned identifiers (ID3j) to the number of channels
(CH1, CH2, CH3) which are connected to the receiver (B).

2. The method according to claim 1, wherein the error correc-

tion code (EC) 1is a fountain code.

3. The method according to claim 1 or 2, wherein the source
symbols (SYi) and the repair symbols (RSj) each are bit se-

quences having the same fixed bit length.

4. The method according to one of the preceding claims,
wherein the encryption process (CRY) uses a pseudo-random
function (f£(IDj, e)) applied to the repair symbols (RSj), the
pseudo-random function (f(IDj, e)) depending on the shared
secret (e) and on the identifier (IDj)) assigned the repair

symbol (RSJ) to be encrypted.



10

15

20

25

30

35

WO 2019/052844 PCT/EP2018/073650

14

5. The method according to claim 4, wherein the pseudo-random
function (f(IDj, e)) generates an intermediate bit sequence
having the bit length of the repair symbol (RSj) to be en-
crypted, the encrypted repair symbol (RSj') being the XOR
combination of the intermediate bit sequence with the repair

symbol (RSJ) to be encrypted.

6. The method according to one of the preceding claims,
wherein the number of channels (CH1, CH2, CH3) comprises sev-
eral independent channels where the pairs of the encrypted
repair symbols (RSj') and the assigned identifiers (IDj) are
fed to the independent channels (CH1, CH2, CH3) such that
each independent channel (CH1, CH2, CH3) receives at least
one pair of the encrypted repair symbols (RSJ') and the as-

signed identifiers (IDj).

7. The method according to claim 6, wherein the independent
channels (CH1, CH2, CH3) are channels of a Multipath TCP pro-

tocol.

8. The method according to claim 6 or 7, wherein the number
of pairs of the encrypted repair symbols (RSJ') and the as-
signed identifiers (RSj) in each independent channel (CHI,
CH2, CH3) is less than the first number.

9. The method according to one of claims 6 to 8, wherein the
encryption process (COD) further depends on the channel (CHI,
CH2, CH3) to which the encrypted repair symbol (RSj') is fed.

10. The method according to one of the preceding claim,
wherein, parallel to the feeding of the pairs of the encrypt-
ed repair symbols (RSj') and the assigned identifiers (ID7j)
to the number of channels (CH1, CHZ, CH3), the shared secret
(e) is fed by the sender (A) to an additional channel (CH'")
being connected to the receiver (B) and being independent of
the channels of the number of channels (CH1, CH2, CH3).
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11. A method for processing digital data being sent by a
method according to one of the preceding claims, wherein a
receiver (B) performs the following steps:

- receiving the pairs of the encrypted repair symbols
(RS7') and the assigned identifiers (IDj) over the number
of channels (CH1, CHZ2, CH3);

- decrypting each encrypted repair symbol (RSj') by a de-
cryption process (DCR) which is based on the shared se-
cret (e) between the sender (A) and the receiver (B), re-
sulting in the error correction code (EC), where the de-
cryption process (CRY) for a respective encrypted repair
symbol (RSj') depends on the identifier (IDj) assigned to
the respective repair symbol (RSJ);

- decoding (DEC) the error correction code (EC) such that

the source data (SD) are restored.

12. A method for transmitting digital data from a sender (A)
to a receiver (B) over a number of channels (CH1, CH2, CH3),
wherein the sender performs a method according to one of
claims 1 to 10 and the receiver (B) performs a method accord-

ing to claim 11.

13. A sender for sending digital data, wherein the sender (A)
comprises means for performing a method according to one of

claims 1 to 10.

14. A receiver for processing digital data wherein the re-
ceiver (B) comprises means for performing a method according

to claim 11.

15. A transmission system, comprising a sender (A) according

to claim 13 and a receiver (B) according to claim 14.
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